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CoBIT (Control Objectives for Information and related Technology)
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IT GOVERNANCE
MANAGEMENT GUIDELINE

Govermancs over informetion wokoology and s processes wihth the
busizsss goal of addr=g vakes, whils talancmg mck werenc rapamn

ecwrmat dalivary of informatom to the bosiness tar addressas
tha reguised Infommation Crteria and t: maxsemed by
Koy ol Indscaiors

1s amalkbled .:l'_l-' sreaiing ond moinfaixmp o rpafees :l‘I"
prowesr and condral eossilancs a_iupr.:_pi-'_-rt_ll'.:lr the
Pusmens dhot Jirects omd momtorr e Paommess walne

Zaivery af LT
constdars Crisical Success Factors that leverage

all IT Besomrces and is mazemmad by
Koy Performance Indicainrs

Critical Success Factors

= IT govemanca achivitiks are imsegrased imo e eiIpoicg
EoTer=ancs proces 1=d leademim beavioes
= IT govemnanca Socwses o the soterprce goals, simasagic

tho avatlability of sufScent resource: and apabiltes 1o keap
up wi the bosinscs demands

= IT govemanca acoivitise are defmed with a clear porposs,
docomemisd 22d implamanted, bassd on eeterprise neads and
with e=arhignonc accouncabidtice

opomal nre of resources aod increase the sffectvensss of IT
Procachas

19

inisiasires. the nie of techoolegy 1o enhance the bosinecs and on

= Mapnzpepant practices am moplememied io crsase sdGcent and

I conldeniisliy I T |
TS | technalegy |
| wesimbiy |

I e I =1 i |
| etk | daim |

Key Goal Indicabors

= Erbonced parformanics and ook moamea gom e

= Improsed reremn o major IT mrsstmesis

= Improsed timne w0 markat

= Inrreased quality, =novasion and mick
mnageEnest

= Approprakly =teamvied and ste=dardiced
rosinedn ProCeEERE

= Rearking now a=d sascfying axich=g
CLE DOEDECE

= 4rwilabiliny of approprizie handwamndth,
compatng power and IT delivery mechanico=s

= hicgiing requirsmeni: a=d sxpectaton: of the
cucmemer of the procacs om todges 2od om e

= Adheronca oo laws, mgalations, mdnsioy
wiandards e=d cooracmal cozmmisnests

» Tmncparsocy oo mick taking 2=d adharznce 1o
s agread organiacomall nsk profils

= Bezchrarking companisons of [T govenancs
mnanesiey

= Creation of new sernice delivesy chaomals

Key Performance Indicatons

= Improved cost-afficioncy of IT procecesc [oosts
. dalivacntles]
= Inrruasad numsbsr of IT action pla=s for process




IT Governance Maturity Model

Goverzancs ovar informetion scknology and i procasces
witk the bmziness goal of adding value, while balazcing misk
U TRt

0 Non-existsnt There is 2 complets lack of amy
racognisable [T govsrna=co procacs. The arpantages
bz: not even recopmiced that thars fo 2= dioue te =
zddressed 2nd heoca there 5 Do comymusscation about
tha issus.

1 Initial #&d Hoo Thers is svidence thet the orgamisetion
hzs reog=ised dar IT governance iisues est and naed
to ba addresed There are, howsser, oo sandardised
processss, bt insead thars ars ad hoc approaches applisd
on an indiwidual er cace-by-cace hask. Mamagomeers
appocach & chaotic a=d there i only sposadic, non-
cozsistest compmunicason on issues 2od approache: 1o
addmeus them. Theee may be womae ackoowledgument of
capturing the valns of [T in outcome-cricztsd
peeformancs of related eetsrprise processes. Thare ic oo
stamdard mesesimaent process. IT noomitoring ic coly
implamanied rezctvaly to an mcidemt that has caused
soma loss of embarsiemess to the orgamisatice.

2  PRepeatable bue Intuitive Thare is global awesemees
ut'EI.'_.,',m.l:nz'n isees. IT goverzancs actvitss and
performance indicaton L'nuu.d.wdu‘n]n]:mu:, which
includae IT plaz=ing, delivery and momitering processes.
Ac pam of this affiort, IT governzancs activids ans
fomzally establiched inte the orgamicaticn’s changs
managsment process, with active semior management
imvelvamant and ovarsighe. Selectad [T procosces ame
idemtified for fmproving and'er comtralling core
scfezpose procesees aod ame sffectively planned a=d
mozstored a5 mvestmeets, 2od aze decrvad witkin the
comtsor: of 2 defned [T apcEstechurs] Samewark
Manxpanant kas idsudfied basic IT governancs
mazsTraments and assessmant medzods =d wchnignes,
howsvsr. the process bas not been adopied across the
organiz@nes. These is o formal cwining and
commemizxticn o= govenancs candards amd
respomsibilities ars ledt o the individnal. ndividuals
drive the govemmamcs process witkin varnous [T projects
zz=d procacces. Linsited govesmancs teols are choses and

implamantad for grdering govemamce metrics, bt may
mot be used to the full capacity dne o & lack of
sxpariise in thair functonality.

Defined Process Tha need o act wirtk respect 0 [T
Eoveruancs b mndemsoood and accapted. A baseling et of
IT gonamzazce indicazors ic developsd, whars linkagss
bemvasn outcoms merstras and performamse drivers are
dafined, docomsmted w=d integrated inte srasgic and
operational planning ans’ — - —- - -
Procadures have besz &t

sfficisntly. Processes ame occasicoally mmproved and bas
intarmal practicas ars anforced. Foat camee amalbyuic is
‘being standandfied Confizeous inpoerement
‘beginning io be add-ssced Thars ix lmnited, primamtby
tmctical, uss of eckzology, based on matame teckmiquas
a=d s=forced sandard tools. Thars is involrenssnt of all
requimed intarme! domain expects. IT govamance svolves
ineo an eotarpeise-wide process. [T govemance activites
2w beconzing intagrated with the extesprise govemancs

mrmsnee

EOVEIInCs Megudramants. All problams and diviations
are Toot canse e=alviad and officiest action ic axpediczthy
ideevtified and fitiated. IT is used o Ao exbemsive,
integrated 2nd opt=rsed manner to metomais the
workflow and provide ool to moprove gualbty azd
sffactivensss. The dsks and swturos of the [T processas
arw defined, balamced a=d communicated across the
sowrprise. Extemnal sxpests are levsraged and
‘bezchmark: are used for guide=ce. Moensoring, self-

acemeemnaes aed mnmermnn e asion sheard eemareoaees

implamantad. Managam
stzndasdised procedures
astaklished. Parfomman:
EOVEIADCR AcTviles ap
leadi=g to emtecprice-ars
muaszzable. procedmas
formzalization of sxirting
standardiced, usizg e
Balazcod Busines: Scor
the organizason. Itis, &
Bsd traizing, to followr
Boet cauce amalysisis o
Procanies ame menitarad
brat amy deiasion, whilk
indivrdzal mobaive, wo
mamy pamant. Neveetal

M

procass performancs & té," a-" g 93:'

raweasded bassd om ke ;

Managed and Ko
mdemstandizg of IT gos
supparisd by formaal tra
wmdestandi=g of whe it
are dafined and nuezstor
agmeemants. Farpomst
swnesbip s esteblished
the tasiness and witk th
procanses in baced prim:
wmdecstandi=g and itis
cozgplizncs with proced
procass stakeholdems ars
of IT and the opposiuns:
dafined relarazces unds
Action is taken in ma=y
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CoBIT Family of Products

EXECUTIVE SUMMARY
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AALC] MHIAED Overview

— e ¥

IT Governance&2 IT Life CycleM0IAl IT Investment Strategy, IT Audit, IT
Performance Measurement, IT Management &<9] MHIAE HI3

IT Governance Service Model Service Offerings

Service

IT INVESTMENT STRATEGY Offerings Description

T IT = J2HO| Biz & IT IssuesE oilZ&
INVESTMENT = U= SolutionOll CHOtHH Z2ES
2ROl E eI\ E==Psp=t =]
= —_ M STRATEGY AS A A A
PLA!NNING& Q » DO T eSS HIAIGH|
A MONITORING I'T DRGANIZATION | | IT AUDIT Flet =& &E & Outsourcing
U M |Resources ' G 2B RRIOl MHIA £F RCH
D)
l ,\E,l IT CHMAEO T EXEN L 58X
T DELIVERY & )L/ICQUISITION& E PERFORMANCE 2e|E Fle 1T d=sd K=
SUPPORTING PLEMENTATION| e & &t
N MEASUREMENT
=

SHIEUA 2T ®E0 2EE +

IT PERFORMANCE MEASUREMENT IT MANAGEMENT [ % = Pochle, frocess, Quality
22 M S

Reference : IT Governance Institution, CobiT 3 Edition, July, 2000
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AALC] MHIA =D IT Investment Strategy

Biz Strategy?} Technology Trend& 112001 11249] Biz & IT Issues& MHEE =
A= Solution0fl THOHY] HAS WA EXIO|AIEAEE I|0I= HAEE HI3E

IT Investment Strateqy Framework A Al Service Offering

: » Portfolio Analysis
Biz. & IT Issues -IT Domain2 2 Trend 24 & Quick &2
S8t MOl SolutionT= & &H&k HIAl
» Solution Cost/Benefit Analysis
- Solution CH@HE Cost/Benefit &
S JAMZE X
* Risk Assessment
-IT EXH0ll TH 8t Technology, Security, Continuity,
Regulatory S Risks0Oll &t 3L &=/F A HI|
» Outsourcing Feasibility Study

Solutions Portfolio Analysis
: Solution Cost/Benefit ,
Finance : -1TO & BPOZ2| Cost/Benefit &4 10} Ol A0l £
Analysis :
ofl Z 2ok Xl Al
JI0H S 1t
Outsourcing Feasibility Stud o -

R

Technology
Trends

Jx
Mo
O
ol

Biz Strategy

Al 8E SESER| Al
 Cost, Benefit, Risk0l| L8t 24902 HHAE9)

SINZ2E XE

Investment Decision Making » Outsourcing At 2| Door Open & =3




AALC] MHIAED IT Audit

Z(Customer) 2 IT MHIAT Service Provider) ==0i| (H? 2 u=iol WI|F
%GH 2HO| T EII/E*EI = IT MU|A =5 S SO UAHE NS

Corporate IT Audit Framework &t Ml Service Offering & J|HS 1t
T Strateay
[lreoene l_a — &Nl KHIA Offering
::Z:L.::;te'::j I - Corporate 72 Z& 9| IT =F(21 3,
S Sxmemmeesemen | rreen 8 Jl&, Z2HA S5 S) A

8 sem Hi— Sl[s k="

e 1 H < FE%I SIT N RS &=, T DI% 2F, ITY
| o F[%‘ Business Processes2 & &2 HaA
' - — HIIE S5HITEX ¢ 2elo YWaty B

Svstem e e |

IT Service Organization Audit Framework

I |

o
oo 2 | &Nl MHIA Offering
Service Capabilit AUl MBS
1 ment === DI 8l/SIISM) ERQ| IT P2/ HIA
Management _ |T |T
TABI~ || uz 22 52 H azaa ( )= =T
T Ayl 20| (28 =8, S€+T) dH
Adl A~ 22X 2
_{ Service Quality A 25 I 'jll:HQ-J—l'
Management AU Ao _ _
o » n a2 MHIA S, BE 4E0 ABH BIIE S8t
T o
[Sanres T AHIA S5 B4 98 e B

—{Customer Environment -
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IT Performance Measurement

IT Performance Measurement FrameworkE J|HICZ IT9| Valueg X E%I010

[2AOD| Y wokg Su

IT Performance Measurement Framework

——————— FINANCIAL KGI 4—————

A
v . v
CUSTOMER KG| €===== INFORMATION [===== » PROCESS KPI
A H A
v
— | EARNING KP| <

—

Acquisition & IT Development
mplementatio BSC

REQUIREMENT

_ FINANCIAL
Bustness IT Strategic CUSTOMER
FINANCIAL BSC %
CUSTOMER FINANCIAL [LEARTS
ROCESS CUSTOMER
PROCESS IT Operational
LEARNING 'LEARNING BSC
FINANCIAL

INFORMATION [Planning & -USTOMER
Organizatio PROCESS

Delivery & | ILEARNING

[ Support ] Iﬁ'

25

At Ml Service Offering

*KGI(Key Goal Indicator) JH& & I}
- Measure of outcome (“What”)
- ROI &9 Financial KGI
- DHOH=EE 59| Customer KGI
*KPI(Key Performance Indicator) Ji & & =D}
- Measure of Performance (“How well”)
- Cycle Time S92 Internal Process KPI
- Employee Knowledge S Learning & Innovation KPI
*BSC(Balanced Scorecard) JH& & O}t
- KGI2} KPIEZ Packagedt & Measurement Tool
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