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RFC 3234
'middleboxes” - defined as any intermediary box

Performing functions apart from normal, standard functions of

An IP router on the data path between
A source host and destination host.
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@QHTTP1.1 GET
GET /HTTP/1.1
Host: www.xxx.com

(3 HTTP/1.1 200 OK
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Content-Type: text/html; charset=utf-8

(HTML)
Al T O] A| RILICE.
HTML)



TCP O]S4HA HHAL S B

| -

| Server: Apoche

| payleod SYN |
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hials <Mtsls <htels <htals <hitnls <htals </Mitals <hals htsls <htsls ohtnls <htnls <htals <htals <hesls <hosls <t <
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17:54:20.685563 IP Z.2.2.2.443 > X.X.X. X 4567E: Flags [S), seq 9:130, win E760, options [mss 1368) m 138 |
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Client Server
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* |SN (Initial Sequence Numbers) :BHESHA|ZA HS
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(& & https://github.com/censoredplanet/censoredplanet/iss

O Product Team Enterprise Explore Marketplace Pricing

& censoredplanet / censoredplanet  Public

<> Code @ Issues 4 i Pull requests () Actions f Projects 0 wiki @ Security

TCP Handshake

Revamping Censored Planet Measurements -
ramakrishnansr opened this issue on Apr 28, 2021 - 0 comments GET https://censoredplanet'org X4 m
" —————————

GET https://censoredplanet.org x4 m
Q ramakrishnansr commented on Apr 28, 2021 m

Over the past few months, we at Censored Planet have been busy working on improvir . .
measurements, with an emphasis on performing faster, more accurate measurements Measurement InJeCt Xl* InJeCt Xl’ TCP EChO
In a series of blog posts, we plan to provide an overview of the changes we've made s¢ M .

achine Server

community is able to understand and use our data accurately, and provide feedback o1 GET htt p S . //example CO rn

Today's post is about Quack/Hyperquack, Censored Planet’s measurement techniques
interference using the Echo, Discard, HTTP, and HTTPS protocols. Below we provide a

Hyperquack-v1, and the major changes we’ve made to the technique and data format 1 GET htt p S / / examp'e .LCom

for more information about Quack and Hyperquack.
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censorship.ai \ : About
¢ i 1\ 7 /é :
. 7 )'\ /
vy About Geneva Composition Evolving Evasion
b [ —How it Works
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C & https://github.com/breakerspace/weaponizing-censors # python3 stats.py scan.csv 149
Processing scan data assuming attacker sent 149 bytes per IP.
O Product © Team Enterprise Explore -~ Marketplace Pricing Initializing analysis of scan.csv
Calculating total length of file to analyze:
949099449 total packets to analyze.
- Unique responding IPs: 362138621
Number of amplifying IP addresses: 218015761
Total number of bytes sent by amplifying IP addresses: 45695690843
Average amplification rate from amplifying IP addresses: 1.407000
Highest total data received by IP:
7632101 96.96.96.96 141334
2 Kkevsterrr Update README.md 3eflcoe on Sep 13,2021 19 commits 9788625 97.97.97.97 181270
44365380 98.98.98.98 142200
238162104 99.99.99.99 1011556
zmap @ 4b507fa Added zmap pointers 8 months ago Hig hest total pac kets received by IP:

& breakerspace / weaponizing-censors  Public

<> Code ) Issues i Pull requests 1 () Actions f Projects 0 wiki @ Security |~ Insights

¥ main ~ ¥ 1branch © 0tags Go to file Code ~

geneva @ 788720 Added submodule pointer to Geneva with amplification plugin 8 months ago

zmap_multiple_probes @ 618f7dd Added zmap pointers 8 months ago 7360299 1.1.1.1 136301
8040711 2.2.2.2 148901
8186133 3.3.3.3 151594

CITATION.cff Update CITATION.cff 7 months ago 238162104 4.4.4.4 1011556

.gitmodules Added submodule pointer to Geneva with amplification plugin 8 months ago
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TCP-based amplification attacks

Packet sequences

SYN with Request

PSH

PSH+ACK
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SYN ; PSH+ACK

~——Variants ——
Details in the paper

Increased TTL
Increased wscale
TCP Segmentation

FIN+CWR
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(a) Destination (b) Middlebox (c) Destination and (d) Routing loop (e) Victim-sustained
reflection reflection middlebox reflection reflection reflection
2etEl Z= 2t | sH{ A}
= o AL =
SA0E  RZ3E AL SE

SYN -) SYN -) H|O]A] SYN -) H[0]A|
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(d) Routing loop
reflection

Mega-amplifiers: routing loops
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(e) Victim-sustained
reflection

Mega-amplifiers: victim sustained loops
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