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2 MO0 gt ALK} g 5t|
/AKX =l 0| FE /conf/ 20 LHC| tomcat-users.xm| Lt
2749 &2 @ tomcat, A role1S 7HX| 1,
3702 A2 X} @ tomcat, @ both, @ role10] MZ CHE gtof Of &

{xml version="1.0" encoding="UTF-8"?

{/tomcat-users -

(1--
<{role rolename="tomcat"/> @
{role rolename="rolel"/> @
{user username="tomcat" password="{must-be-changed>" roles="tomcat"/> @
{user username="both" password="<{must-be-changed)" roles="tomcat, rolel"/> @
{user username="rolel"” password="{must-be-changed>” roles="rolel1"/> @

=9

{/tomcat-users)
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[7I£ S =4 MER AT EES F7I5k= U]

{role rolename="tomcat"/>

{role rolename="rolel"/>

{user username="tomcat" password="<{must-be-changed>" roles="tomcat"/>
{user username="both" password="<{must-be-changed)" roles="tomcat,rolel"/>
{user username="rolel"” password="<{must-be-changed)" roles="rolel" />
role rolename="manager" />

{user username="admin" password="admin1234" roles="manager"/»

{ftomcat-users)
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<security-role>2 & O Z 2| 0[44 0] A&}

web.xm| It 0f 5t

{security-role)
<role-name>9 & O|E{/role-name)

{/security-role)

[(security-role) 24 AFE O]

{security-role)
{role-nameymanager</role-name>

{/security-role)

{security-role)
{role-namejemployeed/role-name)

{/security-role)
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web.xml It 20| §& Het LiE= 8

{security-constraint)
{web-resource-collection){/web-resource-collection

{auth-constraint)--<{/auth-constraint)
{user-data-constraint»-<{/user-data-constraint>

{/security-constraint)

# 10-2 (security—constraint)& 7&6l= 519 24

24 a3

(web-resource—collection) 2 ArHo| oet g = 2EEUC

(auth—constraint) B AHE| S22 E o U= IS E AEAIE 2EEHL
(user—data—constraint) io|e E& Al ole E=5 JEEict
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<web-resource-collection> 82

2 AHROf Ciet s 280t 24

<url-pattern>, <http-method>, <webresource-name> 2| 5t% QA2 4

web-resource-collection)
dneb-resource-namedAte 0O|2<¢/web-resource-name)
url-pattern>d2 A|gH URL{/url-pattern)
<http-method)?AL BHA(GET/POST )</http-method)
{/web-resource-collection)

# 10-3 {web—-resource—collection)S F4I51= 519 24
oA Ao

{web-resource—name) 2 Xt 0|22 HEsi dEre 4= s

2 AIPKS DS URL S22 AHBILICL XIR0l Cipt H2S MBI
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{ur—pattem)

(http—method) E= (http—method—omission) | hitp HAES AESHICHGET BE= POST),




[(web-resource-collection) 24 AME 0]

{security-constraint)

{web-resource-collection)
web-resource-nameWebMarket<{/web-resource-name)
url-patterndcart/~/url-patternd

{/web-resource-collection}

{/security-constraint)
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< <auth-constraint> 22~
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<auth-constraint> 220{= <web-resource-collection> 22| <urlpattern>1
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{auth-constraint)
(description)d¥/description)
role-name)>™& 0|2(/role-name)

{/fauth-constraint)
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# 10-4 (auth—constraint)s F4Al6k= 518 24
oA A%
(descriptiony | BHF0{ HI2F ARy CHEH-EHES 7 |Sgitct

HE0| 2ROE AFZXIC] 0122 2K} ARKIS FLE510] AEEHICt 0|mf BIEA] tomeat-usersxmioi|
(ole—name) | S=E Hstut ARXI0F UL PIoF RE ARXI0AH HEIS 20{512H *2 HAIEHICE (olename)
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[Cauth-constraint) 24 AR 0]

{security-constraint)
<auth-constraint>?
{description)>®2|AK/description)
{role-namemanager</role-name)
{fauth-constraint>

{/security-constraint)
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< A c|El H2F Ak 285

<user-data-constraint> 22

SCO[UELQ MH 7t HO|HE &S Wl HIOIHE E=dts BRs 273
4

{user-data-constraint)
{transport-guarantee)NONE/INTEGRAL/CONFIDENTIAL{/transport-guarantee)

{fuser-data-constraint)>

H 10-5 {transport—guarantee)2| &%

iR AH
NONE 7|2 ZIOZ 0|0|EiE E551K) YUFICH= on|iLct
INTEGRAL T S o7 HE X YUUS S BEBICHE Qo] cHHo | 2Z24)

CONFIDENTIAL TS S HPIEES IR : EXEA| YUSES BEBICHE AoIUcH7 12 )
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[€user-data-constraint) 24 ARE Of|]

{security-constraint)
{user-data-constraint)
{transport—guarantee>CONFIDENTIAL<{/transport-guarantee)
{/user-data-constraint)

{/security-constraint>
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web.xm| Lt 20f| 215 2HA LHES +d8

Jdogin-config)
{auth-method)--<auth-method)>
<realm-name)---{realm-name)
(form-login-config>-<{form-login-config>

¢/login-config)

# 10-6 (login—config)& T-Joh= 519 24

A A
{auth—method} o XFH0| Chst 25 XMe| Yals AEelict
(realm—name) 2 X1l F2E = Q= QISE A=EXE AEE T

{(form—login—config) Ciojg &4 Al H0|E B JEEct
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<auth—method> ea
2 O E2|A 0| M| 21T M| 7|HE HYSI= Q@4

O1F Xz| 7|2 BASIC, DIGEST, FORM, CLIENT-CERT S22 & 0| & SfLt

Ul

<auth-method> 820 AH

<auth-method>BASICIDIGEST {FORM{CLIENT-CERT</<auth-method)

# 10-7 {auth—method)e| &

= 4
BASIC 2 KRS HE 5l ZIEtt LRl weiel it
— QU&5} LSS 015101 FATILICL BIO| ARBEIX| 4= 2U55H 7RIOR JSP ZHE0|LA7} HIEA]
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[Cauth-method) 24 ARE 0Off: 7|2 Q5= 4]

{login-config)
<auth-method>BASIC<{/auth-method)
{/login-config)

[{auth-method) 24 AFE Of: & 7|tk QIS0 = 4]

{login-config)
¢auth-method>FORM{/auth-method>
{flogin-config)
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& 10-8 FORM 78t 215 A| 2321 H0|X[S] 27 Al

&M 0|2 S u

form EH29] action <4 j_security check
AZXC name £4 |_usemame
H|ZHS 9| name 24 |_password

[FORM 7|k QIS A] 271921 m|0|2]|2] of]

{form action="] security check"” method="post")>
ot 0] ¢ : Anput type="text" name="] username” >
H|YHE : (input type="password" name="j password" >
{dnput type="submit" value="=&192I")

(/form>
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“« MclE| 2F 248017

<realm-name> 82

7lg AF0 ¥ 0|52 MHE 2o
<realm-name> 220 28= 99 0|52 Of7 & E2t2X | 219l Lz}

SO EA

<realm-name> 84 += FORM 7|&l QI=O0|L} CIE OI= dt
=0 OFF&H Fak= O|X|X| & X|T <login-config> 24
Ol YIeE 2 GO|HE EA|=tot= O ERIM O 2 ALE

realm-named 0|E¢/realm-named

[Grealm-name) 24 AFE 0]

{login-config)
{realm-name>login¢/realm-name)

¢/login-config)
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<« AN RE|E| AF 5]
<form-login-config> 24
0I5 XNE|E flet 2192 X 2F HO|X|E A7F5l= a4
<auth-method> 247} FORM 7|8t 215 XMe| 7|Hez d-FEAS If ALE
<form-loginpage>, <form-error-page> 9| 59 QA2 T4 &

230 W F Ho[X[e] =& E OiE|AH 0| O|F(0I2EHA0M ZEHE 0|F
of sigeEhs 7Ize=z 873

{form-login-config)
(form-login-page>21¢l HO|Z] URL{/form-login-page)
{form-error-page>21° 2F HO|Z| URL/form-error-page>
{/form-login-config)
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% 10-9 {form—login—config)E TAl6H= 51¢ 24
(=2 AN
{form—login—page) CIEE 2ift 219! HO|X|E A&t

{form-emor-page) QIS ATl A AR @5 HO[XIS ARBHCH

(login-config) 24 ARE Of: F 7]8t QIF]

{login-config)
<auth-method>FORM<{/auth-method>
{form-login-config)
{form-login-paged/login jsp</form-login-page)
{form-error-paged/error.jsp{/form-error-page)
{/form-login-config}>

{/login-config)
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Offxl 10-1 7|2 25 ®2| YEoZ Hot X251 |

o 120|A M-St ISPBook ZE2EMEE AtETHL|LCY
- O|2EA9| Server ZENME| = tomcat-users.xml| Lt L 0| A AR X}Q} gt
of =M ME|Z AMSt2 HRE@HS E F7F =ELCL

Servers/Tomcat v9.0 Sever at localhost—config/tomcat—usersxml

01 <I-- => T4 2| A

@2 <role rolename="tomcat"/

@3 <role rolename="rolel”/>

04 <user username="tomcat" password="tomcatl1234 - Tdles="tomcat"/>
05 <user username="both" password="both1234" roXes="tomcat,rolel”/>
06 <user username="rolel" password="rolel1234" roles="rolel"/>

07 - => ZA 2| A
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O|2 EA9| Server Z2HME 0| Q&= tomcat-usersxm| LtL A ALEXIQ} A
of &4 MZ|& AH[ot2 | ZH ?a% =7t =8 o,
web.xml L& &M JSPBook/WebContent/ WEB—INF/web.xml

@1 <?xml version="1.0" encoding="UTF-8"7>

B2 <web-app>

@3 security-roled

04 {role-name>rolel</role-name)

05 fsecurity-role>

(0153 {security-constraint>

o7 web-resource-collection?

08 web-resource-name>lSPBook</web-resource-name>
@9 url—-pattern>/chl1@/scurity®l1 . jsp/furl-pattern>
10 <http-method>GET</http-method>

11 {/web-resource-collection>

12 auth-constraint>

13 Ldescriptionxydescription>

14 <role-name>roleld/role-name)

15 <fauth—-constraint)

16 </securlity—constraint?>

17 <login—-conftig}

18 {auth-method>BASIC/auth-method>

19 <flogin-config>

20 </web-app>

[=1;
=
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- securityO1jsp LH& =g
JSPBook/WebContent/ch10/security01.jsp

@1 <%@ page contentType="text/html; charset=utf-8"%
@2 <html)

E] 3 <he ad> Windows 22t «
04 <titledSecurity</title) eclipse.exe
05 </head)

AH localhostOff A AFEZE O| S0t =8 RFTHLL A5

i = M0l A "Authentication required”= 2AgHL|TH

06 <body> I AT 0BT s Tk AISE ARS0] M| 2
2 dEs S5 S L)
A RS =2 o O = "
o= Jg_:l oH == E I.
07 PXAE dAMSHC ‘ | ‘
=1
= |
@ 9 <fh t m 1 > @ shoutblank 7 =
® o http//localhost8080/ISPBook/ch10/security0l jsp - I:l W X =g 7jo
= i
erl’![iOWS Hot w =
=i A
The server localhost is asking for your user name and password. The - 21
server reports that it is from Authentication required.
‘Warning: Your user name and password will be sent using basic
authentication on a connection that fsn't secure
[ i ==
————— | i@ Security 22 B

\L. [legxroiz | I S
|H. I | « /ch10/securityOljsp ~ B
| Dy rzsg79 |

e dEsalych
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OllH| 10-2 & 7|8t 215 Wyo 2 Bt &2517|

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
= 18
19
20
21
- 22
23
24

web.xml LH% Ef%l’l‘ 7E|' Ol 75,")8 JSPBooWebc:ontenthB—lNF;‘web_xml_

Zxml version="1.0" encoding="UTF-8"7>
Lweb-app>
{security-role>
role-namelrolel/role-name)
<fsecurity-role>
{security—-constraint?>
<web-resource-collection>
{web-resource-name>]SPBook<{/web-resource-name>
url-pattern>/ch1@/security®l . jspl/url-pattern>
<http-method>GET</http-method>
{/web-rescurce—collection}>
<auth-constraint}>»
<descriptionx/description
<role-name>rolel/role-name’>
{fauth—-constraint>
</security—-constraintd
<legin-conftig>»
<auth-method>F0ORM</auth-method>
<Form-login—configd>
<form-login-page>/ch10/login.jsp</form-login-page>
Form—error—-page>/ch180/login_failed.jsp<d/form—error-page>
</form-login-config>
<flogin-config>
</web-app>
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F A

. . 2 Creql 2+
|Ogln.JSp Lj-E Ct=1F £0] © JSPBook/WebContent/ch10/login.jsp

A

igh Security 3 = m

@1 <%@ page contentType="text/html; charset=utf-8"% —
& /ch10/leginjsp ~ B

02 <html>

03 <heads MERE: rolet

@4 <titledSecurity</title) HZHE : sosssses

05 </head) Ha

06 <body>

@7 {form name="loginForm" action="] security check"” method="post">

08 P> AFBAME: {nput type="text" name="] username”}

09 {p> H|YYHE : dAnput type="password” name="] password">

10 p> <Gnput type="submit" value="#H&"> g security = 5
11 {/form) (o o) @ & /ch10/ security check + B
12 </body> s dsRsUCh

13 </html)
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+ login_failedjsp LH-& Ct=dF 20| &

JSPBook/Web Content/ch10/login_failed.jsp

01 <% page contentType="text/html; charset=utf-8"% @ Securty i3 = O
02 <html) =l - &' /ch10/] security check + B |4
03 <head) 21E IR sLC

04 <titledSecurity¢/titled

05 ¢/head)

06 <body>

07 pXlE IS

08 </body>

09 </html)
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<« ZE2J2UYX A7 E|E|(programmatic security)
2 ofZ2AH oo Eotg Qs REE ZHE5H0] AFEALe| Tt RO E X2

Sh A
MOIE A|R2|E|o| HOIO R SEGHX| %S I request LI 12| HAES
AHEBHO) ALBALE Bolote g

I 10-10 = 2K request LA Z4H|2| A=

L S g =3

getRemoteuser() String NEXS] Q65 el PrekeiLCt

getALthTypel) String NEBIS 55 Ol ARSI Q15 A0 0SS BRIk
isUserinRole(java.lang. sl & ¢i=EH ARII0IA AE= HEi] Ql=X| EQIEiCt AAEE A2 true= Ht
String role) 25k JEX| %2 B false= Hrakeil|Ct

getProtocol() String g B2t Me| F a2e == JIMgLCE

B B2 A0 https RFOR requestZt SHZE=A] E2IELICE E B2iRK
OflA hitps2 F51H trues HISS I, hitp 2 Z261H falseS HISIGHLCE

isSecurs() boolean

getUserPrinciple() Principle Srl Q158 ARRKIS] 0152 TESI0 javasecurity.Principle Z4HIE BFEREHLICE
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[request LHZF ZHAH|9] isUserInRole() G|AE AFR O]

& if (request.isUserInRole("admin")) {
¢a href="admin/addProdudct.jsp">&& S&/a>
@ href="admin/member.jsp">3|¥ Z2|¢/ad>

&
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offd 10-3 Z272§ YACZ Hot H2[5|7|

JSPBook/\WebContent/\WEB—INF/web_xmi

@1 <xml version="1.0" encoding="UTF-8"7>

@2 <web-app>

@3 {security-role>

04 <role-namejrolel</role-name>

@5 <fsecurity-role>

06 {security—-constraint)>

a7 <web-resource—collection®»

OFS] <web-resource-name>]SPBook<{/web-rescurce-name}
@9 url-patternd/chl@/security®2 jspd/url-patternd
1@ <http-methodlGETS/http-method>

11 <web-resource-—collection®

12 <auth—constraint)>

13 descriptiony){/description?

14 <role-name>roleld/role-name’>

156 <fauth-constraint>

16 <fsecurity—-constraint>»

17 <dogin-config>

18 {auth-method>FO0RM{fauth-method}>

19 <form-login—contig®

20 <Form-login—-paged>/ch18/1login jspd/form-login—-page>
21 <Form-error—-page>/chl1@/login failed jsp<d/form—-error—page)
22 <fform-login—-contig®

23 <flogin—-contig)>

24 </web-app>



3. ZE2 12U A|RE|E] X2

° 1 1 Ll 2 XFAd
security02jsp & &< JSPBook/WebContent/ch10/security02.jsp

@1 <&@ page contentType="text/html; charset=utf-8"%

82 <htmld>
B3 <head>
04 <title)Security/title) @ Security 52 = 7
05 </head o o) @ < /chi0/securityo2sp v B
06 <body> AHERTE: rolet
07 p> AFRAYH ;. G=request.getRemoteUser ()% HIZH S  sesessss
08 <py o=4h : G=request.getAuthType()®
99 <p> QZBH AIRRIUO| AW “tomcat O Ads
AHg2e17t2?
10 G=request.isUserInRole("tomcat” )% | @ Exception &3 e |
11 <p> QS ABAHO| ABH "rolel"of A3t o o @ & /SPBookichly/sErorpagesp + B
N8R SR} HMSIHSLICH
12 &=request.islUserInRole("rolel ™))%

ol 2 EFY : java.lang.NullPointerException
13 </body>

= =
14 </html)> 28 HMX| : null
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oln

=

E Hlo|Xx|e] Eot X2|517]

@ lrgh 1=

- Aitp //ocalhost scedweb ket login sp

Home

Please sign in

@ Legin &5

W . itpiocaliostE0B0MEbVar ke login jsplsor=1

Home

219

Please sign in

OHO|Cles BN EIES TP F4 2

“ W o http//localhost 8080/ WebMarket/addPreduct jsp ~

Home

AFIL =
OO o

—
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Korean|English
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Offxl 10-4 2321 2158 Sall &5 S5 molx|ofl FZst7|
2 MHO| AFE XLt 3 2785
ALEXLeE St g dst ot & 4 M| A

M o
MEL 9dat2 gdminS =7} &

e

0Z

Servers/Tomcat v9.0 Sever at localhost—config/tomcat—usersxml

01 -- =) F4 2| 4F

@2 <(role rolename="tomcat” /)

@3 <role rolename="rolel” /)

@4 <role rolename="admin" />

@5 <{user username="tomcat"” password="tomcatl1234" roles="tomcat"/>
@6 <user username="both" password="both1234" roles="tomcat,rolel”/>
M7 <user username="rolel" password="rolel1234" roles="rolel"/>

M8 <user username="admin" password="admin1234" roles="admin"/

09 -=> => F4 2| AA|
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& ofZ2|AH O] HHE HEHXt web.xml Bt=7|
WebMarket/WebContent/WEB—-INF/web.xml

01 <zxml version="1.0" encoding="UTF-8"?>
02 <web-app>

03 {security-role)>

04 {description)/description >

05 <role-namedadmin</role-name>

06 {/security-role>

a7 {security-constraintd>

08 {display-name>WebMarket Security</display-name)
09 web-resource-collection)

10 dweb-resource-namejlebMarket<{/web-resource-name>
T <description){/description)>

12 url-pattern)/addProduct.jsp</url-pattern)
13 {/web-resource-collection)

14 {auth-constraint)

15 {description>dst 2|2t /description>

16 <role-namedadmind/role-name)

17 {/auth-constraint)>

18 {/security-constraint)

19 <login-config)>

20 <auth-method> ORM</auth-method>

21 orm-login-config>

22 {form-login-page>/login.jsp</form-login-page)>
23 {form-error-page>/login failed.jsp</form-error-page>
24 {/form-login-config>

25 </login-config)>

26 </web-app>
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WebMarket/WebContent/login.jsp

®1 <&@ page contentType="text/html; charset=utf-8"%>

02 <html>

03 <head>

B4 <link rel="stylesheet"” href=" /resourcesjcss/bootstrap.min.css" />

05 <titlelLogin</titlel

06 </head>

07 <body>

08 <jsp:include page="menu.jsp"” />

©9 {div class="jumbotron">

10 {div class="container">

11 <h1 class="display-3">2I/h1>

12 <divy

13 </divy

14 <div class="container"” align="center">»

15 {div class="col-md-4 col-md-otfset-4">

16 <h3 class="form-signin-heading”>»Please sign in</h3>»
17 <&

18 String error = request.getParameter(“"error"):
19 it (error !'= null) {

20 out.println("<div class="alert alert-danger'>");
21 out.println("Ofo|C|et HIYHSE EelsiF=M2");
22 out.println("</div>");

23 }

24 £
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_»25 {form class="form-signin” action="] security check” method=
"post">
26 ¢div class="form-group”>»
27 {label for="inputUserName" class="sr-only">Jser Name
{/label>
28 {nput type="text" class="form-control” placeholder=
- “ID" name="Jj_username’ required autofocus)
29 <fdivy
30 {div class="form-group">
31 {label for="inputPassword" class="sr-only">»Password
¢/label>
32 {dnput type="password” class="form-control”
S placeholder="Password” name="'] password' required)>
33 divy
34 ¢dputton class="btn btn btn-lg btn-success btn-block”
type="submit">22I/button®
35 {/form)
36 divy
37 {divy
38 </body>

39 <html)
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270 215 IS I loginjsp HO|X[= &X| 0| 5SS response L% 24 A2
sendRedirect() HIAEE 2t

lOgInJSpO” 2%% XI_EEI- }EE Rjé',' rL"El-DlE-I error% 7£||-)<K5|
WebMarket/WebContent/login_failed jsp

01 <%
02 response.sendRedirect("login.jsp?error=1");
03 ®
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Session LHZF 2| 29| invalidate() HIAEE 2t
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WebMarket/WebContent/logout.jsp

&@ page contentType="text/html; charset=utf-8"%

<&

%

session.invalidate();

response.sendRedirect("addProduct . jsp");
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WebMarket/WebContent/addProduct jsp

4 page contentType="text/html; charset=utf-8"%
e (A42H)...

{div class="container")
{div class="text-right">
{a href="7?language=ko" >Korean</a>|<a href="?language=en” >
English<¢/ay
{a href="logout . jsp" class="btn btn-sm btn-success pull-
right">logout¢/a)
¢fdivy
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