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237} Ssy] uhiolr), o] FRHQ ol ‘o] Wob 4 v ofgA Rajat
% QeiFele BEe Umska g & o AR SolkRd-axwl gobd

o A5 o |HAE TR el g1, THA0R 3 Azl lEx)er 24
Ay (SEEX) Eb 3HE AR of8A T Al thet FAZ WES 2y
3 4o it

RIOF ke Fmo] 3t Solghrki Zbgaithd Aot By Hrke O &

RS & ARSle] A% =9 4 9)
> %7? w2 = %EM SERH/ANAE ol HFhe A9
S 9 S TRIE SR BB AN

gef, W] &4 oju)R] A4S LAE|ES Aot she EFA/AH|IAE 28 EE AR
tiH] g5E0] AlY $& HbPhoto A& (19 4>9} 7o) HIAES E3A] U5l
A AEE e = ok

JE 4 HIEH AFATRE HAE X2

RGE 16 Bit
Compression [RGB 16 bit, Lostless] Time Taken ([RGB 1§ bit, Lossbess)

I ]

b 1
i

i i

I N | TFYFprTee ey |
.’ p ‘. 2 i . .-'- =y "_r- _/I."’_-"ll g F
Compression Ratio Time Taken

ZEX{: http://www.imagecompression.info/lossless/

Web/WASS] 79, The2] o2 5 4 9k,

3 ool was AHleld R4E Azlshs olrlEAsk ook s, & the) AeelA]
Pkt 4= Qs 2 oj4te] o] Solew, Aejsix] Ea), ol LT A9
W ool el ixalA S olal tie] WASh HejShES Sk, Neimxh
Apache Hitp ATH1S WAS Slof] 0] Load Pelacing® S22 7}o]= 3 4= 9ltt,

T2t A7 XEFE 20] Wb Keepilive A4S 0no2 A2lsle A% L
spglolct The (1% 9] Pollingd} & Brent T912] A2]7} BhA NonBlocking &
= Cometo] U} Pigayback, Long/short polling Z-&: OP7|E)AE T8 45 91e Aoleh,
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112! 5_Comet Architecture

Browser Server
Long-ived request #1 ,—) Request is
MY suspended
Chent action #2 =y
Response
Event 1

-

Long-lived request #1 completes

H Long-ived request#2 & Reguestis

3 ? suspended

Event 2

il

4 Event 3
Long-ived request #2 completes |

Client action #3
Response

J ]
EX|: http://www.ibm.com/developerworks/library/wa-reverseajax1/
Ee 9 69 o] http thAl spdyE AA EHMY 2HEolA e =Y 5 e

WS ol IE 4 Ytk

T2 6_THFY 2tZd0lM SPDY7} HitpECH &=} 27| L}2Ck= #ik|ops He

W HTTP load time (milkseconds) [l SPOY load time (milkseconds)

25200

22400

19600

16800

14000

11200

8400

2800

EX|: https://developers.google.com/speed/articles/spdy-for-mobile
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12! 7_AJAX Architecture

browser client
[
user interface

| —

HTTP +
HTTP request  yo accript

v

| web server ]
t

side-server logic and data

server-side system

/" browserclient
{ 1

| userinterface

I
user event U|J9d8t8

|| Ajax Engine |____-_
g ’71‘

HTTP request  Ul, data, logic

-

\'.

~ web server

|

T

side-sarver logic and data

'\ sarver-side system

Figure 1.7 Classic Weh
Application Architecture

ZEX: https://ajax.sys-con.com/node/338111

U HEHES0] e Y Aulse] 2

Figure

1.8 (on the right}

AJAX Architecture

Qoo W= AJ

AXS S-9.5]

EEO

5FAU, Hitp Caching

A (o, Etagle & ARSH] Uiz} obd sfe] Zix|oflA w2A] 4 shde Holg 4

=S S,

(1 83} Zro] WAS ¢} DB{Fe] 17 (Connection)<

I DA Message Queve T OJH EFAS AR3IAL oW

= Aglshes AS FeA A o Q.

12! 8_Connection Pool H&

%—3} Connection PoolS Z4],

Mle AA o8 24

Application Server

=X http://www.javaworld.com/article/2076221/jndi/dive-into-connection-pooling-with-j2ee.html
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12! 9_Rabbit MQ O}7[ElX|

0K
i

rpc_queue

. Request
Client reply_to=amap.genXaz... Server
correlation_id=sbc
@./'\ reply_to=amg.gen-Xaz...

Reply
correlation_id=abc

&4 http://www.rabbitmg.comytutorials/tutorial-six-java.html

U85 714] AJ251S) Recisoh Memcached® H2) Qlein] QIAJe Aol & Lot
£x0] 3t} 17 §9) ARAY o 5 A|AUL Key sizeo] ufeh B gotfoet 55 1)
o] w2} o] Gek 4 ik, oIEEL A4S TSk S2a/AH 20 o]
HRE o] 3ol5} 42 QJEE 3 Ao|ch

712! 10_Redis?} Memcache H|xt

Redis vs Memcache
Key Length Bench, 3 byte values

35000
30000 ;K ;

- e ® Redis SET
§ *Redis GET
] = MC SET
< omno weC GET
2
@
>

15000

10000

5000

o
0 2 w00 150 200 250
KeySize

&EX1: http://systoilet.wordpress.com/2010/08/09/redis-vs-memcached/

AA gas

AefehEs s 7
$7h Ql=d), 18 A% AN Apache Hitp AMolA] HelehES & 4 glrk
A4S AGTH Neix ARGIHE Mo} B £20] SES HAWS 5 9ok (1Y
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12! 11_CDN(Akamai) 2 Al|

Selected embedded
= objects to be served
= e by Akamai CON
il

Internet anss (4) Forvard .
request Selection
Clogg, Aaads Aigorithan
‘“"N\q replica sonver
— B
= -
Akamal
S CON
Akamal's
POpCS Rarval

Z5x: http://www.cloudbus.org/cdn/RD/CDNs.html

o9& H2 JNIAEo] CONG B8] 9l Qlom, £5] Tomeati?} ZH2- WAS of|A]
47 eleng Sell Aol Bol WA, olFA s BHRTL Bt o
AF= = 7 A7 ooz Wol AT Neinx®] 74| 71553 Web A9 7H41E
2 F8d 4 e WS ARG 5 A 2R A= mysas AR5t
multi—master-E] partitioning, sharding & 11718 4~ $J3l, mongo, hbasel} cassandra®}
2L oo AES USRS 97 Tk ook 2707 sz T el olch AF
£ 5 = Aotk v (OF 19+ she] 2 Hioles WAz o2 719 gl
B2 o] 4458 H2st SR e AL8 o],

T121 12_Partitioning &% X2 Al

Partition 1 Partition 2,

Single big physical table(index) /D‘\ ’D\
NE EN
B R S s Il
AR AN Partition 3 Panitiondl:l
l,u,&-- 55 a s
ENEEEEEE Q0 H N

mmsell T 1
EX1: http://yoshinorimatsunobu.blogspot.kr/2011/05/proper-handling-of-insert-mostly-select. html
RteF g 7Hke] &£F:4/Au| A2k thad) o] Layer MR VNS £ WS
oF|8A 2lFolM HFHLE 7| 4 gl Aol
Network Layer (jsonvx/plain—text, Hip/SPDY)

« Web/Amp Layer (Ajax, Comet, Tomcat, Nainx/Aapche Hitp/Vanish/CON, Connection Podiing, 210
2l1Z, 4I0lE %)

* Store Layer (28} DB, Nosg—redis/menmcached, Sharding-ysdl,cuorid)
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2.2 7124

718 (Availability)o |2t ol flo] HAH o2 ARESE AZHUptime)tH] Aol Zgksh
KA AR AZHUptime+Downtime) © 2 Ue ZRS Wslth 7184 Zho] =24 17kg
/J(HA, High Availability)o]2tal sk=H], oF7|E|A 2lold Helke 7142 BolE 2
gjat o3t 4= Qli= A|xElo 2 JulE]e] 9li=x] Slelsl= ZA X|Ea At}

H MBIAE WEB/WAS BF ti2 2= ARl st=y2a ofl2i7) Ayt g A
HlAa= 78014 vt LA/LT 29{R1E KA ©]S52kE 31HA], Zookeeperlt HAProxy 2}
e 2 245 FESfof itk (Od 139 dqrAH™ RS Eol7] fsiAl
HAProxyS 2 HE ARS-SA 3t tijo] A7 Zoli7} dsie ke thE Awfole ol7t
WA s AAE o Qo

T8 13_AWS2| HA AR Al

R Amazon
AWS N Routes3 |
/

EIP:50.19.82.183 [ EIP: 23.23.174.254
s 1 | HAProxy 2
L] L]
=5 P |
Apache-A =y i |. Apache-B
LI 10

ZEX]: http://harish11g.blogspot.kr/2012/10/high-availability-haproxy-amazon-ec2.html
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12! 14_DRBD M Al|

SERVICE SERVICE
T
4
FILE SYSTEM FILE SYSTEM
- T4
ﬁ - 41
BUFFER CACHE su;rsn CACHE
- - ’ i
RAW DEVICE RAW DEVICE £
— —
DRE&D = " ~T M 7 nnw
i | i
DISK SCHED ’ iT DISK SCHE (1]
: 4 y
DISK DRVER NIC DRIVER NIC DRIVER DISK nnrvea
§t 414 it 4
S = - T <}
—rt
DISK NIC NIC DISK

= =

EX1: http:/Aww.drbd.org/

Mysql & o85Sk 7% master—slave & 2 copy & Z|4gHC 2 HASIAL jFE9] AH]|
2 3 copyE & T UEE STk (1H 159 X Replications 501 Mysal Aol
Z oA 5 QAL A ol a4 .

12! 15_Mysql clustering Al

Production MySQL Cluster
@_‘ __-______,

MySG AN Replication ot AN

{Data Node 1 Dat%ﬂez 3

i i

- |

Lee e N

el 1

Clients T i

1 - g 1

I Data Node 3 Data Node 4

-l

=\ E 3 !

1
1
1
1

254 hitpy//mysgl-nordic.blogspot kr/2013/01/using-replication-to-make-move-from.html

7H8A SHEE SI81A Mysql> ofmE HPH(, MMM, MHA)S AR8-EA]? Oracleo]e}
W RAOS HSTAS YT 4 US Aol ol el AEeixjel e Sulal

HHIE ARGl 784S Y ARo] Jlow o ElA TAfol ERAITIH.

A Au|xe] Be= IDC°ﬂ Wro] AHES 7ol 7HAS 2R 3 dE =
www, naver,com 2] 739+ GSLB(Global Service Load Balancing) S AR&3}to] IDC ©]5£35}

U RgH) Hu)ag s gk
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$ nslookup www.naver.com
Server: 10.40.29.172
Address:10.40.29.1724#53

Non—authoritative answer:

www.naver.com canonical name = www.naver.com.nheos.com.
Name: www.naver.com.nheos.com

Address: 202.131.30.12

Name: www.naver.com.nheos.com

Address: 125.209.222.142

OMES] 7, AWSAHIA 78S wol7] flsiA (I 163 o] 92 Regio
Z2e MHIAE T 5 =S Joh IDC o5t &2 Tk AHIAE AlE3ial e
ZAoJet,
12! 16_0HFE AWS SE2 Region XI¥

AWS Global Infrastructure

GovCloud US WESI US East South Europe Asia Pacific Asia Pacific
(USITAR Region) lorthe (Northegy America West Region Region
California Virginia) {&a0 Pau {Dubin) Singapore
Q0.2
o 9
8 o 3
o o
- °

Scale with AWS

*  World-wide footprint

+ Elastically increase
yourEC2, DB, NoSQL
etc

AWS Regions
© AWS Edge Locations

&4 hitp://harish11g.blogspot.kr/2012/06/aws-high-availability-outage.html

MRS /A AR el A B S AT Ter W2 184S of
A =L = = A B 5 AL, v f 7IRke] ER4A/A A Layer ER
7H3S ol MRS o7 |ElA TRl AR B % ok

« Network Layer (L4/L7 Switch, DNS, HAProxy, Zookeeper, DRBD)

« Web/Aop Layer (WebNginx/Apeche+Hto/Vanish, WAS-Tomcat/Netty/Jetty, 20215, HIOIE #X)
+ Databese Layer (Mysd, Qubrid, OradeRAC, Altibese)
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SRz U ofuje} B4 A] QhEBslAL @jie] Zshe @ AlA A9 Wehe 4

L 5 TlR HOkY] A4S ob|eA Sy BAo] ZISHES ok gk Bk
BE 23 QAR OPIEA 2R FAjo] vifste] nle] ok EAS ARde] 4
S QLS Bt Wahu] SIS ALT ol el EAIAL, B P EE

1P Q7] TESES s mr GHAY 4 ek, Sa] B4 hEe el 1 ATk
v Sojs} ek
ool @ a 7] Fichange W5} 28 A7} Q1% AR SeE]A(Best Practice)

2hal o 4= A IRl & 4 915%o] Client Access Server7} ¢ PR RiSPH 0.

=SS 24t L, SAS SSLE sfal 11 Fbol| Het o]t §l=s ok Ui
12 RPOE o831 Adee =0l oPIEA= tARIFH. S2lo|dES}; AH, A
HeF Aw7]2] 4l Al gBokE ofRA EX], eFelde SSLE YiFelAs HITPY
TCP SAIZA|o|| et FEE oA 2lftofl Agdsid v .

12! 17_Exchange W3l M Alg|

I
Pt st I
: I
|
|
5 > SL S
- ]
Outlook I

Client Client

I Access
I Server
I
!
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(17 1892 WhiteHatoll 4 WIET 37 AT} WERS BAG Hlolck Tt WY
o= HOF FAo] SAR Soor] YR AR O ABEL WMok Ao Felx o
=8 7k30] wojo] Basieh $4, B2 et st HEL Wold 4 Y D=
WASO] 28 oiRE Selaof bk A Ao A Bot BE e ARA A
3 9L BE AMg of5io] Th3t WE-S obIElA iR BAje] P o] Fck

12! 18_HQF ZZ4 Al — WhiteHat XI2

WhiteHat Security Top Ten

Percentage likelihood of a website having
655 a vulnerability by class

B Cross-Site Scripting

W Information Leakage

Bl Content Spoofing

W Insufficient Authorization

W S0L Injection

W Predictable Resource Location
Session Fixation

B Cross-Site Request Forgery

B insufficlent Authentication

B HTTP Response Splitting

+ Average number of inputs per website: 227
+ Average ratio of vulnerability count / number of inputs: 2.58%

—— Viitel F%

EX]: hitp://www.slideshare.net/jeremiahgrossman/whitehat-security-website-security-statistics-report-q109

o EH| 49 D00S BAT 2 TapE Fo] Bolet Hevt Ul 4Y 4
AH BHlE T4 s At A9 ARE ¢ BEF sliof & gjzlo] BAu w7l
8ol BlgdA ez felElo] TCP 27 Al LEAA S T ol 24 KM

She 3250 ] the] ol thulst] $is) Bk ) Detector, Guard) & o}33ke
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T2l 19_RioRey DDOS &8M9| Cisco Guard X2 Af|

) RioRey Upgraded Cleaning Center
- 10G Links : :

—

1G Links RG20 Flow ﬂmalyzer

Cmco(’muds -

=5l e

—3 ]j ; E:I —_—!I
_.% ' ] Hosting il
Access Coe IDC
Networks

Networks

EX{: hitp://www.riorey.com/products-cleaning-center.html

el ARE 2= 17 DB 28 JfolAKe} Y RE JHE oY Alog ofy
2E3} oA, ARSIl QA Fasith 53] A iR Het &34/ o Hk &

FAE ARSthe A= o IEA Bl A0l A7 =S g,

MR B T8 AR= %@:ﬂ glo] el Httpi Hdsle Aot 9

NIHE E= 5

.

AR, ol Aot hetpsth <]

52} SRS B, <ok nmse) %*JOME}E Node7te] 77+ AL Saltopat
Tt Key2 olgslo] hEsl/ETslslol B4 ARS TAAY} R BE5)
SRES Sof g}, wak DB of AR Aol gnet EH*OJ‘:L AFRo] g Bxiet

k1 2)(AESI28, SHASI2, Salting ¥alE]<, berypt) &
= 3ok aick,

g3jo] et $AL U=

A AJE= 7= (http://helloworld, naver, comy/helloworld/318732)8 =3t
IS AL Sl ABe] A= AelEthe HeE 7P A Aok 2t oIEA
1+

oAl o] Zelelo} PmalR s A Asturks Mok RhS
lofor giek, Woke Zolaiehel chafs A B 4 Sk Ter 82 19l
Aol Si, 0 8 7] S thash 2

_]
(e}

Layer =2 HOF F£42 wol= WS oF|HA glRiolA AZS 4= Qi
(Quard,

« Web/Aop Layer (Web-\White/Backlist2t2l, SQAL/XSS Injection2t04)
* Detabase layer OHQIZE L THARE 2531
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ERD (Entity Relation Diagram)

oBIHA 23 EAS B PAlole BRD= APISH 932 B B gt ol
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