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ZHA / PMP (Z2HEZZ|TET})

TetZo| FHSIHAM 7|22 HOtHAIRE =2 MEA S7Icts Ho2RlE SXe R HEE + = sHldE 2t
QICL 0| 2=23517] flot M22 Eot7|&0| MAIZID U1, O SHME HWEYHT HZHO(NAC, Network Access
Control) HQt7|&2 0|2{8t SHAAEIS SHAE 4+ U= et R M2 UL}

HET HIROIOl5t NACEIT HEh= ‘LIS UIEYIT U XHAKS CISH HotHo2RE Eism $—|or0=|
U3 AT oSt AZEH HOPHMES” 2 MM SEE otm Uk OME NACE ITEH
2ot mjgcieloz HE A 22|7f o2t EHEHEICE

1o XS NACO| CHEH 74 O[3H5t, NAC OFF|EX EZE2| ZIgtA %% OlsHE2ZM, OfshztAlol U
HOBMMCICIX HOMRE £2M x|, HOHT SXIXIS0| AMITH H9t MY NACS ERiMoR M| - PEse

E=2 F= d Uk

rr rHI

ol

TOoIME 7IEL{OE2| NAC ZHE 7[HIOZ NACO| £AQIXIZ o|s5t, NACO| Cist 2= o7 [HIXHE BAMStT,
Holg U HERES SM Ao|ct, £t & WIS S&2 AmETD, AEZAL 720N Xz ARHEY 2 A
digt EMANSS AWHE Z{0|Ct, OrX[2teZ NACE =5tuXt sh= 1ZHo|, oO|2] 1215t FH|5t0{0fF 5= Atst
2 HIAIStC,

mn oX rH ri

1. TR

NAC(Network Access Control)2 “UIER|T0| HZsk=s FATHLC| HOLES ZA
9lo] U AZE 9|0f)” 2 CtSa} 22 TS| W30 w2} oS =
4O
H

A
DHfgl BZol s 1 DR OSSN ARE LSS & AL o[l FAOM |LHRS] YIEUIE
BESIH AM8stks 227t S U 2ZXte ’é.*i.‘ﬂ._*na_ Moz 227t EIX] g7 2ol 2FoA & - Ho|2AT}
dEE HHZ 7| UE/Il ChAl EE3SH 71" UIE/IS0 & - Hio|2{AE Mulsks B0t RO =2, LR 7|
HolME SMxl| FATHUS X U Al YU0| SEOR HOMMENE Hstm XIBots HRE LHsiX/E, Of
LESH AfCHSE H|20| E= 2lo|c}.

[

st & = U He maKste
ol

JI>| U
Il

F&ErZrY) [/e : AI20IE HIASE PC Qo ES, EPC, ADIE E, PDA 5 Cifs HaT™o| HEYI X
St UL} AODIE E PDA S0l Hotm=Z J8H0| MX|E|X| 21 | =|7Lt 22| = gle d7} tHEE0|Ct, O]
23t BRIHAO] EIX| RHs HATIZS0| 7| UIEYI0 MA510! HOHRHIES OF7IAIFI= AR SO0iLtm ek,

LiE gortafof Eed S7f: o 7|HIT EQtAl= WESRZ 20 =2 -8R0 UCHL F, 2F HARHS Xt
C5h7| et =Xz FE IR ot 2Lt 22 B FRAS ATEH, LH—.—E—'?’-Ei LSt HotEA12
HIS0| =O0IX|1 USS LUCL EE, HEEQ] 7|HoME LHE EQHS 2I5h 2t H&ATH (MY Z&hof| THX[22] Al
AH Hio|2{A giA om2O pCHisiH § HHYECH SRUSS 242 4X| - 2Fst UL HoE2l 2Ho| EX|
S47{Lt, 7I¥e| HOMHMES MEX| 9= Z7t HCh Esh SHAIEXI Cist QIE7I1s2 +dslx| Zstn ULk
“Infonetics Research” EIAMUAME “CHEECQ| 7|2 Y EY T Z20AMe EOH|A £=0| 2AZE|H LHEHOIO
2 EAS 71E Zo|o, olol| tHEt SHEI S 2 NACS PEstnXl & Zio[ch” 2tz AZ3Ct [IR1],[MR1]
Publication Date: 20064 69 132! / ID Number: UP02060613 Page 3 of 24

© 2006 UNETsystem Co. Ltd. All Rights Reserved. l Er



UNET White Paper Network Access Control Overview

Anytime, Anywhere, Secure Communication

2. Mo
e Aol EM7ISS NACTIZO CHsH Zizt ChE Roj2t MolE Lf2|m Utk (IS S0 “Network Quarantine”,

“EndPoint Security”) £ TO0ME JIEHIS0IM X2t NACE Ho|5tuXt Sirt,
“ItELIE Fof 2%

JIE{IES 2005101 NAC HEBHS HolSIC. 2 RHolME, XI&HQ! Hattao|
of cist thE, UERT 2 32, Hotd3 =50f cist X[&5HQ! ZLIEZE Y 30 et HF =2t X2 Ho|st
&Ct[GTN]

F_éj
Ht
ro
E
Ho
ro
Ho
=

Policy Baseline
» Devices = Agent-based
n Users = Agentless
Maintain Access Control
"Operationalize" = Allow
= Quarantine
= Block
Contain Mitigate
u Filter packets » |nstall patches
= Firewall reconfiguration m Update antivirus
= Address Resolution . = Repair
Protocol (ARP) Monitor
modification = Node state change
= Anomaly detection
2 2008 Garker, Inc. andlor ks Aflaes. Al Righes Reserved 3 Gartner

[a2l : 7IEaE2| NAC 2]

JIEH &S| B™0| JHE ZEE 7SS Felstn ULt JtEHE2] NACSE flst
M Sgeic}, HetM2 HEITo &S| Mol 22|X7t ZHEt staXt §h= 2
=13
=

Hxl= EorH=(Policy)2| Folof
ot M|32|AEL} 0|2{st HotX{xH
_¢_

o xxo| 2T T2t £7bsel AlAH B2 X 39| AmEgo] MMS EEHE 4+ Urt
B2 ylgjo] MEHel Hot Moz WMol HOt WX HAS SXISHETI?, Hlo|2A WA mEIMo| HAL
soz TSEISI, WA U7t MKhZ Slolgest, JHel WaiHo] Fats AHElo] 2UET USHPE Hol
Ste Zolch, %712, SHE Hot AmEg o) 2 SEs HOH M| e M2 SIS WE 4 Uc

A
HlO|ABIOl(Baseline) EOPHMO| HX LRET LIM, HEYI0| Hastas AT Mef7t B S wot
BT URIGH=X| H|@BHE Z00[Ch Ofafst HiHs HATHo| HEYI0| HZWAR ARSIX| 9m £3E|0{o} SiCh,
=, oHdISt YIEYIE EES17| 2A5I0Y LAN, WAN, 2M, IPsec, SSL VPN R A| #jojAatel &
=3

>|0

o|2{st HlojAztol Hrt Zatol 7|8t5te], H2EMI(Access Control)= F&Thol| oj2| Mo|E &2 HIE/T X
Het2 Bofsict, oI S0f, Ho|AZIRIE ut2E FaTho| AL My UEYI0 st HIHEE Bog £+ JD
Hio|AERIS MEX| 42 HATHO| AR, HIEQIT HIS 2Ts| xithstrLt, X|Z2(Mitigate)E I8t £EF UESH=
FYo=9o| HIUS S + ULCh NACQI 7IRIE =017] flsiM= ol2fet XIZHEXh= AHSEIE[0{0F SiCh &, =
HiA39| =22 WX|UT X7t U= HLETHL0| X222 4= U0J0F Stch= Z0|C,

Publication Date: 2006 63 13¢l /ID Number: UP02060613 Page 4 of 24

© 2006 UNETsystem Co. Ltd. All Rights Reserved. l Er



UNET White Paper

Network Access Control Overview

Anytime, Anywhere, Secure Communication

HATIO| 47| MAE AM UENI0| HAF OISUE “XAHOE HOHMS MK 2 HIHY YEHS 5K
XS A&HOR selsp| Sis BLIER J120| Bt LI Hah 2Vt s 39 US9a Dol B
HOIM MME 1SS st 7le U WA LRSI oI Sof ¥ - HlolaiAc] HE Eajmlo] LM B2, M
TSRS USHIZRH H2AED, L ARl SO0l S=st0l sy EEZo| A s18A Y=
st 210| TRsHt,

3. 7lsm&E

20063 50| 2tAHIZTIAGIM THE[E
27 obZ|El EZEQl  “TCG(Trusted Computing Group)” 2|

Z=9l Cisco?| “NAC(Network Admission Control)” , Microsofte|
FM gHMSe =Xl o7 IHIME 712 EIofZICE IETF
7|1& O IHIXM EEES| ZXIE sHZst 45 dsE + U= HEEES
=2 Ol7[HIX BES2 9iXf TGS =, o1& %f*" EtA7} ofL|Ct, =™, 2006'A

5t OLFIEUMS 2iKt RIAIE HOl2ks Zsit Bk,
ZOIRIO] THSIAIE OISR 4 St ABo= Of2iet obleix BES
Chats X27kS0] W INWILINW2]

“Interop” OllIM HIA|E! NAC OF7|ElX= 3 A 57HX|2
“TNC(Trusted Network Connect)”
“NAP(Network Access Protection)” ,
“NEA(Network Endpoint Assessment)”

53X, OfE OfF eI}

IHetstz| AIZRBACHIR]

SHt7|

=FE & UCh LA

x| oF7[Ex
7|EL &
=2 20060]|

=2 2007H=0f| ZRAL} 2
ZFEXMO| HZOZ X2|E F =
P ZAdZ7|zi0] 2 A ZH2'E Ol4) XI&E He = LY

7 Zx ob7 el R Z | CH(ERIE Al
Ated | IETF(Internet Engineering | NAC HIEt & HE OFF|EIX{7t OlL|Z OfEl O IHINSES dss8d | - 2006 =0 HE&ES}
3 Task Force)2| £ F0|7] fI8 QUEH0|A St HE TE2EEES H A=
7H) NEA(Network Endpoint ol5t= YEo| HEfE=E - 20074 O{E0f 2tdE
Assessment) I8 A=l
TCG(Trusted Computing | TNC(Trusted Network | - 371 O}7[ElX| BEZF oty : Hl“ipf o= Elof U
Group) Connect) - EH sl=Qlof, MH, 2 | - Ch= Eo{XI2| olsHEtA| X| ¥=(2006A Sigt
A2t S 2ol =37t x| 2 7| oll&d)
2 AR o= - EE0| XIF HMIo|IE
o UAS
x|l | Cisco NAC(Network Access | - M32| S2I0|HEE X| | - Cisco UIERT ZH|o] - HiEZst =l USSR
Control) st & B, A9X| T
- HEQIT ZH| 718t - 3I|EZE0| ot - 2007'H0]| HEHAH xH
- BM FL Z203 Ho| o™
(supplicant) Hx EQ
Microsoft NAP(Network Access | + EI=2 2GH|M0| HE | - F=2 2 |M0l =2 | - OF=! O|2tA (20074
Protection) - XS X X - 220|HE XY SHA(X] ol M3 o)
- HELIT FHlol 454 ¢ 0S Vista EA| X|H)
U= Orx| 712 & M OS
ol Longhorn &A| Y&
x|
7|E} (FLITUIEYA R | N/A(ZA OiCt 1R]el | - =Tt MiXoR & | - -‘i—-—(-‘-7H ._“43| E4 | - 7|Ef OI7IEIX QL] A
INES-)] Ol7[HX B]) o mEAI S SHX| 9 Qo =3t & | SH EE LY
- LISt 2IIsE M3 Bt #A

[E—1 7|&%ZF H|1H]

Publication Date: 20064 69 132! / ID Number: UP02060613

Page 5 of 24

© 2006 UNETsystem Co. Ltd. All Rights Reserved.

UNET




UNET White Paper Network Access Control Overview

Anytime, Anywhere, Secure Communication

[ETFOIAE= 20053 320l “(NEA)Network Endpoint Assessment” BOFE &Y, Cisco & TCG7} 2= o|%t
o= £|o{ULCt.[IR8]

ETFO| NEA 282 MES NAC OF[Ei%Z MoIsts 00| OfLiz} OfE} OF[EIXS0| AB5Hs BS 2IH0|AS Al
S53 Hae|

Sln E22 MASD ASSEHMES HREE 4 U= BE ZRES(E7HX HEUEZIS| AIEB0lA BEF)S
1 20| Yk SRS HE O [HMSS I3t HEHEZOl2tD B 0| EtsiCt

o
IETFS| NEA 1E0| OfEl OF[HXSS S8stel Malstn Yoz & DM [ETFS| NEA 1220 Of[HHE A
YSIXL BiCt,

Sample NAC Transaction

T e N\ ™

[ gz (f = F roses

Point
cllent Server
Bmkel' ® Broker
a— 1‘\_. l
N S— —— Network
P’@ P@ Access
uesu:r Authority
Policy Enforcement Policy Decision
\ Access Requestor / Point / \_ Point J
[3=-2 : NAC O}F[ElX LU SEK]
1) 7HeA [IR1],[IR8]
Access Requestor(AR)
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What is if? TCOG TNC Microsoft NAP | Cisco NAC
a Posture Collector Third-party software that runs on the dient and collects Infegrity System Posiure
=1 information on security status and applications, such as 'is A/V enabled and up-to- Health Plug-in
1<} date?' Collector Agent Applications
..02 Client Broker “Middlewane" that runs on the dient and talks to the Posture TNC INAP Cisco
‘g Collectors, collecting their data, and passing it down to Network Access Requestor Client Agent I::t
E Network Access Requestor Software that connects the dient to network. Network INAP Cisco
=3 Examples might be B02.1X supplicant or IPSac VPN client. Used to authenticate the Access [Enforcement Trust
= wser, but also as a conduit for Posture Collector data to make it to the other side Requestor Client Agent
e
§
E Validator
[2] L |
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What is it? TCG THC Microsoft NAP | Cisco NAC
MNetwork Enforcement Point  Component within the network that enforces | Policy MNAP MNetwork
policy, typically an 802.1X-capahle switch or WLAN, VPN gai ¥, Or Access
firewall. Point Senver Devica
lid Third-party that receives status information Integrity Sysiem Policy
from Posture Collectors on clients an, the status Health Vendor
against stated network policy, returning a status to the TNC Server Verifier Validaior Senver
Server Broker "Middleware" acting as an interface between multiple TNC NAP Access
Posture Validators and the Network Access Authority Server Administration Control
Server Server
Network Access Auth A server ible for validati Network Network Access
authentication and posture information and passing policy information back Access Policy Control
o the Network Enforcement Point. Authority Server Senver
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£ 517t 5t7] Holl = 7|8t 2E(Policy—based model)S 7|HI22 ™ALl HOLES O{RE THESH= 3I4E of
F[HIXM2 St JUC TCGO| T2EH “TNC OF7[HIX= UIEY3 HZHMOE ISt 4ssE Y ozt &3M
22| Hotd SME fIst 7lgte 2 A AR|E HAFEHN SEE £ JUCH 2t Ytk A G2, TNCE 7] ARBElE=
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TNC EEXt=  “Ol2IriXls AE8X0|X| 25t of7[ElX £=QI Zd0| AtAOo|1, 12~1871& 0|Z0] 0|2 7|dtst MIE
st7t 7ksE Aolct” 2t Sict,

TCGE ®X Microsoft& =Z&lotm 127 FL Y7t &€Ssts &, ALl MEXMOl X|XIE f UCt JL,
Cisco= 3|#0]| ofL|Ct,

Policy Policy
Access Enforcement Decision

Requestor Point Point
Integrity Integrity = Integrity

Measurementl Measurement Measurement
Layer Collectors Verifiers
N
[F-IMC [F-IM

Integrity i
Fwaton| TNC Client | < IF-TNCCS —> | TNC Server
Layer

A\ IF-T i
etk Network i Network
S Access olicy Access
IF-PEP -
Affe:f Requestor Enforcement Authority
y Point
Supplicant SuitchiFirewall/
VPN Client, efc. VPN Gateway
[22!-4 : TCGS| TNC Of7[EllX]
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Cisco8/ NAC (Network Admission Control)

Cisco= NAC(Network Admission Control) 7|&1} ZHJUHIE ZEZ AJHFCE NAC =YY= HIEYZ Q=
gt QASE QIE|HIO|A B QtE|AM &2 M} Zk2 CIFSH N 32| E51t Edtot=0l XIS3t ULt Cisco= 600

Hot HI{E0| 0|2{gt & =20l 25t UCtn WiCh[IR7],[HVD]

Cisco NAC2 F&Ttuto| HOoPMBEE MMM ME5H7] {5t ™ATHY Thofl “Cisco Trust Agent” £ AX|SHOE

stch, M3 M= MEHUE 85| S{7feX| HREEX] =2 2ol A2t s7te XIE ZASiCt.

%7| a0l IEH Cisco Wale| 2| EXFE  “Cisco UIEHI ZHHIOIMTH SZESHCH = Zo|ct, gHHo| ofEt

NAC HMES2 =E3 CI2| 2tRH 2 AQIX| SHME ZHSSiCt,
o=
| h;etwork : Policy Server
ChERS Decision Points
Devices

[ I

I
! |
! |
! |
| ’ |
! i
: |

|
! |
! |

@ Cisco @ Policy

|
|
) ! ACS Vendor
O Server Server
i
|

1) Host sends credentials to Access Device using EAP (UDP or 802.1X)

2) Access Device forwards credentials to Policy Server (ACS) using RADIUS

3) ACS Server authentications and passes posture information to Policy Vendor Server
4) Vendor Servers respond with Compliant/Non-Compliant Messages

5) Policy Server responds to Access Device with access rights and VLAN assignment
6) Access Device accepts rights, enforces policy, and (7) notifies client

[322!-5 : Cisco2| NAC O}7|Elx]]
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Microsoft NAP (Network Access Potection)

Cisco NACO| MZXo=Z Cisco ZEH|0| S&& E Zdnt US|, Microsofte] NAP(Network Access Protection) Al
XIMICH 2ZRIE|Q! Vista, Longhorn0ilZh ZEHE of ™o|ct, &0 2™ MicrosofttlAl= X7t U= S20[HES|
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SH ¥ Ee Al XE 7|52 MSEeE 1 22 HelolX| 942 20| AHAO|CE, =&, Cisco= 2tRE, A%IX|, W3}t
Hol JAA X7IE AS nEsk= YHH, Microsofte UIER3 =gt MHAEN HSE += U= APIE HMSstn
ACH[IR6]

2L} NAP2 Longhorn AMH 2! Vista E2I0|HEE 75t JCL(BE, 252 XPAQ| Service Pack 30ME 2
2lo|HEE =5 & Zolgtn &St QUCt). Longhorn AMHE 20064 o|'H|'7| 2 2007 H0ILE EAIE H2Z o
Z0| T ZHLSHA AFRE|7| 7Kl MYSE A|Zto] st Zio|Ct, w2, SAMEoZ Microsofte] NAPE 7|HtS
2 $t ME0| LI27]| 7HXl= Moz 1-2 3 E2 1 0|4 Z#E ASR oSECH

Rall= meseages
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yd Dr,,é'-i"‘ - DHCP server
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e S server
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% 9 i
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u =

T

|EEE 802.1X devices

[121-6 : Microsoft NAP 2&!]
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IETF NEA(Network Endpint Assessment)

“Interop” 2| HHIAE ZntollM 47| 371X OF7[EIME0| Sl 7IX| & S&x|X| 21 U= HOZ 9E{Rct o]z
St Jolof| 3|22 F&= Z40| IETF NEA 159 Ho|C}t, &, IETFOA= AMZE CIE o7 |HIX7} MASS8t & 4 Q=
HIEt &S HHS AIRBICE

AN
0|52 20073 GIE7X| BZESIE 2=sl= A2E A= Jo YLt stilgh == gich
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