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OWASP — 3 2 A ALO|E AFZ2IE http://www.owasp.org/index.php/Cross _Site Scripting
OWASP — XSS E| A8, http://www.owasp.org/index.php/Testing for Cross_site scripting

OWASP Stinger Z2X E (Java EE 2435 ZE) -
http://www.owasp.org/index.php/Category:OWASP _Stinger Project

OWASP PHP Z'E| = 2 A E . http://www.owasp.org/index.php/OWASP PHP_Filters

OWASP 2l2Y = 22X E . htp://www.owasp.org/index.php/Category: OWASP Encoding Project

RSnake, XSS Cheat Sheet, http://ha.ckers.org/xss.html
Klein, A., DOM 7|8t 32 A AlO|E AFEEH,
http://www.webappsec.org/projects/articles/071105.shtml

.NET Anti-XSS 20| 2 2{2| - http://www.microsoft.com/downloads/details.aspx?FamilylD=efb9c819-
53ff-4f82-bfaf-e11625130c25&DisplayLang=en
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CWE: CWE-89 (SQL ¢IH M), CWE-77 ("&0of ¢I&M), CWE-90 (LDAP 21& M), CWE-91 (XML
Q1A M), CWE-93 (CRLF Q& M), 7| E},

WASC ¢/ & &5

http://www.webappsec.org/projects/threat/classes/Idap_injection.shtml
http://www.webappsec.org/projects/threat/classes/sgl_injection.shtml
http://www.webappsec.org/projects/threat/classes/os_commanding.shtml

OWASP, http://www.owasp.org/index.php/SQL _Injection

OWASP, http://www.owasp.org/index.php/Guide_to_SQL _Injection

OWASP, http://lwww.owasp.org/index.php/Reviewing Code for SQL Injection

OWASP, http://www.owasp.org/index.php/Testing_for_SQL _Injection

SQL /A M| http://www.spidynamics.com/papers/SQL InjectionWhitePaper.pdf

skAFEl SQL 21 &M | hitp://www.ngssoftware.com/papers/advanced _sql_injection.pdf

& O &2tz sQL 1AM, http://www.nextgenss.com/papers/more_advanced _sqgl_injection.pdf
Hibernate, J2EE2t NETS ¢l o &FatE 24| 2A 22| XH(ORM), http://www.hibernate.org/
J2EE Prepared Statements, http://java.sun.com/docs/books/tutorial/jdbc/basics/prepared.html
How to: ASP.Netoi|A] SQL I &M 2o,
http://msdn2.microsoft.com/en-us/library/ms998271.aspx

PHP PDO 7| S E, http://php.net/pdo
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http://www.spidynamics.com/papers/SQLInjectionWhitePaper.pdf
http://www.ngssoftware.com/papers/advanced_sql_injection.pdf
http://www.nextgenss.com/papers/more_advanced_sql_injection.pdf
http://www.hibernate.org/
http://java.sun.com/docs/books/tutorial/jdbc/basics/prepared.html
http://msdn2.microsoft.com/en-us/library/ms998271.aspx
http://php.net/pdo
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mlelgdo| Hot SHE 35K 2SS &Als| 57| flsl 2= H 2ol tist Eot HAHY ol EH Fol 5
7| 20fof stct

& S0AM, SAXIL MAISH XML A7t 2te|d el DTD & 7K1, XML 247|171 ¢4 =H 2
DTDO| 25tES 6t I 2ot 24 2 H2lstE = & £ Uch 32 2ot thil= et 1y ZE
2ol JtsEe SHSIQICH O B2 MES 7| dSictH ol ¥ SRR M H2 HEE S EH= 5
[SIFO1] #&& &5t}

O S5 FUMo = ol Wdst= mafl= Zaldela el MEutAol s3I EF el Moot
AFMo2 Aol ULt PHP = Hel =&l 0] UX| ¢on, M=utAao| Jjdo|ut ot FXE 74X 1D
UK 2, MEtH oz 2RMoz2 U2 = U= 7|EF EHE Hot 3ol 42 O Zo| g3 = U0,
= 3 ofZ2|AHo|Mol etX st &z H 2o g2 2sE 10 AXMo| = (Hel C|ZE = otd o) JvMm
stoll g of E2|AHo|Mo| &E 2 et &2 L2 MEukAo ZEHE 0o ULt

sob 243
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MM AB0ILt 2EhelX| S stolg 2= elct

22 mel QIZRE eMe wWAsts Wols T M Cixtel SHolA HSEE 7
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A3YE M) £33, walw HuS NHsp| Mol MEA MYIE elEYozL Yrel o
Mz gsbe 9% Xg AZS wRsich d2iLh 2 AlZE ALBE $B2 ofZalolde
ABAE BEHE U Zhe ASNoR wotsd & ol 8ict

b o3 18 gyezE
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o
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<select name=" lan
<option value="

guage” >
78463a384a5aa4fadbfa73e2f506ecfc”

>Engl ish</option>

2HY X Etz=of Cfst At O S 8X[sH7| A &Sl AFSES neistet. ojete =z,
1,2,3¢2 Mol gt2 A5t ozl =22 EX|st7| 26 g H7F A =JY=A
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» OFok o{2{ 22| AHO{7| X|stotH, HWAIRel g H=x &l J|HE ALESiel. O%X| ¢goH,
H 0|58 Motes Moz H=x 208 XHSHEE Ladstzet

$hostile = &$_POST; // $_REQUEST Bd==7} o2} $_POST HH+=E ZEl=s5|2}.

$safe[ ‘filename’ ]= validate_file_name($hostile[ ‘unsafe_filename’ 1); // ot & A5t

Tl M eto|Mol Qi3 ZHE 2AHEZE & ofE SEo|2E FA| QX[ =Ch:

require_once($_POST[ ‘unsafe_filename’ 1 . finc.php’ );

M  require_once($safe[ ‘filename’ 1 . ‘inc.php’ );
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PHP: php.ini ©oflA allow url_fopen 2 allow_url_include £ H|&Msl5t2t. o] 7|8
EZSAF|X| XEE PHP & M5 72 1nzsiel. ®E oF == ofZ2[AHo|Mo| olH 7|52
Lo Z st w2iM 0|E13._F MY EY oEz|AHolMdel 2o ut2t 2= ofof =ct,

PHP: register_global & H|&AM3lstn, =7|8t=x| 22 HLEE 37| <6l E_STRICT &
INE= =N

PHP: mlo|L} AEZ Sh(stream_*)E AESSHA Eolstet. ALEXE 2of| ofef &+E oS5t

gy el4ot =

include() include_once() require() require_once() fopen() imagecreatefromXXX() file()
file_get_contents() copy() delete() unlink() upload_tmp_dir() $_FILES
move_up | oaded_file()

PHP: AI27} system() " (backtick AHAR)of| Ma3=&= HdRols= of<

Fo|E 7|=2042t.

eval () passthru()Lt



[
N
m
m
2
X
rir
H
re
e
L]
Pal
i
it
0z
Job
_O'ﬂ
kl
n_|>|

OWASP Top 10 2007

45t FEEAJA=A T2l ofF2|7AHo[Md0] Al

gz=stet. a2l ofE{Z2e ofS2[AHojMdol AE
ol Zz|7oldo] 7t 2 A= MEE EXMStE

off &
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0360
http://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE-2006-5220
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4722

S

ted ol 2 F4M), CWE-78 (OS W 0of 1A M), CWE-95 (Eval /& M), CWE-

434 (HIOFEIKI 22O dEE

WASC # & &7/

http://www.webappsec.org/projects/threat/classes/os_commanding.shtml

OWASP 70| £, http://www.owasp.org/index.php/File_System#Includes and Remote _files

OWASP H| A& 70| £, http://www.owasp.org/index.php/Testing_for Directory Traversal

OWASP PHP Top 5, http://www.owasp.org/index.php/PHP_Top 5#P1: Remote Code Execution

Stefan Esser,

http://blog.php-security.org/archives/45-PHP-5.2.0-and-allow_url_include.html

[SIFO1] Sift LIEH T, & MH|A: 2R EZ Jt2X|7],

http://www.ruxcon.org.au/files/2006/web_services_security.ppt
http://www.owasp.org/index.php/OWASP_Java Table of Contents#Defining a Java Security

Policy

Microsoft — & A2 E ¢st =2 a2 http://msdn2.microsoft.com/en-
us/library/ms364059(VS.80).aspx
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http://blog.php-security.org/archives/45-PHP-5.2.0-and-allow_url_include.html
http://www.ruxcon.org.au/files/2006/web_services_security.ppt
http://www.owasp.org/index.php/OWASP_Java_Table_of_Contents#Defining_a_Java_Security_Policy
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<sel ect nanme="| anguage" ><opti on val ue="fr">Francai s</ opti on></sel ect >

requi re_once ($_REQUEST['I anguage’']."lang. php");

J8st ZE= E Mo o AAE of st ool = H2e = JUEF "/ letc/passwd%00"
Z2 2Xd 2 0|25t d HIO|E MM (XIS M 2= OWASP GuideE Z11)2 AI235t0] 3ZHS &2 ¢
OI|_—_|.

AA .

A clolefHjofA Z|of CHet =T AtF LEEch SHX= olz{gt of7f H=EE,
StAHLE &R CHE 718 RotM ZiEts| 34 —’F At mmj =2 o of7f HpIF AKXl HLIt
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int cartlD = Integer.parselnt( request.getParaneter( "cartIiD' ) );
String query = "SELECT * FROM tabl e WHERE cart| D=" + cartlD;
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AND user | D="

+ cartID + "

CVE-2007-0329
CVE-2006-4369
CVE-2005-0229

FROM t abl e WHERE cart | D="

" SELECT *

http://cve.mitre.org/cgi-bin/cvename.cgi?name
http://cve.mitre.org/cqgi-bin/cvename.cgi?name

int cartlD = Integer.parselnt( request.getParanmeter( "cartlD" ) );
http://cve.mitre.org/cgi-bin/cvename.cgi?name

User user = (User)request.getSession().getAttribute( "user" );

String query
+ user.getlD();

off |
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4369
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CWE: CWE-22 (B £ §%), CWE-472 (& o7 = 3] &)

WASC 2?8 &/ http://www.webappsec.org/projects/threat/classes/abuse of functionality.shtml
http://www.webappsec.org/projects/threat/classes/insufficient _authorization.shtml

= OWASP, http://www.owasp.org/index.php/Testing for_business_logic

= OWASP, http://www.owasp.org/index.php/Testing_for_Directory Traversal

= OWASP, http://www.owasp.org/index.php/Category:Access_Control_Vulnerability
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<form action="/transfer.do" method="post">

<input type="hidden" name="8438927730" value="43847384383">

</form>
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= http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0192
" http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-5116
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CWE: CWE-352 (22 AO|E QF i x)
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http://www.webappsec.org/projects/threat/classes/abuse_of functionality.shtml

= OWASP CSRF, http://www.owasp.org/index.php/Cross-Site_Request Forgery

= OWASP, https://www.owasp.org/index.php/Testing_for CSRF

= OWASP CSRF Guard, http://www.owasp.org/index.php/CSRF_Guard

= OWASP PHP CSRF Guard, http://www.owasp.org/index.php/PHP_CSRF_Guard

= RSnake, "CSRFO| 2t £ 21712, http://ha.ckers.org/blog/20061030/what-is-csrf/

» Jeremiah Grossman, “2| F0flA QI E2}Ll ALO|E s A5tV |” =M 2| £2to| =2t 2 &
http://www.whitehatsec.com/presentations/whitehat bh pres 08032006.tar.gz

= 00| 24T E | ViewStateUserKey AHA,
http://msdn2.microsoft.com/en-us/library/ms972969.aspx#securitybarriers topic2
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] http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-3389
. http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-0580
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= WASC 98 &/: http://www.webappsec.org/projects/threat/classes/information leakage.shtml

= OWASP, http://www.owasp.org/index.php/Error Handling
= OWASP, http://www.owasp.org/index.php/Category:Sensitive _Data Protection Vulnerability
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] http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-6145

. http://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE-2006-6229

] http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-6528
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CWE: CWE-287 (215 &Al), CWE-522 (E&&5H 25 & Xt ¢1F), CWE-311 (215 ZZ2EE9
M= =4), 7| Ef

WASC ¢/ & &7

http://www.webappsec.org/projects/threat/classes/insufficient_authentication.shtml
http://www.webappsec.org/projects/threat/classes/credential_session_prediction.shtml
http://www.webappsec.org/projects/threat/classes/session_fixation.shtml

OWASP, http://www.owasp.org/index.php/Guide to Authentication

OWASP, http://www.owasp.org/index.php/Reviewing_Code_for_Authentication

OWASP, http://www.owasp.org/index.php/Testing for _authentication

RSnake01 - http://ha.ckers.org/blog/20070122/ip-trust-relationships-xss-and-you
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CWE: CWE-311 (tlo|H 53t Almf), CWE-326 (F|2Fet 2t %), CWE-321 (3t= ZHE 245351 7|2
ALE), CWE-325 (28 & &5 3t otA F+2h, 7| Ef

WASC ?Id &7/: &35 tfE == &= 8l 3.

OWASP, http://www.owasp.org/index.php/Cryptography

OWASP, http://www.owasp.org/index.php/Guide_to_Cryptography

OWASP, http://www.owasp.org/index.php/Insecure_Storage

OWASP, http://www.owasp.org/index.php/How_to protect sensitive_data_in_URL'’s
PCIGIO[Ef 2ot = v1.1,
https://www.pcisecuritystandards.org/pdfs/k_pci_dss_v_1-1.pdf

Bruce Schneier, http://www.schneier.com/

XFMITH CryptoAPI, http://msdn2.microsoft.com/en-us/library/aa376210.aspx
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. http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-6430
. http://cve.mitre.org/cqgi-bin/cvename.cqgi?name=CVE-2005-4704
= http://www.schneier.com/blog/archives/2005/10/scandinavian_at 1.html
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CWE: CWE-311 (Hlo|& 2535t Alml), CWE-326 (¥ 2fst &%), CWE-321 (st= ZH & 2535} 7|9

ALE), CWE-325 (2 7 &S 3t ttA =2, 7| Ef

* WASC #13 27: Z=ts| tfdste &= 8l 3.

= OWASP £/A5/ 7f0/=, SSL/TLSES 9IstH AH,
https://www.owasp.org/index.php/Testing for SSL-TLS

= OWASP 70| £, http://www.owasp.org/index.php/Guide to_Cryptography

= Foundstone - SSL Digger,
http://www.foundstone.com/index.htm?subnav=services/navigation.htm&subcontent=/services/overvi
ew_s3i_des.htm

* NIST, SP 800-52 M& HE EoKTLS) #& el ME I AL2 S 2|t Jto|E2fel,
http://csrc.nist.gov/publications/nistpubs/800-52/SP800-52.pdf

= NIST SP 800-95 & AH|AE ES5t7| ?|et 710l =

http://csrc.nist.gov/publications/drafts.html#sp800-95
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= http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0147

= http://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE-2007-0131

= http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-1227

» CWE: CWE-325 (2 R3), CWE-288 (Al HA=Z2E &t 215 <3|), CWE-285 (F=5tAHLt

http://www.webappsec.org/projects/threat/classes/predictable resource location.shtml

= OWASP, http://www.owasp.org/index.php/Forced browsing

= OWASP, http://www.owasp.org/index.php/Guide to Authorization
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