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arp -a,
netstat -nr

rpm -Va (Linux),
pkgchk (Solaris)
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netstat -nao,
netstat -vb,
net session, net use

S AR chkconfig --1ist (Linux),
N 1s /etc/rc*.d (Solaris),
MB= 271 smf (Solaris 10+)

ps aux (Linux, BSD),
ps -ef (Solaris),
1sof +L1
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AI2Ao & lusrmgr, net users,
o= net localgroup administrators,
=5 27 net group administrators
Of| QF =l ZHQY H 7| schtasks
As Ml T2 HI| msconfig
TZNASE 2| taskmgr,

wmic process list full

net start,
tasklist /svc
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ipconfig /all,
ipconfig /displaydns,
more %SystemRoot%\ <

System32\Drivers\etc\hosts

sigverif

dir /a/o-d/p ¢
%SystemRoot%\ <
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System32
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ol ClMEz|of Qe 2o /var/log,
/var/adm,
=27 /var/spool
A2 EOLO|HIE B 7| wtmp, who,

last, lastlog
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arp -an,
route print
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netstat -nap (Linux),
netstat -na (Solaris),
lsof -i

AR 22 57|

more /etc/passwd

oot =l & 7|

more /etc/crontab,
1s /etc/cron.*,
1s /var/at/jobs
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more /etc/resolv.conf,
more /etc/hosts

1s -lat /,
find / -mtime -2d -1s
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http://sans.org/resources/winsacheatsheet.pdf
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http://www.ucl.ac.uk/cert/win_intrusion.pdf

2lma AAH HY X 2F e

http://sans.org/resources/linsacheatsheet.pdf
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http://www.ucl.ac.uk/cert/nix_intrusion.pdf
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