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2.1. Executive Object

Executive object 2 &

Object Type Represents
Symbolic link | A mechanism for referring to an object name indirectly.

Process The virtual address space and control information necessary for the
execution of a set of thread objects.

Thread An executable entity within a process.

Job A collection of processes manageable as a single entity through the
job.

Section A region of shared memory (known as a file mapping object in
Windows).

File An instance of an opened file or an I/O device.

Access token | The security profile (security ID, user rights, and so on) of a process

or a thread.
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Object Type

Event

Semaphore

Mutex*

Timer

loCompletion

Key

WindowStation

Desktop

CONFIDENTIAL

Represents

An object with a persistent state (signaled or not signaled) that can

be used for synchronization or notification.

A counter that provides a resource gate by allowing some maximum
number of threads to access the resources protected by the
semaphore.

A synchronization mechanism used to serialize access to a resource.

(Kernel mode Ol = mutant &)
A mechanism to notify a thread when a fixed period of time elapses.

A method for threads to engueue and dequeue notifications of the
completion of 1/O operations (known as an I/O completion port in the
Windows API).

A mechanism to refer to data in the registry. Although keys appear in
the object manager namespace, they are managed by the
configuration manager, in a way similar to that in which file objects
are managed by file system drivers. Zero or more key values are
associated with a key object; key values contain data about the key.

An object that contains a clipboard, a set of global atoms, and a

group of desktop objects.

An object contained within a window station. A desktop has a logical
display surface and contains windows, menus, and hooks.
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2.2. Object structure

Figure 3-18. Structure of an object

Object name
Object directary
security descriptor
Object header | Quota charges
Open handle couny

Open handles list [URSICRISES
Object type » | Type name
Reference count Fool type
[ ‘ Diefault quota charges
Object body | Object-specific data Acress types
Generic aocess rights mapping

synchronizable? (Y /M)
Mlathods:
Dpen, close, delets,
parse, Security,
query name

Q@EHMEE (bject header 2 Object body 2 RAEC}.
Object body = object type Ol i2tAl WHESO0l BHACE.

Table 3-4. Standard Object Header Attributes

Attribute Purpose

Object name | Makes an object visible to other processes for sharing

Object Provides a hierarchical structure in which to store object
directory names

Security Determines who can use the object and what they can do
descriptor with it (Note: it might be null for objects without a name.)
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Table 3-4. Standard Object Header Attributes

Attribute Purpose
Quota Lists the resource charges levied against a process when it
charges opens a handle to the object

Open handle |Counts the number of times a handle has been opened to
count the object

Open handles | Points to the list of processes that have opened handles to
list the object (not present for all objects)

Object type Points to a type object that contains attributes common to
objects of this type

Reference Counts the number of times a kernel-mode component has
count referenced the address of the object

Object type Off 2t SLIAS object body € JHX=0 ZIIA SS&Q object

service Jb QUCH.

HEZ 2 2QEMEI} generic object service £ X2l oJFXIBH 229

QREMES2 XIABHO| create, open, query S2 AMHIAE JIX1D UL

HE =0 1/0 AIAES HSL file object Ol CH8t create file ABIALF process

manager = process object O CHSF process create MHIAE JIXILD U= AH0ICH.

Table 3-5. Generic Object Services

Service Purpose

Close Closes a handle to an object

Duplicate Shares an object by duplicating a handle and giving it
to another process

Query object Gets information about an object's standard attributes

Query security Gets an object's security descriptor

Set security Changes the protection on an object
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Table 3-5. Generic Object Services

Service Purpose

Wait for a single Synchronizes a thread's execution with one object
object

Wait for multiple Synchronizes a thread's execution with multiple
objects objects

2.2.1. Type Object

Viewing Object Header and Type Objects

kd: lproces= 0 0

*xxx% NT ACTIVE PROCESS DUHP #*xxx

PROCESS 817bd9c8 Ses=sionld: none Cid: 0004
DirBa=e: 00039000 OQObjectTable: =1000cz£0
Inage: Svy=ten

kdr lobject 817bd9c8

Object: 81%7bd9c2 Type: (817bd040) Process
DObjectHeader: 817bd49hL0
HandleCount: 2 PointerCount: &0

kd> dt _OBJECT_HEADER

+0x000 PointerCount D Int4B

+0x004 HandleCount D Int4B

+0x004 NextToFree : Ptr32 Void

+0x008 Type © Ptr32 _OBJECT_TYPE

+0x00c NamelnfoOffset  : UChar
+0x00d HandlelnfoOffset : UChar
+0x00e QuotalnfoOffset : UChar
+0x00f Flags : UChar

Peb: 00000000 ParentCid: 0000
HandleCount: 238.

+0x010 ObjectCreatelnfo : Ptr32 _OBJECT_CREATE_INFORMATION

+0x010 QuotaBlockCharged : Ptr32 Void
+0x014 SecurityDescriptor : Ptr32 Void
+0x018 Body : _QUAD

kd> dt _OBJECT_HEADER 817bd9b0
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+0x000 PointerCount : 60
+0x004 HandleCount D2
+0x004 NextToFree : 0x00000002
+0x008 Type : 0x817bd040
+0x00c NamelnfoOffset : 0 "'
+0x00d HandlelnfoOffset : 0 "'
+0x00e QuotalnfoOffset : 0 "'
+0x00f Flags D0x22 't
+0x010 ObjectCreatelnfo : 0x80562c80
+0x010 QuotaBlockCharged : 0x80562c80
+0x014 SecurityDescriptor : 0xe10016e4
+0x018 Body © _QUAD
kd> dt _OBJECT_TYPE 817bd040
+0x000 Mutex : _ERESOURCE
+0x038 TypelList © _LIST_ENTRY [ 0x817bd078 - 0x817bd078 |
+0x040 Name © _UNICODE_STRING "Process"
+0x048 Defaul tObject © (null)
+0x04c Index : 5
+0x050 TotalNumberOfObjects : 0x15
+0x054 TotalNumberOfHandles : Ox4e
+0x058 HighWaterNumberOfObjects : 0x15
+0x05¢c HighWaterNumberOfHandles : 0x4f
+0x060 Typelnfo © _OBJECT_TYPE_INITIALIZER
+0x0ac Key . 0x63617250
+0x0b0 ObjectLocks : [4] _ERESOURCE
kd> dt _OBJECT_TYPE_INITIALIZER 817bd040+60
+0x000 Length . Ox4c
+0x002 UseDefaultObject : 0 "'
+0x003 Caselnsensitive : 0 "'
+0x004 InvalidAttributes : 0xb0
+0x008 GenericMapping @ _GENERIC_MAPPING
+0x018 Val idAccessMask : Ox1fOfff
+0x01c SecurityRequired : Ox1 "'
+0x01d MaintainHandleCount : 0 "'
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+0x01e MaintainTypeList : 0 "'

+0x020 PoolType : 0 ( NonPagedPool! )
+0x024 Defaul tPagedPoolCharge : 0x1000
+0x028 Defaul tNonPagedPoolCharge : 0x290

+0x02c DumpProcedure © (null)
+0x030 OpenProcedure © (null)
+0x034 CloseProcedure @ (null)
+0x038 DeleteProcedure : 0x8058c87d nt!PspProcessDelete+0
+0x03c ParseProcedure @ (null)

+0x040 SecurityProcedure : 0x8056c71e nt!SeDefaul tObjectMethod+0
+0x044 QueryNameProcedure : (null)
+0x048 OkayToCloseProcedure : (null)

T

QEHE OfHXMHIt user mode E st S MHIAT HMI2BHX 2£I| 20| Type
Object = user mode OlAl &206t=
4Lt Table 3.6 Ol Eo/= =AHS0l HolAl= native service (windows api)ES ol

82 Jtsotlt.

Table 3-6. Type Object Attributes

Attribute Purpose

Type name The name for objects of this type ("process,"
"event," "port," and so on)

Pool type Indicates whether objects of this type should be

allocated from paged or nonpaged memory

Default quota Default paged and nonpaged pool values to charge
charges to process quotas
Access types The types of access a thread can request when

opening a handle to an object of this type ("read,"

"write," "terminate," "suspend," and so on)
Generic access A mapping between the four generic access rights
rights mapping (read, write, execute, and all) to the type—specific

access rights
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Table 3-6. Type Object Attributes

Attribute Purpose

Synchronization Indicates whether a thread can wait for objects of
this type

Methods One or more routines that the object manager calls
automatically at certain points in an object's lifetime

2.2.2. Object Methods

Table 3-7

Object Method =2 ZMII dEEHANU A28E I AS2=2

s
AEXHE SEECH. Object Manager = 0] JHES & o WM U2

RPN

= object Method € LIEFHCY.

AN S Object method JF SEEHEE BHEL}.

Table 3-7. Object Methods

Method [ When Method Is Called

Open When an object handle is opened

Close [When an object handle is closed

Delete | Before the object manager deletes an object

Query [name When a thread requests the name of an object, such as a
file, that exists in a secondary object namespace

Parse | When the object manager is searching for an object name that
exists in a secondary object namespace

Security | When a process reads or changes the protection of an object,

such as a file, that exists in a secondary object namespace
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2.2.3. Object Handles and the Process Handle Table
T2 MAJEO OlS2 SollA Object E MASBHLE open otH Handle 2 2IEStCh. 0Ol
£ LIEIH= 2teldl 0] =2 SoliAl Object Ol EZ2ot= 210|

W=Ch (018 RIIE A= L. .)

Ol§= SollA EZots XL
7M 25 ZZANAE object Ol 26t ?loil Bt=Al Handle Ol 2 X06tHC.
g

OZX 22 object Ol §2g Z-0l &I HR20ICH. HE RE ZZANAE= object
of 2E E2 = UKL Object OHLINOUIH oiE Object E MEE A0lcts AS
24 FO0F LY.

(ObReferenceObjectByPointer, ObDereferenceObject.. SS2| &42..)

Object Handle = AtEots X2 EIHA FIHHQ 01F0| RULCH.
AWM= W SO0l il 2
CIEIHIOIAS NI B8HCH

=MZ object manager = handle & M4&StL, handle 0l & XGt= object E

BiXIot=0l SAHel dets JHE == UACh= 21010ICH

|10

Object handle & executive process block (EPROCESS) JF Jtel2l2 U= handle

table 2| IS AO[CEH.

TZ2MHAS SHEHOESE2 ZZ2AMHAI open ot U= 2= object S0 CHSH
OS2 €1 UCH.

Handle Table 2 x86 2| MMU(Memory Management Unit) I} SAFEH X9 3 &H RXE
DX D AUCEH.

Window 2000 OllAl= EZ2Z2AMAIN MAE [ object manasger = top level handle
table = MAHSECH. Top level handle table &2 middle level table =0 CH&t
'_LﬁOIE‘IE Cl- OI|:|.

Middle level table 2 subhandle tables E Ji2I2l= EQIEHS2 HIZ€S JHNLD UCH.

HEHM subhandle table S D

OFXI2 lowest level i
Figure 3-20 2 windows 2000 2| 8= HIOI= O HE Z&otd UCH.
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Figure 3-20. Windows 2000 process handle table architecture

Process 0

o—"
o—"

Handle
tabla

2L5L
Subhandle
255 able
Middle-lewel

255 pointers
Top-level

pointers

Windows 2000 OllAl= object manager = object handle 2t2l &%l 24 HIEE 8 HIE

ZCZ L0 2 2EgtSS 3d 2 HOIS2 AHRAZ AISEHTH

Windows XP 2F Windows Server 2003 2 ZZ MAJ}F MAZE O lowest level handle

table BtS MAHGIH CHE AI® 2 handle table 2 Z R0 2ol A4 SHCH.
Windows 2000 Ol M= subhandle table & 255 JiS AI2IIs8 HERZ RAEL).

Windows XP 2t Windows Server 2003 Ol A= subhandle table & PAGE -1 O Jt=g&ts&t
2 dEZZ PAHLMH 0/X2 handle auditing Ol AP ECH.

1€ S0, x86 AIABENAM HOIXKl= 4096 HIOIEOIH Ol= handle table entry
(8byte) AMOIZZ LtS™ 512 214l OIIA 1 2 BHH N2 511 42l AE|IF lowest

level handle table Ol =MotH &= AO0ICH.

=

Windows XP 2 Windows Server 2003 OlAl= mid-level handle table & subhandle
table EQIEHOS full page & RAECH. M2tM subhandle tables 2 Ji&== page
AOIZQF Z8HZO| pointer AFOIXR0I /=X 0|C}.
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Figure 3-21. Structure of a handle table entry

Audit on dose

Inheritable
|— Lo ‘ |— Frotect from close

Pointer to object header All|P

Access mask

|
32 bits

Figure 3-21 OIM 2X0| x86 AIAEOMA 222 handle table entry = object 0
CHet ZolE(flag &) 2 granted access mask, SISl 32 HIE ¥HZ RA=C}.

64 HIE AlIAHION A= handle table entry = 12 HIOIE 0|04, 64 HIE M2l object
header EQIE{2t 32 HIE access mask 2 A& Ch.

Windows 2000 OIA HEW 32 HIE HWH = object header O CHEF ZEQIEH 2t 4 JHO
Zcdidz FHECLH

Object header = &4 8 HIOIEZ HE(align) 22 ot 3 HIE= flag 2 XANSSH
AMEE = ULt

EeS & 1

T

IE= Lock & <8t HIEOICH. 2BEHE 0OHLIMIt handle 2
object pointer 2 H&& [ Ol handle entry JI BE&ZE0lcte EAIE fdlA Ol
ScH1E MNESHT.

B QEHEE= AAH ZA0 E=MotIl 20 &< HE= MEE0F StCt.
(0x80000000 2Lt XXz =2 t

SELI HEol..)

deiB2 2ERME HLIM= object & H&sh HQIH g2 &I ol 0l HIEE
}\-“L:—Iél- A OI‘—j<||:|.

QEBHE [HLIM= handle table lock & SoiM ZEZAMAS 2= 8= HIOI
HZHOF ot 2RI UL - Z2AAIL M22 sHssS M-otHL EMot= o

close dl= &2 -

=

—

Windows xp 2F windows server 2003 2| &S lock HIE= object pointer 2| low-
order HIEOICH. Windows 2000 GIAl low-order bit Ol =MotEH flag = access mask
Ol unused bit Ol VYA EICF.

HMHAM flag = caller Jl 0] HES &

—

o
njo

A O]
T AA

rr

A gl=XE Jtel2!th.
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SHM flag = 0 Z2AIA0 2o M= ZZ2AHAI O Z2AHA2 HESHI0IZS
SAES ¢S AHUXNE UEHCEH. (inherit)

010l O DM =0 handle 9 Ab==(inheritance) = H=E=2 A B LE
SollAd HAIE %= QUL

Il

SetHandleInformation &8
MY flag = object E cl
FX

Zel 0= windows Il =556

AH M
(=]

A ZXE JteldIH ol

= C.

audit message

e M £ d4d
| %= ZE0IH HREHE2Z28H A

Op M

A

System components and device drivers often need to open handles to objects that
user-mode applications shouldn't have access to. This is done by creating
handles in the kerne/ handle table (referenced internally with the name

ObpKernelHandleTable). The handles in this table are accessible only from kernel

mode and in any process context.

This means that a kernelmode function can reference the handle in any process
context with no performance impact. The object manager recognizes references to
handles from the kernel handle table when the high bit of the handle is set—that
is, when references to kernel-handle-table handles have values greater than
0x80000000. On Windows 2000, the kernel-handle table is an independent handle
table, but on Windows XP and Windows Server 2003 the kernel-handle table also

serves as the handle table for the System process.
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3. Handle

Handle =

Windows object manager

x86 AIAEIOIA OIS & ¢
£ 0 =Xgts

X0t A ot HE HAHMOI Cist HE

22 oiEE =X 2SN
0 =

HANDLE Table 2 QIEAZ A}

EXE Jtsotil etit.

LA EelE 2t

3.1. Handle I} HEY LLBREO 2t}
EPROCESS
EPROCESS
Handle Table fe pHandleTable
Kernel Handles
System
Process
pHandleTable || Handle Table ‘
- » object
(o]
[0 3.1]
8 3.1 2 Z=ZAHAQ SESHOIS HYE <EMERIS HAHE 225 ES S
AdolC

windows = HE <QEMEESE Handle table Olctles EY§ 2A2REZTE SoHAM
22|35tH Handle table 22H S& HY BHEEZE FX5HJ| st key Jb =
si=0lc2t= 2d0ICt.

Ol Hl sHA0ICH I

3.2. S 3 level handle table 2+2| 2tH

223 0IM 2¥st 2 HH S HIOIE2 3 layer X2 A&,

etd O 3.1 OlA Handle Table Z2E object 22 0|2 =™Haol 3 SHHC

CONFIDENTIAL

16 o]~ 2007/01/19



| Version 0.1 | Last update - 2007-01-19 | S0 = 8 &

dlOIHE &0t Jt= WHEOl A

System process S0| &X5t= S HoOl2S 2 =Mot=0 (28 3.1 OlA

o 5t
BS0l) 0|0l CHet &2 ObpKernelHandleTable Ol CHSF CIHZ AN AN &0l & 24
A= AO0ILCt.
(DNl =ol ClH2 0 st 220|122, €€ =& JCH. -_-)

Handie Table A: Handle Table Entries [512 ]

TableCode >

I—’_ Object
! * Object

Object

[O& 3.1.1] One level handle table

Handle Table B: Handle Table Pointers [1024 |
TableCode | —

A: Handle Table Entries [512 ]

I

Object

Object

L 4

v

Object

C: Handle Table Entries [512]

[O& 3.1.2] Two level handle table
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Handle Table D: Handle Table Pointers [32 ]

TableCode | —

v

: Handle Table Pointers [1024 ]

E: Handle Table Pt

A: Handle Table Entries [512 ]J

F: Handle Table Entries

s Object
Object

Object

C: Handle Table Entries [512 ]

[O& 3.1.3] three level handle table

o OH== =29 object manager JI handle table = 2c2lotes A0 CHoH
Ololg = AS Z10ICH.

Lot 22 Q& xp, 2003 AIAE D& 2 &det H0ICH

Win 2k 22 &&= ¢ 2% 255 42 DA QUCEH.

o rr
['ol
un
o
(=)
1
2
Im
o
_\,ﬂ

N
>~

£t xp 2 _HANDLE_TABLE_ENTRY 2t _HANDLE_TABLE XMz M2 <2k

2k 2| ZS _HANDLE_TABLE X0 _HANDLE_TABLE_ENTRY O CHS&F ZQIE{ Dt
xp & B 0 EEJH EMotXl 220 TableCode cl= EEE Sold S

HOIE HEeCIZ EZ2oH0F SHCt.

Of M UoiM= &M CIHZ0 2o &3 A0ICH

A

BEDZ Y Z =2 NIADL Event object £ AIEdle 22 Y Z 2 MAS| _EPROCESS
9| ObjectTable EEE T XoHM SHSHIOIES &2 = 912 82 =AWUZ object
£ HXoIA &L,

(OLOF ZS20ICH . AMZ CIHAE HEXN= LAUXILH - ™)
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4. ObpKernelHandleTable - WinXP sp2

Window nt HZ2 2 ObpKernelHandleTable OlcteE AlES AAXE Bl UL
ObpKernelHandleTable & _HANDLE_TABLE XA XQIEf 0I0f 0l &A= system
process Jt X ol= object S0l et HSHIOI2 HECE 22lotn UL,

4.1. Examine System Process’ s Handle Table

Kd & =0l Iprocess = ESllM Idle Z2HI A2l _EPROCESS € =2 Xt.

Iprocess & QX Q10| Aot & Z2AMAIN Ubsdl 9 Idle Z2AIAD}
LIt ek S042+CH. (lprocess 0 0 SFEH QLI HI??)

kd> Iprocess

PROCESS 8055b580 Sessionld: none Cid: 0000 Peb: 00000000 ParentCid: 0000
DirBase: 00039000 ObjectTable: e1000cfO0 HandleCount: 238.
Image: Idle

kd> Iprocess 4 0

Searching for Process with Cid ==

PROCESS 817bd9c8 Sessionld: none Cid: 0004 Peb: 00000000 ParentCid: 0000
DirBase: 00039000 ObjectTable: e1000cfO0 HandleCount: 238.
Image: System

Olafet B2 Idle ZZMARF System ZZAIAIN 2HGI UOE ZZAA0I2! ofXIBH S &t
LEME HOI=S FXot] ALM S2 & DirBase gt= JH&te= A0
2= DirBase Jt €l= A2 SLet Jtat HIZ2el 2= 0D 2 = JAL2=2

® Examine ldle process

kd> dd 8055b580+c4 | 1
8055b644 e1000cf0

kd> dt _HANDLE_TABLE e1000cf0

+0x000 TableCode  0xe1002000

+0x004 QuotaProcess S (null)

+0x008 UniqueProcessld : 0x00000004
___/&l; Eﬂ,t

+0x038 NextHandleNeedingPool : 0x800
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+0x03c HandleCount . 238

® Examine System Process
kd> dd 817bd9c8+c4 | 1
817bda8c e1000cf0

Idle process 2F System ZZ MIA S| _EPROCESS.ObjectTable & =&ol 8™ S2& IXIC.

S
AUHME L==AX0l HSH 2.
4.2. Examine ObpKernelHandleTable

kd> x nt!0ObpKernelHandleTable

805622b8 nt!0ObpKernelHandleTable = <no type information>
kd> dd 805622b8 | 1

805622b8 e1000cf0

ObpKernelHandleTable & _HANDLE_TABLE 2| EOIEO0|EZ oY SXIJF Jieldle 2
S0k BHCEH.
AWM E & £ USO0l ObpKernelHandleTable OILF System, Idle ZZ2AIAQ

HandleTable O s2&2 =0l & = QUCH.

Z2MNEOZ Windows 2k Ol4Ate] Windows = system process JF AIEc6te 8 HIOIZE0
CHol M g =2 A =(0bpKernelHandleTable)S Sl AIEE £+ UEE ot USS
KREE > AL

Winzk HE0l=s &£ E = HIOI=S0l &Metlt.

PspCidTable Ol 21 HIOIEQ 022 ZE Z=2MA/AHES CID (Client ID) £
et = HIOIZO0IC.

OlMIZE PspCidTable Ol CHel E4= Al&ol

=
CID €& 2t2lol= HIOIZ0ILl OpenProcess() & ==

J
)l
i
Il

ro

0o
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5.1. Win32 API| OpenProcess

OpenProcess() = Kernel32.dll Ol export ot=
Ol &= PID 22 Soll Y Z=ZHAS S
ChAl 23t OpenProcess() = P

T2Z2MA QEHEE FH0tZ = U= HSHOI=SS AEAE ClEHGl= &2t &

US 2A0ICH.

4 M

O E Kernel32.0penProcess() & = =olXH Ntdl | .NtOpenProcess() Jb &S&0otH =L},
ntdl | .NtOpenProcess() = Fast System Call/SW Interrupt SS9 2as =l

HEtAESE AIEE 210/, ntoskrnl . NtOpenProcess() &2t &=} .
XAl LHEE Technical report — Windows system call 24 2AE &X06tJ| HI2HCH.

5.2. ntoskrnl.ZwOpenProcess() / NtOpenProcess()

5.2.1. ntoskrnl.ZwOpenProcess( )

nt | ZuvdpenProcess:

an0adf?24 bEYa000oooo

a04d£729 8d542404 lea ed=. [esp+0=d]

a04d£72d 9c pushfd

a0idf?2e call push N=3

a04d£730 =871170000 call ntlKiSy=tenService (304el=ak)
a04d£f735 21000 ret 0x=10

& CHAITIl ZwOpenProcess = Fast call stub OICH. &AM AIAE 20 e RE2
NtXXX() &4Z 20k StCt.

KiSystemService() & EdI0|lAl dlCt 2™ NtOpenProcess() & &&6H(C}.

5.2.2. ntoskrnl .NtOpenProcess()

805766a8 8d4Gdc lea eax, [ebp—0x24]

a057eRab &0 rush Sax

g05766ac ££7544 push dvord ptr [ebp-0xiZc

205 766af = nt | P=Llo

a05766bd 8big o edl ,eax

a05766be 3bfe Chp edl . e=1

B057p6b8 O0f8ch9f£40200 7l nt |HtOpenProcess+0xled (805a5b77)
a05766be 28d45e0 lea eax, [ebp—0=x20]

i
1
U

NtOpenProcess() £ EdIOIAIGICHIF 23 PsLookupProcessByProcess!d()

SEettt.

PAGE:004A21C4 loc_4A21C4: ; CODE XREF: NtOpenProcess+1836D}j
PAGE:004A21C4 cmp byte ptr [ebp-1An], 0
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PAGE : 004A21C8 jnz loc_52AD07

PAGE : 004A21CE cmp byte ptr [ebp-19h], 0

PAGE : 004A21D2 jz loc_50F4F4

PAGE:004A21D8 mov [ebp-30h], esi

PAGE:004A21DB cmp [ebp-28h], esi

PAGE : 004A21DE jnz loc_508913

PAGE:004A21E4 lea eax, [ebp-24h]

PAGE : 004A21E7 push eax ; struct _EPROCESS pointer
PAGE:004A21E8 push dword ptr [ebp-2Ch] ; PID

PAGE : 004A21EB call PslLookupProcessByProcess|d

PAGE : 004A21F0

29 DE= NtOpenProcess() £ 2IHA AXLIHEY dl= WHEOICH. (=& Wt
got=2 AolCh)

004A21E7 OlA _EPROCESS pointer 2t PID &= push &t12, undocumented api ¢!
Ct.

rok

PsLookupProcessByPid() &+=5 &=
5.2.3. PsLookupProcessByProcess|D()
PsLookupProcessByProcessld() JI S&& AIES A2 Oleiet 22 210ICH.

(__stdcall o A=)

HIGHER ADDRESS

_EPROCESS pointer Ebp + Oxc

PID Ebp + 0x8
Ret Ebp + 0x4
Ebp Ebp + 0x0
Local H= &2t Ebp - Ox?

LOWSER ADDRESS

PAGE : 004A2057 ; sub_584D43+3F p

PAGE : 004A2057

PAGE : 004A2057 arg_0 = dword ptr 8 ; IN HANDLE Processld
PAGE:004A2057 arg_4 = dword ptr 0Ch ; OUT PEPROCESS =*Process

PAGE : 004A2057
PAGE:004A2057 ; FUNCTION CHUNK AT PAGE:0052D52C SIZE 00000011 BYTES
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PAGE : 004A2057

PAGE : 004A2057 mov edi, edi
PAGE : 004A2059 push ebp
PAGE : 004A205A mov ebp, esp
PAGE : 004A205C push ebx
PAGE : 004A205D push esi
PAGE : 004A205E mov eax, large fs:124h
PAGE : 004A2064 push [ebpt+arg 0] // PID
PAGE : 004A2067 mov esi, eax
PAGE : 004A2069 dec dword ptr [esi+0D4h]
PAGE : 004A206F push dword_491660
; push dword ptr [nt!PspCidTable (80562ce0) ]
PAGE : 004A2075 cal sub_49702D
; call nt |ExMapHandleToPointer (8056861¢)
PAGE : 004A207A mov ebx, eax

ExMapHandleToPointer() &+ S&E&2 £ = UL
ExMapHandleToPointer() 2l
PID 2 ntoskrnl.PspCidTabl g
2 0lS0ILy, OX, 2l eleE 9o DEE AHE M ExMapHandleToPointer()
== PspCidTable & SO0 Al Pi

CtH 8= EQIHE

o

d Jl 858t Object (process object) /Xl &0lal1,
clElol= &40 otgnh.. &tCt. (ot &1, - -)

J0 oo
fol
_O'j

2

5.2.4. ExMapHandleToPointer ()

HIGHER ADDRESS

PID Ebp + Oxc
PspCidTable Ebp + 0x8
Ret Ebp + 0x4
Ebp Ebp + 0x0
Local H= &2t Ebp - Ox?

LOWSER ADDRESS

PAGE:0049702D sub_49702D proc near ; CODE XREF:
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sub_4973AE+13}p

PAGE :0049702D ; sub_497961+3Ctp ...
PAGE :0049702D

PAGE:0049702D arg_0 = dword ptr 8 ; PspCidTable
PAGE:0049702D arg_4 = dword ptr 0Ch ; PID

PAGE :0049702D

PAGE:0049702D ; FUNCTION CHUNK AT PAGE:004AB9E2 SIZE 00000007 BYTES
PAGE:0049702D ; FUNCTION CHUNK AT PAGE:004BA395 SIZE 00000012 BYTES
PAGE:0049702D ; FUNCTION CHUNK AT PAGE:0050D133 SIZE 00000014 BYTES
PAGE:0049702D ; FUNCTION CHUNK AT PAGE:005392B3 SIZE 0000005C BYTES
PAGE :0049702D

PAGE :0049702D mov edi, edi

PAGE : 0049702F push ebp

PAGE : 00497030 mov ebp, esp

PAGE : 00497032 push edi

PAGE: 00497033 mov edi, [ebptarg_4] ; PID

PAGE : 00497036 test di, 7FCh

// pid 2 ot 16 HIEQ 0x07fc & and A

// 0000 0011 1001 1000 398

// 0000 0111 1111 1100 7fc

/1 TEST

// 0000 0011 1001 1000 -——=ZF =0

/1 OlA Z?

/1

PAGE :0049703B jz loc_4ABOE2 /g B8
PAGE : 00497041 push ebx

PAGE:00497042 mov ebx, [ebp+arg_0]

PAGE : 00497045 push esi

PAGE : 00497046 push edi // PID

PAGE: 00497047 push ebx // PspCidTable
PAGE:00497048 call loc_4944F1 // ExpLookupHandleTableEntry()
PAGE:0049704D mov esi, eax

PAGE : 0049704F test esi, esi

PAGE : 00497051 jz loc_4BA395
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5.2.5. ExpLookupHandleTableEntry()

HIGHER ADDRESS

PID Ebp + Oxc
PspCidTable Ebp + 0x8
Ret Ebp + 0x4
Ebp Ebp + 0x0
Local H= &2t Ebp - Ox?

LOWSER ADDRESS

Arg_8 : CID
Arg_4 : PspCidTable

PAGE :004944F1 loc_4944F1: ; CODE XREF: sub_494530+1A}p
PAGE : 004944F1 ; sub_49702D+1B}p ...

PAGE : 004944F1 mov edi, edi

PAGE : 004944F3 push ebp

PAGE : 004944F4 mov ebp, esp

// CID && OxOFFFFFFFC
// => CID && 11111111111111111111111111111100
/] ==>ot®?l & HIE 22I0

/] 2> xp OIM= o9l & HIEE SoiAl 8= HIOIZS cdE22 AIESES =0

PAGE : 004944F6 and [ebptarg_8], OFFFFFFFCh
PAGE : 004944FA mov eax, [ebptarg_8]

PAGE : 004944FD mov ecx, lebptarg_4]

PAGE : 00494500 mov edx, [ebp+arg_8]

/] CID >> 2

/] => X|ot?| FHIEE #ZE

/] = 5t & HIEE HM2s LIHAXI 30 BIEDL HEM SHE HIOIZ2 HEL]
/] HOIHZ AIE2E

PAGE : 00494503 shr geax, 2

// PspCidTable + 0x38 1t Cid Hlu

// = +0x038 NextHandleNeedingPool : Uint4B

// cmp cid, PspCidTable.NextHandleDeedingPool
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PAGE : 00494506 cmp edx, [ecx+38h]

PAGE : 00494509 jnb |oc_49DE45

PAGE : 0049450F push esi

PAGE: 00494510 mov esi, [ecx]

PAGE:00494512 mov eCX, esi

PAGE : 00494514 and ecx, 3

PAGE : 00494517 and esi, OFFFFFFFCh

PAGE : 0049451A sub ecx, 0

PAGE :0049451D jnz | oc_496EDA

PAGE : 00494523 lea eax, [esiteax*8]

PAGE : 00494526

PAGE : 00494526 |oc_494526: ; CODE XREF:
NlsLeadBytelnfo+2A0D}j

PAGE : 00494526 pop esi

PAGE : 00494527

PAGE : 00494527 |oc_494527: ; CODE XREF:
NlsLeadBytelnfo+9963}j

PAGE : 00494527 pop ebp

PAGE : 00494528 retn 8

ExMapHandleToPointer() &4 CtAl ExpLookupHandleTableEntry() &4+Z SoHA
PspCidTable 2% & PID, = CID & =NME ZAotl, ®&gt object It =MotH

object 2| _HANDLE_TABLE_ENTRY £ c|E& StCt.
8057675d 83bfad01000000 Cmp dword ptr [edi+0xlad]. 0x0
80576764 7414 iz nt |PslookupProcessByProces=I1d+0=55 (B8057677a)
80576766 Gbof o7 ecx, =di
= 6768 =83 f7 £ call nt | ObEeferencelbjectSatie (Bldecdad)
BDE?E?Ed EE: Yall test al.al
8057e7ef 7409 1z nt | PelookupProcessByProcessId+0x55 (8057677a)
80576771 8bdS0c mnow =ax, [ebp+i=c]

Ol FAWOR BMSO0| EMEICHH object = MAA 5t1, 10 e EOIEES

Examine PspCidTable
2liHA AXLIHES SoiM PspCidTable Oll= 280l 2= Z2MHA/AHE Cid

20t Abese AE € = UMD

HO
10

il
W
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MS0l= 0l PspCidTable Ol _HANDLE_TABLE ©!Xl, _HANDLE_TABLE_ENTRY Ol CH&t
HOIHQIXI &40l MM R Mgl 4220 L0t Z 1= _HANDLE_TABLE Ol
CHSh ZOIEct= AO0ICH. (K3 M245HH ZAHSG| _HANDLE_TABLE @Idl..TT)

Lat  elgyoltk 2@ MES=2  WREE winzk 2 _HANDLE_TABLE,
_HANDLE_TABLE_ENTRY Ol CHet &&2F ULt

S M= XP, 2003 2 2k 2= & EcetA afgol HHULE

Non exported api Q! ExpLookupHandleTableEntry() &'4=2} PspCidTable 22 E handle
JEXIZD, _HANDLE_TABLE_ENTRY EQIEE c2lEdl= &£0|Ct.
OOt JI& SA4oH0F & s=cte= HLL.

JH o

kd> x nt!PspCidTable
80562ce0 nt!PspCidTable = <no type information>

kd> dd nt!PspCidTable | 1

80562ce0 1000890

kd> dt
+0x000 TableCode
+0x004 QuotaProcess

+0x008 UniqueProcessld

_HANDLE_TABLE e1000890

© 0xe1003000
© (null)

© (null)

+0x00c HandleTableLock : [4] _EX_PUSH_LOCK
+0x01c HandleTablelist _LIST_ENTRY [ 0xe10008ac - Oxe10008ac ]
+0x024 HandleContentionEvent : _EX PUSH_LOCK
+0x028 Debuglinfo © (null)
+0x02c ExtralnfoPages : 0
+0x030 FirstFree © 0x720
+0x034 LastFree : 0x590
+0x038 NextHandleNeedingPool : 0x800
+0x03c HandleCount . 287
+0x040 Flags 1
+0x040 StrictFIF0 Oyl
1o EZUME & = AXO0l _EPROCESS 2| HANDLE_TABLE = & G2
2 ¢t QuotaProcess, UniqueProcessld JF 810, HandleTableList &= &iCt.
Z= PspCidTable 2 & Sl= 222 _HANDLE_TABLE OICt.
2k &2 ZS _HANDLE_TABLE Al QO _HANDLE_TABLE_ENTRY Ol CHSF ZEQIE{D}
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| Z&a

- 5 &

Uq_AHA OIE SollA 3 layered handle table 2 =&l

Gl xp Ol= OROIl _HANDLE_TABLE_ENTRY Ot

LIJIH object header S

ol =20l

XP 2| AL TableCode 2 =D} handle table 2 o1& A ZO|LC).

2A0AM L2 HSO0ILE 1= HIOI=S0l THEF JHE 0l &&AotX
= A2 F4alXeld 2H0F & A O0IC.

kd> dd nt!PspCidTable | 1
80562ce0 e1000890
kd> dt _HANDLE_TABLE 1000890
+0x000 TableCode © 0xe1003000
+0x004 QuotaProcess © (null)
+0x008 UniqueProcessld : (null)
+0x00c HandleTableLock : [4] _EX_PUSH_LOCK
+0x01c HandleTableList : _LIST_ENTRY [ Oxe10008ac -
+0x024 HandleContentionEvent @ _EX PUSH_LOCK

+0x028 Debuglinfo © (null)
+0x02c ExtralnfoPages : 0

+0x030 FirstFree © 0x720
+0x034 LastFree © 0x590
+0x038 NextHandleNeedingPool : 0x800
+0x03c HandleCount 1 287

+0x040 Flags 1

+0x040 StrictFIF0 Oyl

PspCidTable 2| TableCode = 0xe1003000 0|12, HandleCount
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Handle Table A: Handle Table Entries [512 ]

TableCode >

. Object
! * Object

Object

k.

[O& 3.1.1] One level handle table

[08 3.1.1] & EFXo 2P TableOfCode =t0l _HANDLE_TABLE_ENTRY £ Jtel311)

cIHA S Soll el Z222 TableOfCode 2 &l 2 HIEJI handle table index &
AMZE D JU/UCH. (windows internals ZHOIA LI2 W= & O2CF. - -)
e 3.1.1 0l Ji& #&E§ LHEOICE.

=0l Al subhandle table CIEAQIX], middle

Ol
Im
i

t<
0

_HANDLE_TABLE . TableOfCode | 2
[

H
level index 2!Xl, top level QIEIA

QIR BHEEGEA = LY.
#define HANDLE_TABLE_LEVEL_MASK 0x03
switch (_HANDLE_TABLE.TableOfCode & HANDLE_TABLE_LEVEL_MASK )

{

Case 0: Subhandle table index;
Case 1: Middle level index;

Case 2: Top level Index;

}
Olgt &0ICH

JJell) _HANDLE_TABLE.TableOfCode 2| ot®l 2 HIEE HI2/& 2t0l Handle Table Entry
BHZ ol ZOIEOICH (8 3.1.1 OIAM M)

o
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Windows xp, 2003 9 &3S subhandle entry = AWM AHASMEO0| PAGE_SIZE Dt
ol Edt= 02 MHECtD L.

( PAGE_SIZE / sizeof(_HANDLE_TABLE_ENTRY) ) -1 2+=°| Handle Table Entry O}
MetCt= AHO0ICtH.

i
ol

PspCidTable 2 &< TableOfCode = 0xe1003000 0|22
0xe1003000 & 0x03 = 0x00

0l2Z subhandle table index 2 M
Ol [08 3-1] o 22 2Hd| sLE &
(CtekAl  _HANDLE _TABLE_ENTRY BHEZE 2l AIE ==

FHIEE 22l A28 &= 5= UL,

e
[w
rr
Y
o
o

= UCH

(e]
2= HandleTable->TableCode 2| ot

PHANDLE_TABLE_ENTRY pEntry =
(PHANDLE_TABLE_ENTRY) ((HandleTable->TableCode & ~ TABLE_LEVEL_MASK));

et A
0xe1003000 & ~ 0x3 = 0xe1003000
0I22 0xE1003000 Ol sub handle table HHE 2l Al& =2g101 & Ct.

kd: dd 0O=xel003000

el003000_00000000 fffffftfe|8i7bd9cd 00000000
1003010 81%bd4d751 00000000)217YE4309 00000000
1003020 817bc021 00000000)817beda® 00000000
1003030 817bchb3l 00000000)81Ybe8bBS 00000000
el003040 817bcedl 00000000 281%bc3c® 00000000
1003050 817bL0OZ21 00000000 217bbd4da9 00000000
1003060 817bbb31 00000000 817bbSLS 00000000
1003070 817bbe41 00000000 817bb3c% 00000000

0xE1003000 Ol _HANDLE_TABLE_ENTRY -2l HHE0IE=2
? O8N 52 &4 g2 S0uE =t g, 70

_HANDLE_TABLE_ENTRY *Z=Xl= OtcHet &Ch.

typedef struct _HANDLE_TABLE_ENTRY {
union {
PVOID Object;
ULONG ObAttributes:
};
union {

union {
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ACCESS_MASK GrantedAccess;

struct {
USHORT GrantedAccessIndex;
USHORT CreatorBackTracelndex;

b
LONG NextFreeTableEntry;
};
} HANDLE_TABLE_ENTRY, =PHANDLE_TABLE_ENTRY;

S 20/X8t (4 byte) Object | (4byte) GrantAccess *ZO0|LC}.

A BHE (HZ Object == object Off CHSH EQIE OICH.

Ol Object ct= Hd2 _OBJECT_HEADER.Body EEZ=O0I0{ CiAl ZoiA Object EE=
_OBJECT_HEADER.Body £ Jt2l3|l= ZEQIEO0ICt.

0xE1003000 2 Object 2EJt 0 0122 2HUFH 1,
0xE1003000 + sizeof (_HANDLE_TABLE_ENTRY) ZEE EXt

kd> dd 0=x=1003000
e1003000 00000000 fffffffe[817bd9c9 00000000 |

kd: dt _HANDLE TABLE_ENTRY elDDEDDD+DxE

+0=000 Object 0=817bd9=9
+0=000 ObAttribute=s o 0x817bd9cH
+0=000 InfoTable o 0x817bd9cH
+0=000 Values o 0=8317bd9c9
+0=004 Grantediccess -0

+0=004 GrantediccessIndex : 0
+0=006 CreatorBackTracelndex : 0
+0=004 HemtFreseTableEntrv : 0O

? 1 HIEJF Lock Zci0IC}.

UAS AHO0ICH

XP 2 AL Object 2E9 &

et Oteliet 22

u
il
2 -_
N
=}
e
1>

#define XP_TABLE_ENTRY_LOCK_BIT 0x1
PVOID pObj = (PVOID) ( (ULONG) Entry->Object & ~ XP_TABLE_ENTRY_LOCK_BIT );

(tetAd Object EEDJF Jtel2l= Object O A= 0x817bd9co & ~ 1 ©|B=E
817BD9C8 Jt =ICF.

CONFIDENTIAL 31 o]~ 2007/01/19



Version 0.1 | Last update : 2007-01-19 Y

_HANDLE_TABLE_ENTRY .Object ZE = 3
2101 0ol QEMEQ

Fxoi2or & H0ICH

g QEHE HOIE 0122 0 E=Jt Jieldll
ttotd| PlolM= _OBJECT_HEADER.Type EEE

£ &

kdr dt _OBJECT_HEADER

+0=000 PointerCount  Int4B

+0=004 HandleCount : Int4B

+0x004 HextToFrees o Ptr32 Void

+0=x008 Type : Prtr32 _OBJECT_TYFE
+0=00z HamelInfolffsst . Char

+0=00d Handlelnfaolff=et : UChar

+0x00e Quotalnfolif=zet : UChar

+0x00f Flags . UChar

+0x010 ObjectCreatelnfo : Ptri? _OBJECT_CREATE INFORMATION
+0=010 QuotaBlockCharged | PtriZ Void

+0=014 Securitvlescriptor : Ptri2 Void

+0x018 Body o _QTAD

Body Z=9| Offset 2 0x18 0|22

kd> dt _OBJECT _HEADER DKBI?BDBCB 0x18

+0=000 PointerCount © kO

+0=004 HandleCount 2

+0=004 HemxtToFrees . O=x00o0ooooz
+0=z008 Tvpe o 0=317bd0d4n
+0=00z Hamnelnfolf f=et N T
+0=00d HandleInfolff=et . 0 "'
+0x00e (uotalnfofffset . 0O "'
+0=00f Flags=s Coom22 't

+0=010 ObjectCreatelnfo : 0x80562c80
+0=010 CuotaBlockCharged : O0zx80562c80
+0x014 Securitvlescriptor : Oxellllbed
+0x018 Body o _QTAD

kdr dt _OBJECT_TYPE 0x817bd040

+0=000 Hutex . _ERESOURCE

+0x038 Typelist : _LIST ENTEY [ 0=x817bd078 — 0x817bd078 ]
+0=040 Hame . _UNICODE_STRING "Process"

+0x048 Defaultlbject : {null}

+0x0dc Index

+0=x050 TatalHumherOfObjects oo O=l4
+0x054 TotalHumberOfHandles : Oxic
+0x058 HighWaterHumberOfObjeczt=  0xl5
+0x05c HighWaterHumberOfHandle=s : 0=xL0

+0x060 Typelnfo : _OBJECT_T¥PE_INITIALIZER
+0=xlac Kev  0=636E7250
+0=0bl Objectlocks : [4] _ERESOURCE

Al

JZctH _HANDLE_TABLE_ENTRY.Object & _EPROCESS
F

Lo|

—

Z= 0] RLEHME = Process LEME

r2
o
or
et

T ULt
2 JNAE FEMH o IR AMAIX|

Jlok
o
et

T+ US Ao|ct.
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kd> dt _EPROCESS 817BDSC8

+0x000 Pcb : _KPROCESS

+0x06c ProcessLock : _EX PUSH_LOCK
R

+0x170 Session : (null)

+0x174 ImageFileName : [16] n"System"

ot AERISC  E2 AHEL ZZAHAIN JATHH HEH SNt?

Windows internals IM= xp Lt 2003 2| B mid-level table OILI top level table
2 2 metM MASCD e 2 00 M2 HI0IS2 2t=X PspCidTable 2
TableCode 2t= mid-level L= Top-level HIOI=22 QEA SIEE XA £LSh

ACH (HIAE GH=2X %0tM =AIGHRIE R6HACH)

| -

6. Conclusion

Windows Ol AFSol= HANDLE Olcts A2 Z= HE0l 22t U=s HHME
Fxot)|l Fgt FE0IH Fx=2Re HE ANM=SS &8z 22lot)l FdiM 3 &

X9 HOIES 2= ASotl UL
Ol HIOIES JHE=2 2k Lk xp It SLotH HSEHL 2H 280 2e WE2 ®E2

= S 2AHAE EEE AYES HOMA AIEotl JA2H HEHOC ot
ObpKernelHandleTable 1 PspCidTable 0O|C
ObpKernelHandleTable &2 AL system ZZANAIL AIEols S#SS0 48

HIOI=O0I04 PspCidTable

0
1
in
I
H
e
9

>.
hf

M

g
é
E
o
o
2
i
]
o
i
o
o

PspCidTable 2| E2 Z=2AHA/A =0 et F2E 10 UJ &0 0 Z

A
AtZotH FE3 X =2 FE3! MA &

o
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