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3) BAE-B — ARP Reply : 3AE-BY| P2} MAC FAEZ ©H2 ARP SHS SAE-AMA Hs
) SAE-A : ARP Cache ¥HI0|E

MAC-A : 000102030405

Switch Route Table

Port Mac Address
1 000102030405
5 000102030406

Layer2 ZH|Q! AX|= A 2T T w2t o|Eull ZUSZRE] MAC FAE -7‘.%3}01 et &2
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Lt. ARP Spooflng 324 714
AQR|E BE EZTZS MAC FTAE 7J|HtoR sHA M&sH
IP-MAC F4 OiEZ ARP Request EZEAEIZ SEaff Hetstr Lot &
2 2 QUL of2f (OE)2 SAE-AQ SAE-BO| FAEOQI AQIX| HoilA{e| Eafzlo] &
[ SAE-AARPCache | [ SAE-BARPCache |
IP Addr Mac Address IP Addr Mac Address
192.168.1.2 | 000102030406 192.168.1.1 | 000102030405
SAE-B
‘g.. IP Addr : 192.168.1.2
MAC-A : 000102030406

SAE-A
IP Addr : 192.168.1.1 i~
MAC-A : 000102030405 N .
Switch Route Table \L#T

Port Mac Address
1 000102030405
5 000102030406
—
Sniffer
IP Addr : 192.168.1.10
MAC-A : 000112233445
(O3) "l Sl
SAE-AARP Cache | | SAE-BARP Cache
IP Addr Mac Address IP Addr Mac Address
192.168.1.2 000112233445 192.168.1.1 000112233445
-866162630406- —8661626364685
) 5
> &
SAE-BMAC= SAE-AMAC=
[Sniffer MAC FA] 5 [Sniffer MAC FA]
Switch Route Table ‘
Port Mac Address 3 ARP Reply
3 000112233445
1 000102030405
5 000102030406 3
Sniffer
IP Addr : 192.168.1.10
MAC-A : 000112233445
(23) ARP Spoofing &4
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Switch Route Table ‘

Port Mac Address

3 000112233445

1 000102030405
5 000102030406 \
Sniffer

IP Addr : 192.168.1.10
MAC-A : 000112233445
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tWrarp —a

Interface: 1.1.1.2 Bx2
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—64-6f-a2
BAa-A4 321

2) S TN AT E RF HAL

tcpdump?, O|CIZ|E, 2L0|0IAI=, 0|HI|=Y, IR0 S2| mHIIEM E-_r% rEst M2 Mﬂﬁ
IziE-| A\_A|5|i EH;’I()” 0+A1:l|:7|. MO'E|O-| oliﬂ §}o| 5 ot H;“—Hoﬂ |frame
gt gt QUTHH ARP SpoofinggA22 2lsh ALt Otz AH LHTOH AT} tXHofE
20|22 ARP Spoofing0| Ot Z0ICt X2 MHZRE] S4l=k= miZloil= ofF2 €I =rt Si=d),
S2U0|AET} 4lsh= TH2I0 AETETE MU0 AUCHH ARP Spoofing22 Qlelf THA0| HALIUS
7t580| thEhs| =Lt

rm
_ljl_
a
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op
r>-
rl_r =

tcpdumpE 2T ZR0e MHREE HMELl= Ao ANICSTE J=XIE =l s 27] Lok
tcpdump-w[logIiH] —s 1500 port 80 ':c'i'%i_i SMEl= IS HES F tecpdump —Xgnr EH
O XNEE IZIZ ACIZER Hetelo] X3 i 2L, Ol J=XE SAlzl= malols UNTSTt A
Z|0f QUX| 4CHH ARP Spoofingt INAHEAES oMa 2 4 UCt

-IOI'

El

o 2) hitp://www.tcpdump.org/

3) http://www.ethereal.com

4) http://www.wireshark.org

5) http://www.wildpackets.com/products/etherpeek/overview
6) http://www.krcert.or kr — MEXIZA — HOte
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3) HIZAZEQ! ARP THA! a4l 20l

ARP Spoofing&Zi0] &1 S i, msiAH Z0ilM ARP HZlS +&5iH 246 2 2 0ld9]

reply THZI0] AT USS L o UCEL MHS2| B2 AHUMHIAS 2fal AlLsHA H0|ER|0[=t

SA2 57| 20l A0|EL02] MACFEATL ARP tableOilM AHIZ(X| 28z 4 =OICH AlLsHA
[u]

request’t Si= ARP replyIiZlTt &A= 0|R7t SiCt,

[BHEE [$H0CHE [=N=E | 0/ [=ZSE= [AHE &%
8 i 210, 1206 |0 B0 ARP  ARP Request
) 05:165:46,91 5409 i 210, 132 [0 B0 ARP  ARP Flequest
) 09:18:47, 732034 i 210,10 1350 B0 ARP__ ARP Request
) 09:18:48,952208 i A00F =L 1 45 ARP  ARP Reply |
) 09:18:49,117221 i 210, 1380 48 ARP ARP Reply
) 0318:43,224163 0 210,10 50,134 |0 B0 ARP  ARP Request
] 03:18:50.62567 i 210, 1% 0 B0 ARP  ARP Request
05/ 1551 52199 i F[i) 128 0 B ARF ARP Renly
B 091852117171 i 20017501390 48 ARP ARP Reply |
8 08:10/53.54156 i 710, 1290 B0 ARF ___ARP Fanuest
] 09.19:54,952127 i 210,150,123 |0 48 ARP  ARP Reply
B 03:18:55.117191 1 A018 %1139 0 43 ARP  ARP Reply
B 09/ 18:57.952113 ! i 210, 1290 48 ARP ARP Reply
91868117158 20 LAY D 210157m1,139 |0 48 ARP  ARP Reply
031900982107 210 L1513 0 001050128 0 40 ARP ARP Reply
B0S901 117126 21021 #4129 0 210, 13\ 0 48 ARF ARP Reply
HOSTI025E138 20 e aais] 0 210, 151 0 B0 ARP  ARP Request
B 091903.952190 210 11| 0 A0S [0 48 ARF  ARP Raply
D 02! B W 0000 = #S HZ 52 Ha 7 O mmazaz | x | & maassay

018 EA | & whots ’“E]G’ ADIE EA |
L ET RS B T oot LR e L

il I3 2 EH | =) are HOE |
Hardeare Size @ 6

Protocal Size @ 4

Operation Code @ 0x0002 (Reply) 00000030
Send MAC Address : O0:78 0% 07:79:28

Send IP Address : 210, [E7_E5.139

Target MAC Address : 00 - & :§¥:AC:FC

[ ] Target IP Address : 210.0% 2%61.129

F-(] Gereric Data : (B bytes) 2

(22! $IEH ARP Reply CHZF 4=l

2lsA A2l B2 tcpdump arp HEOE A= ARP IZISS #F & & U282 MACFAE
IESE | st ARP IiZI0| F7|Me 2 4ll=X] S0l =L,

[

1
g g o, e T L




4) ARP table ZA| =7 &8

== AB2| ARP table ZA| E74= sniffswitch?, XArp 0|

ARg5l7] 12 XArpE G2 S0 HHsict 0] =715 CIREE ¥2 £ Us
0|H, 2.0HT= UX|ZH ARP SpoofingS
AlalistH ARP table?| cache

AIZIO| BAIEICE,

YAGE| flet 8=2= v.015 = &
HEE LHEHAN, ARP tabledl S IPOIA] MACFAZ HEE AlFS

U=, 2 ZMoilM=
ol 312

Z2|Y0{0[HA
http //www.chrisme.de/
ZE5iCt 0] T2 S

ofzio] a2 XArp2| AldEIHO|H, ARP Spoofing22 ©Ial HI0|EL0]2] MACTAZ} Hl&3HA tHAE
=2 BHZEL

File Actlon 7
1P | MAC |insystem chache | last changed | vendor

w172 16,41 | 00-0C o%M-0A-FC | WS | 15:38:25 YMware, Inc, |

1721648 [ 00-04- 9 B I-SA-CE yes [= | 3ComCorporation

W 172,16,4.7 00-14+- 0 -66-B6  ves 2 s

w 172,16,4,39 00-14-8 =-6F-A2 YES = =

W 17216442 0o-14-7%- "1 -62-66 YES - 7

W 17216446 00-14<%- 78 5B-C0 | wes - .

Ww1TE 164,71 00-1640 8-B1-CA ves = u

4

1 - 15136:19 Mapping changed: 172.16.4.1 changed From 00-06-78% £3-CE-04 to 00-0C-7585-08-FC

2 - 15:36:25; Mapping changed; 172, 16.4.1 changed From 00-0C- P 08-0A-FC to 00-06-08- 80-C8-04

3 - 15:36:28: Mapping changed: 172,.16.4,1 changed From 00-06-20 8 -C8-04 ko 00-0C-2 Ss-04-FiC

4 - 15:36:30: Mapping changed: 172,16.4.1 changed from 00-0C- =0 8508-FC to 00-06-[ 88 0-C8-04

5 - 15:36:39: Mapping changed: 172.16.4.1 changed From 00-06-5 48 -C3-04 bo 00-0C-F0EE-04-FC

QIEISH ARPIHZIO] 2[5t MACFA| HAS HLIE
O| ARP tableg XMZ&H &
of BLEZIE 4 Q]

(a3) XArp

L

1 H|w s H= Ao|C,

=2 St
= =o

2|
o
FEA AARIME arpwatch??t 22 =

S ARP HIOIS ZAl

st 4 Ql= J1RF SuME0| df t:lH:HQ TAI™0

?’%

SIRF

SEHOIIA]
5t

s 7) http://www.nextsecurity.net/
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witch(config)# interface fastethernet 5/12

witch(config-if)# switchport mode access

witch(config-if)# switchport port-security

witch(config-if)# switchport port-security maximum 5 - # g/ 57§ MAC Addres,

witch(config-if)# switchport port-security mac-address 1000.2000.3000
- 5/ 8 MAC address

witch(config-if)# switchport port-security violation [protect/restrict/shutdowr
= 73 G A] Action
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