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Introduction

To deploy and operate Microsoft® Office Communications Server 2007, you must extend the Microsoft Active Directory® directory service Domain Services schema and then create and configure objects in Active Directory. These extensions add the new Active Directory attributes and classes necessary for Office Communications Server 2007 to operate. 
This guide describes the extensions and focuses on the following areas:

· How to prepare Active Directory so that you can deploy and operate Office Communications Server 2007.
· How to delegate setup and administration permissions.
· Active Directory schema reference. 

How This Guide Is Structured

This guide contains the following sections:

· Infrastructure Requirements.   Explains the necessary prerequisites for Active Directory preparation.
· Overview of Active Directory Preparation.   Presents a high-level description of the procedures involved in preparing Active Directory for Office Communications Server 2007 and describes the purpose and actions performed by each Active Directory preparation step. This section explains the core steps required in every domain and forest in which the servers running Office Communications Server are deployed.
· Active Directory Preparation.   Provides step-by-step instructions for required Active Directory preparation tasks using the GUI deployment tool (Setup.exe) and the command-line tool (LcsCmd.exe). 

· Setup and Administration Delegation.   Explains how to use the deployment tool or the command line to delegate setup or administration tasks. You can use the deployment tool or the command line to delegate setup credentials to a particular group, so that Domain Admins tasks are not required. You can also delegate user or server permissions on a specific pool or server, or read-only user or server administration permissions.

· Active Directory Schema Reference.   Details the attributes and classes added by Office Communications Server 2007. 

· Appendix A: How to Prepare a Locked Down Active Directory.   Explains how to prepare an Active Directory where permissions inheritance has been disabled or authenticated user access control entries (ACEs) have been disabled.

How to Use This Guide

How you use this guide depends on what you need to know and what you want to do. Choose from the following:

· To learn more about Active Directory preparation in detail, read this guide from beginning to end. 

· For step-by-step procedures on preparing Active Directory, proceed to the Active Directory Preparation section in this guide.
· For step-by-step procedures on delegating permissions to perform setup or administration on Office Communications Server, proceed to the Setup and Administration Delegation section in this guide. However, before you delegate setup or administration tasks, you must have prepared Active Directory for Office Communications Server.

· To understand the schema classes and attributes in detail, proceed to the Active Directory Schema Reference section in this guide.
Terms and Concepts

· Active Directory.   The directory service that stores information about objects on a network and makes this information available to users and network administrators.

· Class.   In Active Directory, characteristics of an object and the type of information an object can hold. For each object class, the schema defines what attributes an instance of the class must have and what additional attributes it might have.

· Domain.   A group of computers that are part of a network and share a common directory database. A domain is administered as a unit with common rules and procedures. Each domain has a unique name. An Active Directory domain is a collection of computers defined by the administrator of a network that is based on the Microsoft Windows® operating system. These computers share a common directory database, security policies, and security relationships with other domains. An Active Directory domain provides access to the centralized user accounts and group accounts maintained by the domain administrator.
· Domain controller.   A server in an Active Directory forest that contains a writable copy of the Active Directory database, participates in Active Directory replication, and controls access to network resources.

· Forest.   A collection of one or more Windows domains that share a common schema, configuration, and global catalog, and are linked with two-way transitive trusts.
· Forest root domain. The beginning of the DNS (Domain Name System) namespace. In Active Directory, the initial domain in an Active Directory tree. Also the initial domain of a forest.

· Global catalog server.   A directory database that applications and clients can query to locate any object in a forest. The global catalog is hosted on one or more domain controllers in the forest. It contains a partial replica of every domain directory partition in the forest. These partial replicas include replicas of every object in the forest, as follows: 

· The attributes most frequently used in search operations.

· The attributes required to locate a full replica of the object.
· Global groups.   A security or distribution group that can contain users, groups, and computers from its own domain as members. Global security groups can be granted rights and permissions on resources in any domain in its forest.
· Schema.   The set of definitions for the universe of objects that can be stored in a directory. For each object class, the schema defines which attributes an instance of the class must have, which additional attributes it can have, and which other object classes can be its parent object class.

· Universal group.   A security or distribution group that can contain users, groups, and computers from any domain in its forest as members. Universal security groups can be granted rights and permissions on resources in any domain in the forest. 

Infrastructure Requirements

Before you prepare Active Directory for Office Communications Server 2007, ensure that your Active Directory infrastructure meets the following prerequisites.

· Domain controllers run Microsoft Windows® 2000 Server SP4 (Service Pack 4), Microsoft Windows Server® 2003 SP1, or Windows Server 2003 R2 or later operating systems. (Windows Server 2003 R2 is recommended).
· Global catalog servers run Windows 2000 Server SP4, Windows Server 2003 SP1, or Windows Server 2003 R2 or later. (Windows Server 2003 R2 is recommended).
· All domains in which you deploy Office Communications Server use Windows 2000 Server native mode or later operating system. You cannot deploy Office Communications Server in a mixed mode domain. 
Office Communications Server 2007 supports the native mode universal groups in the Microsoft Windows Server 2003 and Windows 2000 Server operating systems. Members of universal groups can include other groups and accounts from any domain in the domain tree or forest and can be assigned permissions in any domain in the domain tree or forest. Universal group support, combined with administrator delegation, simplifies managing an Office Communications Server 2007 deployment. For example, it is no longer necessary to add one domain to another in order to enable an administrator to manage both. Eliminating the domain-add requirement also simplifies deployment.
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Note

To change your domain to run in Windows 2000 native mode or later operating system, see http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=revdomain.

Overview of Active Directory Preparation

Preparing Active Directory for Office Communications Server 2007 involves three basic steps that are explained in more detail in the following sections: 

· Prepare the Active Directory Schema.   Extend the schema so that the new classes and attributes required for Office Communications Server 2007 can be added to the schema. This step is run once on an Active Directory forest. 

· Prepare the Active Directory Forest.   Create Office Communications Server objects and attributes under the Systems container in the root domain or under the configuration naming context. These objects and attributes are required for Office Communications Server deployment and operations. Prep Forest is required and run once on an Active Directory forest.
· Prepare Each Active Directory Domain.   Add permissions on objects in the domain for universal groups. Prep Domain is required and must be run once in each domain where you deploy Office Communications Server. 
Prep Schema Overview
The Prep Schema step extends the schema in Active Directory to include classes and attributes specific to Office Communications Server 2007. This is the first procedure run to prepare your environment for your Office Communications Server 2007 deployment. This procedure is required and run only once in the Active Directory forest. See the Active Directory Preparation section later in this guide for specific steps and credentials required to run this procedure.

Office Communications Server 2007 adds new classes and attributes and objects to the Active Directory schema. These classes and attributes are described in detail in the Active Directory Schema Reference section later in this guide.
Prep Forest Overview
The Prep Forest step creates Office Communications Server objects in the forest root domain Systems container, if the default option is selected, or in the configuration container, if you choose. These objects contain global settings and information about your Office Communications Server deployment. Prep Forest also creates Office Communications Server objects in the configuration container, which contain property sets and display specifiers used by Office Communications Server. 

Prep Forest must be run once in each Active Directory forest where you plan to deploy Office Communications Server. See the section titled, Active Directory Preparation, for the specific steps and credentials required to run this procedure, later in this guide.
· Creates Active Directory global settings and objects

· Creates Active Directory groups used by Office Communications Server
Active Directory Global Settings and Objects

Prep Forest creates global settings and objects used by Office Communications Server, as follows:

· Creates the global settings in the Active Directory objects in either the system container of the root domain or the configuration container, based on the choice you select. 

· If you choose to store global settings in the System container in the root domain (recommended), adds a new Microsoft container under System of the root domain and adds a new RTC Service object under the System\Microsoft object. If you choose to store global settings in the Configuration container of the root domain, the existing Services container is used, but adds a new RTC Service object under the Configuration\Services object. 
· Adds Global Settings object of type msRTCSIP-GlobalContainer under the RTC Service object. The Global Settings object holds all settings that apply through the Office Communications Server 2007 deployment.

· Adds a new msRTCSIP-Domain object for the root domain in which Prep Forest is run. The domain can be specified in either command-line or GUI deployment.
Active Directory Universal Service and Administration Groups

Prep Forest also creates universal groups based on the domain you specify to host universal groups and adds access control entries (ACE) for these groups. Prep Forest creates the following:

· Universal groups in the User containers of the domain you specify to host universal groups used by Office Communications Server, as follows:
Service groups:
· RTCHSUniversalServices

· RTCComponentUniversalServices

· RTCArchivingUniversalServices

· RTCProxyUniversalServices

· RTCUniversalGuestAccessGroup grants users access to meeting content for conferences. This group is used by internal users with Active Directory credentials who are connecting remotely, as well as anonymous users who do not have Active Directory credentials.

Administration groups:
· RTCUniversalServerAdmins allows members to manage server and pool settings.
· RTCUniversalUserAdmins allows members to manage user settings and move users from one server or pool to another
· RTCUniversalReadOnlyAdmins allows members to read server, pool, and user settings.
Infrastructure groups

· RTCUniversalGlobalWriteGroup grants write access to global setting objects for Office Communications Server.
· RTCUniversalGlobalReadOnlyGroup grants read-only access to global setting objects for Office Communications Server.
· RTCUniversalUserReadOnlyGroup grants read-only access to Office Communications Server user settings.

· RTCUniversalServerReadOnlyGroup grants read-only access to Office Communications Server settings. This group does not have access to pool level settings only settings specific to an individual server. 
Adds the administrator groups to the correct infrastructure groups:

· RTCUniversalServerAdmins is added to RTCUniversalGlobalReadOnlyGroup, RTCUniversalGlobalWriteGroup, RTCUniversalServerReadOnlyGroup, and RTCUniversalUserReadOnlyGroup.
· RTCUniversalUserAdmins is added as a member of RTCUniversalGlobalReadOnlyGroup, RTCUniversalServerReadOnlyGroup, and RTCUniversalUserReadOnlyGroup.

· RTCHSUniversalServices, RTCComponentUniversalServices and RTCUniversalReadOnlyAdmins are added as members of RTCUniversalGlobalReadOnlyGroup, RTCUniversalServerReadOnlyGroup, and RTCUniversalUserReadOnlyGroup.
Prep Forest creates private ACEs on the global settings container used by Office Communications Server 2007. This container is used by Office Communications Server only and is located in the System container in the root domain or the configuration container (depending on the options you specify). The public ACEs created by Prep Forest are listed in the following table:

Table 1.   ACEs added by Prep Forest

	
	RTCUniversalGlobalReadOnlyGroup

	Read root domain System Container (not inherited)*
	X

	Read Configuration’s DisplaySpecifiers container 

(not inherited)
	X


*ACEs that are not inherited do not grant access to child objects under these containers. ACEs that are inherited grant access to child objects under these containers.
Prep Forest performs the following tasks on the configuration container, under the configuration naming context.

· Adds an entry {AB255F23-2DBD-4bb6-891D-38754AC280EF} for the RTC property page under the adminContextMenu and adminPropertyPages attributes of the language display specifier for users, contacts, and InetOrgPersons (for example, CN=user-Display,CN=409,CN=DisplaySpecifiers).

· Adds an RTCPropertySet object of type controlAccessRight under Extended-Rights that applies to the User and Contact classes.

· Adds an RTCUserSearchPropertySet object of type controlAccessRight under Extended-Rights that applies to User, Contact, OU, and DomainDNS classes.

· Add msRTCSIP-PrimaryUserAddress under the extraColumns attribute of each language organizational unit display specifier (for example, CN=organizationalUnit-Display,CN=409,CN=DisplaySpecifiers) and copies the values of the extraColumns attribute of the default display (for example, CN=default-Display, CN=409,CN=DisplaySpecifiers).

· Adds msRTCSIP-PrimaryUserAddress, msRTCSIP-PrimaryHomeServer, and msRTCSIP-UserEnabled filtering attributes under the attributeDisplayNames attribute of each language display specifier for Users, Contacts, and InetOrgPerson objects (for example, in English: CN=user-Display,CN=409,CN=DisplaySpecifiers).

Prep Domain Overview
The Prep Domain step adds the necessary ACEs to universal groups that grant permissions to host and manage users within the domain. Prep Domain is required in all domains where you want to deploy Office Communications Servers and any domains where your Office Communications Server users will reside. The task is run once in each domain. 

Prep Domain creates ACEs on the domain root and three built-in containers: Users, Computers, and Domain Controllers. Table 2 and Table 3 below list these ACEs. All ACEs are inherited, unless otherwise noted.

Table 2.   ACES added to Domain Root

	
	RTCUniversal-UserrReadOnly-Group
	 RTCUniversal-ServerReadOnly-Group
	RTCUniversal-UserAdmins
	RTCHSUniversal-Services
	 AuthenticatedUsers

	Read Container (not inherited)
	X
	X
	
	
	

	Read User PropertySet 

User-Account-Restrictions
	X
	
	
	
	

	Read User PropertySet 

Personal-Information
	X
	
	
	
	

	Read User  PropertySet

General-Information
	X
	
	
	
	

	Read User PropertySet

Public-Information
	X
	
	
	
	

	Read User PropertySet

RTCUserSearchProperty-Set
	X
	
	
	
	X

	Read User PropertySet

RTCPropertySet
	X
	
	
	
	

	Write User Property

Proxy-Addresses
	
	
	X
	
	

	Write User PropertySet

RTCUserSearchProperty-Set
	
	
	X
	
	

	Write User PropertySet

RTCPropertySet
	
	
	X
	
	

	Read PropertySet DS-Replication-Get-Changes  of all Active Directory objects
	
	
	
	X
	


Table 3.   ACES added to the Users, Computers, and Domain Controller containers

	
	RTCUniversalUserReadOnlyGroup
	RTCUniversalServerReadOnlyGroup

	Read Container 
(not inherited)
	X
	X


If your organization is using custom containers instead of the three built-in containers, the Authenticated Users group must have read access to the custom containers. If the Authenticated Users group does not have read access to the custom container, use LcsCmd.exe to run the CreateLcsOUPermissions command to grant read permissions on any custom containers. 

Run a command similar to the following for each custom container:

lcscmd        /Domain:<Domain FQDN> /Action:CreateLcsOuPermissions

              /OU:<distinguished name>
              /ObjectType:<User | Contact | InetOrgPerson | Computer>

Where /OU specifies the distinguished name of the OU, excluding the domain root portion of the distinguished name.
Active Directory Preparation 
This section explains how to run the following three basic procedures for preparing Active Directory:
· Prep Schema

· Prep Forest

· Prep Domain

[image: image2.wmf]
Note

If permissions inheritance is disabled or authenticated user permissions must be disabled in your organization, there are additional steps you must perform during Prep Domain. See Appendix A: How to Prepare a Locked Down Active Directory, later in this guide.
You must Active Directory preparation steps on a computer running Windows Server 2003 SP1 or later, Windows Server 2003 R2 or later. You cannot run Active Directory preparation from a Windows 2000 Server and earlier versions or any client versions of the Windows operating system.
Table 4 shows the administrative credentials required for each task. 

Table 4.   Administrative credentials required for Active Directory preparation

	Procedure
	Required Administrative credentials or roles

	Prep Schema
	Schema Admins and local administrator on the schema master

	Prep Forest
	Enterprise Admins or Domain Admins of the forest root domain

	Prep Domain
	Enterprise Admins or Domain Admins


Deployment Methods

You can deploy Office Communications Server 2007 using one of the following two methods:

· The deployment tool, Setup.exe, provided on the CD.
The deployment tool provides a set of wizards that guides you through each of the deployment tasks.

· The command-line tool, LcsCmd.exe, provided on the CD.

Deploying Using the Deployment Tool

Office Communications Server 2007 provides a deployment tool (Setup.exe) that guides users through the required deployment procedures for different Office Communications Server 2007 roles. Setup.exe provides:

· A sequential list of required tasks for deploying Standard Edition or Enterprise Edition servers.

· Explanations of each task and the required permissions.

· A set of wizards to guide you through each task.

Deploying Using the Command Line

You can use the command-line tool, LcsCmd.exe, to prepare Active Directory. The command-line method is useful in large organizations, because you can run the steps remotely. 

Prepare Active Directory Using the Setup Deployment Tool

If you are deploying Active Directory in a single domain and single forest topology or another similar topology, Active Directory preparation is not complex. Use the steps in this section to prepare Active Directory using Setup.exe. 

If you are deploying Active Directory in a more complex environment or you want to run these steps remotely, proceed to the next section titled, Prepare Active Directory Using the Command Line.
Running Prep Schema

Before you begin, you can review all Active Directory extensions that will be modified for Office Communications Server using a text editor, such as Windows Notepad. The Schema.ldf file is located in the \Setup\I386 folder of the CD, in either the Standard Edition or Enterprise Edition version. 
Office Communications Server schema extensions are replicated across all child domains, which impacts network bandwidth. You should run Prep Schema at a time when network utilization is low.

When you deploy using Setup.exe, Prep Schema can be run on any computer running Windows Server 2003 SP1 or later, Windows Server 2003 R2 or later, or Windows 2000 Server SP4 in the Active Directory forest. However, you cannot run Prep Schema from a Windows XP client.
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Note

Prep Schema must access the Schema Master, which requires that the remote registry service is running and that the remote registry key is enabled. If the remote registry service cannot be enabled on the Schema Master, you can run Prep Schema locally on the Schema Master. For more information about registry remote access, see Microsoft Knowledge Base article 314837, “How to Manage Remote Access to the Registry,” at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=kb314837.
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To prepare the schema of the current forest

1. Log on to a server in your forest with Schema Admins credentials and administrator credentials on the schema master.

2. In the Office Communications Server installation folder or CD, run Setup.exe to start the deployment tool. 

3. Select one of the following:

· For Standard Edition, click Deploy Standard Edition Server. 

· For Enterprise Edition, click Deploy Enterprise Pool in a Consolidated Topology or Deploy Enterprise Pool in an Expanded Topology. 

4. Click Prepare Active Directory.

5. At Prep Schema, click Run. 

6. On the Welcome to the Schema Preparation Wizard page, click Next.

7. Do one of the following:

· Click Default: Schema files are located in the same directory as Setup. 
· Click Browse and navigate to the directory where the schema files are located.

8. Click Next.

9. On the Ready to Prepare Schema page, review your current settings before clicking Next.

10. On the Schema Preparation Wizard has completed page, click View Log. Under the Action column, expand Schema Prep. Look for <Success> Execution Result at the end of each task to verify that Prep Schema completed successfully. Close the log when you finish.

Click Finish.

Wait for Active Directory replication to complete or force replication to all the domain controllers listed in the Active Directory Sites and Services snap-in for the forest root domain controller before continuing to Prep Forest.
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To manually verify that the Prep Schema was successful and that schema changes were replicated to child domains

11. Log on to the parent domain controller as a user with Enterprise Admins credentials.

Click Start, click Run, click Browse, locate Ldp.exe and select it, click Open, and then click OK.
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Note

The file, Ldp.exe, is one of the several additional command-line tools that can be used to configure, manage, and debug Active Directory. These tools are collectively known as the Support Tools and are available on the Windows 2000 Server or Windows Server 2003 operating system CD in the \SUPPORT\TOOLS folder. Extract the file from the Support.cab file.

On the Connection menu, click Connect, and then click OK.

On the Connection menu, click Bind, and then click OK. This will use the default Enterprise Admins credentials.

On the View menu, click Tree, and then click OK.

In the console tree, click DC=domain name, double-click CN=Configuration, DC=domain name, double-click CN=Schema, CN=Configuration, DC=domain name.

Under the schema container, search for CN=ms-RTC-SIP-SchemaVersion. If this object exists, and the value of the rangeUpper attribute is 1007, then the schema was successfully propagated. If this object does not exist or the value of the rangeUpper attribute is not equal to 1007, then the schema was not modified.

Running Prep Forest

Prep Forest requires that the user running this procedure have Enterprise Admins or Domain Admins credentials for the forest root domain.
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Important

If Active Directory replication has not completed replicating changes performed by Prep Schema, you will receive an error message. Wait for replication to occur or force replication.
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To prepare the forest
1. In the Office Communications Server installation folder or CD, run Setup.exe to start the deployment tool.

2. Select one of the following:

· For Standard Edition, click Deploy Standard Edition Server. 

· For Enterprise Edition, click Deploy Enterprise Pool in a Consolidated Topology or Deploy Enterprise Pool in an Expanded Topology. 

3. Click Prepare Active Directory.

4. At Prep Forest, click Run. 

5. On the Welcome to the Forest Preparation Wizard page, click Next.

6. On the Select Location to Store Global Settings page, select where you want to store global settings for your Office Communications Server deployment. Choose one of the following:

· To store settings in the domain partition of the root domain, click System container in the root domain (recommended).

· To store settings in the configuration partition of the root domain, click Configuration partition. 
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Note

If connectivity to the root domain is unreliable, select Configuration partition because activation of server roles requires access to the root domain (where the global settings are stored). Access to the root domain is also necessary for the server to function properly, unless you select Configuration partition.

7. On the Location of Universal Groups page, under Domain, select the domain where you want to create the groups used by Office Communications Server, and then click Next.

8. On the SIP domain used for default routing page, select the SIP domain that you want to use for default routing. The default SIP domain is used to construct server SIP URI, which in the simplest form is [ServerFQDN]@[DefaultSIPDomainFQDN]. 

In new deployments, root domain is always proposed as the default SIP domain. For existing deployments, if no default SIP domain exists, all existing SIP domains appear as possible options and the wizard selects one domain randomly as the default routing domain. If a default SIP domain already exists, the wizard populates the list with all existing SIP domains and selects that default SIP domain. In all above cases, you can always type in a new domain FQDN for the default SIP domain or use the list to select another existing domain as the default SIP domain.
9. On the Ready to Prepare Forest page, review your current settings before clicking Next.

10. On the Forest Preparation Wizard has Completed page, click View Log. Under the Action column, expand Forest Prep. Look for <Success> Execution Result at the end of each task to verify Prep Forest completed successfully. Close the log when you finish.

11. Click Finish.

Wait for Active Directory replication to complete, or force replication to all domain controllers listed in the Active Directory Sites and Services snap-in for the forest root domain controller, before running Prep Domain.

Running Prep Domain

Prep Domain can be run on any computer in the domain where you are deploying your Office Communications Server. You must prepare any domain that will host Office Communications Servers or users.
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Note

If permissions inheritance is disabled or authenticated user permissions are disabled in your organization, there are additional steps you must perform during Prep Domain. For more information, see Appendix A: How to Prepare a Locked Down Active Directory, at the end of this guide.
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To prepare the domain using Setup.exe

12. Log on to any server in the domain using Domain Admins credentials.

On the Office Communications Server installation folder or CD, run Setup.exe to start the Deployment Tool.

Select one of the following:

· For Standard Edition, click Deploy Standard Edition Server.
· For Enterprise Edition, click Deploy Enterprise Pool in a Consolidated Topology or Deploy Enterprise Pool in an Expanded Topology. 

Click Prepare Active Directory.

At Prep Current Domain, click Run.

On the Welcome to the Domain Preparation Wizard page, click Next.

On the Domain Preparation Information, review the information, and then click Next.
On the Ready to Prepare Domain page, review your current settings before clicking Next.

On the Domain Preparation Wizard has completed page, click View Log. Under the Action column, expand Domain Prep. Look for <Success> Execution Result at the end of each task to verify Prep Domain completed successfully. Close the log window when you finish.

Click Finish.

Wait for Active Directory replication to complete or force replication to all the domain controllers listed in the Active Directory Sites and Services snap-in for the forest root domain controller.

Prepare Active Directory Using the Command Line

If you are deploying Active Directory in a more complex environment or you want to run these preparation steps remotely, use the command-line steps listed in this section. For more information about command-line parameters, see the Office Communications Server 2007 Command-Line Reference Guide.

Preparing Active Directory from a command prompt uses LcsCmd.exe on the Standard Edition and Enterprise Edition CDs. 

For all procedures in this section, use the following steps to open a command prompt:

· Click Start, click Run, type cmd, and then press ENTER.

Running SchemaPrep

Before you begin, you can review all Active Directory extensions that will be modified for Office Communications Server 2007, using a text editor such as Windows Notepad. The Schema.ldf file is located in the \Setup\I386 folder of the CD.

Office Communications Server schema extensions are replicated across all child domains, which impacts network bandwidth. You should run the SchemaPrep command at a time when network utilization is low.
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Note

SchemaPrep must access the Schema Master, which requires that the remote registry service is running and that the remote registry key is enabled. For more information about registry remote access, see Microsoft Knowledge Base article 314837, “How to Manage Remote Access to the Registry,” at http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=kb314837.

Use the following procedure to run Prep Schema from the command line. 

[image: image13.wmf]
To prepare the schema of the current forest

13. Log on to a computer in the Active Directory domain with Schema Admins credentials and administrator credentials on the Schema Master.

Run:

LcsCmd.exe /forest /action:SchemaPrep [/ldf: <folder where the .ldf file is located>]

For example:

LcsCmd.exe /forest /action:SchemaPrep 

Use the following command to verify that Prep Schema completed successfully.

LcsCmd.exe /forest /action:CheckSchemaPrepState

For example:

LcsCmd.exe /forest /action:CheckSchemaPrepState
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Note

Allow time for replication before continuing on to Prep Forest. This could be the default Windows replication time or you can force replication.
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To manually verify that the Prep Schema was successful and that schema changes were replicated to child domains

14. Log on to the parent domain controller as a user with Enterprise Admins credentials.

Click Start, click Run, click Browse, locate Ldp.exe and select it, click Open, and then click OK.
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Note

The file, Ldp.exe, is one of the several additional command-line tools that can be used to configure, manage, and debug Active Directory. These tools are collectively known as the Support Tools and are available on the Windows 2000 Server or Windows Server 2003 operating system CD in the \SUPPORT\TOOLS folder. Extract the file from the Support.cab file.

On the Connection menu, click Connect, and then click OK.

On the Connection menu, click Bind, and then click OK. This will use the default Enterprise Admins credentials.

On the View menu, click Tree, and then click OK.

In the console tree, click DC=domain name, double-click CN=Configuration, DC=domain name, double-click CN=Schema, CN=Configuration, DC=domain name.

Under the schema container, search for CN=ms-RTC-SIP-SchemaVersion. If this object exists, and the value of the rangeUpper attribute is 1007, then the schema was successfully propagated. If this object does not exist or the value of the rangeUpper attribute is not equal to 1007, then the schema was not modified.

Running ForestPrep

ForestPrep requires the user running this procedure to have Enterprise Admins or Domain Admins credentials for the forest root domain.

Use the following procedure to run ForestPrep:
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To prepare the forest using the command line

15. Log on to a computer in the enterprise that is joined to a domain and the user has the relevant administrative credentials.

Run:

LcsCmd.exe /forest /action:ForestPrep / global:[system|configuration] ] [/groupdomain:<FQDN of the domain to create the universal groups in>]

Where /global specifies where you want to create your global settings

If you do not specify the /groupdomain parameter, this value defaults to the local domain. 
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Note

If connectivity to the root domain is unreliable, select Configuration partition because activation of server roles requires access to the root domain (where the global settings are stored). Access to the root domain is also necessary for the server to function properly, unless you select Configuration partition.

For example:

LcsCmd.exe /forest /action:ForestPrep /global:system 
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To verify that ForestPrep was successful

16. Log on to a computer in the enterprise that is joined to a domain and on which you have the relevant administrative credentials.

Run:

LcsCmd.exe /forest /action:CheckForestPrepState

Running DomainPrep

Use the following procedure to run DomainPrep.
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Note

If permissions inheritance is disabled or authenticated user permissions are disabled in your organization, there are additional steps you must perform during Prep Domain. For more information, see Appendix A: How to Prepare a Locked Down Active Directory, at the end of this guide.
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To prepare the domain using the command line

17. Log on to a server using Domain Admins credentials in the domain where you want to deploy Office Communications Server 2007.

Run: 

LcsCmd.exe /domain[:<DomainFQDN>] /action:DomainPrep 

For example, if corp.woodgrovebank.com is the domain that you are preparing for Office Communications Server 2007, use the following command.

LcsCmd.exe /domain:corp.woodgrovebank.com /action:DomainPrep
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Note

Using /domain without the parameter value defaults the local domain.

Verify that DomainPrep was successful by using the LcsCmd.exe procedure.

LcsCmd.exe /domain[:<domainFQDN>] /action: CheckDomainPrepState

For example, if corp.woodgrovebank.com is the domain for which you want to verify that DomainPrep was successful, use the following command.

LcsCmd.exe /domain:corp.woodgrovebank.com /action:CheckDomainPrepState

Setup and Administration Delegation
In Office Communications Server 2007, you can delegate permissions to perform setup tasks or administration to a group of users that are not members of an authorized Active Directory group. Delegation is useful in situations where you want users who are not members of the Domain Admins group to activate Office Communications Server servers after the servers are installed.

You can delegate setup and administration in the following ways:

· To delegate setup permissions, you can use either the deployment tool wizard or the LcsCmd.exe command-line tool.

· To delegate administration, you must use the LcsCmd.exe for any of the following:

· Delegating server administration 

· Delegating user administration

· Delegating read-only user administration

· Delegating read-only server administration
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Important

You must specify a global or universal group that already exists when you delegate setup or administration. You cannot use a local group and this group must already exist.

Scenario 1: Delegating Setup (Installation and Activation)

You can delegate permissions to deploy Office Communications Server servers using either the wizard in the deployment tool or the command line. You can delegate setup to allow users who are not members of the Domain Admins group to install and activate servers running Office Communications Server. Some organizations do not want to grant membership in the Domain Admins group to users or groups who are deploying Office Communications Server. Setup delegation allows you to grant these users or groups the subset of permissions required for Office Communications Server setup. 

Using the Deployment Tool to Delegate Permisson
You can use the Office Communications Server deployment tool to delegate permission to a group of users to activate servers after Office Communications Server is installed.
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Note

Although the process described in this section delegates setup permissions, any user in the trustee group must also be a member of the Local Administrators group on a computer in order to install and activate Office Communications Server on that computer. For Enterprise Edition installation and activation scenarios, the trustee group must also be a member of the Local Administrators group on the computer running the SQL Server back-end database.
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To delegate setup tasks

18. Log on to a computer in the domain where you want to delegate permissions with an account that is a member of the Domain Admins group or has equivalent credentials.

In the Office Communications Server installation folder or CD, run Setup.exe to start the deployment tool. 

Select one of the following:

· For Standard Edition, click Deploy Standard Edition Server.
· For Enterprise Edition, click Deploy Enterprise Pool in a Consolidated Topology or Deploy Enterprise Pool in an Expanded Topology.
Click Prepare Active Directory.

Click Delegate Setup and Administration.

At Delegate Setup Tasks, click Run. 

On the Welcome page, click Next.

On the Authorize Group page, in Select Trustee domain, specify the domain that contains the group to which you want to delegate permissions.

In Name of existing group, enter the name of the group to which you want to delegate permissions, and then click Next. This group must be a universal group or a global group. It cannot be a domain local group. 

On the Location of Computer Objects for Deployment page, enter the distinguished name of the organizational unit or container that hosts the computer objects on which Office Communications Server will be deployed.
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Note

You can use the ADSIEdit tool to navigate to the properties of the group and copy and then paste the distinguished name of the group into the wizard. 

On the Service Account page, enter the SIP service account and component service account that will be used by Office Communications Server.

On the Ready to Perform Setup Delegation page, review your settings, and then click Next.

When the wizard is complete, click Finish.

Add the new trustee group to the Local Administrators group of each server where you want to install Office Communications Server and the back-end database server for any Enterprise pools. 
If, in your organization, Authenticated Users security group permissions have been removed from Active Directory, you must either add the new trustee group for setup tasks to RTCUniversalServerAdmins or manually grant Read permissions to the trustee group to the following containers in the forest root:
· Forest root domain

· Forest root domain System container

· Root of the domain where permissions is delegated

· Parent containers of computer objects and service account objects
From a command-line prompt, type whoami.exe /all to verify the user has appropriate permissions. The output should be similar to the following:

Everyone                           
         Well-known group S-1-1-0  

BUILTIN\Administrators                             Alias S-1-5-32-544        BUILTIN\Users                            
         Alias S-1-5-32-545        NT AUTHORITY\INTERACTIVE                 
         Well-known group S-1-5-4  

NT AUTHORITY\Authenticated Users                   Well-known group S-1-5-11

NT AUTHORITY\This Organization           
         Well-known group S-1-5-15 

LOCAL                                              Well-known group S-1-2-0 

FABRIKAM\RTCUniversalUserReadOnlyGroup Group       S-1-5-21-4264192570- 

FABRIKAM\RTCUniversalGlobalWriteGroup Group        S-1-5-21-4264192570- 

FABRIKAM\RTCUniversalGlobalReadOnlyGroup           S-1-5-21-4264192570- 

FABRIKAM\RTCUniversalServerReadOnlyGroup           S-1-5-21-4264192570- 

FABRIKAM\delegatedLSSetup Group                    S-1-5-21-4264192570- 

FABRIKAM\RTCUniversalServerAdmins Group            S-1-5-21-4264192570- 

FABRIKAM\CERTSVC_DCOM_ACCESS Alias                 S-1-5-21-4264192570-

Using the Command Line to Delegate Setup Tasks
Use the following procedure to delegate setup tasks using the command line.
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To delegate setup and deployment tasks

19. Log on to a computer running Office Communications Server in the domain where you want to delegate permissions with an account that is a member of the Domain Admins group or has equivalent credentials.

Use the following command:

LCSCmd.exe /Domain[:<domain FQDN>] 

/Action:CreateDelegation /Delegation:SetupAdmin /TrusteeGroup:<name of the universal group that you will delegate to> /TrusteeDomain:<FQDN of the domain where the trustee group resides>

/ServiceAccount:<RTC service account name>

/ComponentServiceAccount:<RTC component service account name>

/ComputerOU:<DN of the OU or container where the computer objects that will run Office Communications Server reside>

Where:

TrusteeGroup is the group to which you are granting permissions.

TrusteeDomain is the domain in which the trustee group resides.

ServiceAccount is the RTC service account name.

ComponentServiceAccount is the RTC component service account name.

ComputerOU specifies the DN of the organizational unit containing the computers on which the trustee group can run Office Communications Server setup tasks.
Add the new trustee group to the Local Administrators group of each computer where you want to install Office Communications Server and the computer running the SQL Server back-end database server for any Enterprise pools.
If, in your organization, Authenticated Users security group permissions have been removed from Active Directory, you must either add the new trustee group for setup tasks to RTCUniversalServerAdmins or manually grant Read permissions to the trustee group to the following containers in the forest root:

· Forest root domain

· Forest root domain System container

· Root of the domain where permissions are delegated

· Parent containers of computer objects and service account objects
From a command-line prompt, type whoami.exe /all to verify the user has appropriate permissions. The output should be similar to the following:

Everyone                           
         Well-known group S-1-1-0 

BUILTIN\Administrators                             Alias S-1-5-32-544        BUILTIN\Users                            
         Alias S-1-5-32-545       

NT AUTHORITY\INTERACTIVE                 
         Well-known group S-1-5-4 

NT AUTHORITY\Authenticated Users                   Well-known group S-1-5-11

NT AUTHORITY\This Organization           
         Well-known group S-1-5-15
LOCAL                                              Well-known group S-1-2-0 

FABRIKAM\RTCUniversalUserReadOnlyGroup Group       S-1-5-21-4264192570- 

FABRIKAM\RTCUniversalGlobalWriteGroup Group        S-1-5-21-4264192570- 

FABRIKAM\RTCUniversalGlobalReadOnlyGroup           S-1-5-21-4264192570- 

FABRIKAM\RTCUniversalServerReadOnlyGroup           S-1-5-21-4264192570- 

FABRIKAM\delegatedLSSetup Group                    S-1-5-21-4264192570- 

FABRIKAM\RTCUniversalServerAdmins Group            S-1-5-21-4264192570- 

FABRIKAM\CERTSVC_DCOM_ACCESS Alias                 S-1-5-21-4264192570-

Scenario 2: Delegating Server Administration

To administer Office Communications Server Standard Edition or Enterprise Edition, a user must have an account in the Domain Admins group or the RTCUniversalServerAdmins group. Some organizations do not want to grant membership in the Domain Admins group to users or groups who only need to manage Office Communications Server servers. While you can choose to add unauthorized users or groups to the RTCUniversalServerAdmins group, the RTCUniversalServerAdmins group is a universal group that can administer all servers in the forest. Server administration delegation allows you to grant a user or group the subset of permissions required to administer a specific Office Communications Server.

When you delegate server administration, you grant the following permissions:

· Read/write permissions to global settings

· Read/write permissions to a computer organizational unit container
· Optional Read permissions to a user organizational unit container
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Important

You must specify an existing global or universal group to which you want to delegate permissions. You cannot use a local group.
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To delegate server administration

20. Log on to a computer in the domain where you want to delegate permissions with an account that is a member of the RTCUniversalServerAdmins and Domain Admins groups or has equivalent credentials.

Use the following command:
LcsCmd /Domain[:<domain FQDN>] /Action:CreateDelegation /Delegation:ServerAdmin /TrusteeGroup:<name of the universal group that you will delegate to>
/TrusteeDomain: <FQDN of the domain where the trustee group resides>
/ServiceAccount:<RTC service account name>

/ComponentServiceAccount:<RTC component service account name>

/ComputerOU:<DN of the OU or container where the computer objects that run Office Communications Server reside>
/PoolName:<Name of an Enterprise pool or Standard Edition server>
[/ExtraServers:<FQDN of server1, FQDN of server2>]
Where:

TrusteeGroup is the group to which you are granting permissions.
TrusteeDomain is the domain in which the trustee group resides.
ServiceAccount is the RTC service account name.
ComponentServiceAccount is the RTC component service account name.
ComputerOU specifies the DN of the organizational unit containing the computer running the server to which you are granting administrative permissions.
PoolName specifies the name of the Standard Edition server or Enterprise pool in which the trustee group can administer servers; adds the trustee group to the Local Administrators group of each computer in the pool to the AdminRole of the RTC database, and to the ReadWriteRole of the RTCConfig database on the SQL Server back-end database server. 
ExtraServers specifies a comma separated list of FQDNs of computers that are not part of a pool to which the trustee group requires access. You can enter the FQDN of Archiving and CDR Servers, Mediation Servers, or the internal FQDN of edge servers.
Scenario 3: Delegating User Administration
To administer Office Communications Server users, a user must have an account in the Domain Admins group or the RTCUniversalUserAdmins group. Some organizations do not want to grant membership in the Domain Admins group to users or groups who only need to manage Office Communications Server users. While you can choose to add unauthorized users or groups to the RTCUniversalUserAdmins group, the RTCUniversalUserAdmins group is a universal group that can administer all users in the forest. User administration delegation allows you to grant a user or group the subset of permissions required to administer a specific set of Office Communications Server users.

When you delegate user administration, you grant the following permissions: 

· Read permissions to global settings.
· Read permissions to a computer OU.
· Read/write permissions to a user OU.
· Membership in the RTC Local User Administrators group on all servers within a specified pool.

· ReadOnlyRole on the pool or server RTC and RTCConfig databases.
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To delegate user administration

21. Log on to a computer in the domain where you want to delegate permissions with an account that is a member of the Domain Admins group or has equivalent credentials.

Use the following command.

LcsCmd.exe /Domain[:<domain FQDN>] /Action:CreateDelegation /Delegation:UserAdmin /TrusteeGroup:<name of the universal group that you will delegate to>
/TrusteeDomain:<FQDN of the domain where the trustee group resides>
/ServiceAccount:<RTC service account name>

/ComponentServiceAccount:<RTC component service account name>

/ComputerOU:<DN of the OU or container where the computer objects that run Office Communications Server reside>

/UserOU:<DN of the OU or container where the Office Communications Server user objects reside>
/UserType:{User | Contact | InetOrgPerson}
/PoolName:<Name of a Standard Edition server or an Enterprise pool>
Where:

TrusteeGroup is the group to which you are granting permissions.
TrusteeDomain is the domain in which you are granting permissions.
ServiceAccount is the RTC service account name.
ComponentServiceAccount is the RTC component service account name.
ComputerOU specifies the DN of the organizational unit containing the computer running the Office Communications Server Front End Server that hosts the users the trustee group will administer.

UserOU specifies the DN of the organizational unit containing the users that the trustee group will administer.
UserType specifies the type of user object that the trustee group will have permissions to administer. Valid values are User, Contact, or InetOrgPerson.
PoolName specifies the name of the Standard Edition server or Enterprise pool in which the trustee group can administer users and adds the trustee group to the Local Administrators group of each computer in the pool and to the ReadOnlyRole of the SQL Server back-end databases. 
Scenario 4: Delegating Read-Only Server Administration

To administer Office Communications Servers in a read-only capacity, a user must have an account in the Domain Admins group or the RTCUniversalReadOnlyAdmins group. Some organizations do not want to grant membership in the Domain Admins group to users or groups who only need to view the properties of Office Communications Server servers. While you can choose to add unauthorized users or groups to the RTCUniversalReadOnlyAdmins group or RTCUniversalServerReadOnlyGroup, these universal groups have read-only administration permissions for all servers in the forest. Read-only server administration delegation allows you to grant a user or group the subset of permissions required to perform read-only administration for a specific Office Communications Server.

Membership in a read-only server administration group can be useful for troubleshooting server issues on a specific server. 

When you delegate read-only server administration, you grant the following permissions:

· Read permission to global settings.

· Read permission to a specified computer OU.

· Membership in the “RTC Local Read-Only Administrators” group on all servers within a specified pool or on the local Standard Edition Server.

· ReadOnlyRole on the pool or server RTC and RTCConfig databases.
[image: image31.wmf]
To delegate read-only server administration

22. Log on to a computer in the domain where you want to grant permissions with an account that has RTCUniversalServerAdmins and Domain Admins or equivalent credentials.

Use the following command:

LcsCmd /Domain[:<domain FQDN>] /Action:CreateDelegation /Delegation:ReadOnlyAdmin /TrusteeGroup:<name of the universal group that you will delegate to> 

/TrusteeDomain:<FQDN of the domain where the trustee group resides> 

/ServiceAccount:<RTC service account name>

/ComponentServiceAccount:<RTC component service account name>

/ComputerOU:<DN of the OU or container where the computer objects that run Office Communications Server reside>

/PoolName:<Name of a Standard Edition server or an Enterprise pool>

[/ExtraServers:<FQDN of server1, FQDN of server2>]

Where:

TrusteeGroup is the group to which you are granting permissions.

TrusteeDomain is the domain in which you are granting permissions.

ServiceAccount is the RTC service account name.

ComponentServiceAccount is the RTC component service account name.

ComputerOU specifies the DN of the organizational unit containing the computer running the server to which you are granting the trustee group read-only administrative permissions.

PoolName specifies the name of the Standard Edition server or Enterprise pool in which the trustee group can perform read-only server administration and adds the trustee group to the Local Administrators group of each computer in the pool and to the ReadOnlyRole of the SQL Server back-end databases.

ExtraServers specifies a comma separated list of FQDNs of computers to which the group requires access but are not part of the pool. You can enter the FQDN of Archiving and CDR Servers, Mediation Servers, or the internal FQDN of edge servers.
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Note

Using the /PoolName parameter with LcsCmd does not delegate permissions to computers serving any of the following Office Communications Server roles: Mediation Server, Archiving and CDR Server, Access Edge Server, or Communicator Web Access (CWA) Server. To delegate read-only server administration permission on these computers, you must manually add the trustee group to the RTC Local Read-Only Administrators group.

Scenario 5: Delegating Read-Only User Administration

To administer Office Communications Server users in a read-only capacity, a user must have an account in the Domain Admins group or the RTCUniversalReadOnlyAdmins group. Some organizations do not want to grant membership in the Domain Admins group to users or groups who only need to view the properties of users of Office Communications Server. While you can choose to add unauthorized users or groups to the RTCUniversalReadOnlyAdmins group or RTCUniversalUserReadOnlyGroup, these universal groups have read-only administration permissions for all users in the forest. Read-only user administration delegation allows you to grant a user or group the subset of permissions required to perform read-only administration for a specific set of Office Communications Server users.

Membership in a read-only user administration group can be useful for troubleshooting user issues on a specific server. 

When you delegate read-only user administration, you grant the following permissions:

· Read permission to Global Settings.
· Read permission to a specified user OU.
· Membership in the “RTC Local Read-Only Administrators” group on all servers within a specified pool.

· ReadOnlyRole on the pool or server RTC and RTCConfig databases.
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To delegate read-only user administration

23. Log on to a computer in the domain where you want to grant permissions with an account that has Domain Admins or equivalent credentials.

Use the following command:
LcsCmd /Domain[:<domain FQDN>] /Action:CreateDelegation /Delegation:ReadOnlyAdmin

/TrusteeGroup:<name of the universal group that you will delegate to> 

/TrusteeDomain:<FQDN of the domain where the trustee group resides>

/ServiceAccount:<RTC service account name>

/ComponentServiceAccount:<RTC component service account name>

/ComputerOU:<DN of the OU or container where the computer objects that run Office Communications Server reside>

/UserOU:<DN of the OU or container where the Office Communications Server user objects reside>
/UserType:<User | Contact | InetOrgPerson>
/PoolName:<Name of a Standard Edition server or an Enterprise pool>

Where:

TrusteeGroup is the group to which you are granting permissions.

TrusteeDomain is the domain in which you are granting permissions.

ServiceAccount is the RTC service account name.
ComponentServiceAccount is the RTC component service account name.
ComputerOU specifies the DN of the organizational unit containing the computer running the Office Communications Server Front End Server that hosts the users the trustee group will administer.

UserOU specifies the DN of the organizational unit containing the users that the trustee group will be able to view. If you specify this parameter, you must also specify the UserType parameter. 

UserType specifies the type of user object on which to create, check, or remove delegations. Valid values are User, Contact, or InetOrgPerson.

PoolName specifies the name of the Standard Edition server or Enterprise pool that hosts the users that the trustee group will be able to view and adds the trustee group to the Local Administrators group of each computer in the pool and to the ReadOnlyRole of the SQL Server back-end databases.
Active Directory Schema Reference

The Active Directory schema contains formal definitions of every object class that can be created in an Active Directory forest. The schema also contains formal definitions of every attribute that can exist on an Active Directory object. The Active Directory global catalog contains replicas of all the objects for the forest, along with a subset of the attributes for each object. 

Active Directory Classes

Office Communications Server adds several new classes and attributes to Active Directory. All Live Communications Server and Office Communications Server classes and attributes take as a prefix the string “msRTCSIP.”

Classes introduced to the Active Directory schema in the Office Communications Server 2007 release are marked “(new).”

msRTCSIP-Archive (new)
This new auxiliary class to msRTCSIP-GlobalContainer holds all settings related to archiving.

msRTCSIP-ArchivingServer

This class represents a single instant messaging archiving server. An instance of this class is created when a computer is activated as an instant messaging archiving server, such as a computer with the Instant Messaging Archiving Service installed.

msRTCSIP-Domain

This class holds attributes that define the configured domains of the SIP registrar.

msRTCSIP-EdgeProxy

This class container represents a single Access Edge Server. Because an Access Edge Server is deployed in the perimeter network and customers usually do not allow Active Directory access from the perimeter network, Access Edge Servers are not joined to the intranet’s Active Directory network. Therefore, Access Proxies are not automatically registered in Active Directory. The administrator must manually configure the existence of each Access Edge Servers in Active Directory. 

msRTCSIP-EnterpriseMCUSettings (new)

This auxiliary class to msRTCSIP-MCU holds attributes representing settings for conferencing servers.

msRTCSIP-EnterpriseMediationServerSettings (new)

This auxiliary class to msRTCSIP-MediationServer holds attributes representing settings for Mediation Servers.

msRTCSIP-EnterpriseServerSettings

This auxiliary class to msRTCSIP-Server holds attributes representing settings for SIP servers.

msRTCSIP-Federation 

This new auxiliary class to msRTCSIP-GlobalContainer holds all settings related to federation.

msRTCSIP-GlobalContainer

This class holds all settings that apply throughout an Office Communications Server deployment.

msRTCSIP-GlobalUserPolicy (new)

This class represents a single Office Communications Server 2007 meeting policy. 

msRTCSIP-LocationProfile(Office Communications Server)

This class is a container that represents a specific location profile. 

msRTCSIP-LocationProfiles(Office Communications Server)

This class is a container for multiple location profiles and does not contain any attributes itself.
msRTCSIP-LocalNormalization(Office Communications Server)

This class is a container that represents an instance of a location normalization rule. 

msRTCSIP-LocalNormalizations(Office Communications Server)

This class is a container for multiple local normalization rules and does not contain any attributes itself. 

msRTCSIP-MCU (new)

This class represents a single conferencing server.

msRTCSIP-MCUFactories (new)

This class holds multiple msRTCSIP-MCUFactory classes and does not have attributes itself.

msRTCSIP-MCUFactory (new)

This class is a container representing an MCU factory for a single medium type. An instance of this class is created when the first MCU for this particular type and vendor is activated.
msRTCSIP-MCUFactoryService (New)

This class provides an association from a specific pool to its MCU factory.

msRTCSIP-MediationServer (new)

This class holds the entry for the service connection point for a Mediation Server.

msRTCSIP-Meeting (new)

This auxiliary class to msRTCSIP-GlobalContainer holds attributes representing configurable meeting settings.

msRTCSIP-PhoneRoute (Office Communications Server 2007)

This class is a container representing an instance of a least cost route to a gateway or set of gateways. This information is used by all Enterprise pools or servers running Standard Edition to route outgoing calls to the PSTN network in the most cost effective way.

msRTCSIP-PhoneRoutes (Office Communications Server 2007)

This class is a container for multiple, least cost routes and does not contain any attributes itself.

msRTCSIP-Policies (new)

This class holds multiple Office Communications Server policy classes and does not have any attributes itself. 

msRTCSIP-Pool 

This class represents a single Office Communications Server pool. 

msRTCSIP-Pools 

This class holds multiple Office Communications Server pools and does not have any attributes itself.

msRTCSIP-PoolService 

This class represents the service connection point of a pool. Users hosted on a pool have their msRTCSIP-PrimaryHomeServer attribute point to an instance of this class.

msRTCSIP-Registrar

This auxiliary class to msRTCSIP-GlobalContainer holds attributes representing user settings maintained by the SIP registrar servers.

msRTCSIP-RouteUsage (Office Communications Server 2007)

This class is a container representing an instance of a phone route usage. A phone route usage class consists of an attribute field and a description field. The attribute field defines a usage type. The description field allows administrators to describe the usage for this attribute in the phone route.

msRTCSIP-RouteUsages (Office Communications Server 2007)

This class holds multiple instances of the ms-RTC-SIPRouteUsage class and does not have any attributes itself.

msRTCSIP-Search

This auxiliary class to msRTCSIP-GlobalContainer holds attributes that limit and control the scope of search results.

msRTCSIP-Server

This class represents a single SIP server.

msRTCSIP-Service

This class holds the global settings container and msRTCSIP-domain objects.

msRTCSIP-TrustedMCU (new)

This class holds attributes identifying whether a conferencing server is a trusted server. 

msRTCSIP-TrustedMCUs (new)

This class holds multiple Office Communications Server instances of the msRTCSIP-TrustedMCU class and does not have any attributes itself. . 

msRTCSIP-TrustedProxies (new)

This class holds multiple msRTCSIP-TrustedProxy classes and does not contain any attributes itself.

msRTCSIP-TrustedProxy (new)

This class is a container representing a server running Proxy Server. An instance of this class is created when activating a new Proxy Server on a computer joined to Active Directory.

msRTCSIP-TrustedServer

This class holds attributes identifying whether the server is a trusted server.

msRTCSIP-TrustedService (new)

This class is a container representing a trusted server that is routable using a GRUU address. An instance of this class is created when activating a new SIP server that is trusted by Office Communications Server. This trusted server must be joined to an Active Directory domain.
msRTCSIP-TrustedServices (new)

This class is a container for multiple globally routable user agent URI (GRUU) servers and does not contain any attributes itself.

msRTCSIP-TrustedWebComponent sServer (new)

This class holds attributes identifying whether a Web component is a trusted component. 

msRTCSIP-TrustedWebComponentsServers(new)

This class holds multiple Office Communications Server instances of the msRTCSIP-TrustedWebComponentServer class and does not have any attributes itself. 

msRTCSIP-UnifiedCommunications (new)

This auxiliary class to msRTCSIP-GlobalContainer holds attributes related to unified communications.

msRTCSIP-WebComponents (new)

This class holds the service connection point for Internet Information Server (IIS).
msRTCSIP-WebComponentsService (New)

This class provides an association from a specific pool to the Web components that the pool will use.

msRTCSIP-WebComponentSettings (new)

This auxiliary class to msRTCSIP-WebComponent holds attributes representing settings for Web components.
Active Directory Attributes

The following list shows all attributes and associated classes for Office Communications Server including new and obsolete attributes. Attributes associated with additional classes are marked “(add).” Attributes marked with an asterisk (*) are reserved for emergency use to add new attributes as name-value pairs in the extension attribute, without requiring another schema extension.. Attributes that were new for Microsoft Office Live Communications Server 2005 or for Live Communications Server 2005 with SP1 are marked “(Live Communications Server 2005)” or “(Live Communications Server 2005 with SP1)”. Attributes new for Office Communications Server are in bold type and marked “(Office Communications Server 2007).”

User
msRTCSIP-PrimaryUserAddress

msRTCSIP-HomeServer (obsolete)

msRTCSIP-HomeServerString (obsolete)

msRTCSIP-UserEnabled

msRTCSIP-IsMaster (obsolete)

msRTCSIP-TargetHomeServer

msRTCSIP-OriginatorSID

msRTCSIP-PrimaryHomeServer

msRTCSIP-FederationEnabled (Live Communications Server 2005)

msRTCSIP-InternetAccessEnabled (Live Communications Server 2005)

msRTCSIP-ArchivingEnabled (Live Communications Server 2005)

msRTCSIP-OptionFlags (Live Communications Server 2005 with SP1)

msRTCSIP-Line (Live Communications Server 2005 with SP1) 

msRTCSIP-LineServer (Live Communications Server 2005 with SP1)

msRTCSIP-UserPolicy (Office Communications Server 2007)

msRTCSIP-UserExtension * (Live Communications Server 2005 with SP1)

TelephoneNumber (Windows 2000)

ProxyAddresses (Windows 2000)

Contact

msRTCSIP-PrimaryUserAddress

msRTCSIP-HomeServerString (obsolete)

msRTCSIP-UserEnabled

msRTCSIP-OriginatorSID

msRTCSIP-PrimaryHomeServer (Live Communications Server 2005)

msRTCSIP-TargetHomeServer (Live Communications Server 2005)

msRTCSIP-FederationEnabled (Live Communications Server 2005)

msRTCSIP-InternetAccessEnabled (Live Communications Server 2005)

msRTCSIP-ArchivingEnabled (Live Communications Server 2005)

msRTCSIP-OptionFlags (Live Communications Server 2005 with SP1)

msRTCSIP-Line (Live Communications Server 2005 with SP1)

msRTCSIP-LineServer (Live Communications Server 2005 with SP1)

msRTCSIP-UserPolicy (Office Communications Server 2007)

msRTCSIP-UserExtension * (Live Communications Server 2005 with SP1)

msRTCSIP-SourceObjectType (Office Communications Server 2007)

msDS-SourceObjectDN (Office Communications Server 2007)

TelephoneNumber (Windows 2000)

PhoneOfficeOther (Windows 2000)

ProxyAddresses (Windows 2000)

Computers

serviceConnectionPoint

msRTCSIP-Server 

msRTCSIP-EnterpriseServerSettings

msRTCSIP-EnterpriseServices

msRTCSIP-HomeUsers (obsolete)

msRTCSIP-PoolAddress (Live Communications Server 2005)

msRTCSIP-ServerVersion (Office Communications Server 2007)

msRTCSIP-ServerData *

serviceConnectionPoint

msRTCSIP-MCU (Office Communications Server 2007)


msRTCSIP-EnterpriseMCUSettings (Office Communications Server 2007)

msRTCSIP-MCUFactoryAddress (Office Communications Server 2007)

msRTCSIP-ServerVersion (Office Communications Server 2007)

msRTCSIP-MCUData * (Office Communications Server 2007)

serviceConnectionPoint

msRTCSIP-WebComponents (Office Communications Server 2007)


msRTCSIP-EnterpriseWebComponentsSettings (Office Communications Server 2007)

msRTCSIP-WebComponentsPoolAddress (Office Communications Server 2007)

msRTCSIP-ServerVersion (Office Communications Server 2007)

msRTCSIP-WebComponentsData * (Office Communications Server 2007)

serviceConnectionPoint

msRTCSIP-MediationServer (Office Communications Server 2007) 

msRTCSIP-EnterpriseMediationServerSettings (Office Communications Server 2007) 

msRTCSIP-TrustedServiceLinks (UC)

msRTCSIP-DefaultLocationProfileLink (UC)

msRTCSIP-ServerVersion (UC)

msRTCSIP-ExtensionData * (UC)

msRTCSIP-Service

msRTCSIP-GlobalContainer

msRTCSIP-Registrar

msRTCSIP-Search

msRTCSIP-Federation


msRTCSIP-Registrar

msRTCSIP-MinRegistrationTimeout

msRTCSIP-DefRegistrationTimeout

msRTCSIP-MaxRegistrationTimeout

msRTCSIP-MinPresenceSubscriptionTimeout

msRTCSIP-DefPresenceSubscriptionTimeout

msRTCSIP-MaxPresenceSubscriptionTimeout

msRTCSIP-MinRoamingDataSubscriptionTimeout

msRTCSIP-DefRoamingDataSubscriptionTimeout

msRTCSIP-MaxRoamingDataSubscriptionTimeout

msRTCSIP-SubscriptionAuthRequired (obsolete)

msRTCSIP-NumDevicesPerUser

msRTCSIP-MaxNumSubscriptionsPerUser

msRTCSIP-EnableBestEffortNotify (Live Communications Server 2005)

msRTCSIP-UserDomainList (Live Communications Server 2005)

msRTCSIP-GlobalSettingsData *

msRTCSIP-Search

msRTCSIP-SearchMaxResults

msRTCSIP-SearchMaxRequests

msRTCSIP-MaxNumOutstandingSearchPerServer


msRTCSIP-Federation (Live Communications Server 2005)

msRTCSIP-DefaultRouteToEdgeProxy (Live Communications Server 2005)

msRTCSIP-DefaultRouteToEdgeProxyPort (Live Communications Server 2005)

msRTCSIP-EnableFederation (Live Communications Server 2005)

msRTCSIP-Archive (Live Communications Server 2005)

msRTCSIP-ArchiveDefault (Live Communications Server 2005) (obsolete in Office Communications Server 2007)

msRTCSIP-ArchiveDefaultFlags (Live Communications Server 2005)

msRTCSIP-ArchiveFederationDefault (Live Communications Server 2005) (obsolete in Office Communications Server 2007)

msRTCSIP-ArchiveFederationDefaultFlags (Live Communications Server 2005) (obsolete in Office Communications Server 2007)

msRTCSIP-Meeting (Office Communications Server 2007)

msRTCSIP-MeetingFlags (Office Communications Server 2007)

msRTCSIP-MeetingPolicy (Office Communications Server 2007)

msRTCSIP-UnifiedCommunications (Office Communications Server 2007)

msRTCSIP-UCFlags (UC)

msRTCSIP-UCPolicy (UC)

msRTCSIP-Domain

msRTCSIP-DomainName

msRTCSIP-WMIInstanceId (obsolete)

msRTCSIP-Default (Office Communications Server 2007)

msRTCSIP-DomainData *

msRTCSIP-TrustedServer

msRTCSIP-TrustedServerFQDN

msRTCSIP-IsMaster (obsolete)

msRTCSIP-TrustedServerVersion (Live Communications Server 2005)

msRTCSIP-TrustedServerData *

msRTCSIP-EdgeProxy (Live Communications Server 2005)

msRTCSIP-EdgeProxyFQDN (Live Communications Server 2005)

msRTCSIP-EdgeProxyData * (Live Communications Server 2005)

msRTCSIP-ArchivingServer (Live Communications Server 2005)

dnsHostName (Live Communications Server 2005)

msRTCSIP-ArchivingServerVersion (Office Communications Server 2007)

msRTCSIP-ArchivingServerData *

msRTCSIP-MCUFactories (Office Communications Server 2007)


msRTCSIP-MCUFactory (Office Communications Server 2007)

msRTCSIP-PoolAddresses (Office Communications Server 2007)

msRTCSIP-MCUType (Office Communications Server 2007)

msRTCSIP-MCUServers (Office Communications Server 2007)

msRTCSIP-MCUVendor (Office Communications Server 2007)

msRTCSIP-ServerVersion (Office Communications Server 2007)

msRTCSIP-MCUFactoryProviderID (Office Communications Server 2007)

msRTCSIP-MCUFactoryData * (Office Communications Server 2007)

msRTCSIP-TrustedMCUs (Office Communications Server 2007)

msRTCSIP-TrustedMCU (Office Communications Server 2007)

msRTCSIP-TrustedMCUFQDN (Office Communications Server 2007)

msRTCSIP-MCUType (Office Communications Server 2007)

msRTCSIP-MCUVendor (Office Communications Server 2007)

msRTCSIP-TrustedMCUData * (Office Communications Server 2007)

msRTCSIP-TrustedWebComponentsServers (Office Communications Server 2007)

msRTCSIP-TrustedWebComponentsServer (Office Communications Server 2007)

msRTCSIP-TrustedWebComponentsServerFQDN (Office Communications Server 2007)

msRTCSIP-TrustedServerVersion(Office Communications Server 2007)

msRTCSIP-TrustedWebComponentsServerData * (Office Communications Server 2007)

msRTCSIP-TrustedProxies (Office Communications Server)

msRTCSIP-TrustedProxy (Office Communications Server)

msRTCSIP-TrustedProxyFQDN (Office Communications Server)

msRTCSIP-TrustedServerVersion (Office Communications Server)

msRTCSIP-TrustedProxyData * (Office Communications Server)

msRTCSIP-TrustedServices (Office Communications Server 2007)

msRTCSIP-TrustedService (Office Communications Server 2007)

msRTCSIP- TrustedServiceType (Office Communications Server 2007)

msRTCSIP- TrustedServicePort (Office Communications Server 2007)

msRTCSIP-Routable  (Office Communications Server 2007)

msRTCSIP-TrustedServerFQDN  (Live Communications Server 2005)

msRTCSIP-TrustedServerVersion  (Live Communications Server 2005)

msRTCSIP-ServerBL  (Office Communications Server 2007)

msRTCSIP-ExtensionData*  (Office Communications Server 2007)

msRTCSIP-Policies (Office Communications Server 2007

msRTCSIP-GlobalUserPolicy (Office Communications Server 2007) 

msRTCSIP-PolicyType (Office Communications Server 2007)

msRTCSIP-DefaultPolicy (Office Communications Server 2007)

msRTCSIP-PolicyContent (Office Communications Server 2007)

msRTCSIP-PolicyData* (Office Communications Server 2007)


msRTCSIP-Pools (Live Communications Server 2005)

msRTCSIP-Pool (Live Communications Server 2005)

msRTCSIP-PoolDisplayName (Live Communications Server 2005)

msRTCSIP-BackEndServer (Live Communications Server 2005)

msRTCSIP-PoolType (Live Communications Server 2005)

msRTCSIP-PoolVersion (SP1)

msRTCSIP-PoolFunctionality (Office Communications Server 2007)

msRTCSIP-PoolDomainFQDN (Office Communications Server 2007)

msRTCSIP-DefaultLocationProfileLink (UC)

msRTCSIP-TrustedServicesLink (UC)

dnsHostName (Live Communications Server 2005)

msRTCSIP-PoolData * (SP1)

msRTCSIP-PoolService (Live Communications Server 2005)


msRTCSIP-FrontEndServers (Live Communications Server 2005)

msRTCSIP-MCUFactoryService (Office Communications Server 2007)

msRTCSIP-MCUFactoryPath (Office Communications Server 2007)

msRTCSIP-WebComponentService (Office Communications Server 2007)


msRTCSIP-WebComponentsServers (Office Communications Server 2007)

msRTCSIP-LocationProfiles (Office Communications Server 2007)

msRTCSIP-LocationProfile (Office Communications Server 2007)

msRTCSIP-LocationName (Office Communications Server 2007)

msRTCSIP-LocalNormalizationLinks (Office Communications Server 2007)

msRTCSIP-Description (Office Communications Server 2007)

msRTCSIP-ServerReferenceBL (Office Communications Server 2007)

msRTCSIP-LocationProfileData * (Office Communications Server 2007)

msRTCSIP-LocalNormalizations (Office Communications Server 2007)

msRTCSIP-LocalNormalization (Office Communications Server 2007)

msRTCSIP-RuleName (Office Communications Server 2007)

msRTCSIP-Pattern (Office Communications Server 2007)

msRTCSIP-Translation (Office Communications Server 2007)

msRTCSIP-Description (Office Communications Server 2007)

msRTCSIP-locationProfileBL (Office Communications Server 2007)

msRTCSIP-LocalNormalizationData * (Office Communications Server 2007)

msRTCSIP-RouteUsages (Office Communications Server 2007)

msRTCSIP-RouteUsage (Office Communications Server 2007)

msRTCSIP-RouteUsageAttribute (Office Communications Server 2007)

msRTCSIP-Description (Office Communications Server 2007)

msRTCSIP-PhoneRouteBL (Office Communications Server 2007)

msRTCSIP-Default (Office Communications Server 2007)

msRTCSIP-PhoneUsageData * (Office Communications Server 2007)

msRTCSIP-PhoneRoutes (Office Communications Server 2007)

msRTCSIP-PhoneRoute (Office Communications Server 2007)

msRTCSIP-PhoneRouteName (UC)

msRTCSIP-TargetPhoneNumber (UC)

msRTCSIP-Gateways (UC)

msRTCSIP-RouteUsageLinks (UC)

msRTCSIP-Description (UC)

msRTCSIP-PhoneRouteData * (UC)
* These attributes are reserved for emergency use to add new attributes as name-value pairs in the extension attribute, without requiring another schema extension.

Attribute Descriptions

This section describes the Active Directory schema attributes that are added by Office Communications Server 2007. New attributes added by Office Communications Server are noted. The naming convention for attributes begins with the name of the class to which the attribute belongs, followed by the qualifier for that attribute.

For example, if an attribute that specifies the version number of the server must be added to the Archive class, the naming convention is shown below in Table 5.

Table 5.   Example of naming convention for attributes

	Class name
	Purpose
	Attribute name

	msRTCSIP-Archive
	+
	Version
	=
	msRTCSIP-ArchiveVersion


dnsHostName 

An existing attribute in Active Directory is now associated with the new msRTCSIP-Archive and msRTCSIP-Pool classes. This attribute specifies the FQDN of a pool as registered in DNS.

A valid value for each segment is 63 characters; a valid value for the entire FQDN is 255 characters. 

msDS-Source-Object-DN (Office Communications Server)

This attribute contains the string representation of the distinguished name of the object in another forest that corresponds to this object. This attribute is used for distribution group expansion and auto-attendance. This attribute is defined in the default Active Directory schema for Windows 2003 R2. 

In order to avoid requiring an upgrade of Active Directory to Windows 2003 R2, Office Communications Server schema preparation extends the Windows 2000 or Windows 2003 schema with this attribute definition.

msRTCSIP-ArchiveDefaultFlags 
This attribute specifies the global default within the forest boundary for whether all users’ communications are to be archived. This is enforced by the Archiving Agent layer. 

The range of values for this attribute is as follows: 

· TRUE:   
Archive all users

· FALSE:
Do not archive all users

This attribute controls globally, within the forest boundary, how users’ communications within an internal network are archived. 

Live Communications Server 2005 behavior (now retired) 

The range of values for this attribute is as follows: 
· 0:   
Archive the message body [bit 0]

· 1:   
Do not archive the message body [bit 0]

Office Communications Server 2007 behavior
The range of values for this attribute is as follows: 

· 0:   
ArchiveFederationDefaultWithoutBody (retired)

· 1-2:   ArchiveInternalCommunications

· 3-4:   ArchiveFederatedCommunications

· 5:   
RecordPresenceRegistrations

· 6:     
RecordIMCallDetails

· 7:   
RecordGroupIMCallDetails

· 8:   
RecordFileTransferInstances

· 9:   
RecordAudioCallDetails

· 10:   
RecordVideoCallDetails

· 11:   
RecordRemoteAssistanceCallDetails

· 12:   
RecordApplicationSharingDetails

· 13:   
RecordMeetingInstantiations

· 14:   
RecordMeetingJoins

· 15:
RecordDataJoins

· 16:
RecordAVJoins
msRTCSIP-ArchivingEnabled

This attribute controls whether a single user’s communications are to be archived. This is enforced by the Archiving Agent layer. It is marked for global catalog replication.

This attribute is an integer used as a bit field to control whether the user’s communications are archived. This control is enforced by the archiving Agent. The scope of this attribute is specific to a single user or contact.

The valid values in Office Communications Server are as follows:

· 0-1:
Retired

· 2: 
Archive internal communications

· 3:  
Archive federated communications

Previously valid values in Live Communications Server 2005 are as follows: 

· 0:
Use the default value defined by msRTCSIP-ArchiveDefault, msRTCSIP-ArchiveFederation in this order of precedence:
· 1:
Archive

· 2:
Do not archive

· 3:
Archive without the message body

msRTCSIP-ArchivingServerData (Live Communications Server 2005) 
This attribute is reserved for future use.
msRTCSIP-ArchivingServerVersion (Office Communications Server)

This attribute defines the version of the Archiving Service. This attribute is a monotonously increasing integer type that increments with each official product release.

The possible valid values are:

· Undefined: 
Live Communications Server 2003  
· Undefined: 
Live Communications Server 2005  
· Undefined: 
Live Communications Server 2005 with SP1  
· 3: 
Office Communications Server 2007  
msRTCSIP-BackEndServer 

This attribute specifies the FQDN of the back-end server of the pool. Because there can only be a single back-end server per pool, this is a single-valued attribute. 

The valid value for each segment is 63 characters; the valid value for the entire FQDN is 255 characters. 

msRTCSIP-Default (Office Communications Server 2007)

This Boolean attribute defines whether the phone usage is a default usage. If this attribute is set to TRUE, the phone usage is a default usage and cannot be deleted by the administrator. If this attribute is set to FALSE, the usage can be deleted.

msRTCSIP-DefaultLocationProfileLink (Office Communications Server 2007)

This single-valued attribute contains the distinguished name of a location profile class object assigned to it. This is the forward link. The corresponding backward link is msRTCSIP-ServerReferenceBL.

msRTCSIP-DefaultPolicy (Office Communications Server)

This Boolean attribute specifies whether the policy is a default policy. The policy is a default policy when set to TRUE.

msRTCSIP-DefaultRouteToEdgeProxy 

This attribute specifies the fully qualified domain name (FQDN) of either the server running Office Communications Server, Access Edge Server, if directly accessible, or of the hardware load balancer for an array of servers running Access Edge Server. If the servers running Access Edge Server are accessible only through one or more Directors, this attribute specifies the FQDN and, optionally, the port number of the Director or of the hardware load balancer serving an array of Directors.

The valid value for each segment is 63 characters; the valid value for the entire FQDN is 255 characters. 

msRTCSIP-DefaultRouteToEdgeProxyPort 

This attribute represents the port number that should be used to connect to the server running Office Communications Server Access Edge Server. 

The valid value is an integer value specifying the port to be used. The default value is 5061.

msRTCSIP-DefPresenceSubscriptionTimeout 
This attribute represents the default presence subscription time-out period.

msRTCSIP-DefRegistrationTimeOut

This attribute represents the default registration time-out window.

msRTCSIP-DefRoamingDataSubscriptionTimeout

This attribute represents the default roaming data subscription time-out window.
msRTCSIP-Description (Office Communications Server 2007)

This single-valued UNICODE string attribute contains a friendly description of this phone route or normalization rule.

msRTCSIP-DomainData

This attribute is reserved for future use.

msRTCSIP-DomainName

This attribute represents a domain configured for the Registrar.
msRTCSIP-EdgeProxyData 

This attribute is reserved for future use.

msRTCSIP-EdgeProxyFQDN 

This attribute specifies the FQDN of the server running Access Edge Server. 

The valid value for each segment is 63 characters; the valid value for the entire FQDN is 255 characters. 

msRTCSIP-EnableBestEffortNotify 

This attribute controls whether a server generates a Best Effort NOTIFY (BENOTIFY) request, instead of a NOTIFY request, in response to a SUBSCRIBE request from a client. BENOTIFY is a performance-enhancing extension to the subscribe notification handshake where the server generates BENOTIFY requests, instead of regular NOTIFY requests. The performance benefit is that a BENOTIFY request does not require a 200 OK response from the client as the NOTIFY request does.

The valid value is TRUE or FALSE.
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Note

Live Communications Server 2003 does not support BENOTIFY requests. To interoperate with server applications written with the Live Communications Server 2003 server API running on Live Communications Server 2005 and third-party servers, BENOTIFY requests can be disabled by setting its value to FALSE. BENOTIFY is not currently part of the IETF (Internet Engineering Task Force) SIP standardization process.

msRTCSIP-EnableFederation 

This attribute is a global switch that IT administrators use to configure whether users are allowed to communicate with users from other organizations. It enables an administrator to overwrite an individual user’s FederationEnabled attribute. This attribute can be useful to help protect the internal network from Internet attacks that may be caused by worms, viruses, or targeted attacks on the company.

The valid value types are as follows:

· 1: 
Enabled for public IM connectivity   

· 2: 
Reserved  
· 4: 
Reserved   

· 8: 
Reserved  
· 16: 
RCC (remote call control) Enabled [Telephony]   

· 64: 
AllowOrganizeMeetingWithAnonymousParticipants (allow users to invite anonymous users to meetings

· 128: UCEnabled (enable users for unified communications)

· 256: EnabledForEnhancedPresence (enable user for public IM connectivity)

· 512: RemoteCallControlDualMode

· 1024: Enabled auto-attendant (enables the use of auto attendant)

msRTCSIP-EnterpriseServices

This attribute indicates whether the Enterprise Services are loaded on the given server.

msRTCSIP-ExtensionData 

This attribute is reserved for future use.

msRTCSIP-FederationEnabled 

This attribute controls whether a single user is enabled for Federation. It is enforced by the Enterprise Services layer. It is marked for global catalog replication.

The valid values are TRUE or FALSE.

msRTCSIP-FrontEndServers 

This attribute is a multi-valued list of the domain names of all Enterprise Edition Servers associated with a pool.

msRTCSIP-Gateways (Office Communications Server 2007)

This multi-valued string attribute contains a list of gateways and ports (per gateway).

msRTCSIP-GlobalSettingsData

This attribute stores name:value pairs. The already defined name:value pair is for the “allow polling for presence” setting.

msRTCSIP-InternetAccessEnabled 

This attribute controls whether a single user is enabled for outside user access. It is enforced by the Enterprise Services layer. It is marked for global catalog replication.

The valid values are TRUE or FALSE.

msRTCSIP-Line 

This single-valued attribute contains the device ID (either the SIP URI or the TEL URI of the phone the user controls) used by Microsoft Office Communicator for telephony. This attribute is marked for Global Catalog replication and is indexed. In Office Communications Server 2007, if a user is enabled for Enterprise voice, this attribute stores the E.164 normalized version of the user’s phone number. 
msRTCSIP-LineServer 

This single-valued attribute contains the SIP URI of the CSTA-SIP gateway server. This attribute is marked for Global Catalog replication but is not indexed.

msRTCSIP-LocalNormalizationLinks (Office Communications Server 2007)

This multi-valued attribute contains a list of local normalization distinguished names associated with this location profile. The type of this attribute is a distinguished name binary. There is a one-to-many relationship between location profile and local normalization rules. The ordering of the list of local normalization distinguished names must be maintained in the order specified by the administrator. The preservation of order is maintained by the binary portion of the distinguished name binary, which specifies the order index. 

The corresponding back link attribute is msRTCSIP-LocationProfileBL.

msRTCSIP-LocationName (Office Communications Server 2007)

This single-valued attribute contains a friendly name for the location profile that indicates which location this profile represents. Because there can be multiple location profiles, the administrator needs a way to distinguish between different profiles. 
msRTCSIP-LocationProfileBL (Office Communications Server 2007)

This multi-valued attribute contains a list of location profile distinguished names. This attribute specifies the back link to one or more location profiles. This attribute corresponds to the forward link msRTCSIP-LocalNormalizationLinks.

msRTCSIP-MaxNumOutstandingSearchPerServer 

This attribute represents the maximum number of outstanding search requests per server.

msRTCSIP-MaxNumSubscriptionsPerUser 
The attribute represents the maximum number of subscriptions per user.

msRTCSIP-MaxPrescenceSubscriptionTimeout 

This attribute represents the maximum subscription time-out window. 

msRTCSIP-MaxRegistrationsTimeout (Office Communications Server)

This attribute represents the maximum registrations time-out window. 

msRTCSIP-MaxRoamingDataSubscriptionTimeout (Office Communications Server)

This attribute represents the maximum roaming data subscriptions time-out window. 

msRTCSIP-MCUData (Office Communications Server)

This attribute is reserved for future use.

msRTCSIP-MCUFactoryAddress (Office Communications Server)

This attribute is a service connection point attribute under the computer class that specifies a link back to the MCU Factory to which it belongs. This service connection point and attribute is created for every Microsoft MCU. Each Microsoft MCU must find the back-end server of the pool to which it belongs, in order to retrieve pool-level settings from it.

The value of this attribute is the distinguished name of the MCU Factory. This is a single-valued attribute and marked for global catalog replication.

msRTCSIP-MCUFactoryData (Office Communications Server)

This is a multi-string reserved attribute. Settings stored in this attribute are represented as name=value pairs.  Currently defined name=value pairs are:

· FactoryURL = <URL>

msRTCSIP-MCUFactoryPath (Office Communications Server)

This is a single-valued attribute that contains the distinguished name of a single MCU factory associated with a pool.

msRTCSIP-MCUFactoryProviderID (Office Communications Server)

This attribute is a single-valued string that specifies the GUID of the MCU factory provider. Based on the GUID value, the MCU factory process determines whether to service this MCU type. If the GUID value is {F0810510-424F-46ef-84FE-6CC720DF1791}, then the MCU factory process (available by default in Office Communications Server) will process it. For any other GUID value, the MCU factory process will not service the MCU type.

msRTCSIP-MCUServers (Office Communications Server)

This attribute is a multi-valued list of distinguished names. This attribute contains a list of all MCU servers of the same type and vendor associated with this MCU factory. The valid value for each segment is 63 characters; the valid value for the entire FQDN is 255 characters.  
msRTCSIP-MCUType (Office Communications Server)

This attribute is a single-valued string that specifies the medium the MCU can handle. 
Supported valid types are:

· “meeting”

· “audio-video”

· “chat”

· “phone-conf”
msRTCSIP-MCUVendor (Office Communications Server)

This attribute is a single-valued string that specifies an MCU vendor’s name. All Microsoft MCUs will specify this attribute to be: “Microsoft Corporation.”

msRTCSIP-MeetingFlags  (Office Communications Server)

This attribute defines different meeting options that are enabled globally for all users or contact objects. This attribute is a bit-mask value of integer type. 

The valid values are as follows:

· Enable all users to organize meetings: bits 1 and 2.
· Enable all users to organize external meetings: bits 3 and 4.
msRTCSIP-MeetingPolicy (Office Communications Server 2007)

This attribute specifies the distinguished name of the policy the administrator has assigned for this user as a single-valued attribute. 
msRTCSIP-MinPrescenceSubscriptionTimeout (Office Communications Server 2007)

This attribute represents the minimum presence subscription time-out window. 

msRTCSIP-MinRegistrationTimeout (Office Communications Server 2007)

This attribute represents the minimum registration time-out window. 

msRTCSIP-MinRoamingDataSubscriptionTimeout (Office Communications Server 2007)

This attribute represents the minimum roaming data subscription time-out window. 

msRTCSIP-NumDevicesPerUser (Office Communications Server 2007)

This attribute represents the allowed number of devices on which a user can register for SIP communications and subscribe to presence. 

msRTCSIP-OptionFlags

This attribute specifies the different options that are enabled for the user or contact object. This attribute is a bit-mask value of type integer. Each option is represented by a bit. This attribute is marked for Global Catalog replication.

The valid value types are as follows:

· 1: 
Enabled for public IM connectivity   

· 2: 
Reserved   

· 4: 
Reserved   

· 8: 
Reserved   

· 16: 
RCC (remote call control) Enabled [Telephony]  
· 64: 
AllowOrganizeMeetingWithAnonymousParticipants (allow users to invite anonymous users to meetings
· 128: UCEnabled (enable users for unified communications)
· 256: EnabledForEnhancedPresence (enable user for public IM connectivity)
· 512: RemoteCallControlDualMode
· 1024:Enabled auto-attendant (enables the use of auto attendant)
msRTCSIP-OriginatorSID

This attribute is used in resource and central forest topologies to enable single sign-on when a user’s ObjectSID from the Windows NT principal account is copied into this attribute of the corresponding user or contact object in the resource or central forest. Communicator Web Access searches for a user in Active Directory using this attribute or the user’s ObjectSID. This attribute is marked for global catalog replication.

msRTCSIP-Pattern (Office Communications Server 2007)

This single-valued string attribute contains a pattern used for matching dial numbers into E.164 format. If the dial number matches this pattern, the translation is applied to the dialed number.

msRTCSIP-PhoneRouteBL (Office Communications Server 2007)

This multi-valued attribute contains a list of phone route distinguished names. This attribute specifies the back link to one or more phone routes. This attribute corresponds to the forward link msRTCSIP-RouteUsageLinks.

msRTCSIP-PhoneRouteName (Office Communications Server 2007)

This single valued UNICODE string attribute specifies the friendly name of the phone route, so it can easily be referenced by the administrator.

msRTCSIP-PolicyContent (Office Communications Server)

This attribute is a single-valued Unicode string. This string attribute contains the policy definition in XML format. The XML schema definition is common across different policy types, only the settings are different for each policy type.

The XML schema definition (XSD) is defined below:

<?xml version="1.0" encoding="utf-8"?>

<xs:schema id="instance" xmlns="" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:msdata="urn:schemas-microsoft-com:xml-msdata">

  <xs:element name="instance" msdata:IsDataSet="true">

    <xs:complexType>

      <xs:choice maxOccurs="unbounded">

        <xs:element name="property" nillable="true">

          <xs:complexType>

            <xs:simpleContent msdata:ColumnName="property_Text" msdata:Ordinal="1">

              <xs:extension base="xs:string">

                <xs:attribute name="name" type="xs:string" />

              </xs:extension>

            </xs:simpleContent>

          </xs:complexType>

        </xs:element>

      </xs:choice>

    </xs:complexType>

  </xs:element>

</xs:schema>

msRTCSIP-PolicyData(Office Communications Server)

This attribute is reserved for future use.
msRTCSIP-PolicyType (Office Communications Server)

This single-valued Unicode string attribute contains the policy type. Valid policy types are as follows:

· meeting

· telephony

msRTCSIP-PoolAddress 

This attribute specifies a link back to the pool to which a computer belongs. This attribute is set regardless of whether the computer is running the Standard Edition or the Enterprise Edition of Office Communications Server. This attribute is marked for global catalog replication.

The valid value is the domain name of the pool. 

msRTCSIP-PoolAddresses (Office Communications Server)

This is a multi-valued attribute that contains a list of the distinguished names of pools with which the MCU factory is associated.

msRTCSIP-PoolData 

This attribute is a reserved attribute.

msRTCSIP-PoolDisplayName 

This attribute specifies an arbitrary name for a pool that is displayed by the management console. This name can be changed by the administrator.

The valid value is a string representing the name of a pool.

msRTCSIP-PoolDomainFQDN (Office Communications Server)

This attribute is a single-valued string value. The value of this attribute, when present, represents the pool’s domain FQDN if the administrator wants to create an Enterprise pool with an FQDN that does not conform to the Active Directory domain structure in which the Enterprise pool is created (for example, a SIP namespace disjoined from DNS namespace). 
We recommend that you map the Enterprise pool domain FQDN to the domain name portion as the Active Directory domain in which the pool resides. Therefore, when no value is present in this attribute, the Enterprise pool FQDN will default to the Active Directory domain name structure, as denoted by the dnsHostName attribute.

msRTCSIP-PoolFunctionality (Office Communications Server) 

A multi-valued list of the domain names of all Office Communications Server, Enterprise Edition servers associated with a pool.

This attribute of type integer defines whether the pool is capable of IM and presence, and meetings.

The possible valid value types are as follows:

· Undefined: IM and Presence Service (Live Communications Server 2005 and 2003)

· 1: 
IM and Presence Service (Office Communications Server)

· 2: 
IM and Presence and Meeting Service (Office Communications Server)

msRTCSIP-PoolType 

This attribute specifies whether a server pool is running Office Communications Server, Standard Edition, or Office Communications Server, Enterprise Edition. 

The possible valid value types are as follows:

· Office Communications Server, Standard Edition

· Office Communications Server, Enterprise Edition

msRTCSIP-PoolVersion 

This attribute defines the pool version. It is an integer type that is incremented with each major product release.

The possible valid value types are as follows:

· 0: 
Live Communications Server 2003

· 1: 
Live Communications Server 2005

· 2: 
Live Communications Server 2005 SP1

· 3: 

Office Communications Server

msRTCSIP-PrimaryHomeServer

This attribute enables a user or contact for SIP messaging. It is added to the contact class because in the central forest topology, contact objects, not user objects, are SIP enabled.

The valid value is the domain name of the home server or pool where a user is homed. 

msRTCSIP-UserAddress

This attribute contains the SIP address of a given user.

msRTCSIP-Routable (Office Communications Server 2007)

This attribute is a Boolean attribute used to determine whether Office Communications Server is authorized to route to this service using its GRUU address. If this value is set to TRUE, Office Communications Server is authorized to route to this service. If this value is set to FALSE, Office Communications Server is not authorized to route to this service.
msRTCSIP-RouteUsageAttribute (Office Communications Server 2007)

This single-valued UNICODE string attribute defines an attribute that qualifies the usage for a phone route. Selection of a phone route is determined based on two elements: the usage attribute assigned to the phone route and the caller’s allowed policy usage attributes. The first phone route with a usage attribute that matches the caller’s allowed usage is selected.

msRTCSIP-RouteUsageLinks (Office Communications Server 2007)

This multi-valued distinguished name attribute contains a list of route usage distinguished names. This attribute is a back link corresponding to the forward link msRTCSIP-PhoneRouteBL.

msRTCSIP-RuleName (Office Communications Server 2007)

This single-valued UNICODE string attribute specifies the friendly name of the normalization rule, so it can easily be referenced by an administrator.

msRTCSIP-SchemaVersion

This attribute represents the schema version currently deployed in the organization. 

msRTCSIP-SearchMaxRequests

This attribute limits the number of search results to be returned from a directory search when a user searches for a contact using Office Communicator. This attribute will override the value provided by the client.
msRTCSIP-ServerBL (Office Communications Server 2007)

This multi-valued attribute is a back link that contains a list of distinguished names. These distinguished names point to a pool or TrustedService object. This attribute corresponds to the forward link msRTCSIP-TrustedServiceLinks.

msRTCSIP-ServerData (Offce Communicator Server 2007)
This attribute is reserved for future use.

msRTCSIP-ServerReferenceBL (Office Communications Server 2007)

This multi-valued attribute contains a list of distinguished names. These distinguished names are back links that reference other server objects that can be assigned a default location profile. The corresponding forward link to this back link is msRTCSIP-DefaultLocationProfileLink.

This back link attribute references pools and Mediation Servers only.

msRTCSIP-ServerVersion (Office Communications Server 2007) 

This attribute defines the version information of the server. This version number applies to all server roles. It is a monotonously increasing integer that increments with each official product release.

The possible valid values are as follows:

· Undefined:
Live Communications Server 2003

· Undefined: 
Live Communications Server 2005 

· Undefined: 
Live Communications Server 2005 

· 3:
Office Communications Server 2007 
msRTCSIP-SourceObjectType (Office Communications Server 2007)

This single-valued attribute of integer type specifies the type of object the msDS-SourceObjectDN points to, as follows.
· null | 0x00000001: Represents a Windows NT principal user object from a different forest 

The following attributes represent a group type from a different forest for distribution group expansion:

· 0x00000002:
ADS_GROUP_TYPE_GLOBAL_GROUP

· 0x00000004:
ADS_GROUP_TYPE_DOMAIN_LOCAL_GROUP

· 0x00000004:
ADS_GROUP_TYPE_LOCAL_GROUP 

· 0x00000008:
ADS_GROUP_TYPE_UNIVERSAL_GROUP 

· 0x80000000:
ADS_GROUP_TYPE_SECURITY_ENABLED

· 0x90000000:
Represents an Auto-Attendant or subscriber access object from the same forest or a different forest

msRTCSIP-TargetHomeServer 

This attribute enables moving a user or contact from one Office Communications Server or pool to another. This attribute is added to the contact class, because in the central forest topology, contact objects, not user objects, are SIP enabled.

The valid value is the distinguished name of the target Standard Edition server or Enterprise Edition pool to which a user is to be moved. 

msRTCSIP-TargetPhoneNumber (Office Communications Server 2007)

This single-valued string attribute contains a phone number pattern or range to route to the specified gateways defined in msRTCSIP-Gateways. 
msRTCSIP-Translation (Office Communications Server 2007)

This attribute is used by the voice feature of Office Communications Server and contains the translation string to apply on the dialed number, if a match is found.

msRTCSIP-TrustedMCUData(Office Communications Server)

This attribute is reserved for future use. 
msRTCSIP-TrustedMCUFQDN (Office Communications Server)

This attribute is a string value that contains the FQDN of the MCU. This is a single-valued attribute. The valid value for each segment is 63 characters; the valid value for the entire FQDN is 255 characters. 
msRTCSIP-TrustedProxyData (Office Communications Server

This attribute is reserved for future use.

msRTCSIP-TrustedProxyFQDN (Office Communications Server)

This attribute is a string value that contains the FQDN of the server running Proxy Server. This attribute is single-valued. The valid value for each segment is 63 characters; the valid value for the entire FQDN is 255 characters.
msRTCSIP-TrustedServerData (Office Communications Server)
This attribute is reserved for future use

msRTCSIP-TrustedServerFQDN

This attribute is a single-valued attribute that represents the FQDN of a trusted server. 

 msRTCSIP-TrustedServerVersion 

This attribute specifies the version number of a server in the trusted server list.

The possible valid values are as follows:

· NULL:
Live Communications Server 2003

· 2:
Live Communications Server 2005

· 3:
Office Communications Server 2007

msRTCSIP-TrustedServiceLinks 

This multi-valued attribute contains a list of distinguished names that reference a trusted service object, such as a Media Relay Authentication Service. A Media Relay Authentication Service (physically collocated on the A/V Conferencing Edge Server) must be associated with a pool in order to support audio scenarios for remote users. The corresponding back link to this forward link attribute is msRTCSIP-ServerBL.

msRTCSIP-TrustedServicePort (Office Communications Server 2007)

This attribute is an integer that defines the port number used to connect to this GRUU service.

msRTCSIP-TrustedServiceType (Office Communications Server)

This attribute is a string value that defines the type of GRUU service it represents. 
The valid GRUU service types are as follows:

· MediationServer

· Gateway

· MRAS (Media Relay Authentication Service)

· QoSM

· msRTCSIP-UserExtension CWA

msRTCSIP-TrustedWebComponentsServerData(Office Communications Server)

This attribute is reserved for future use. 
msRTCSIP-TrustedWebComponentsServerFQDN (Office Communications Server)

This attribute is a string value that contains the FQDN of the IIS running Office Communications Server Web Components. This is a single-valued attribute. The valid value for each segment is 63 characters; the valid value for the entire FQDN is 255 characters.msRTCSIP-UCFlags

This attribute defines different Unified Communications options that are enabled globally to all user or contact objects. This attribute is a bit-mask value of integer type. Each option is represented by the presence of a bit. 
The possible valid value types are as follows:

· 4: UsePerUserUCPolicy  
When this bit is set, the Unified Communications policy is defined per user.
msRTCSIP-UCPolicy 

This single-valued attribute contains the distinguished name of the Unified Communications policy that the administrator has assigned for this user.

msRTCSIP-UserDomainList 

This attribute provides a list of all the domains in a forest that host SIP-enabled users. The default is an empty list, indicating that all domains in the forest are SIP-enabled.

Valid values are multiple strings representing the domain names of individual domains. 

msRTCSIP-UserEnabled 

This attribute determines whether the user is currently enabled for Office Communications Server.

msRTCSIP-UserExtension 

This multi-valued attribute contains a list of name-value pairs in the format of “name=value”. This attribute is marked for Global Catalog replication. 

msRTCSIP-UserPolicy (Office Communications Server)

This is a multi-valued attribute containing a list of distinguished names with binary (DN_WITH_BINARY) pointing to global user policies of different types. The binary part indicates the type of policy to which the DN portion points.

The valid binary values are as follows:

· 0x00000001:
Meeting policy

· 0x00000002:
Unified Communications policy

msRTCSIP-WebComponentsData (Office Communications Server)

This is a multi-valued attribute. This attribute is reserved.

msRTCSIP-WebComponentsPoolAddress (Office Communications Server)

This single-valued attribute points to the pool or Standard Edition Server to which the Web components belong. 

msRTCSIP-WebComponentsServers (Office Communications Server)

This attribute is a multi-valued list of distinguished names. This attribute contains a list of all Web servers associated with this pool. 
PhoneOfficeOther (Windows 2000)

This existing attribute is used by the voice components in Office Communications Server, for contact objects only, for the purpose of routing calls to the unified messaging auto-attendant and subscriber access numbers. The unconditional call forwarding address is stored in this multi-valued attribute. This account is created for the specific purpose of auto-attendant and subscriber access. This account’s attributes should not be modified by administrators.

ProxyAddresses (Windows 2000)

This existing multi-valued attribute is part of the base Active Directory schema introduced in Windows 2000. This attribute contains the various X400, X500, and SMTP addresses of the user’s e-mail. In Live Communications Server 2003 and later, the user’s SIP URI is added to this list, using the “sip:” tag. 
The following applications search the user’s SIP URI from this attribute:

· Microsoft Office Outlook® 2003 messaging and collaboration client
· Microsoft Office SharePoint® Server 2007 
Appendix A: How to Prepare a Locked Down Active Directory

Organizations often lock down Active Directory to help mitigate security risks, using a variety of procedures. However, Active Directory lockdown can circumscribe the permissions required by applications, including Office Communications Server. This section documents the additional considerations and steps to properly prepare a locked down Active Directory for Office Communications Server.

The following two common conditions in a locked down Active Directory can cause problems for Communications Server deployment:
· Authenticated user ACEs are removed from containers.

· Permissions inheritance is disabled on containers of User, Contact, InetOrgPerson, or Computer objects.

The following table describes the issues and solutions required for each condition.
Table 6.   Issues and Solutions to Active Directory Lockdown Conditions

	Active Directory Lockdown Issue 
	Solution

	Scenario 1:  Authenticated User ACEs are removed from containers

	Additional permissions are required to enable a user to run Prep Domain, Activation, and Create Pool. 
	Using an account with Domain Admin credentials is always required to run Prep Domain, Activation, and Create Pool. 

In a locked down environment, you must also explicitly grant this account read-access permissions on relevant containers in the forest root, because these permissions are removed by Active Directory lock-down procedures.

Alternatively, use an account with Enterprise Admins credentials to run these procedures.


	Scenario 2:  Permissions inheritance disabled on containers of User, InetOrgPerson, Contact, and Computer objects 

	Setting additional ACEs on User object containers.
	To set ACEs for service and administrative groups, run the CreateLcsOuPermissions procedure directly on each container of User objects in the domain. If your organization uses Contacts or InetOrgPerson objects in your Office Communications Server deployment,  run CreateLcsOuPermissions procedure directly on each of these containers as well.

	Setting  ACEs on Computer object containers.
	To set ACEs for the service and administrative groups, run CreateLcsOupermissions procedure on a container of computer objects.


The following sections explain how to prepare Active Directory when authenticated users ACEs are removed or permission inheritance is disabled. 

Scenario 1: Authenticated User Permissions Are Removed

In a locked-down Active Directory, authenticated user ACEs are removed from the default Active Directory containers, including the Users, Systems, and OUs where User and Computer objects are stored. Removing authenticated user ACEs prevents read-access to Active Directory information, but this removal creates problems for Office Communications Server. Office Communications Server depends on read permission to these containers, in order for users to run Prep Domain. 

In this situation, membership in the Domain Admins group, which is required to run Prep Domain, server activation, and pool creation no longer grants read access to Active Directory information stored in the default containers. You must manually grant read-access permissions on various containers in the forest root domain to check that the prerequisite Prep Forest procedure is completed.

To address this issue, use an account with Enterprise Admins credentials to run these procedures or give an account with Domain Admins credentials explicit read permission on the required containers where authenticated user ACEs have been removed. 

To enable a user to run Prep Domain, server activation, or pool creation on any non-forest root domain, you have the following options:

· Use an account with Enterprise Admins credentials to run Prep Domain.

· Use an account with Domain Admin credentials and grant this account read-access permissions on each of the following containers in the forest root domain: 

· Domain

· System
The following sections provide step-by-step instructions for granting the required read-only access to enable a user to run Prep Domain and other setup tasks.

Enabling a User to Run Prep Domain or Setup Tasks

If you do not want to use an account with Enterprise Admins credentials to run Prep Domain or other Setup tasks that require Domain Admin, explicitly grant the account you want to use read-access on the relevant containers in the forest root.
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To give user read-access permissions on containers in the forest root domain

24. Log on to the computer joined to the forest root domain with an account that has Domain Admins credentials for the forest root domain.

Run Adsiedit.msc for the forest root domain.

If authenticated user ACEs were removed from either the Domain or System container, you must grant read-only permissions to the container: 

Right-click the container, and then click Properties.

Click the Security tab.

Click Advanced.

On the Permissions tab, click Add.

Enter the name of the user or group receiving permissions using the following format: domain\account name.
Click OK.

On the Objects tab, in Applies To, click This Object Only.

In Permissions, select the following Allow ACEs by clicking the Allow column: List Content, Read All Properties, and Read Permissions.

Click OK twice.

Repeat these steps for any of the relevant containers listed in Step 3.

Scenario 2: Permissions Inheritance Is Disabled on Computers, Users, or InetOrgPerson Containers

In a locked-down Active Directory, Users and Computer objects are often placed in specific OUs with permissions inheritance disabled, to help secure administrative delegation and to enable use of GPOs to enforce security policies. 

Prep Domain and server activation set the ACEs required by Office Communications Server in the forest root domain. When permissions inheritance is disabled, the Office Communications Server security groups cannot inherit these ACEs from the domain root. When these permissions are not inherited, Office Communications Server security groups cannot access settings stored in the forest root domain, and the following two issues arise:
· To administer Users, InetOrgPersons, and Contacts, and to operate servers, the Office Communications Server security groups require ACEs set by the Prep Domain procedure on each user’s property sets, RTC, RTC User Search, and Public Information. When permissions inheritance is disabled, security groups do not inherit these ACEs and cannot manage servers or users.

· To discover servers and pools, Office Communications Server servers rely on ACEs set by activation on computer-related objects, including the Microsoft Container and Server object. When permissions inheritance is disabled, security groups, servers, and pools do not inherit these ACEs and cannot take advantage of these ACEs. 

To address these issues, Office Communications Server provides an additional Active Directory preparation procedure called CreateLcsOuPermissions, available from the command-line deployment tool, LcsCmd.exe. This procedure sets required Office Communications Server ACEs directly on a specified container and the objects within the container. 

The following sections explain how to grant these permissions:

· Set Permissions on User, InetOrPerson, and Contact Containers after Running Prep Domain.
· Set Permissions on Computer Containers after Running Prep Domain.
Set Permissions on User, InetOrgPerson, and Contact Containers after Running Prep Domain

In a locked down Active Directory during Prep Domain, the necessary ACEs on the Users or InetOrgPerson containers within the domain are not set if permissions inheritance is disabled.

After running Prep Domain in a domain, run CreateLcsOuPermissions on each container with User or InetOrgPerson objects where permissions inheritance is disabled. If you have deployed a central forest topology, you must also run CreateLcsOuPermission on the container with Contact objects. This procedure adds the required ACEs directly on the specified containers and the User or InetOrgPerson objects within the container. When you run CreateLcsOuPermissions, specify the object type using the /objecttype parameter. 

Domain Admins credentials are required to run this procedure. If the authenticated user ACEs have also been removed, you must grant this account read-access ACEs on the relevant containers in the forest root domain as described earlier in Scenario 1: Authenticated User Permissions Are Removed, or use an account with Enterprise Admins credentials.
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To run Create OU Permissions using LcsCmd.exe

25. Log on to a computer joined to the domain with an account that has the Domain Admins or equivalent credentials.

Run:

LcsCmd.exe /domain[:<FQDN of domain where the OUs are located>] /action:CreateLcsOuPermissions /ou:<DN name for the OU container relative to the domain root container DN> /objectType:<type of object to create Office Communications Server ACEs for – user, InetOrgPerson, contact>

For example:

LcsCmd.exe /domain /action:CreateLcsOuPermissions /ou:”OU=usersOU” /objectType:user

Verify that CreateLcsOuPermissions procedure succeeded by checking that the LcsCmd log file indicates “Success” and does not have any errors. You can also run: LcsCmd.exe /domain[:<FQDN of domain where the OUs are located>] /action:CheckLcsOuPermissions /ou:<DN name for the OU container relative to the domain root container DN> /objectType:<type of object – user, InetOrgPerson, contact>

Set Permissions on Computer Containers after Running Prep Domain

In a locked-down Active Directory during Prep Domain, the necessary ACEs on the Computer containers within the domain are not set if permissions inheritance is disabled.

After running Prep Domain in a domain, run CreateLcsOuPermissions on each container with computers running Office Communications Server where permissions inheritance is disabled. This procedure adds the required ACEs directly on the specified containers. When you run CreateLcsOuPermissions, specify the object type using the /objecttype parameter. 

Domain Admins credentials are required to run this procedure. If the authenticated user ACEs have also been removed, you must grant this account read-access ACEs on the relevant containers in the forest root domain as described earlier in Scenario 1: Authenticated User Permissions Are Removed, or use an account with Enterprise Admins credentials.
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To set the required ACEs on the Computer containers

26. Log on to the domain computer with an account that has the credentials previously described.

Run:

LcsCmd.exe /domain[:<FQDN of domain where the computer OU is located>] /action:CreateLcsOuPermissions /ou:<DN name for the computer OU container relative to the domain root container DN> /objectType:<computer>

For example:

LcsCmd.exe /domain:resources.corp.woodgrovebank.com /action:CreateLcsOuPermissions /ou:”OU=computersOU” /objectType:computer

Verify that CreateLcsOuPermissions procedure succeeded by checking that the LcsCmd log file indicates “Success” and does not have any errors. You can also run:
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LcsCmd.exe /domain[:<FQDN of domain where the computer OU is located>] /action:CheckLcsOuPermissions /ou:<DN name for the computer OU container relative to the domain root container DN> /objectType:<computer> 

Note

If you are running Prep Domain on the forest root domain in a locked-down Active Directory environment, be aware that Office Communications Server requires access to the Schema and Configuration containers in Active Directory.

If the default authenticated user permission is removed from the Schema or the Configuration containers in Active Directory only, Schema Admins or Enterprise Admins are permitted to access this container. Because Setup.exe, LcsCmd.exe, and the administrative snap-in require access to these containers, Setup and installation of the administrative tools fails unless the user running installation has Schema Admins and Enterprise Admins credentials.

To remedy this situation, you must grant RTCUniversalGlobalReadyOnly group access to the schema and configuration container.
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