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AAE S2El AT (System Boot Sequence)
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System *EO0A Z&ECH Boot File System&l XI&2 NT Boot Loader A& ZEOA
MMl 20, third-partydt 28 Jts8 File System2 —8&& RM3o6t= A2
Microsoftel A& &0l XI& 0l= AMas 2Itsotlh 0 AIZO0IA Boot Loader AIZ 2
B2 video adapterE 80*5001 16-color2l alphanumeric modeZ &&otJ| o real-
modelll = BIOS InterruptE S &8t Real-modell = BIOS Interrupt S &2 L8t
Adelg Bl 32402 UIB2ZM HS IR0l MAHSHCE.
Boot Loader A& REIZ2 boot.ini L2 MM WSS 2411, boot.ini L0 JISEAH U
= AR XOE A 29 =
boot.ini TS| [operating systems] A&E0 28 Jiss 22 MHME Hootn ULH.
2= 24Dl ?cH Boot Loader AIZ REIEZ L NTFS, FAT, COFS2 HPFS OIOIE
R Z6tCt. Boot.ini M0l giCHH, &FE JI2 4
|8t D12 E0= C:WWINNTOICHboot.ini THL A 10 entry
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SEI2 boot.ini T2l [operating systems] MECZ2H A

SHEL AL HBE [boot loader] A& U= JI2 & AXY} LA dt=X

StCt. Boot Loader2l AlZ ZEI0| JI& Boot Optiondt [operation systems] && 0 D
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N 28 & N2 QPECHD M50 bootsect.dos IUS 40 S012, UM Jtsst
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& /X2t Windows NTOI S

Z2H ntdetect.comOlcte & ME=S A0 2CF. 2 ntdetect.comOl ZAZX &HA

=
A =, J8X @8 298 MHME F*4dote Loader2l Al
_|

B4 in
>

I

5

E
W
o
o)
—
—
o)
QO
Q
@
>
Jal
-IﬂJ
F|0
@
o
o)
—
)
Q
s
=
o
35
10
y)
o)
o)
9
)
=
D
(@]
—
o
<

Lt ISl AMOIZJF 2R E 2

& [COE 2tE OE €28 XA 2IME M, 8 EX= 2ot AAZES CAl
SESHCH DU K58 Ad 2ol YALJCH, Ad Iies N2z S S011
ANAEZ2 S ot=doe 8 22 I ?loi of=2/0 HMEAXIL MSots MBIAE
A= etCh

3. OS loader= 2Z& == ZXXE g9, AAEN Boot PartitionsS HCH £8F 0OS
Loader 21& BIAIXIQ! OS Loader 4.02 =

Loader= Windows NT HE AIAE OI0IXKl I Q! ntoskrnl.exe=2 <Ist 2H

o

22 0l

I'



Copyright @ 2005 HYBTECH

(www.hybtech.com)
(ﬂleEEh Windows NT £ HFIS AlAE =& =7

E=2 MAH5I)| 2ol Boot Partition 82 E AIZEHCH AAEE Boot Partition0l {IXI& =
O 22 System32 ZEH0W M ntoskmnl.exe Y= &= AAHTNH UCH LS AIAEH 0]
OIXIJF 22l 2 EL/H, OS Loader= haldll AIAE TIHEE HIR2IE2 A0 SQICH 0]

|

M ZEE ntoskrnl.exe M hal.dll AIAE MHYO0l ALE20ol= 2 DLLE &9l
2elz i Sl

OS lLoader= NT IXNAEZIZFE SYSTEM &t0IE(hive)E ZEotHH, Oll= Loaderdt
dIXIAECIZ2H LastknownGood Control Set& 2& & A Q1K Default Control SetS
2 & elX ol0l Z&EE AEH0ICH 0ldst ZE 2 Control SetOl AlABCZ 2EEH
Boot Drivere2 Z&3d)| E&H =205tCt.

222 SYSTEM &t0IE((hive)E AU 22! 2ldi, OS Loader= Boot Partition®l 2| XI &t
System32Wconfig ot0IE(hive)2 & SYSTEM IS €1 0| 3E2E &=Lt SYSTEM
mgol d% D0t #IHeTHE, SYSTEM.ALT It
IHBtCHH, OS Loader= RE 2

Sotn, UA30 U= MY 2= BtAs6H)| <ol O ==
Jlst &tCh S8t System Loader Block(0lX2 2= 2E& AIAE OI0IXI0 HEEC
H2e2l0l EMdt= SYSTEM &t01E((hive)2l SAL20 CHEt ZoIHE HAS| =& &t
O AIEOIA, OS Loader= BIZ22I2 24 S017| fIdi 2 R8 Boot Drivers2| =582 2
&stC 0leist ==0l= Boot Partition File SystemE EY6t= & =
Boot Driver= HIZ22I0l =& Control Settfl U= Set0l2 It 2 E Start(0l &2 0
o2 AFIN JUACH gt AMEZN 2o ZFECH LE, Boot Drivere S50 2T Y,
OS Loader= 0lc48t ECtOIBIEE dIANAECIN H2E ServiceGroupOrder0il J1=5tN
gt Group R0 U= A& E2H0IBHE2 diNAERIN E2E GroupOrderlist
ot 2 E Tag gt HE2IN JIIEE SO FLEL.
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4. NAE 29 Helol 3SHUAM 5SH S, Crast NT 29 M2 &8 2 (Executive) S

“4otE RASI NT HEO0l =JI1g &Lt Start &0l 12 435N A= 24&= St
A8 28 Xl 5HH st 2EE T
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Ol =*Z&Xl, idle thread®t process objectSS =J|3t 6t1l, NT AR =
SEEICH HY OO0IE ALY AHE IS 2IAE(linked list) #EXNE 2556
0 &7 Spin LockOl OIRO0IAM =Jlat &Ct E£8t et HE d3E 2lAE ol
(linked list header)S(DPC 7 clAE dld, EIOIN SXE st 2lAE old, Crst
thread table listE2t & 12 RAEH HE OI0IEH 2=X) DAl 0IR0UA =213 €Lt
2 314 Idle thread 2MIE =D|=t & H, 29 =J|st FEI0| Idle thread context
A SESEC NT 23822 0 dHFE F46te U2E 2EA
2 Us0A HMeleth 4o =D/ A
S° WS AEE =Dlst &tCh.

- Hardware Abstraction Layer(HAL)

- NT &™E 242 A (Executive component)

= Virtual Memory Manager(VMM)
Paged® non-paged poolE #clol= Memory Manager, Page Frame ODatabase,
Page Table Entry(PTE) 22l &K, Mutex? Spin Lock OIOIEH RZEXS 22 ChY
st VMM XHEE0| Ol =Dl3t &ECh E£8F VMMZ AIAE Cache Working Setdt Al A
gl cacheE Z2Iot)l ol AI2E= ChYst VMM OIOIH 22X 22 NT AIAE
cache?2 2@ = OIOIE REMSS =JIsh &t

— NT Object Manager

— Security Subsystem

tol

— Process Manager
NT AL (Executive) HEBITH =II3H SHONAM =I|1 AIAE Z2ANAIF MAECH
Ol MdE AIAE ZZ2NMA= =JI0 MHE Idle Process?t E&Ch AIAE
thread OIIH =D AIAE Z=2ZAIA contextOl A MAECH NT A@d#Fo =D|st ot
8 3 UNX SHO0 oiEols SEM SHHlsE =J1 AAE ZZAIA0N H8 MSH

MAE thread contextOll Al & & CF.

— Hardware Abstraction Layer (HAL)JI =DJ|8tE & 206t)| fol ===
- AIAE Y AI2E0] =013 S
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- Multiprocessor AIAEINME CHE ZZMHASO0| Ol AlIZEICH

- Object Manager, Executive Subsystem, Security Subsystem&0l At&lQl =13t W&
= XMelothl 28t £22 F86t)| fldl S =& 0.

- Virtual Memory Manager(VMM)2l =DJ|3t A 10l RS &Lt
Ol Hi22l HE JIs0l =JIs &1, AR LIHAI 22 08 = UL VMM
thread= Ol AIZEEICH VMM EHEQ Jlss 12fot, =II1s SAH 1 0lF AlA
ol UHXl 252 MHIASE ZHISHC.

- VMM2l =J|8tJt 2=2& = NT Cache Manager?

b
Cache ManagerJt =718t Tl S0, HISJI&EI(Asynchronous) S

=Jlat =L

= ol 275
= worker thread®l £=J} ZEE0H MAHECH €8 Cache Manager @ 3E 2I|AE 2
b

M2 SIIstE fst HES0
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- Configuration ManagerJt XtélE =J|&told| fIol S && L.
Configuration Manager= NT dlXAECIE 2elstth.  =J18 o Sot
Configuration Manager(CM)= dIXIAECIN U= WREGISTRYWMACHINEWSYSTEM
It WREGISTRYWMACHINEWHARDWARE G&t0IE(hive)E AIE2& £ JUESE StCH 0]
2 S22M =JI0l ntdetect.comdt E&st L= FEBFDE OtLlet, OS Loaderdt
H=2elz JtNe d2S2 SYSTEMI HARDWARE &t01E(hive) LHOI J= HESH Al
Egl ez HFSICH =JI8 HAHDE 252 H HRAELN MEE H2E AMAH

£ PHole U2 FH QAS0 AISE £ ULHESI Hl2 Z=E Kernel-mode

Oriver&2 Ol dIXAER EEE AT = ULH. il CM2 0l =FE Ate
£ dIXNAEN MESHK= S&CH. Setolsol st™E =82 286 | 2
& & Kernel-mode Drivers2 dIXAAELZIN SE=E EE25S HAHAGH| ?IotH BEE
diXNAER REIS MEE = ULH

= NT I/O ManagerJt Xt&lol =JIst AP S P& ot)| fIof S=SEC
I/O Manager= X SJI3t OIOIE RZ=XA, 3 2lAE, HZel HNE S2HSal

IRP Zone/Lookaside List)E Z&tot= XA E il (state object) S =JI3t &tCt. 1
Ct& 1/0 Manager= ObCreateObjectType() 2 &=+E AIEdt= Object Managers
SEOH U=RH2=Z FHOE =ZE Object EIYsS SSsHC UWRHEHSZ FoE
Objectel &F0l= Adapter Objects, Controller Objects, Device Objects, Driver
Objects, I/O Completion Objects®t File Objects&0l Z& & Ct. Ol I/O Manager=
Objecte] 0|8 2clote ZA(name space)dl WDevice, WDosDevices, WDriver 2
E SHE d4setl

1 U822, I/0 Manager= OS Loaderdt B2l 28 Boot Driver&S =I5t
StCh. Old2 =choltol etd8&E =J1=tE +8ot)l ol 2E& E20IHE 2=
Driver Entry RoutineOl = &&!/Ct. Ol Raw File System Driver= 2E &Lt Raw File

System Driver O|& 0l Z&& CI2 File System Driver= Boot File System DriverJt &

roh
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OtCt. ECtOIHES2 NT dXIAERIY A4S SXote JIs2 MCetoior StCt. ORI

2 Start MMEe| g0l 12 &FE E240IHS0l 2E5 1D, Ectolbol stEE =D|

£ Qo S0l JtXI LD A= Oriver Entry Routine0l S & &ICt.

XI5 HYE R-7ole 2E 25 E S20IHE fdh S2roltel W =018 RE
C

b, E2tolHel T =218 &Y =0 NT I/O Manager= Disk

Partition2 2IAIGHD| floll Ec2iolEe 22XE &Y &tlh. /O Manager= CD-ROM E¢t
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b
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Lower—level Filter Driver &£= Intermediate DriverE

A

SL} SIECIAT S210lE HIElIdE 250t o DHoZ gdst =2i012 22X
A=K dXNAERIS HASHT

Ol 2XE €2 [

2+9| BIECIAIE 2ol &240] Sot)l ®ol I/O Manager= 2cl &e¢t
S0l st Open =& AEsHCH 22, =20l ot=ClA= Device Driverlt
HEESHOH, DN Xt= O AIE O

Open RAS XclolloF StCh. Open R&EO0| A Z=6+ Device ObjectOll CHEt

J

Symbolic LinkJ} NT Object OIE2E 2elots ¥ (name space) W MAHE O, 0l

2|

|> rr

L]

230 Y& 0|22 WDosDevicesWPhysicalDrive%d2 EAlg JIEXILCH HIIM %d

=XNoz g2&E A3 S2t0lE =X0ICH NT I/O Manager= 0l A&EUA C
3 Eel0IEZ8H IEld HEE @3PsHCH, DA S Disk Partition0ll E2t01E 2%t
sl st =AE Z236D] ol 1/0 Manager= S 22 2SS AIESHC.
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- NT I/O Manager= £30tJ|
AEcll RESEHCH

- 249 Jisst TIEIE0l HM DOSOHIA AME Jisst =202 2Xs sHez &
= tEI& S HHESt= Device ObjectE ol WDosDevicesWo%cct=

= Jt& Symbolic LinkE MA&SHCH OIIM %ce= MFEIEES 2o NT 1/0
ManagerJt 1845t SE2t0IE 2XE LIEHLTH.

- 0822 JI2 ItElE@(Primary partition)0l SH2=2 Ec0lE 2XE Y5t

?lofl SEAECH.

&t & IHEI M (Extended partition)0l 0l A DO .

- C& IEl&0 DOS EetolE =kss ggstlh. oft&EliaAza Eetoles

Removable Driver PartitionS ?Ioil E2t0IE Xt €2 & =, NT I/O Manager=
IEEAIHE ZMGt= S0l ClAlEl 2= CD-ROM Eect0IES0 st EetolE

ENE gdetlh
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— Local Procedure Call(LPC) Subsystem1} Process Manager SubsystemO| X2 Xt
Aol =D A& =S =6t
- CtS2= Reference Monitor2t Session Manager SubsystemO| AtAISl =3 1t

d=2 2=0t)| /o S EE L
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5. GIIMA AAES 28 HMelol 3SAHUAM S5SHNMX OtRel ZIACH HIIA I oH O
212 NT & &2 (Executive)S 74 ote R4 (component)S2 NT HLZ0| MASH AlA
S ZZ2AMA0 =6t= AIAE worker thread@l contextOilAd =JI13t ZRUCH=E AHAO]
AAE worker thread= zero page threadet= Memory Manager2l g =&ish
Zero page thread= VMMOI Free ListOll ?IXI8 HOIXNEE HISIIHQ A2 022
HAGH=0I(Zero Out) AFBElE= JHE 8 A&2 IJtXLD U= threadOICt. 2= HIOIX
= AAEO0l US Department Of Defense(DOD)Jt

XIE CHAl AbE38H1 ®0l 022 M AHSH=(zeroed out) 2301 Z R36tCH.
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6. 0 AIZUA AIAES =D 222 ZI/JACH AAE 28 HXIol 6HHOIA 8&HH =0t
Ctst 02 24 @A (subsystem)E0l =D18 &0 Service Controller Managerdt CHE A
HASS 280 WI10le dIXNAEZIN UAes Start g0l 282 &EAHE Kernel-mode



