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e Forensic?

e Forensic Methodologies

e Forensic Target
* Evidence Searching
* Evidence Analysis
* Anti-Forensics Methods
* Further more and Q&A




"Gathering and analyzing data in a manner as free from distortion or
bias as possible to reconstruct data or what happened in the past on a
system [or a network]“ - Dan Farmer / Wietse Venema (1999)
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e Traditional Forensics

e Analyzing a “dead” system that has had it’s power cord pulled

» Least chance of modifying data on disk, but “live” data is lost forever

- This method is great for preserving data on disk, but you lose a lot of volatile data
which may be useful

* Live Forensics (Often Incident Response)

e Methodology which advocates extracting “live” system data before pulling
the cord to preserve memory, process, and network information that would
be lost with traditional forensic approach

e Goal is to minimize impacts to the integrity of the system while capturing
volatile forensic data
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* Data on Disk
e “Disk Imaging” ¥ afl A| A®ICS] A uj A FAH HE
« Bit&H T3, “dd”

* Volatile Data
o AMAL] A F5o] AFE AL Al ZFo] X ol whEf AlefA] & B
. 27 B e s
. HAAE ) A
o }5-8 E|o]E, ARP cash table, X Z A A E|o] & AHYE E 4
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* Disk Imaging
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Disk Imaging Tools

e Encase

o rElEl ol glojaaglan ]U] A] A47d (Bit Stream)

e A 1 B7], Holy A4
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Eile Edit Mew Tools Help
EMew [z open [ Save Sy it Ui Add Device () Search Refresh
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gooooD MM mEEEEEEEEEEEEN 77 (1}
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EEEEEEE
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EEEEEEE [
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e Linux/UNIX “dd”
. Yazolu A shel A4
- ddif="2]"g of=3}Ad ol &
+ dd if=/dev/fdo of=disk.img

I EE:
- ddif=3}% o] 5 of=/dev/fdo
. dd if=disk.img of=/dev/fdo

« ©]H1]A] mount
mount [image path] [mount path] -r -o loop -t ext2
mount /forensic/disk.img /mnt/disk -r -o loop -t ext2



* Volatile Data Acquisition
o A|2E10] | E M7 — Forensic Live CD
« Ex) FIR.E.(Forensic & Incident Response Environment, freeware), fire-0.3.5b.iso

He 22 o F-E w3130l al A5 S % A3 Sk Shell Script 712
« Like, Server Penetration Testol| 4] &] & ¢F5 X1 &t Shell Script > Z1AHE 7|9

7] 22| AR 73] Agentoll A A E T sk 7=
» Snap Shot
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* Forensic Script
o A2Hl AR U Uy HlojE 55 2
&2 &2 JHE 53 5h= BAT, Shell Scrip
o Static Library AF-&2] A3) u}2] 4 Q

@echo = 7] E4 A7 &5 =
date /t

@echo = 7] 4 A7 A7t =

@echo =7 2EZF FH =
doskey /history

@echo =%7]| 4 FE AR =
time /t

t

5]
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* Memory Dump
o Memory2] A Y& FH3lo] 2t T2 A 49 A
« Linux :dd if=/dev/mem of=Linux.dump
- tip) gdb —-p PIDE ©] & process attach ¥- dump memory A}-&-!
Windows : Micosoft OEM Support Tools userdump.exe

o v WG, ID/HAAE, vAA 3t g 5 AEE S A=

I
5.:
mlo
M
1

[root@neoshine-Linux root]# dd if=/dev/mem of=Linux.dump
1ous44s+o 2| D=2 2ISGHI SLICE

1048448+0 12| 2| D =le.wyuserdump.exe 1716 Windows.dump
User Mode Process Dumper (Uersion 3.0)

Copyright (c) 1999 Microsoft Corp. All rights reserved.

Dumping process 1716 (ilexplore.exe) to
C:#indows.dump. ..
The process wWas dumped successfully.

° UﬂE_F’J XHEZF.;Q o] H/ﬂ 7]/K

e W2 2|2 Data Y OP/] 2} Kernel 999 AR E X3 = 7=
« %% Dump Ho|H oM date JRE AN L 22 3= 7)E
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* Snap Shot

e EnCase Enterprise H| A ol| 2 & : & AAgol| M &5
o Z} AgentE Y& PColl A5l Y+ A B FE, AR F&
N e T
Authentication Author ization "%

s, ¥ Snapshot results

Examiner SAFE

Enterprise
Connection for

Snapshot
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* National Software Reference Library (NSRL)
o K NIST A3} CFTTONA A &8k =7F 5 3 o]
e NSRLY &4
e I ALEEH = FFE L 9
e A XEH AL XA E 58
e NSRL2| Al &
o THATHZE S/W H e gl 2 77, o] of] thek 7 X .2} hash ¢t= DB 553
(31,743,615 files, 10,533,722 Hash Values)
o AAA 70097 S/W, 3571 = 1o] OS2 #= ©|o| ¥ Al(RDS:Reference Data Set)
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TEHL-1TT, THMDST, TCRC3Z" . "FileName™ ., "Filedize™ ,"ProduccCode™
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O0000FFODOEDSASESSECSASISACO7OYADELSSSF3"  "ASDASDERAOD?SFDIE7CE2D S8EC7ALSFE 2D 720A1E" ,"cunres. pdb. d117” 76800, 2012, TIINT
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e 7} Encoding 7|1 A

o 7} Encoding(Packing, Unicode, ASCII, Base 64 &)< St7Wlel @54 C
Al o Sl
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e Timeline ¥4

e create, write, access, modified, deleted time<S GUI &
o O|U| A4S thA; 1A = 2] ARE AIZFE BE ol Tfotet o

o like, find —ctime, Is —aclt (on Linux, timestamp based)

X % Cases | [:[:l Bookmarks Q\ Search Hits Table EEE Gallery I:' Timelinel Report |
E|DE| QJ Cases @I; ¥ File Created [ LastWritten [V Last Accessed ¥ Entry Modified W File Deleted |
B & Case 1 H 2002 2003 2004 2005
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Modified (64-128-255) =. - ;J mem B (1] u = .ZIEJ E::l ] ==l“ L] EE. ﬁ
Deleted (Default) um = ﬁ“..“ - T LLUIEE S L] I““ :: EJ:.J
. Logoff {Default) " L el 77| il il L . 20l63!
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Registry 2]

e Regediti= +Y Al AN RIS ATt E v 7H55 e Al A 2
StEf A9 YAAERE BT QS
o Thus, Hive 3} A}A| 2 Hl-& 1}erslo] xalla B4 752 A &5k & A
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File Edit Report Miew Window Help

| DB EEE (- P

=1 Windows

l:l Currenttersion

& shel

-3 sheloRaam
-] BagMRLU
=21 Bags

- D DLIIBags

Cache
W | '-.-'-.-'mdcnws Help
f-7 Wwindows Media
A-127 Windows NT

Lask Writken Time

F-{7 71 indnws Serink

08/10/05 20:56:06
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AccessData R

eqistry Viewer

[ab]c: Program FilesiMicrosoft OFfice WOFFICE 1 1 WEXCEL, EXE
C:‘#F‘ru:ugram FilesWtMicrosaft Office™OFFICEL 1 WMSPUE, EXE
c:WINDOWSWsystemaszOTEPAD.E><E

[ab] . PROGR A1 WL TRAE~1 UEDIT32, EXE

c:Wngram FilesWtlicrosaft OfficeWOFFICEL 1 ¥ INWORD . ERE
@C:WINDOWSWsystemSEWSHELLSE.u:III,-921?

[ab) @shdacle.dl,-550
@C:WINDOWSWsystemSZWSI-iELLSZ.u:III,-922?

1

ol x|

NEIEY
Mame =
[3% LangID e

00000000 |12 04

|offset: 0
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* Binary i

‘]

o AXH S/WE

= mﬁg oL/ﬂ:n:%

» Unpacking(32 2.A] MUP), Debugger(ollygdb, IDA pro)

402 A55hn At S
-4 5tod W 3] <ol o) 3t

« Assembly, Important APIs

- tip) w44

o] X = Binary

FA A& of| A ocx, dll, exe's

65 A =

S e
~Z. == = O~
= F=d

= A

SlofoF 3

% -

TERY = i g, mudulz aozaems]
@ ile  Miew Debug Plugins Options MWindow Help ) X
Paused |Er\«|x| ] wi E[ A =i L[E[M[T|w[H|c[/[K[B[R[-]5] 2]
B4 00 push 0 pFileSyst emMameSize = NULL @ Registers (FPU} = <
BA OO push 0 pFileSyst emMameBuf fer = NULL Eax 00000071
004071051 68 CB204000 |push abexcmS, 004020C5 pFilesystenFlags = abexcnS, 00402005 E EC% 77012190 USERSZ, 770021490
004071056 63 90214000 | push abexcmS, 00402190 phlaxF i lenamslengt b = abexcm, 00402190 ED 00140603 !
0040710568 68 94214000 |push abexcmS, 00402194 pYolumeser izl Munber = abexcmS, 00402194 EE 00000000
00401090 6h 32 push 32 Mo luneNaneSize = 32 (50,) ESP 0012FE04
00401092 68 5C224000 |push abexcmS, 00402250 VolumeManeBuffer = abexcnS, 00402250 EEP 001 2FEOC
004D 097 & 00 push 0 Root Pat hhlame — MULL B GRS croe. A RIEES
00401099 E& B5S000000 |eall <jmp. @KERNELSZ . GetYolume|nformat iolbGet Volume Informat iond EOI 0O012FET4 !
00401 09E 63 F3234000 |push abexcnS, 004023F3 StringTosdd = "4562-4BEX"
00407 045 65 SCZZ4000 |push abexcmS, 00402250 [Concat String = EIF 0040107F abexcmS, 00401 07F
00401045 ES 94000000 |[gall <jnp BKERNELSZ, |stroaths Istroath C O ES 0023 320it O(FFFFFFFF)
WD) | o 22 [ o Gll,, & F 1 C5 0016 32bit O(FFFFFFFF)
00401 04F || = 8305 SCEEA00(radd dword ptrode:[40225C], 1 &0 55 0023 3200t OCFFFFFFFF)
00401 0BG 5305 50224001 | add dword ptr ds:[402250], 1 70 D03 0023 320it OfFFFFFFFFY
00401 0ED 5305 SE224001| add dword ptr ds:[40225E], 1 S1 FS 0038 32bit TFFDFOOOCFFE)
00401004 5305 SF228001| sdd dword ptr ds:[40225F], 1 10 G5 0000 NULL
onaoiace|) . FECA dec dl oo
onaoioco|| o~ 75 Eo inz short abexcmS, 00401 04F 00 LastErr ERROR_SUCCESS (00000000
004010CF|| | 68 FD234000 |push sbexcnS, 0040230 StringTohdd = "L2C-5781" st . !
00401004 £3 00204000 |push abexcnS, 00402000 [Concat String = " EFL 00000236 (MO, NE,ME,4,5,PE,L,LE)
00401 009 ES 63000000 |[E&l1 <inp,GKERNELSEZ, |=troaths It roat b ST0 empty 4 SOTI09Z0Z559701 421 De-d932
0040100E|| . 65 5C228000 |push sbexcns, 00402250 StringToAdd = 5T anpty 0 DOODDDODONNOOOOIA00-4353
00401 0ES 68 00204000 | push abexcmS, 00402000 ConcatString = @!STZ empt y —ll3.59281 S5357501 4899 T0e—1 709
5T3 empty 4,55311570539080153 7043747
5T4 empty 5, BESIEG45TEE 320757 0e-4025
STS empty -2,1330772621121477920:-1434
STE emptyy —UNORM AECO 01010101 EZODAETS
Address |Hex dump [A] 00000000 =
004010C0| 5 EQ 65 _FO| 25 40 00 6800 20 40 00/ES 63 00 00 | o2reoa) 0401035 RETURN to shexcns, 00401038 ”Umé
00401000( 00 65 5C 22[40 00 65 00[20 40 00 E5S54 00 00 00 ,F#°0,h
00411 0ED| 58 24 23 40(00 &5 00 20[40 00 E5 5100 00 00 83 = 0012FB10 [WCFWS“ RETURM to USER3Z, TTCFE734 &
| 004010FD| FE 00 74 16(A4 00 AR 34(74 40 00 6& 36 24 40 00 001 2FE14|] 000715F2
Command :I LI |
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* Hidden Data —vE‘
o HolE Su & HAl Mol L ob A5k QhEl EAA 7] %2 AL
« Cloakvy.o: Steganography% S/W
- Invisible Secrets : g3} (JPEG, PNG, BMP, HTML, WAV) ¢l B] 2 dlo|H = ¢
3.3} st =Y AAF=S/W

+ Invisible Secrets 4

Select the files you want ta hide in the carrier

(ou can add files by dropping them on this list)

MWarne Path Size
|£] contactform.php  Cialina\NEQCOMZ003 15Kb
@affiliates.html Chalina\MEQCOMZ003 3Kb
@affiliatestest.html Ci\alina\ NEQCOMZ003 4 Kb
@alsaral.html Cilalina\MEQCOM2003 17 Kb
butprod_0&-ov... CialinalNEDCOM2003\images 2kb
ﬁS_StariaLﬂSJj. .. Cialina\NEQCOMZ003images 3Kb

Before encrypt/hide: Compress filels)
after encryptfhide: [ Delete File(s) [shred filefs)

(5 (= B
Add Files Remave Fake Files || Mew Message || Cryptboard
Press F1 for Help Click MNEXT to continue. ..
4 Back L Mext [ J [ ? Help ] ’ x Close ]
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* Network 2]
e tcpdump, netstat, Isof -i...

* Rootkit F4]
e chkrootkit...
. tip) I B A A & chkrootkit RFE=A] =3 3¢

* Memory ]

e /proc/kcore, /dev/mem, /proc/PID/mem

e strings, grep, lesss 2] 21435t &3 I Q

e file and directory names
« ggrep-e"\/proc\/" -e "\/bin\/" -e "\/bin\/.*?sh" kcore_strings
« $grep-e "ftp" -e "root" kcore_strings
« $grep-e 'rm -" kcore_strings
« $grep-e ".tgz" kcore_strings

e ip addresses and domain names
o $grep -e "[0-9]\+\.[0-9]\+\.[0-9]\+\.[0-9]\+" kcore_strings
« g grep-e "\.pl" kcore_strings
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e Anti-Forensics Methods

e Data Contraception

« Prevent evidence data from existing somewhere that can be analyzed

- E.g. Memory only malware, memory only exploitation

e Data Hiding

 Put the data on disk but put it somewhere the forensic analyst is unlikely to look

- E.g. Defilers toolkit, runefs

e Data Destruction
« Destroy any evidence before someone gets a chance to find it

- E.g. Disk wiping, wipe, srm, evidence eliminator, necrofile

e Data Misdirection
« Provide the forensic analyst false data that is indistinguishable from the real thing
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