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ol
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¥ e AZE FASA F A-S A FEAT
Ay o

O & TAA= F 13d1Ae1H, 1004151 ¢ 19
~209, FE2 0 21 ~60%, HE3 0 61~100)F
T SEYHh

H oA eF EA7F gt BHQlekA 7] whgi o

O B FAF L BAG WA

- =] 20%A x 17 = 204
- =2 40%A x 17 = 407
- TE3:408A x 14 = 403

o FANE
— %HLyq] 60x4 o] A}

- shEg H4me) 40% vl 3

(131 8%, 291 © 164, 3345 ¢

1644 vwb

=51 (1-20)

o
~

Lt g5z g A9 F 9 @2 32
@O TCP/IP, IPX/SPX & t%s vEYA =2
EZS Addh
@ PC ste] E##<Ql

M 2ES AL
ghol el & dll Y2 AFgo}

ol gete] $uig WeElfA,

¢

mUEelA ol e

U E]

)
D AFeAl UF Aol ~E ATeH 7HE
A9e ela.
@ g OB B AA 2L & YA
s,

3.

al

01-1:!7-_3_ 7)\

o

obel Aol R om A Flow

3l 71= Wbzttt Unix7}t
A (manufacturer—neutral)
}\])\Eﬂ ClE] H o] 2o &

M

i
,L

=

=]
;'

i

g

g

> AN

7 | (shared object)

@ POSIX (Portable Operating System Interface)
@ HMI (Human Machine Interface)

@ GUI (Graphic User Interface)

How Abgstr] fls) 7E R
TRkl w R = A A

Lo
[H
frt
N
u% FO
>
ot
it
rlr

© @06 4
>
gh
ot
9
8
D
wn
=
2
5
©

(e M2 AEAEdA 548 T4
3t AR=S AT 9ol A ZE

o] oM Azl e, MENA, Tl
Bl #Fd BA B oo, 2hs Ak
g AL AH AANTE dS F STk
@D LDP(Linux Documentation Project)

@ FSF(Free Software Foundation)

@ Linux Kernel Project
@ Open Source Project

L5 ]
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6. dWtAl WHoR = fuxiE HAAT F fle
Alzglo @ ke 7129
D 80286 PC @ 80386 PC
@ #HA PC @ AMD PC

7. 2l52 Shelld] tigt Av T &ubr] & A2
@O AH&A] BR8-S st HEo] Aotk
@ AEW A"l ZF2 ygso o
@ g AJz="lo] oY Ie] shelle] EAE & AUt
@ MS-DOS®] command.com®] #&2 9ghg 3t}

8. A A HEFE (Multibooting)ol] o3k A

T dex] ¢re A9

O FE WyAHE FsA o] FojHt}

@ gF2oA= LILOS o] £3lo] HE|RH S
g 4 gtk

@ o8 FAAE 3 AFEHA AL o
A st

@ == Ao e HE|RE S AAT 5
At

default=0
timeout=10
splashimage=(hd0,1)/grub/splash.xpm.gz
title Linux (2.4.7-10)

root (hd0,1)

kernel /vmlinuz-2.4.25 root=/dev/hda3

initrd /initrd-2.4.7-10.img
title Linux (single user)

root (hd0,1)

kernel /vmlinuz-2.4.25 root=/dev/hda3 single
title Windows 2000

rootnoverify (hd0,0)

chainloader +1

O F HY gFEze dAeg 5 Aolx
FAAZE A=

@ Px9-= 20000] 71 F&] G A A o]}

@ timeout=10 °]= & 10% o|ujo] Al &sjofqt
FEE F Ak

@ == 20002 A HA st=r]a=e] A HA
e el X o 9

3Nl &

H

10. Bhest 2o Hde £FHn Yt d9Eg=
[e)

oluro 7 09

brw-rw---- 1 root disk 3, 0 Mar 24 2001 hda
crw-rw-rw- 1 root root 5, 0 Mar 24 2001 tty

@ Jetc
@ /mnt

@ /proc
@ /dev

11. t+&& Jetc/inittab 3L o] U Fojt},

[e]
A T 4t &2 A

# UPS connected and working correctly.

pf:powerfail:/sbin/shutdown -f -h +2 "Power

Failure; System Shutting Down”

DO A== FE83e 938S 83t It

@ A" FEE F W AZIL

@ Al2=glE A HH3 o fsckE FaAsA &
T 3o}

@ =13 RE ARRAA EAT wAAE
H,

12. o5 AW 5 ()Rt 942 W&o w gk

—~

71ES 71E9] fsckoll AgE A7
@53t7] gl tlolEE taAd 2] A
Z(log)ell HolHE A
TEANE A HFE T

7l=oltt.

@ A2 (Journaling)

@ 4 9d A~ = (Distributed filesystem)
@ NTFS

@ HA(High Availability)

13, gl gpAdA AN sy ddE JEE
ZFA 3 = "lolH 3+ Inode®] T
Inode 7} 7}A 3L ¢l AR FE oA ko 7189
OESERE
@ stale] =17]
© T A
@ s e} At

SRR FALIE I UM E
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14. X-windowol A =% (font)E A &3+

dwe Ae?

o=

@D xfs @ fontd
@ autofs @ gpm
15. B = shell®] W45 F9ots HHE o=
e AL?
@D printenv @ showenv
@ setenv @ envshow

AL
o
o
N
olr
o
4>

17. M E£

@O Hml slH @ =917 3=
® =-H @

18 MEH A d244 AAS Slél pingy &2

gg dte TREFLST
O ICMP @ IGMP
3 ARP @ RARP

19. #EA HEHD 255 #

8 hen 2 WES A Qe ALL?

offl
o
fr
£~
2
o}
ol
N
Ho

alias ethO 8139too

@D /etce/sysconfig/network
@ /etc/sysconfig/hwconf
@ /etc/modules.conf

@ /etc/inittab

20. = HE T A @4
PF4E
@D ping www.ihd.or.kr
@ nslookup www.ihd.or.kr
@ dig www.ihd.or.kr

@ route www.ihd.or.kr

152 (21-60)

21. root(Super User)ol tjgh o} AW T 4ok
A7
@ rootll A= ojw gk AlgtE TFef A A =t
@ root= Al2=®1S AFEHIT 5 ¢l
@ root?] uid(User ID)&= 1]t}
@ root= ARF FA O HA=E WA

N
%
o

22. “Jetc/passwd” Lol thsk Ao oulbx] oF
= AL?

O Al
o]

@ uid(User ID)¢} gid(Group ID)32S zkar glth

@ ¢z stEA AHE&ALe] A EE s
T AUtk

@ AH&2te] & EEHE & 5

Qe wE

o) O
5 T

23 A(ShelDol that o ourx e 2e?

@ AL S8 E(Utility) 9} A4 (Kernel) Alo]ol
AANA 45 2-&(Interface)S T3,

@ FHddA AFgsteE A AA 2 A

(Login Shel)¥@} A EA(Sub ShelD® Y= <

o)

AN
@ HHEzdA AFsts Ao THE Lolr7]
“/bin” fAEZ Y “Jetc/shells” I}

SEREE

o Cc A o] 1;]_

oY HF A= I M E
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24, tFS F % AR e Aor guk= AL? | 28 usermod WH Ao thi A ow dur:=
A

@ gl AW o] T3 AgAe] ARE | e

ApA € D - AHgARe MY e FAE 5 vk
@ AFEAZE & Zws SelE] AAdte] group | @ e AMEA AR RE VIS AR Foh

BES AP ® g AEA AR F udEY A%s mE
® “letc/passwd” T 7} 1F] &8k AFLA} Mg Abz W7 sk

71550 A, @ -f: AHEA o8 B FRE WP I

@ 7k AEAPEE ol aFl %3

“/etc/group” Lol 7)== )t} 29. readme.txt ¥ HIE ‘“rw-rw-r——=2 AA

a7 919 Weow erre AL

@D chmod 224 readme.txt
@ chmod 442 readme.txt

<A o 717Fe] zro g A7) ©
D w4 me 1ol & A= @ chmod 446 readme.txt
sk Hd 7]7s AA s

@ chmod 664 readme.txt

X*E Hﬂﬁ?‘s}ﬂr 30. file MHEA= Lo FTHE =3t v
= o
22 file Wgole] 38 Ay uigk dy F
= “ ala 5 30 _
@ Edo] gle AFgAbel 93] o Ho= d Smx ere 59
A8 AeAA AT & ek ‘
$ file openssh-2.5.1.pl.tar.gz
- openssh-2.5.1.pl.tar.gz: gzip compressed data,
26. U & I5 AERE WHASE WHoz gk
EE‘:; f "ol t gol= % deflated, last modified: Mon Feb 19 04:54:46 2001,
RS
= os Unix
@ usermod @ groupadd T Ed welold.
@ groupmod @ groups N
@ Hz= FA-4YLS Mon Feb 19 04:54:46 2001 o]t}
e Az=gol A vhEo]d I ot

27. 5 (1 )otel B0z ygow dgre 7L
@ gzipl & ShFEoA

(7} )= AMEE AHERE F71st7] f1gk W ofolnt
(H)agA oz ol AAel HEHI @0 D | 51 s 7 AANs B B G we
Gl AAZe (v )FAder & ke 100¥ AL?
Hell d¥3s] AT F qlA s E (v )R @D cp @ cd
dok (7h)3HelE AHE T W WER AL A4} © s @ man
A ko NEHog AL (g ) AR AHFH}
32. Alz=El o] EAstes FdS 2s u ALE5ke
1) () = (2hH Weo]@ olulo 709
D adduser -v -v 100 csh @ location @ grep
@ adduser ~-f -f 100 bash '
@ usermod -f ~f 1000 csh & mount @ find
@ usermod -V -v 1000 bash

oY HF A= I M E
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33. e AW T EubA] S A2 38. Th&2 “Jetc/crontab”®] W& ZF di-o|t}t. <]
O 9d Aso] rwr—r-TQ FdAA T'= Ho] ousl= RHo@ ofure 09
ol gt thkY bit7h Aol o Agd

@ 1s -i'E O]%O}Ud «4%14 install AHE & &

== WHol+= ‘touch hnuX

@ chown WHolE AHE3 o) ¢ 4L o] g3

wpr o)A S Eel sl AR AASA Bol
Fu
34. g A2 B Bl B 4 F du
e e

@ fdisk : FEIH WAL &) Ap&FT)
@ mkfs : FAA 28 WS 93 AL},
@) fsck : FAA] 28 TS 95 AL&3-u}
@ fdformat @ Z 23 tx=e 29y FRS

35. mkdir WHole] e Ao e AL
@ -m, ——mode==MODE %A% A}&

22 A Ao AAE WAXE

@ mkdir E ol tdED s} voj gl .
YRS AA g

@ -v, ——verbose : A 2% tAEF o Hud &

=5 AA T

@ -p, -parents : TLITH REE CAED L
AT FR CAEY 7 EA5FA] YolA]
A7 ol WA gk

36. Y AlxEl QR tAaTo AFEHEHES HAFE
HEol® dud L0
@ du @ df
@ Is @ In

37, ZEA 20 tigh Ay or dukd 327
O A3 Z=ZAH2(Interactive Process) 1=
Jej =yt F2E
@ Wi Z2A 2= F(queue)E ©]&3 &AHA
o7 AYPHE TrANAES 7 7h
@ el el ZE2ALTE Al FaE ¢ gl
@ init Z=2 M2 9] PID(Process ID)+= 0°]t}.

v

ol

10 14-23 * * * /etc/command

e 23U714] 94 1049l Jete/command

@ Wd &% 2*11'?“3 23 1IA7FA WAl 10+l
/etc/commandS 4 8 A 71t}

@ Y A 10A] 14%5E 10A] 23877 ufj &
vl Jetc/commandE A S A] 71T},

@ v 10¥el % 2A1%H 25 11A7HA 10

2ot} Jetc/commandE A ) A 71T},

A

39. T2 top MHolE AP A Fee AR
ojth, oj¢} ¥HE MAyoF IS L7

PID USER PRI NI SIZE RSS SHARE STAT

231 root 14 0 1108 1104 892 R

%CPU %MEM TIME COMMAND

1.9 0.2
OIESE

0:00 top

A8 AHEE =24 HE 9
22 1108Kbyteo] t}.

@ #de de9= 0o

@ nice # 140|th.

@ & "R 2 892Kbyteo| ot

& 2

40. tF&& “/usr/bin/passwd’el it AR F IdH
ojt}, oo} HHE HAyog dure 729
-r-s——x--x 1 root root 13416

O UREFA7E o] A& AP PS5 Fra
UID(effective User ID)+= root7}

@ Yk A7F o] dS HAPT Ay F 8
UID(effective User ID)¢} 2 A UID
(real User ID)& #Zth

@ URHFA7E o] BdS AP AF5- AA
UID(real User ID)& root”} ¥t}

@ root7} o] LS AP ¢ 7=

UID(effective User ID)¢} A A UID

(real User ID)= t=Tt},

L5 ]
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“/etc/printcap”’2 ~EH Al =d"of o A& H]
A=A 2 g3ttt printcapI oA AL E =

o‘lEﬂ JJI:_% /\qu:] %:

A g ALY
(HolA ZE g vhgo] <& Fastet)

# laser printer
psl3rd Floor Laser Printer: \

:sd=/var/spool/ps:br#9600:rw:sh:lo=lock:mx#10000: \
:af=/var/adm/ps_acct/1p3:1f=/var/spool/ps/log: \
Ip=/dev/null:cf=/usr/lib/pscif:df=/usr/lib/psdvi: \
:gf=/usr/lib/psgraph:if=/usr/lib/pspf: \
‘nf=/usr/lib/ips:rf=/usr/lib/psfort: \
‘tf=/usr/lib/pscat:vf=/usr/lib/ps:

@ sd: I~ g IAEJ]E{J/]

~EY
@ af: &5 21 1Y ol &
@ Ip: FA 54 9
@ lo: = Y ol &
42. g2 FH g2As vt Aol ( )
Obe]] &gk 72?2
# ( 7F ) /dev/fd0h1440
# (Y )ext2 /dev/fd0
# () -t ext2 /dev/fd0 /mnt
# cp —dp /boot/* /mnt
7h (H (th
@ fdformat mount mkfs
@ mount mkfs fdformat
@ mkfs mount fdformat
@ fdformat mkfs mount
43. 5 A 3d F A= A9 #-do] gl
2L
@D /dev/dsp @ /dev/audio
@ /dev/sndstat @ /dev/sndconf
4. 5 T EeEdd gHEojel o digk Aol
ojur ) zsz]oqﬁ 709
@ modprobe: = Alole] o EAES HARgt

@ insmod:
@ Ismod: @A ==4
@ depmod: W3}A el Waow RES ZE3r

45, el Smrsazt AAE Bns Azl
Nz sedaag AAS19F BHe g

& Rolth, Bhe F AWA @ L7

A etersze SEAS wEn

A st=g 239 swap Y99S
‘mkfs -S /dev/hdb6’ ™ &
Eo] 7 3d Al2"EE mount W H o]

43 YaEgR neE §A AFgsi)

i
>~
>,

7}. make bzImage
t}. make config

v}, make module

Y. make mrproper
2}. make dep

v}, make module_install

@ tp-t-eb-7h-vont
® eh-t-rh-sh-vhont

@

. Os S 71e

e
@ 1}-th-7b-gh-vhonp

ZE DR

e diow dutA

At

wAe WASs Fske] =tolne Hes
Aste o+ dv

s dadel= s FY AiIER
FE 71de Hydsior gk

=N ET AL LM E
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8. o T AL HAod A A dE dH
T &uta ko AL2?

(D Memory Technology Devices: ZZjA] H 22| 2}
2e 5 Pee vy 2EZA frtol
29 A Tes 243E U

@ Network Device Support: 54 WEYA 3=
glo] tufo] 2o tigh A A& A3} of= 5
AL 7AYo o 7)o+ PPPe} ISDN%=
EgrE o] ol

@ Input Core Support: USB 7]|HE= vl$-2E
Ab-gstaral gkt o] wlyrel A 1 gk ]
59 Ads dAstafof s

@ Kernel Hacking: ©] "ol A& Al2glo] H

Aol

48 TAEE AR o= AE

f
ofl
)
@
3
o
=)
N

Loading)°] g} gt}
Ad FEeote e @

O ©

@ mkfs -t ntfs /dev/fd0
@ mkfs ~-t msdos /dev/fd0
@ mkfs -t vfat /dev/fd0
@ mkfs -t ext2 /dev/fd0

51. syslogd ®j¥o] AYRZ1 ¥ FH 212 7E
st T = dute A0
@ /var/log/messages
@ /var/wtmp
@ /var/dmesg
@ /var/spooler

(|

52. U & vi ¢ 22 "92E HAVZ2 2 &
< AHE F Qe dE ggE 320
@ /var/log/wtmp @ /var/log/xferlog
@ /var/log/dmesg @ /var/log/boot.log

53. xinetd.conf F}HeAl 192.168.0.10 T =E A1k
Aol sdED i ANol2 dWe AL
@ allow_host = 192.168.0.10
@ only_from = 192.168.0.10
@ access_only = 192.168.0.10
@ restriced = 192.168.0.10

-~

54. HAEEHH S Y5 3 (ruleset) = st = H

AVEE = = ?
@D ipv4 @ ifconfig
@ iptables @ ipcalc

oF

=

55. 4k Togin TEI1HI}E G ]
s stslr] wiol 94 e Hoko] wjg- <t
A

o

@ rlogin @ slogin
@ ssh @ telnet
56. Y tripwire =0 g AW F b dube
ARV
@© el tigt dolguo]l=E o]§3] F7F A,
WxE Hdo §5E BRusts FZEA HAF
Lot

oY HF A= I M E
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2% e dne

=
= A&7

rr

o7. HolFe Holeg2 ¢

)

ul
=

Interesting ports on localhost (127.0.0.1):
(The 1513 ports scanned but not shown below are
in state: closed)
Port State Service
22/tcp open ssh
25/tcp open smtp
53/tcp open domain
80/tcp open http
110/tcp open pop-3
D portmap @ portscan
@ ntop @ nmap
58. The AWEF ()gko] AWE foji?
Z|Ed e AEE A5 WHE A& AsS
AbgEtE RE Z2 a3 (login, ftpd 5.0 A
A sojop k. RPMS A&t Alde] &
Sodd AEHE () AF B @
Aglel o sl FHa AHEAE AZ
& 5 Qe 2e Az
O PAM @ Shadow
@ MD5 @ NIS
59. cpio®l] Wigt A F &ubr] ¢Fe F2?
D BAe Holx Eetelnz A4 A A
L3} T2 ot}
@ YuEaE G974 Zar] b B ws
o g Yo AFwolel drp
@ HESa WS AYstA] &7] wd 94
Holx Eelolnt g e 4 Y
D HUe ool HERE, EE olrjolnw ¥A)
=
60. e 5 o8 A= AGFAE FLA
A7) 918l AL e HPoz w4l

A&
@ rsync, rdate
@ rdist, rdate

@D rdist , rsync

@ rdate, rview

=3 (61-100)

A

61. § Bep¢A o] o Wi 49 F = A7

Fol AHgE

O d4 A3 dolg AF R
EZo] HTTP(HyperText Transfer Protocol)
o]t

@ A9 24 (Request)oll thak ZFzlo]AdE 9]
S (Response)°] 7|2 zlo|th

@ QAU dAZdH = TAES T AREA
ARG BrER PE T

@ AT TxES] FAE AEAY] T2ER

7P ok Koo F e

62. PHPol tj3F Am o7 A As A & A2
@O 9= AF 0Se ASP(Active Server Page)<}

y

A& 7Hs stk
APIE A3t

63. el FE Uk 7|EHF2E
olutx] ¢ Aol 4 HABL FolUr
(@D LockFile /usr/local/apache/logs/httpd.lock
@ ServerRoot "/usr/local/apache”
@ PidFile /usr/local/apache/logs/httpd.pid
@ ScoreBoardFile /usr/local/apache/logs/httpd.scoreboard

64. oltx] i AHe] 3 A F, MaxKeepAliveRequests

qge] Ay F e

T 4ol A2

@ KeepAliveTimeout o] A ojof shc}

@ Hd A5 FEs f8 2E e Fs ALE
Ela=

@ #ol “0'Y A5 FHoldEV HES ES
W7hA] Al AF FElE AT

@ ZHolAETE AW aFHg HARE WS o
285 E ARS A = Aolth

oY HF A= I M E
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2o A AbgetE ofutx] §1 A
o F2A& 71wk 7B Z A" (IP-based Virtual
Hosting)oll th3F Aoz gdukx] oo 7Le9

) http conf 3 otol A NamevirtualHost &5

FAA g gk

T4 3 R oY =Hede AEE £ dE
FHo g Zhzko]l EHRlIE] /iEA O 2 ServerName,

DocumentRoot, CustomLog 5= AAs 4= rt

@ AHd 1IPE AHE38tal e AEFHU A

A 9ket Wi ol

@ Abg3l= #Wol=el ifconfig®t route

of 7}3e] IPE F7F Ao gt

l

B o

@

OE

o

o] &3

i)
o

e MySQIel 22 Hne 4
wolt} ofs} wely dy@ow o
KN

?

==
3
|2

e
N
rlo ot

(o]
S
W &

J/configure —-localstatedir=/usr/local/mysql/data

——prefix=/usr/local/mysqgl \ -with-charset=euc_kr

@D o] 2 el A3} Jusr/local/mysql/data®l]l mysal
I test T+ 7He] HolE|Hlo] 27 A H T

@ --prefix=/usr/local/mysqgli= MySQL°]
4 F UIdEYE AAs= FAo

@ —-localstatedir=/usr/local/mysql/data= MySQL
o] "o|HE<S /usr/local/mysql/datac] # %A
7171 gk 5ot

@ --with-charset=euc_kr¥ MySQL|A 3=

AEe B 5 oA ST gAlelT

A

67. httpd W HoI S AHE b E A F Ayo] &

6k O o
tp%x] o L9

@D -v : httpde] HAES ZHES T APS vpzit)
@ -? : httpd®] A4S ZYESL AFPL vz
@ -X @ YFHe H2EE Q& A ZZAx

w2 28 A 71}
@ -d serverroot @ ¥4 AR HAdES AAHA

A3 g,

68. httpd.conf UL = 71x 317 AAHo=m o] F
o2 9lt}. httpd.conf ol §l= 4 AL
TR

@ Hel A 74 A (Main Server Configuratioin)
@ A A 27 A (Global Environment)
@ ZgteldE 374 A7 (Client Configuration)

@ 714 3 2~E A A (Virtual Host)

69. PostgreSQLQ] EAog otulx] ore L9
§l7<1-/\

PR
#AY wa

® 0o e

@ 4 gtk
@ 2L ZEAAE wEo] A},
@ CGId vlal] E&HAA 253 ,orglza_q_'
@ 54 29 RER wEolA A

oo
mO"
;9
e

71. SSL& AF&3t7] 918l httpd.conf 3t o] HQF 7}
dS2E B SA4S Y1 @ ow, Solfok
g EHA3 O g dos dukx] ore AL?
@D SSLEngine : SSLE +%53F= ModSSL ™ #
@ SSLCertificateFile : 154 91X ¢} 1 o]F&
ot x| o Al &&f =t
@ SSLCertificateKeyFile : ¥ 7] o]&3} 1 ¢
A& ot Al GelFH, o] oA Aol
a9 g = FES g AR&AAl ¢17]/2~
7] &7ta& Fol HEy] & g
@ SSLCACertificateFile : Intermediate(root) <!
SA A E oA &el Frh
72. RedHat AlGolA tha 5 Ahh Ht 2 HE”]
A%k 9kl
@ /etc/rc.d/init.d/smb @ /usr/sbin/smbd
@ /etc/sysconfig/samba @ /etc/samba/smb.conf

L5 ]
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73. Ahub Aw e 274 dA
AL
@ /Jetcol smb.conf A2 Fof 3]
@ /e FAE 7H R
@ A A (Global Setting), & 742 (Share
Definitions)®] + F-#o= 4 ¥t
@ e FAAYRE dAsARE A &S on

S A5 Agw

e d9s dut

74. vk Aol A F FUNH R Kol T
gaEz s AAseE 3oz T/ HIdEHE
AR u Agste FAE g Ay T &
e A8

@ browseable : 22717} 7be3d 54 AREAE
2| A gkt

@ path @ 5 A& o 4 Zolt}.

@ write list : & UHEZ ZLEE HoFr

@ valid users @ & YUHEF 2719l I F
A= AFEAQ S dAdghnt

75. smbclient L2132 g%~ 4wl FElo]dE
SaeE o Wue ol 4wl A9
FEHE AT At o] FEHEEHE oA
ok oofyet w9 Auel HFEe= dox= At
SHrh o fFeEegd dig dyem oy
B AL?

O -L: o =2ES 7He2n
@ -1:1IP #4242 A& u A}&3h)
@ -E : stderr Al stdoutel] HAI A& &
@ -P : Au) 2o ZHUE 7|72 HE )
76. SWAT Zzdo] et dgow dora 22 2

D Samba Web Aid Tool®] ¢Fx}o]t},

@ Jetc/services L3} Jetc/xinet.d Holl SWATH
~3aUEZS HAAF o s},

ZHhHog ¥FE WHIE 213HS AFE3T]

At AR AR AvtE AAT F A=

®
@ <
T2 Eolt

77. NFS vheE 3 o) AE5E §4 F el @
e Ao

D wsize : NFS A ZHEE QojEo]&= wHlolE
TE A A3,

@ soft : B} ofxo] WA H /O A HE HEA
A=

@ timeo : E}Y ofo] HASFH “server not
responding” WA A S FATL AL A=
A=

@ hard @ NFS AW o] Efdolxo] WX =

72 Qae FAD,

78. ProFTP 27 14 A A (proftpd.conf)oll A A
o] &tukx] ¢ore A L9
AL-g2F7F FTP ABjo] H<&

@D ServerName : 3l
oA =4

= W o] FTP AWl o]Fo]
al = ok
@ MaxInstances : inetd mode¥
7bs3k AFER} 2 A A )
ProFTP AW & AdA7]= W

o A s

@ ServerType :
Holtt

@ <Directory Y@ E#H> ——— </Directory> :
BAG fdEaE ] gk F4S Bt

79. ftp AWl HE 3 & help WHS o]&3}¢]
pe

= 7 e oY 7 ¥

Fe A

T &utA A

g F
@ passive :
gt
@ led @ 22 A 2de] fdED o]F ot
@ case @ H/AEAE TFESHY] HojFEr)
@ size : ZAA~H O] ude] A7]E MB(Mega
Byte)©H9l 2 Ho] =t}

passive transfer mode ¢

80. FTP A¥ & dA FTP Ao A3}
A& A =S sholste] #a| et
g ZEIOWE AT FiL
oF 1 ou|7p 3 AAdE ALY
@ ftpcount - A FTP AW E o]&sxu Y=
AFE2} 4= gl
@ ftpwho - FTP Awo] H<%
Gt A BojE
@ ftpshut - FTP A# At}$
@ ftpstart - FTP A# 7]5

gk ALA S8 2
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381.

82.

s T WA AuaE 9 74 AEXVETL
ofd A L7

@O MTA (Mail Transfer Agent)

@ MUA (Mail User Agent)

@ MDA (Mail Delivery Agent)

@ MRA (Mail Receive Agent)

sendmail.cf o= MAemed AEreZE A
i = S

H A A sk A =] & of] A
ADEA G AEres due A9
@D interactively(mqueue®] U= WLES 573}

R ZA5AA vUdes AF)
@ immediately(mqueue®] A= HLES
background mqueue®] H Wi AA7F RE=
qE)
@ background(mqueuel| N+ WIES vl57]3}
Reg ZAEAA AF)

@ defer(Mlds F2lste] 7hsgh g whe] o
A7)
AMemde] ZsskA W /var/maillog 3+ o
A AdEe] A3 205 7|E5A ==, ol
71Eete 2 5 Ax weE loglevel 2 A
A= = Atk loglevel #¥ on|7t EgA
Hx) o] A A9

23 ES WA 9] AAEddS SMTP
o] gol Ass Fof A WEH AL ofd A
Foll= Al WY AW E o] gt WIS X

WA Xete= stal vk o= access¥ Y&

o] Fol A =H o]0
@D RELAY : access 3doto] XAE o] A= &
2Er [P, Tl
@ DISCARD : ool Al AF
uﬂO]O HLx] Eo]_ﬂ S =
@ MAILCONTROL : A=

A A 2k g A

Ao Aol W HEF

7%
@ REJECT : ohgell A% wAAglol v
& A 23l s s

85. FA% 1&«1

87. ofef= ME=md AA o

Al 2=Eo A MEwde AA$H

G sHAl AFEE = SMTPAH

Mo oruA ghe 7le

O ZE&H7IA 0 M= dol= POP3 AH7F £

SMTP+ I:H7H TCP 251

= s I

@ AM=dd 374 AAANAM = EUﬂ T
WA aliasdA, M=wd HZA o,
2 w3 Bt o2 yrolA At

@ sendmail.cf UL Jete/Loll &5t A=
do] F AA Yol

@ virtusertable} 4 > 7Hd ARE&A wijsgo] ojgh
iﬂro‘i Jetc/passwd Fdo EAsl= AFEAF

= Ao i Aue] ool TPt &

~eE gdelnA @ Agol of Hr.

[ o
b |
:L
o
c—L

ke

EE BT
AL

(>

73

29

O o eZelt Auelr dyds= 2o
24 stuel HEs 7HE7H, shuel HEol
ol Hes #eE g

@ FHEEL  /xinetdconf AATAE ¢,
/etc/services3t Lol AAE XEH G o)A

Lo A&

diiZol o gt

Aoty oulx]

e

o 0o
I
A2

Zefol A E ] %)
2 A=A,
@ MWlM AdEE dEd F¥e 27

b} Standalone BE== ¥ U

@ e A wEgd AFsh
Ef 24 wet & v
FHE Ags Pk

SEERETED
olt}y. 7t st Aol

AL?

o] %3}

Iroot@ihd /rootl#rpm -ql sendmail
/etc/aliases /etc/aliases.db /etc/mail/access
/etc/mail/domaintable /etc/local-host-names
/etc/mail/virtusertable /etc/rc.d/init.d/sendmail

/etc/sendmail.cf

@ /etc/access - A=W FA 75 DA
@ /etc/mail/virtusertable - 7} 4 €| o]
@ /etc/rc.d/init.d/sendmail - ME=W I A 9

o =

23
@ /etc/mail/domaintable - A=W Y Z=w el wj
3 A 9d

o e

o
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88. Jetc/servicesol= UHE =] #H®H AMu]~7F | 92. DNS ABE =35l HAE Sy ALgHE=
aliases, comment®} Z& FgH o2 FAd 5o 9] . _
=g 7bzbe] =3 1 onyt gl AZAH @ dige 9HY T2 ARE HAg o ALE
A7 3t FEHIEHZ 32E oS QAHY F4
@ service-name : Z} X EOA] A}E&EH A H] A9 Sa] =i o]0 )
olBg HAste HEow dE Zzads = ¥gd F= s 7 sn
dA == S @ Netstat= 54 Z=w|olo] g A4 53 4
@ port/protocol @ AH&E IXEWMSS ZTREZF A HeF= w3 s Age oet 2ditsl
%532 et A E /\}%S—C} ZF NE ZEE o 5 =
54 A 3= 5 1 3 =71 A
® ahases ;A H & O]%— ] o 3+ t,"]—;,__ooi o] ] 3+ =5 289 = 7S 7HA L Ak
WL NA AGE 5 A @ host= F2ES UEYD AHZ ol =
@ comment : FATEOE # o]F o] FExE= FA e
o= Az =7l
@ nslookup & Y¥bx oz Ydan AAHol &
8. SEdes wAT Fv gdEs A MEAE H5] 98] g =Tl
sflofsh=t ofw AR o= fete/re.d/init.d/xinetd
ojt}. o] & AL AHAgPA] JEuHE vt
=4 o]of sFHA &= A2 93. xinetd: tcp_wrapper$t F-AFEE H Aol
U pause 2 reload wek olUd 4 59e AFaTh o9 9
@ status @ stop

90. DNS(Domain Name System) A1H gk Q1E Ul
e S2E ZHARLe] o]F & Toqog A} E o]

olslsl7] 4A AFE Zolth thg-e DNS A
Mol £ e Aot 2B ge AL

@ Primary AH

@ Secondary A H

@ Caching-only AH]

@ DMS (Domain Management System) A]H

o1 metA] Aule] g Aoz dux e AL?
DO ZA AW A7 9 BaeAE ol g
ol AHUS AET 1 HEe] neke 914
A g
@ ZA AmE AN ANE wEo] ojv] E
g YAlER Ao Y AZE F, ALE
A7k BAl o] AtelEe] HEBL el AA
ABjol AgE UEe el Tt

® ZeA AWE ALAE d Y 2E K
FAENA AN AU 28 stk Aol

@ ZeA Aug A 2
Aol d@ AF Q4o @ 4
.

FEA e AL?

@ TCP, UDP$} RPC Al®
@ B AIHE 7|23 HE Ao

@ AMul2 AR FAo tist g9A<A A

@ F AW o gist sE54Q &%
oS A F ( Qe ol W8S TAUE
kA g A2
Sendmail & ( olgh= A4 dd& &
3| A Aojgttt o] U HE () e ()
gaEgd Eojgitt sHE HAE7eA o
Bds A AXVZ FASETE AR,
JRARGE ()FEEEHE o8 ()T

7]

Aol A st

g WA

D sendmail.cf, /etc, /etc/mail, m4, sendmail.cf
@ sendmail.cf, /etc, /etc/rc.d/, mb, mail.profile
@ mail.profile, /etc, /etc/rc.d/, m4, mail.profile

@ mail.profile, /etc/, /etc/mail, mb, sendmail.cf
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95. DHCP Zg}oldEw}
Al2dlol A gZoz
¥ +=d o] dhepedel

oro 7

A 2
@ -d:
= ot
-B : DHCP
chiasy
-C

syslog®ll

of

96.
wpolth 4l
A AY thE

3= nmape] %

@ -b:

97. vl FA47F
Ve HAFsa

el Zzagow dukd

@D nmap

@ icmpinfo

98.

FERERE

D =] Hul

@ spoofing

o
N T .

dhcped”} & A
/etc/resolv.conf LS thA3}+=

nmap< network mapper=* port=

54 Aol et Aol ws
WA A

712l 7] i
WA #EL o

g Mo 9

s+2 dhepedE

90

B
Al
0

13

7158k Esl)

w A A 2] S

A ZH5E broadcast &

9

Al 2

SR EICE

A o

-
T

AlZ2~"lo]l portscans

, IP9] H& tep_wrapper® Al

A2

@ portsentry
@ tripwire

A1§-314

#8870

sg
ol
ol
i
N
N
~

k=]
@ back door
@ DoS

99. HEY
Auk=]
)=]

DO EBZ

@ IP Tables= 4414 JH?H
o= el Al & (stateless)
HolZo &4 A4 dHE 7IE5sta
7 gttt
TCP Wrappers®= & 2E 7|4¥ko] HOE AlZFo
2A], inetdel o8 AlAEE HEEo] 485
a1, hosts.allowt} hosts.deny 3tdo] A A=
AR wep AN AE §7bst A ARg
%Eé’] Al 2=glE A AL A 2=lo] Ajn]~
st =
7] =35}l

o =

2 aA=e A %‘I'I‘T'é‘

PFAaY o2

1=
54

IR
A7-317] %3}04 e

AZE ALetH A9
A4 A1zelut A9
s e+ ek ol Ale)
lole} sF=7}?

@ HONEYPOT

@ DMZ

100. s

FH
N

H7e(@,e)nt Eetxlof

6|-L| 72

=

MO
)
30
gk
=}

o
EETr 4> et [O
oy
T e
r—v— |-0||
20

N
p'l_
£
rob >
L
]
B

o
MO
=
2
]
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