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2
i
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L
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i
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L
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% Thg ARE BAA F ARE A7) 3. Blmzel] At AW T e A ame

sh gy o P ———
O B FAAE % 159 AolH, 1008 (21 ¢ 1 7h ©5 AHAE X]'ﬂt{i‘j/]r.

0 —200, =2 1 21 —60%, #HE3 1 61-100)% () b5 ZEAAS A,

TAEY AHFYh (th Wa =G A A o]

Hlol A9} EAF7L LA #e1etAl 7] uhgh () 2l Bzl ofs) /i s AdS
O #Ed FA4 4 FAT WA ZR Azt vre] B Vs T X

“FE1 208 < 13 = 204 S A A e A FRo|}

~BE2 40 A] < 14 = 4

-3 0 40 A x 13- = 403
o ¥A7IE

_ §‘jl—7;ﬂ 60” o]/\l—

_ 34%1:]— x%.’,:,q 40% u]u]— J,}al—

04

—_

2.

=51 (1-20)

F

A
12
ON

o8 A X%
(Cache Memory)+= CPU$} 719
At F71e FA o FR
CPU°l A& st HEH A9
5‘1 F71 4 A By § o] At
}x)¢] #a] 7)1HolE= 537 (Fetch), X
(Placement), 1] 7]*H (Replacement)©] 1
719 %A] (Virtual Memory)oll A &4 —zrﬁ\_
$H(Dynamic Address Translation)< 32 A2~
7F AdAET] Aol 7 719 e AL
A71el Aol ore A gt A& WEehe
A o]t
#H o] %] thA|(Page Replacement) & ire] 5ol A
FIFO(First-In First-Out)&= A AAE #o)A&
A A= g Folt

A

)
2

o 2
ro
o

L2 X

F

e
X
>

7]

9] /\]-o

o
12

il

ot o* o 12 (g oo v
=
Jl‘>

h-y
ONE
t

Hu

S
NN

&) }

e

°]

aly

=] stuts oy JheY WS F
] Fololgt sk
O 7FH 28] (Virtual Memory)
@ ZE 27 (Multi Tasking)
@ 74 (Virtual Console)
@ HE A (Multi User)

il
o X

N

&

>

@ 7h(h)
@ (ZHhH(EH(EH

@ 7hH
Q@ (ZH(H(HH)

=2 AlgsteE 5o
AL ARES flsliA =
AL EQO]=?

2 X E g o] (Copyleft Software)
= E9J°](Open Source Software)
A o] ] o] (Shareware)

@ >z 9o (Freeware)

5. & < dlm& wjEde] obd ALY

@ Debian @ Slackware
@ Mandrake @ NetBSD

6. &5 AGH dHolgE 7H Hokx 270 o]
Egolam P, 2EYH(Strip)e AHEEHA
@ WAoRE oOF AREA AlZHlA FH a9
A5 g vl 598 I35k RAID WBA?
@ RAID-0 @ RAID-1
@ RAID-5 @ RAID-7

7. Telnets &3l Al2=d HEo &g AHEAE A
AT Aol Qs W o] &5k HdE TP Add
L2
@ /etc/motd @ /etc/rc

@ /etc/inittab @ /etc/issue.net

8. ext3 ¥ Alx=H"lo 3k %

BE 527

D ext2 3 A2gle] dilg westr] gls) g
(Journaling) 71'-& 3718t 3} A]~Hlo] )
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@ ™= HolgE 227] o] 2100 o] thgh &
S WAL Alzglo] nigdA o ® /A
g0l WA fsck(File System Check) 7]%5<%
o]-&sto] HT-ghoh.

@ Zae 715 W&ol BIAT Fgdde gd
Al =gl B A A&

9. X &g Al=gloA thE $1Ed x5 o9
98 dad X FfoldE R FAL?
@ -display @ -geometry
@ -xrm @ -bg

10. &2 XHA=97t Fede A8S =45 A

olth. 7t &Hmo] SutE AX oA L2
’ startx | ’ Client | ’ Server ‘
v v
’ Xinitrc | ‘ XServerrc ‘
()
’ (h | | Client || Server |
v v v
x| REswaAl| @ ]
| |
\ 4
XAE=FAA

@O (7h Xmodmap (1)) Xresources

(t}h) Server (2} xinit
@ (7}) Xresources (4) xdm

(th) xinit (2} .Xmodmap
@ (7} Xresources  (1}) Xmodmap

(th) xinit (2}) XF86config
@ (7}) Xmodmap (4} xdm

(t}h) Server (2}) xinit

11. /home/ihd HEEZE /root HHEZ ] tar.gz
Froz MAS W] 213 backupsh & ~IAHE

S WEa, o] Y cron HES o] 8351
R

(7H
name=$((1}))
tar cvfzp /root/$name.tar.gz /home/ihd

@ (7} '#/bin/sh
@ (7}) <$/bin/sh
@ (7}) #!/bin/sh

(\}) time +%h%m%s
(1}) date +%Y%m%d
(\}) date +%Y%m%d

@ (7}) &!/bin/sh  (Y}) time +%h%m%s
12. e HEo) 3k Aoz 71y AAs Ae?

find / —name *linux* 1> find 2> /dev/null

O dA yAELAdA linuxEes &
ud S ol 1 HAZE find -4-‘”01] A3}k aL
o 2] WAIA] = /dev/null & R AT

@ FE ydAEIA linuxtls EAFEo] —‘T—@’%
HBds Fol 1 HAREE find Il A%
g wAA = /dev/null 2wt}

< skl " E A

Zol 1 ARE

find -‘—ﬂr‘ﬁoﬂ XVE}E} ] mRle] A== /dev/null

o] A A3k}

@ FE HHYEHE X3 BE she] tEE A
linuxeh= wxFgo] 284 3dS Fol 1 H=2E
find ol Astar, A8 WAIA= /dev/null=
Bt}

13. JIHHES] FFel 1 8ol 2% #AHo] 3l AL?
O 9= JHHE : d=¥9] 955 dHsr
@ =2 AHHE @ ZEA2 AZE o] AWt

el =t
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14, Y& init ZEAZ0) oste] =9l H= S

FUO

=23 Aotk (7hek (Well ek 827

(7h)

init

O (7hH-fork (Y)-exec

v

init

()

getty

login

bash

@ (7hH)-fork (})-fork
® (7h)-exec (})-fork

@ (7})-exec (h)-exec

15. A1z 0ol £xpd o=z WA U e ZEAA

P1, P2, P3, P47} 7t

247} 20, 15, 10, 524 F3d i

g uj, o]&& FIFO(First In First Out) 2 ~=Al&
AS 99 SJF(Shortest Job First)® 2Al&
= A5 A2 Fd 7] Aghe?

SJF :
SJF :
SJF :
SJF :

@O FIFO : 125%,
@ FIFO : 25%,

@ FIFO : 7.25%,
@ FIFO : 125%,

20%
125%

16. HIE]A ZelA HelHE sk W4 T 714
[e)

Aol 574 dFol Hlgto] zhs L2

@ Hl&o] AA =
@ g™ B2

® $A53} 5450

@® FABIE HolHE

17. IP F2(IPv4)el

@ TP oj=gll=e] S

& AT

HolHE ®»d 4 9t}
S yFofof 3t}
A %3}
st dgow Eg 329
F A Fae A9 vER

18 MES A ol 7]5e]

20. nslookup ‘%‘Eéoi—"/] A oigk A4
29
=

@ z2E Hro] HE o] BF 190 IP F4%

HREHAEL O Z ALE-II}

@ 1272 AZ3R= IP F45 Qe d49A] 2o
HE A AFE37] A8 e Ao)th
@ ABY plxaaE P F20004 HESA IDE 47

CEIRR 3

A AA R A2
@D netstat : AA MEYZ #d T2AHAE H
=T}
@ traceroute : AL Y3 Ao ARE FolFEr)
@ ping : AT A|2"e] OS7F AR GRS
gkl gty

@ route : T8 EHolEo 54 ARE F7Ieh

19. 52 ofw WHoE Ay A3

4 218239.219.65 (218.239.219.65) 25.669 ms
11.39 ms 18.981 ms

5 211.117.39.193 (211.117.39.193) 11.441 ms
12.022 ms 11.887 ms

6 211.58.252.246 (211.58.252.246) 10.823 ms
11.693 ms 14.062 ms

7 211.58.252.182 (211.58.252.182) 12.852 ms
11.132 ms 10.465 ms

8 211.60.216.13 (211.60.216.13) 10.066 ms
11.111 ms 11.414 ms

@D traceroute @ ping
@ netstat @ nslookup

@ NS : g T2EL Aol i JB
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152 (21-60)

21. A(Shell)el] st v
@ /etC/Shells Tl e A

£ A (Bourne Shell)&} 33HE A ~3aYE
(Shell Script) < 7FA 3L At}
@ teshe AREAMEC] AR2le] & tlFER]d] teshre

g FdS TrEo] 29 Al Z4F FAS
AdA4sk 4= o
@ A& 2191 A(Login Shel)e] WAL HF=A)

root "ol & 4 9l

22. Ys oA HES ZEtslr] 9 X2 T
24317
D guk s~ = giale] shadow HAYEE AL
Sa=
@ A== Fede] MD5E A-g8 A4k
©) /etc/passwd J‘rO]A /\°7<} root®, WIS

o

@ =

23. bash: HorS 3 92 HES 3 Al£x9
olzddo] 9dA A7 9& e

[}
of ARFe AFHE WAL

Zol =,
O $TIME @ $TMOUT
@ $SCRTIME @ $time_out

24. otg e} & Y-go| Jetc/passwd Lol 1S ),
foobar AF-&AFe] Z1¢10] QF T & olfE e
222

foobar:x:1000:1000:,,,:/home/foobar:/bin/false

@ UID7} | =t}
@ @191 A(Login Shell)o] #4544 ¢ki=t}.
® foobars A4 o|Eo 3 go] HA gketh

@ f87F d5Hcw 2o Uk

26. G s -1 WRe A& Axjolrt. ofo g
*éﬂéﬁzi M %

-rwxr-xr-x 1 shson shson ...

W
drwxr-xr-x 3 shson shson ... X
-rwxr--r—— 1 shson shson ... y

z

Irw-rw-rw—- 1 shson shson .. z —> /bin/cp
O we F7u AgAZ =
@ xv yaEg ot
@ y+= root?} shson AFEA}F o]Q]ol] 1% Ak

& gtk
@ 7= /bin/epdl AFE= BAE BA S5 selolny,

(o3

27. Y&

3|
ZS|

)Qkell S0 8L
AlQ..

U s
b

(O
off
[ HJU
W, o
=
1T,

ﬂJE

==

root7} ol AWt ARE2}= Jete/passwd T o
gk 227] Agko] gl7] Wil o] sde] W&
e WAE & gl 2y Ay AR e
/usr/bin/passwd H#H-S AFESHH 2Pl 291
s E ¥ 4 JEd, I o= Jusr/bin/
passwd 3ol ( )o]/7F A Q7] w
o]t

@ umask
@ SetUID(Set User ID)
@ Sticky bit
@ SetGID(Set Group ID)
28. linux.txt ¥} 2 AAs7]
g HE &2
@ chmod 644 linux.txt
@ chmod 655 linux.txt
@ chmod 777 linux.txt
@ chmod 755 linux.txt

o] HIS rwr-——r——'
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20, AA tEE s A4t wE a9 Oy

o] & Y F ‘bash’ & EUs FLE9
tiste] i wtde] At Al ¢7leh 227]9]
AgrS F7] 93 BE2?

@D find . -name “*.bash™ | chmod utrw

@ find . —name “*.bash” -exec chmod utrw {} \;

@ chmod u+rw :*.bash

@ chmod —-recursive u+rw *.bash

30. v < FgA
geo] ol F 22

D mke2fs 2 mkisofs
@ mkfs @ mkfs.ext2

5l

SECEREE

31. Al
@

on £
oo

o 29

KeN
ZA27k Aldg ol
E }

o
=l

_OL
i
kD
b

oo fm
n
2
.
i)

abooomong

®
o e

AHEA R killall B E S AFESHH root W gh

by =
-
Og{:,"
ofy
ro

=3} =9I inetd Ji/ﬂ]

1+ (/etc/inetd.conf) 2]

®
>
N
i
2 o
>
i

&2
=
k1
-
o
A‘:

®
M O£

w
o

il
o

SIGTERM Al1d-&

=234 e W, o= TEATIIVI

L T o

: b 3R g
dlo
=2,

!

ok
o,

o

KU ol
s

o)

o,

=)
rlo

@D killall vi
@ kill -15 vi

@ kill -9 vi
@ killall -9 vi

33. ZREA ] Yig dgor S¥ A7

O 5 Z2AX7) fork A28 35S F35]
A ZRA|2E wrET

@ AtgA7F A ZEZE(Shell Prompt) Aol Al s
R e Ay, FE ZEAses 4
(Shell)o] 1 }“ T2HAE 1s7F "o

@ ZRASEL

@ A)2=Hlo] l‘i—‘%ﬂ = AZE HEoj R ZTRA| A
login 3 2 A 2~ 0]t}

34. AFE F9 A|&HEo| A httpdetE ¢ Av] 27}
A FAA| Lolry] 8k 7 AEe W20

@ ps ax | grep httpd @ ps | grep httpd

@ ps aux @ ps a httpd

35. vi oItE = #HA e == ZA] 2 7S 57
Z}

delA Ctrl-z 715 AFg3te] wh gkt 2 S
xS gAl vi ot E e Ay AYgom Eof
7}7] f1gk MR

@ fg © bg

@ vi @ back

36. rpme A= AlZElOl A autoconfet= FH7]A]7F
AX =] Ql=A] dotrr] 945k 7 AHE HE2?
@ whereis autoconf
@ rpm -qa | grep autoconf
@ rpm -qf autoconf
@ rpm —ql | grep autoconf

37. rpm B+ dpkg ®H 9]
D NEE 2ZEYY

A B3t AL @ gL
714 9] A% A

@ 4AH 2xEge] WAl g 1eo]=
® zzade] Bal $A
@ 2AP 2xEg] H7)Ae] T Fu A4
38 AYS ARAstel AAT A3 ALEHA B
EEE)

D make config @ make menuconfig

@ make install @ make modules_install

@ x w71 913k
©) 3?‘%Q Makefile ol o] 7)<
£ WAlgh= Aol 7heskth
@ Makefileol 4] ¢]¥4 (Dependency) ¥} =3 (Target)
£ WAEhs @2 3 SI(TAB) A= Al Ztsfof

Ela=3

=3 (Target)
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40. rpm 7|5 AXstE F &R EAVE LA
Atk o1& sAsty] 93 =X T 7haA dsjok

& ApERE-?

O AA= = W7AE T &8 TAE 4o
PN ES BF ¢ EE
A x| gkt

@ AR = 712 e} FEHA ZFE WA
A7 A& F3te] A gt

@ o&EA A HASA g TU3
71z g2 71AE A A S

@ ——force A& AMEsle] A gtc)

[N
AN

41. 2529 A =elolnjo] thdk Aoz gh= 727
@O #5229 FA =etolv=
gl of o] ot
@ 529 ZA =geE A £5 PA =
A FA =gol, HESA Fx] =efoln
A A FEor R 5 Q.
@ Windows NT9| Fx =gto] & 252 Ad
NN = AREE = Q.
@ Y52 A 240 % USBE A3d A Q5
Il Atk

ok
=

12. 3N 2R F AY 3>
2

@ insmod

@ superprobe

@ modprobe

@ rmmod

43. U & ZRIHE AAshs =k & 5 e A0

@ Ip @ Ipd
® Ipg @ linuxconf
44, PNP7} A 95A &= A}es 7122 HAAsH
3t} ol 2 e WA Pe HHE?

O W2 F38(Bus Type)
=¥ F4(I/O Address)
b=

CHZNS)

45. oM BE FRE] 55 3U(Special File)
2 12389t A F9l gEs Alade] E29
tj2~= =eto]B IDE st=t|~= Eefo]d, oyl
o H, PS/2 nhg-27F Z7F shu¥ o] 9ls
u, o]& F /dev tHEZY EAlstE 54 54U
ol A&7

@ £do
@ ethO

@ hda
@ psaux

AL

46. 52~ AdollA] BE FEHE FdE Zlo] opd A2
@ SCSI vl ~= #Ax =glolH
@ VFAT 34 Al 2=H
® CPU =AZ=4¢
@ Appletalk MIESZ Z2EF

47, gF2 A 229 Hud HA o] SAHE HEEA
dE A0
(D make mrproper; make config; make dep;
make bzlmage; make modules;
make modules_install
@ make dep; make mrproper; make config;
make bzlmage; make modules;
make modules_install
@ make bzImage; make mrproper;
make config; make dep; make modules;
make install;
@ make bzImage; make config; make dep;

make modules; make install

48. @52 ARl A BATE BAEA e W EHal
sok sh Abgol obd e
D POl AA9) 4% Ispei BEE Fa] 27} Az
A=A Tl g,
@ At BAg Seolw mEe] SntE M3
ol gt

=4 Blg)

® Ak pAY FH RYe] £ ¥ )
ae.

@ BA wele] F Mz, B wWE 5L U goR
HpAto} Bt}
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<= /etc/printcap ¥ o Wg-olth. oel Ttz
o2 59 ALY

Ipllprinter

‘server.cm=Dumb printer:lp=/dev/Ipl
:sd=/var/spool/lpd/Ipl:lf=log:af=acct
‘if=/usr/local/sbin/Ipf:mx=0:sh:sf

@ 92 ZH= /usr/local/shin/IpfE AF&3HTh
@ A7t Fde] HUA7]E Obyteo] ).
@ ZHH7 =" LEE /dev/Iple]
@ &9 A 9A AFaE /var/spool/Ipd/Ipl o]t}
50. B T 38 AERES AFEsY] e A
g3 T o] e A&7
@D /dev/mem @ /dev/ttyS0O
@ /dev/port @ /dev/sdd

51, AMHOE Thesh e g Har Qs 21 91e

%

April 2 11:12:37 ihd httpd:

April 2 11:12:39 ihd httpd: httpd startup succeeded
April 2 11:12:41 ihd smb: smbd startup succeeded
April 2 11:12:43 ihd proftpd: proftpd startup succeded

@ /var/log/secure
@ /var/log/cron

@ /var/log/boot.log
@ /var/log/dmesg

52. Al2="l 25 #Agste
ek Agow 74
@ syslogd®] F+A47A 3L /etc/syslog.conf ©]™,
AR 8-S ‘facility.priority destination” 9} =&
TEE o] 9]
@ facility= A ]
O 2 X4 auth, authpriv, cron, daemon, kern % ©]
A gk
@ priority= emerg, alert, crit, err, warn =

A £ A,

syslogde] A7 1}
AAskA] gk A2

LHL /\11:1/\]/\91_/] o]f—f—.

/Var/log/boot log 9‘r 7z
ol ATt

53. T = 9 AWl access_logol AT = U]
obd A&7
@ "oy dF %= Q@ & 9de] =27
@ HE2e IP 742 @ 8H9 3Y oF
5. dutdow PE2 A& 2aEe 5A3
ol 7155 =d], Algke] AU o] g 7] F o
ol e IS AA A Hh
o 5 olygt A4S wHs] fg A A
HAAAgo] =& AL?

@ sysreport
@ swatch

@D logrotate
@ klogd

55. sshell tigt Aoz Ed RAL2?

@D public key e} private key o] Z3He o
71 & ARE g

@ sftp9} scpi= 7159 fipt cprth ket w1t
AE, dd BA 59 7les

@ public key® Hd A9 944 A
Feto]AES private key S li/\}oﬂ o

@ sshld} ssh2e] ¥ 714 ZzEo] 9

op
o
e

o

56. i dstol] gk dHeow FA

2~ = (Shadow Password) : 4
bRl Qi ASAET 84S

o thd HHE Jetc/shadow

A=

@ GnuPG : PGP ¢4 Eo dFowAx Fa=
s F AAR, IDEAUr RSAGSS AF83H7]
ol o] FEAZ Ao o5 K3 E o
n) = Qo A o] ALE-2 TR o] 9t}

@ AW Z=(Kerberos) : MITS] ofdy == 4
oA JidE JAFA o 2AM AR F &8t
AWM Z27F 2 =s tiilete] AREAE
shal, YEA o A= AW et 52
oA s AFEAe] s THEE =

@ SSL(Secure Sockets Layer) : QIEJUl Zdof| A 2]
HFS SsiA ulz=Alo] Aol A JRdgk Zlo]H,
ZgolAdE/AH QIFE&o = AFEH T

it ofN B lm

lm r&
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57. Bt A< =l 4iA Y
(

Pec

@ e
m &
P
[>
e T
=
CESHES
2
)
>
)
-z

58. ol Welel e Awew b AAd AL

# tar ——create ——newer 8 Sep 2002° --file

/dev/ftape /usr/src —-verbose

@D ftapesh= Aol U= W8-S /usr/sre® w713 Tk

@ /usr/src®] EE W8-S /dev/ftapeol] &713L )t}

@ targ ©|&3to ftapetts Ao WHAH 29
M-S M&skal lr

@ ftape Fx°] &3 Jusr/srco] W&
20021 9¢¥ 8 o]lFo HAHHE HE&EEY

W8 s ek

ol olN
2
o X

e

59. gl&m 2 Alzadle A Az o] wyds faf 712
OS2 ATHE WHo7F ofbd ALY
@D sudo @ dump
@ tar @ cpio
60. Alz=®] AR} $AF5S Aol tiv]ste] ARE F<l
g EHa A S W
d daAo] gle HAEYRA 7P A-e A0
@ /home
@ /var

=3 (61-100)

61. ofutx] AA 7L<l httpd.confoll Al AHE 3
ool o8 AAyHES o= dAHL?
D ServerType standalone
@ ServerType daemon
@ ServerType inetd

@ ServerType superdaemon

62. 2 §§ HolA FHE flste] §F AR A
AbgetE CGIoll tigh AW ow 59 A7
@ CGI¥= Common Gateway Interface®] ¢Fojo]t}.
@ CGIZE 9] Fddoll F2 AL HE doj= C
C++, PERL, PHP, ASP &°] 3t}
@ CAIZzae] 2= Yy AAT Sol 9l
@ CGIEZ13e] 28 Fejo|dEdAnt Agg )

)

63. Thea MySQL®] Aeivbel A 34 F 3 348
oth. oo} wlE dPor B L0

Jconfigure —-localstatedir=/usr/local/mysqgl/data

——prefix=/usr/local/mysqgl —-with-charset=euc_kr

@ —-prefix=/usr/local/mysqgl= MySQLo] A x]=
+ HIEYE APt wAolt

@ —-localstatedir=/usr/local/mysql/datac= MySQL
o] Hlo]E]ES /usr/local/mysql/datac] #7A]
7171 18 sAolth

@ --with—charset=euc_kr+ MySQLo| A A&
= 7Festl alF+ FAloldh

@ o] #de] A3} /fusr/local/mysqgl/data ol mysqgl¥}
test = 7He] dHlolEjH o] 27} A E

64. o}utx] AA A<l httpd.confe] KeepAlive ko]

ono®E AAEo] & wl, AAE o] = FIAE
7F AR E AZE Qb ofd g o] Y& 4
HqES B71 98 AMgeh=

D KeepAliveTimeout 15

@ Timeout 300

@ StartServers 5

@ MaxKeepAliveRequest 100

[e)
T
[
L7
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65. The-e olshx A4 welel htpdeonte] W& F | @ o Al A selo] Tlemae] G A9
Qoltt oo F AWow g A Heagee] B5o A% 99 & v
25 580 @ o AAA AT W] o 7| EAse

ServerName www.linux.or.kr
" /usr/local/apache/htdocs”
UserDir public_html
<Directory /home/*/public_html>

Options ExecCGI

AddHandler cgi—script .cgi .pl
</Directory>

@© wel A9
akal gl
@ Directory AAAb= HHELHE Ao uf ALE

st Aol i} dEE = A ARE A
sho] A A gkt
@ o}dx] M= www.linux.or.kr/ joe/sample.cgi
2 A& /home/joe/sample.cgi® vF-A F o},
@ Perl ~AHE d(xphe CGIE APHEZ=
A7kl

DocumentRoot

NEEN FE O9EdE A4

66. 1 T® AH]2oA] ALGoke ofutbx] §] A H 9
o] & 714k 715 ~8) (Name-based Virtual Hosting)
of B Ay ow 71 guko o9

O dA}HE= =l IP F42E5 g1
slofoF gt

@ httpd.conf 3} °] NameVirtualHost &5
TAAHYE sloF stk

@ Abgsl= A7l=o) ifconfig®t routeE o] -85}
7H3e] IPE F7F AR s oF gt

@ 1P 4 & M= oAy 4 =Hls AHRE

WhHo g Zhzbol muolEe] Ao R

ServerName, DocumentRoot, CustomLog &=

= I~
AR 4

PN
TR

f

0] =
AR -

67. otubx] A=A vkl httpd.confe] Directorylndex
A A Ao ek Aow SupEA B3 AL?
O FHolAEZE fgEEDd HIds w HoAE
A FAE Yda,

@ Ydsl= 9 EAjs= il gto g RS

e
o

A5 ez

68. configure ™™ol ——prefix=/usr/local/apache ¥4
T T oluk XS Aupd A STt o] w o
o digk gaEe] A7 sAUE b2

HA ) A&7

(7h) otutA] APFAEe] §14]
(Wh) obshx] Hgatd el 914
(th olvbx] ) 21 AL 7R

@ (7}) /usr/local/apache/bin
(W) /usr/local/apache/conf
(t}h) /usr/local/apache/logs

@ (7}) /usr/local/apache/sbin
(1) /usr/local/apache/config
(th) /usr/local/apache/logdir

@ (7}) /usr/local/apache/bin
(1) /usr/local/apache/config
(t}) /usr/local/apache/logs

@ (7}) /usr/local/apache/sbin
(W) /usr/local/apache/conf
(t}h) /usr/local/apache/logs

69. otux] A Ul httpd.confe] ‘<Directory />
= <Directory>" AAR}F o] AA 7hHsgk g4
e dgor 59 AL

@D Indexes : URL®] 7}2]7]& WA dEEe U<
Directorylndex A A&}l A7 H 1 Ho]=] %7]
o] EA|stA A5 gagge ud
EE295 HoFEt)

@ Includes : SSI9} Z2 AW 9o F/HARE
AHE 7SSt EE Bhr] 91 gAd ot

@ FollowSymLinks : AF&ZFQ1Zof A E X A] =}
2 ZHoldETL ¢ A 54 fHEo
HAe w  htaccess¥ Y S 5
AAdstr] gk FAeltt,

@ ExecCGI : CGIE A3 7ls3tes shr] fg

Ao,

ol o
v =

N
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0. v F el AFEL RAL BRI A9
gt A a) opbd A L?
@© PAM @ Samba
@ NFS @ FTP

71. NFSol| st Aoz &d A

D NFS A® 9] Jetc/exports UL ojHl w}d
A1 Ao} sk A o1t}

@ NFS Z&}o]dEE Jetc/fstab 3ol AH Z5-E
nhEES HEEee] gk ARE 7 AL Atk

@ rpcmountdsE FEFo]AE A ZEsl= HlE
olH, nhFE QA S Aol Hul= dolth

@ rpenfsde ABolA Zgstes dEolH, 14

o

Aegl 23 A a
72. the T gole] A& Avje] e Aoz b
AAd QL2

ihd@ihd:™$ hostname

ihd

ithd@ihd:™$ ftpwho

inetd FTP connections:

28853 - (0%) proftpd: ihdl - 211.202.42.8 :
RETR mydocument.hwp

28768 bmbd3s proftpd: ihd2 - 211.202.42.8 :

28879 — proftpd: 1thd2 - 211.202.42.8
STOR mypicture.jpg

IDLE

Service class - 3 users

@ ihd, ihdl, ihd2 & 370¢] AlA ] FTPZ F &3

oh;],

@ ihd A12==1¢] IP 4 211.202.42.8 ©]H, ihdl 3}
ihd2 2= ol&5 7F A &dloZiE FTP=
HqEH des & T A

@ ihdl AP 211.202428¢ IP T+4& 73
Al2~"of  HZ:3e] mydocument.hwp IS
O—]il:—é‘]_‘j }]\%g ol— /\ 01

1

@ ihd2 AL ihd Al="el +
7HAAL e, 1 F S m
5[:

& dERESL dSS &

Me] FTP A2 <
mypicture.jpg I
=

[U

73. proftpd dl+o] w3t DoS(Denial of Service)

TAS Wojslr] 9k Wow Ed F2?

@ inetd vlEo= 4d A] A I}U9] maxinstance

kS A sk,

@ AA 399 maxclients W45 o]&3fo] FA|
A& 7 Ade A AHEA 75 A g

@ standalone B== A8 A] A7 3}e] maxinstance
&s Akt

@ xinetd HlEo= A
Al ghghrt,

Al xinetdoll Al AFEAF =

74, T AR fp ZekelAE BHOE o f
stol fip ABll B2 F, help BHE o] 3e1o)
48 A BHOIE 288 Asoldl,

1% W Y AHor 1Y Suke Rer

Oﬁ OH,

A
ftp> help

Commands may be abbreviated. Commands are:
! disconnect nmap restart

$ form nlist rmdir
account get ntrans runique
append  glob open safe

ascii hash passive send

bell help private site

binary idle prompt size

bye image protect status

case led proxy struct

cce Is sendport  system

AR HYEe ol %

@ open : E‘rLi‘: e YRES Fdg Aok
@ hash : FTP Aol &&3x1 & =

stol Wi 32 & A

i
k1 rlo
o
BN
o
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75. T2 testparm WHH ] A3 ZAjolr} o] ojsh
dow 7hg A4 A

O

[ihd@ihd logl$ testparm

Load smb config files from /etc/samba/smb.conf
Processing section "[homes]”

Processing section ”"[printers]”

Loaded services file OK.

Press enter to see a dump of your service

definitions

@D testparm AvHSamba)E AF o2 A A&
FE= T FEaPo|r},

@ AtvHSamba) A% F}ol| global?t home 1|3l
printers section®] &4 Aoz FHHC}
@ o] dHolA <E7IE f=EstH WAE 4

A SdS A,
@ /etc/samba/smb.conf 343} Jetc/services IS
Hlaste] Ao g AAgro] == FRIAIA

F3 glek

76. 4FvH(Samba) 274 L2l smb.confo]

2 gl 5 dAdd" ALY

EEE]

D guest account = nobody
L &g SRS B7kaE Aol
@ username map = /etc/smbusers
D el ALEA o B3 Abul ALEA olgo] ThE
A% ol WA AA FE gL dh
@ remote announce = 211.202.42.255
DR ME 7 dES A oA HolA] &e
A 211.20242.17254 7HAY] S REEA
A7) ANg el G @k
@ server string = ihd.or.kr
Dl AE el el vslSs HAskE 98 gk

77. A¥H(Samba)E A A% =79 SWAT(Samba
Web Administration Tool)ol] tjgt Adm oz 713
AdatA] gk A2

O 71EAH o= 901 LEE AFE3h)
@ SWAT Ajuj2=9] HAAES fafA= HEEA|
AREAE B QlsfoF ghoh

@ Jetc/syslog.conf o] W&o 2]sfA
T SWAT AH] 29| F5oi7t 24 H

@ < 7]ke] AAEFo]7] wfito] RFE=A] netscape

)=]
g

S 9 BekeAsL Yojok e 5 Atk
78 AzE pelA FAFE vhaERE Y A

FYEHE

T-=3lHh A E Mre st Azr) E4)
a4 gom, HES ©3le] mpAE

Ach o

[Root File System
1atdal] Fojof gt
@ 9t #Zo] f2a gle AAagE 53 o &3]

AFE-EE NFS AMuj2~E Adedde] Aul~9
AHEAE G Muzm urold 5 e,
AFEAF 9] MH] 2= rpe.mountd®} rpe.nfsd
gt 7 AWE ARESHA HH, ol& gelsH]
&A= rpeinfo HH S A3}
@ /etc/hosts o] vlAH == 2

8

7
o
i
o
2
Y
rot
-
U\U

2E A

[

LEE SE FE Aol £ A7) gl
oFte] % AT 7|gE S QT
@ WA Jetc/exports Lol FAHFHASE AF,

NFS #4 b5 H4d AMYE AAso=

A

QAAeHA Hre WER AALE Bart gk

79. Sendmailoll Al Ab-&3sl= IL 3 7g Agr W

7229
@D aliases.db @ inetd.conf
@ aliases @ $HOME/.forward

A
D AgAEe] WAL B 5 Y

= Aol Eaal
wele ALgRte] ZFER e Fi ol
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RIS e R A

=
ZREZS FE Mg, XE

FE

r{r

<

@ EAQ] TRIWOo T Sendmail, Qmail S°]
81. Qmailel djst Aoz =3 Z2?
@® Sendmails thAet7] €& Dan Bernstein©]
T WA ZE ol
@ WdHE T3] fgk £FH4 22 Sendmail
of Hlal Het7]so] Edair}
® e ZEaPe|ng Arg ISR T

@ 71+ Sendmails A8k, tAd3} &

AN

O

Aeed Toz 73S W e T2
o] T},
82. ( )Sto] Luke 729
Sendmail®] Relay tiA& 7|EAH o2 1AHPE
I Yo s skar Qo %‘3—01 2320 E Yl
SoA ALEE= FEIP T = Relayd] &
Aol on|7} gl O}X] 1 )#/*E— o]- &3t
IPF47F 2 vby = %I Faol tisiA =

Relay AW 2~& A& =7} At
( )S/= RelayE 3837 98] POP3 AH =
HEsto] A5 S AX AR TP

=z =
'T‘ﬁ\—e

S5 g SEFh 2 AREAE ARE
/‘]ﬂ%‘?}(ﬂ—“&/‘é% 30%) "lYd Relays 3-8
WA T}

ole} o] ( )&/& fElPol Wi Fx<l

Relay S 3]-83817] 913 o= ARgH L it

(O DHCP(Dynamic Host Configuration Protocol)
@ DNS(Domain Name System)

@ DRAC(Dynamic Relay Authorization Control)
@ DDOS(Distributed Denial Of Service)

83. T2 Sendmail®] A 31Ul sendmail.cf 3} 2]

A4 g F A¥elth ool UF HWow b
AAHA RE AL

Cwlocalhost
Fw/etc/mail/sendmail.cw

FR-o0 /etc/mail/relay-domains

O Ce F= 28 AHste WH ol
@ /etc/mail/sendmail.cw o= HAS FHA
e e Bl ARSAF Al Ee] YdE o] Qlt

@ -0 FAE Fdo] H|ofglo| %= MA = om|o|t},
@ /etc/mail/relay-domains 3} ol = relay 7} 3-8
HeE EEddEe] EHo] )

84. Sendmaile] 47 72191 sendmail.cfe] option 441
oA AAsl= W&om AR B Ao
D WY A= Hu HlolE 4

@ WY A%l AL W, FAANA W5t

7hA o] A ZE
® uﬂm Ago] FHAE o, A A A wd
S BU7|7HA 8 A7

@ Sendmailell H+ 7ls3d 54 T2EW =<

85. Sendmailoll A AF&3l+= sendmail.cfe] #4132
o2 A-dshA] K3 A2
O = 9= ZA s

@ #o7 AZFEe= & FA o7 AHglsle] FA|t)

® 2 Mg Fuolut How ALY + gl
@ configell AF&st= WHA= C, D, F, H, P,
R, S, V 5o itk

86. tHa 23 HdS WAs

spammer@spamhost.com 501 You are spammer.

211.220.111 REJECT

211.220.222 RELAY

DO £2127} spammer@spamhost.com?]l ™ Y&
“You are spammer”ghi= HIHAIAE HUHA
RELAYE & &3t

@ 211.220.111.% oA HuUlR 2E #d> RELAY 7

AR
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@ 211.220.222.% oA Rl B A2 RELAYZF | 90. 3 Hl#-2 AH]2 @ Ho] 0], YEWMIE
GRS o]-§sto] oW QAAAE FEGTE o] Ho]
@ o] FUdS FAT Folv= HdAHHEY A& Au) ek oo g8t XEHSE 7HA AL &
#& “makemap hash /etc/mail/access < 29
/etc/mail/access” M@ S Alg3hc}, @D /etc/services @ /etc/syslogd
@ /etc/portinfo @ /etc/portmap

87. WIXHAZA THF
Sendmail S 2 & sl o
e 27

olefe} e FHo=E

th ool E 9% Swte
@ squid=s AHEAPE 2335

24 22 ol ot

m =

2l & gkt
W F(Mail Queue)=
o7 3},

- Sendmail Hl¥<& W 1ekg

E R I PN

Sh

Aelske 14 30
slojof 3o},

Jsendmail -bg -g30h
Jsendmail -bd -g30m
Jsendmail -bd -g30h
Jsendmail -bg -q30m

® oo

@ squids FgHo=z 44

92. DHCP A w<] AdAof
SFA] ek AL2?

88. ZIZA] Anjel] tigk dow 7 AHE A0
O MEYA B BE F2EJ BAF AFS
A Bl vhA) Bl AzRAR oA H, MULTICAST 7] ]
@ mdel R Solew 23S BeYozH
olxo] waly odats o 2 9} 255.255.255.2555 91§
@ 07 FaEe TeAs g6l wolan el =
@® =Ags 2L E FHsE Fhehed
AEE 7% g,

89. DNS AW tjg Ao

! = g} ] =
@ F A ol MHE Fdeted F vldA et IP Z22 7| A8 ok s},
B ddsuz gatd e A4S
=4+ 3t 93. Hher& o] 4l
@ T2EUYS IP FA4= tﬂﬁ‘rok Ads T ofel Mg Ao 7H3
1

@ exam.ihd.or.kr °]z}=
a4 dar] g
DNSY local &~E°] &

% ;
@ el BaE olfEel BAW P FAE 2

A sgEA F=

=z
=t}

o7 gA i L7

91. ZEA] Aol AE2] squidol]

[$)
aike] A7l AR ¢ Uk
J

| )
gho]AdEo| A DHCP AHE S = A==
A Aol fixed-address o] AB 2A

F

= (Background) & @ squide= B9 AH|=(dE 59 ftp, telnet,
http )& &Alol A D3kA] EshH, weba] 27

A A M Adstaat s AHaE AA

squidehs AR Fbslok gt

& dyow s HA
@ DHCP A®7b 5&s7] e 71delA
A= ojoF gkt

@ ol DHCP ig}o]o}goﬂ/ﬂ %Xﬂfﬁ ixl7]- 9‘)\01

By Fohe i

@ A7 vtde] option subnet-mask &A1& E3&}k]
7t FEtolAER Stolg AEE ABYl ntaas

inetd A7 e] Yotk

Q_\j].% 71 0.9

= T .

#inetd services
ftp stream tcp nowait
tftp dgram udp wait

time stream tcp nowait

echo dgram udp wait

root .. in.ftpd -1
nobody ... in.tftpd
root internal
root internal

L5 MEE LS LIED E =



REFAIISTR(HD - CP2AYARM - Xl 3 2 215

AOIAE 12 A%

@D wait, nowait H+< inetd’} AJH]Z2= &
7

wors Ag, A e 84S
ol U= 1Al dE=Z A HE tep
nowait, udps waitS AF-& 3o},

@ ftpe streamo|#E TREFS AFESHY, root
dsto g Agr ey HAxo] Qi

@ time¥} echoi= internal®| 2l ol&2 AAFFI=
AH| =7} o] Fol Xt}

@ o] A L o5

=0
o

[

/etc/services ©]T}.

9. o2 ftp "ol gk xinetd

=
g MEoE sbg AAstA BE AL

Aol )

. olel

service ftp
{

socket_type = stream

wait = no
nice = 10
user = root

server = /usr/etc/in.ftpd

instances = 1

log_on_success += DURATION HOST USERID
= 2:00-9:00 12:00-24:00

access_times

}

(D access_times &A1& o] &3] FTP AH| 27}
7bs s A E AAsa o
= o] &sto] o]xe] A
A AYAZE dAR ] P F4 agla 23
A7l A4t IDE E7181Y] 7|25 EE st
@ instances ¥A& E3slo FTP /H]:H7} 2 &) =
l dAd AAgkE Ao Aok

@ nice ¥AS F3

@ log_on_success &4

95. DHCP A¥¢] A4 312l dhepd.conf 3} el A
DHCP Z&lo]AEZF DHCP MWo| oulet 2345
st = ofv dA o] ofd A&7

@ netmask
@ retry

@ timeout
@ backoff-cutoff

96. ofgfe] Wl Fhel] Eojz woj=2 7Y duke 320

ol-& 7hedk Mulagt XES Ao RA U4
sAAEC] o] F e & AFgES
Froll= Bl = ( Z
E A AoZ SATANO] Uth

o

@ 2270Y(Scanner)
@ 2213 (Sniffer)

@ Wshd (Firewall)
@ 2~ (Spoofer)

97. AHE T8 Al="d gE2E AXF & ost=
t==9 BE yEaEgef S go]izo] W4
sttt dFd F st= fz=d /bin/ps
A3t "Holze] WdE o] 9= /bin/ps 3L 9
A717F A AE W, VEYA s FPo=E
7HE oAl e ALY

DO #9Y 'gA Al2="(Intrusion Detection System)

@ E#Zo] vl (Trojan Horse)

@ 2233 (Spoofing)

@

2~ 713 (Denial of Service) &2

o] =
AR -

98. VPN(Virtual Private Network)oll gt dr o=
=9 A&?
@O VPN el 22 5" (public network)<
o] g3}e] A" (private network)e] 3= AF
sk 7)ol

@ IPSec IP AlF< HeS 93 oz IP
dolg 1ol A5 FAA, 71EAES ATk
® L2PTE IETF9 RFC 2661% A A% o] 9lown,
PPP ZdS H&sdlsle]l HES A
Eia=y
@ VPN JEUS AE3l7] wjito] 7]& AP
Hu} B]go] @o] Erh
99. ERo] Hmjo} wrojd digh oz JHA
AqAsA] He A2
O F714 oz g g F44 dHde st
@ CD-ROM2o.2 7|33 -85S F=3 s}
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100. tF2- iptables®] AAo 3k Ago] ZI ¥ AL9
@D # iptables ~A INPUT --protocol tcp ——dport &0
-j ACCEPT
Dtep 80 EEES ARSehe ) AMR HES
&-85hk= A4
@ # iptables ~A INPUT -s 200.200.200.110 -j DROP
0 200.200.200.110 228 o+ EE HAS
FAlskE AR
@ # iptables -A INPUT -i lo -j ACCEPT
D etho® 0+ RE EfgS Wwolsol= A
@ # iptables ~A INPUT —-protocol tcp ——dport 443
- ACCEPT
D tep M3¥ XFEE ARSShE HRF §) AR HES

Hgshe 47

HZxof = EMFYE®,0)n Eetxlof &7

EMFYol St

7|5ttEHM?
°

O =0 thet Efete 25 Z[StiEHII?
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