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= (Context), &2 13K Context Switching)
@ & "W Z(Context Saving), & 3}t
(Context Switching)
@ - (Context), 1= A4 A (Context Restoring)
@ 9 A A A (Context Restoring), & HFE

(Context Saving)

16. VIES 29 AFHE AR 84T F+ AdA
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@ ¥ (Hop) @ #5-9 (Routing)
@ EZ=ZA(Topology) @ *==EZ(Protocol)
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@ Gateway

@ IP Address

19. MEAZ AHo] xS HAT w Age

ol =7
D loopback @ route
@ ifconfig @ netstat

20. Blma AlAagel M Muja 2E7F AAE v
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@D /etc/inetd.conf
@ /etc/hosts

@ /etc/services
@ /etc/network
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@ sleeping
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37. Bl aeM 45 AV &

38. TS = tar HHolY &
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44.
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437] A8 BHolzt ohd e
(D make xconfig

@ make config

@ make menuconfigurator
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A4 BT A EES At BH

o= Foldl7t?

D insmod @ addmod

@ insertmod @ exmod
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O kAWM MEHHoRE vYio] Hn
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46. 2w A =FoA Y29 wE FHRE
WHAd u AMEE = AR Sl e FAQITE
@D /etc/fstab @ /etc/mnt
@ /etc/partition @ /etc/config

47. 5 & ZHy 1 T #AY &S A
At o AFEE = HE o)=Y
@ Ipdel @ delpr
@ rmlp @ lprm

48. Y52 A gloA AFE= ZHUY AA
ol ofd A7
D Unix Printer @ Novell Printer
@ Indirect Printer @ Local Printer

49. g2 A =g A EEstE Ad AlRE =
golH & o] &t A= Jt=E AR ”ﬂ
A& 5= W E ol sndeonfigZ7b Fxdte= I
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50. E23] Y245 gFxs Y Alzgom 1t
= gEele?
O mkfs -t ext2 /dev/fd0
@ mkfs -t ntfs /dev/fd0
@ mkfs -t vfat /dev/fd0
@ mkfs ~t msdos /dev/fd0

51 T & Alawzael gE Agew s
A wE AL
D AZEolA ol dgo] BASREAE el

@ 2l e AL A WAL,

@ Zadle ough Aolle TEAE F itk
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=
= thp gde g Ay AAES] 2

Auh 2aoke HrEY Ju 5L AAx
sk, 1 shelel Ul FHelsty] fstel

aljof & W2 7 Adgk 220
@ last
@ lastlog

@ cat /var/log/wtmp
@ less /var/log/wtmp

56. dukAel YA 2andy 1 7] 5o It
A owm AdstA] gk A7
@D messages : d52 AdRa 2 Fy 21
@ bootlog : A]|Z~®l FEIA9 =

® lastlog : 7+
sk A7 2
@ xferlog : X-Windows ¢} &3k 323 =71

@ Zavde dFHAY P HA geh | 57 AlaE A AAET2A] AMSEE tripwire
of thet Ao = 7P AdshA] xg A&7
53. A, F7h oHelA, oG HES =Tt O Alz=ge EAjst= LS il o]y
gk 225 7]Estal 9lom, Al=ge & Hlol~5 W= A= AdE to] e o]
Aol AT of4o] = HFeA] gl sy 28} Hlulste] F7) AbA] = HEE gt
Blop & 2and R 7P At ALY do] A=A HHgn
@D /var/log/messages @ F T2EY FA dsslel AFEAF Q
@ /var/log/secure < Sal A7 d57HES AREgT
@ /var/log/boot.log @ MD5, SHA 59 vt A& A&
@ /usr/local/apache/logs/aeecss_log =
@ LS gt Helguo]~E wHEol &
HA o HJAfel o g Wxd
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gg ofsA

62.

g oAH AR ud e Weolth

port 80
ServerName my.ihd.or.kr

DocumentRoot /www/ihdinfo

<VirtualHost 168.126.111.1>
DocumentRoot /www/ihdwebl

ServerName  www.ithd.or.kr

</VirtualHost>
<VirtualHost 168.126.111.2>
DocumentRoot /www/ihdweb2

ServerName web.ihd.or.kr

</VirtualHost>

A A =4
%3l http://localhost&
/www/ihdinfo ©] 2 Eg]2t]
]?l e | B | s R 2 R
® IPZA 168.126.111.2 o siFat= 1 A
o] URL 4+ www.ihd.orkr ©]t},
@ AFEAPF wwwihdorkr, webihdorkr, myihdorkr
o] o= FAE § HE shEeke 2 HoRE

vhehiES gRe & 5 ik

cHHAst phot7t 4

FJ ¥ home.php

2 u), eut

@ o}zl AA1Aef| Directorylndex home.php
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g 4g9

@ olkx] Aol AccessFileName home.php

< A3

@ php.ini FYoA engine = offE A3t}

Aol AddType application/x-httpd-php

@ o
phpS g

63. ofuka] 4 A o] g Adgo A ofefo] A

[¢]
¢ DNS 944 7ls= A8

A2 3}

= AR

HEFS) DNS 34 2475 A &
de Bl HeEkeAe] P Faek FEshe
URL F4& $& 219 7]&3= 750
L, B2 AAEAEA Mu| st A
H el A9 DNS AMo=z ¢lsk A% 3517}
A7 2 7 Ao

D DNS off

@ IPNameLookups Off
@ HostnameLookups Off
@ DNSLogging Off

64. ABHFSAE E3519 http,//www.ihd.or.kr/ hong

olgl= FA4E Ht Al www.ihd.or.kr A8 9

hong AF&A FOlelEe
UaEeE o gstel A EdolA
E stz & A5 Fagk ofnx ¢
7 AP

(D UserDir

@ HomeDirectory

(@ HomeDir

D 9 AHE Sgsts Gz 3 o
A wese P, Sgges

ol# pulbic_html

A ] ~

A1 €]

@ UserDirectory

= 3 d4d tiste] A oo 89S
83 AAA ARE ATt

@ StartServers A A A& o] &3t A5 )
M7 AlAE o AdlE Ao s

ATt

® KeepAlive AAAZ o] §3ke] (%431 1%
A [e]
[e}

24 4

A4e

66. olutx] ) AW e] B HA oA Ae] M7,
g, a9 Fo] 7|FH = MY FE ¢4
B 7EAZE A e AAHL?

D DocumentRoot ”/usr/local/apache/htdocs”

@ ServerRoot "/usr/local/apache”

@ PidFile /usr/local/apache/logs/httpd.pid

@ ScoreBoardFile /usr/local/apache/logs/
httpd.scoreboard

67. o}gx] 1 A= DSO(Dynamic Shared Object)
s Adste £ fde 9 A E A T
F A st ohS DSO WHle] v oA
7 s ek AL
D DSO WAYEL =z 352 gut
FahEd AR AAANZL F 9
l_E'_

7ea A3

A

=AM @ gl

@ DSO A& AHgstA e A3} Hlag
A gutdos § s FEaks g
27 Aztol & 9 ®el st

@ § Mg &skE del 2dolx DSO ¥
A& AREEA & AF wjaste] dul
Hom Aol Hojxltta A .

@ §) Mdel DSO REES AAA A}
D, g BEe] FHHew dad 7
T o A AAE oA HAY shelof
o= el EAET
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68. Al2~dl T2 T4FS /usr/local/apached
otmtx] ) AW E AFY sto] A3 & ¢

A2 /home/hong/test.confol]l < v A=A
S o] HAES Rz stk o]lE s

Fsof & WEE g dute A2
(&, Z+7re] gaHols 3 &2 oloja] 4
grha 74 g

D /usr/local/apache/bin/apachectl start

@ /usr/local/apache/bin/httpd -f /home/
hong/test.conf -t

@ /usr/local/apache/bin/httpd ——file /home/
hong/test.conf

@ /usr/local/apache/bin/httpd -d /home/
hong/test.conf

flo

69. Tha CGIol|l wigh o= 7P A 43|

AL

O ¢ AW e shym QR ZE I
AYPAA 1 ANE HIMLE E2Fe
2l o 22 Common Gateway Interface?]
Aot}

@ ol¥ doj& Abgele F#et CGI ==
EZ deAom AREE7| 7 vlaA 3h
ISEcR=

® o8 79 CGI Z=aE
A71H ZEA 27 Bo] AAHERE HE
Zarge] RS 2 AT

@ HTML= #dd nd Zd=s S

5

19 o o

EE R

2 £2=2 AT F o= del 1 9
Aol Atk
70. Th 5 proftpdell thEk Ao EY AL?
O od 34 2H Hdds AT
@ standalone®@ H 5& inetd¥el=E 43
2~ 0]
TR

@ wu-ftpd AH e &
2E dEDd =

A28l wtoluel S wtele] W asih,

@ R<to] FH kg SITE EXEC W #Ho] gl

71. proftpd A% U2 proftpd.confoll 4] MaxInstances
= AR AREEE e
@ inetd =2 AT u PAH= FH =

2Ax = AA

@ standalone 2=z 233 w Y= H
o A2 ZaAs 5 HF

@ AWl H&Ed = A= HAY SHoldE
T A4

@ Amel AEd 5 A= HAd dgFe =2
7] 24

72. proftpdE <+t U= AWl dnt AREA}
Ao 2= 2I]le] 7FsshA| | anonymous
2 2ol ehEh o] figh o] f= A
kA ke AL?

D A4 3! el <Anonynous> ... </Anonynmous>
AXAEE ik

@ RequireValidShell #]A]#Fe] gkeo] Offe] o},

@ Jetc/passwd ol ftp AFEAFe] gk A
ol 3ot

@ ftp AHE&AS EFTiPEg ol gt

Agho] &5 Ao v

AR AL

73. NFSA A9l Jetc/exports I+l Al /pub
HaEels AR 1S glo] Aol 7hs st
Al shaL, ¢171ERE mpESHA st A
FAQ17E?
@ /pub (ro,no_root_squash)
@ /pub (ro,all_squash)
@ /pub (ro,insecure)

@ /pub (ro,non_secure)
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74. TS NFS
8ol tt.

[e] [e)

AA Al Jetc/exports I 2]

olo] gt Aoz HHsA &

/projects linux*.ocal.domain(rw) ihds*.

local.domain(ro,root_squash)

(&, 9o dAL2 3 &2 Hodva g3t
@D ihd*.local.domain®| A /projects T & E ]
2 nEESH rooto AR 177}
7}s skt
@ linuxl.local.domain®] A+ /projects Tl
EgE o 277 7hsskA
T At
@ ihd=*.local.domain< ihdl.local.domain,

59 BrES

ol E g

1thd?2.local.domain X g
Ela=
@ slave.local.domain< /projects U EZ &

WeE @ 4 vk

75. NFS ZgtolddEo| 4 NFS AH (nfs.ihd.or.kr)

o] Jprojects HYIEIE vLEES] 3]
Jetc/fstab Lol Th5o W& EATh o]9
ek dgow HAslA] e A2

nfs.ihd.orkr:/projects  /home/projects  nfs
rsize=4096,wsize=1024,hard 0 O

(, 9lo] AL st 22 Hojdvta 7P gi)

DO AW fprojects HHEEZE Fgo|d
9] /home/projects HHEZZ vlFESI=
g ol

@ /projects TIEEZ 7} ufEEFXA
T ZAAE mpEsHA g

@ AWMEFE ¢loj5d woll= 409610l E, A
Hol| #43s wo= 1024l E v = 3o

@ ©EFQlopxo] WA EA

=13
= Ry
WA E EEek wE

1m

el et

‘server not responding”
4 YA %= sk

76. samba 24 32l smb.conf® [homes] A

O AH&AS] EFHEEYE YERAT

@ homes = FRHHIAELE eI

@ AH&2 wiH S 93] smbusers FUS A
23171 % s},

@ browseable = A d
e 7)o Wolx] @A HAET F gl

77. samba 274 A g T ofefel 22 A
ox B
= N

Ao gk Aoz

[projects]
path = /home/project
public = yes

writable = yes

write list = @team

@O projects = FH "ddEZ ] HIshA
A 9] /home/project®] o] Rt}
@ projects 2= - dIEEZE @47 A
ol HAME + Ut

@ projects &= - HHAED = team 1F
o] AFEApRE 227] 7} 7} ehtt

@ team 1HS AA37] Y3Fe] team group
= kim, lee$} 28 AAAE ARE-3HLL

78. samba 24 Y2 smb.conf? [globall A
Aol AbgskE A A Rbol] digh Aoz Ad

1
4 Fe e FAL

ot WS AT
@ hosts allow A A AHE
ojgd &+ UTh
@ encrypted passwords A AIA}el yese}il
e AAsH 2 =E o
@ client code page°l| a0l AAS eld
437012t #e dgetd Erh

79. 0 F SMTPS 540 W@ Hmow o
e A
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@ TCPAP 9%
ol
@ RFC 92301 40 9

HEYa ZgEFo 3

@ Q1Yo A= A 71%—3— A5t 93
TREZR ALEH,

@ gE2olA SMTP7|Hke] wd AdAF Z=27
Hoz M del ¢dH AL Exchange

server®| o},

80. Sendmail®l] thal Aoz AAs}x] Zsl ALe?
O YA HdA-5-1S dFst7] 98] A
$¥= =2 Ao}
@ MTA(Mail Transfer Agent)2}al F2t},
@ MUA(Mail User Agent)&til®= H-Et}.

@ SMTP 7]qto]t},

8l M AMu]2E 97k 7|24 Al 7HA Hxd

E T % I2ERRY HYE Wol bE T
2ER WS dddts dds o A2
D Y A dlo]HE(MDA: Mail Delivery Agent)
@ W AR} oo AEMMUA: Mail User Agent)
@ vd A% ollo]HEMTA: Mail Transfer Agent)
@ A 3|4l o] o] dE(MRA: Mail Reply Agent)
82. Sendmail> WY& Hula o& wuir
sendmail.cf 394 ¢ of7]o] WAHE

Az AyS vk w2k sendmail.cf
gt 2wy glo] A & F JdrE dF
st 2 S 7hA 3 ZAd Eo 9L

& % oleld A YA B AL

O = G99z Adgdrct

@ e FWom A%Y & Ytk

® 2o Aol W(Tab) FAZ Aetd 9
29 Aoty

@ config BHE w7l WEE AgHc

83. Sendmailoll Al AH&-E]= A7 shedo] opd 3127

D sendmail.cf @ aliases.db

@ sendmail.conf @ aliases
84 e T AAH I ZREEQ
Office Protocol 3)¢] AW o= &H Z2?
O A AW7E AREARE s HAAeH
T8t 1 UES Bisty] fE) AREE
= SYORIE/AH ZEEZo|t}
Q@ AAEE T A% B ZREZO|th
@ ZAAMHAA HAAAS A =E7] 9T
F7 ZREIo|H 44 gdAnolt}
@ POP3(Post Office Protocol 3)¢] tjqteo =
AL £ Qe TEEZS IMAPO| U

85. Wld An]2o A AE-E &= Virtual Host 7]
ol g Ao =9
D M2 g2 32EEF TUdS A}
IDE AFHe= Wds 247 °E A
oNA HAEL w AHE&EE 7]solth

@ v AEAE Wi stk & A
219 IDE  Jetc/aliases Tdo| T =3}
529 IDE #4124 D2 AASHE H

@ config I¥¢¢ FEATURE waz &
virtusertable< ﬂﬁ\—ﬂoiﬂ Wae I
AFEALe} AAE A|AFE Rule sets A3
Ela=

@ config 3¥¢ FEATURE waz F
forwardmaptables A5% = Uﬂo‘oﬂ EH 3| A
ARERFe] WY F49k A4 AlAFE Rule
set= A ghtt,

86. 2= (SpamMail) ZH-E A= 2 (SendMail)
S H3E3H7] A% Jete/mail/access L] Y
o] 7]l gk A F gl g
dArgow 59 322

@D Relay - AAE Z=wclor EojetE v
do] FA &

@ Reject - AAHA Zwlo]A S0l W
de AFEAIA glo] #H7]
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@ 501 - AAA wWd Fae A= Wd

FA AR
@ 550 - ABH =vely A¥E EE WY
FA AR
87. Wldg f=E vy A (MLM)| ek drg o
2 59 A7
O ol ftp T AZs WL FrE
E 29T F I AT
@ AFEAF SN E sl wd=Z ARl
%38 IF RE ARSAIEA WdS
Bl o Q)& ool it
@ THA FHAAM = WLy YrES] #HEl9)
FAE 944 & 5 dvke ool 9
@ 971 AE HMdE d2ES AAHT F 3
oA W mdrlss AEotA
T adRREHe BHIT|e e AT
= T o

88, 77 dEol Hg dmow 5¥ AL
D AU AuzdA el Ao HEe
A el
@ 47 HEe FHololee] R TRRE 7h7e) A
W25 817] 918 Process IDE o83},

@ /etc/inetd.confell *3tH o] 719 g
2> HAdoR AgHR ¢ga 9 dE

of oA AsH)
@ 4 "HE& Jetc/inetd.conf A I}
9131 Jetc/services do| AAFH

Aol thsfr FetoldES] 270
o, 7} vls A

%0 R o
o M o

3o sk Ao

§lo

89. Inetd H|¥<¢] 2 3)
S AL?

@D Telnet H&&

g EAel H=

Inetd dEoz gy
&9 shutelth.

@ Inetd W& =2 Ay = Es
HotuA whe der

UE
e B

) [e)
= Aa"Es F

® ZaAx7t A% dAhn Q7] wEel
A glo] ul e,

@ FetollEe] ago] MUF B9 ALga

90. t+2 % DNS(Domain Name System) ol th
3 Ayor EY AL?

O AFE7E Ader] A8 AR A"

T4 AAE Aol AdaEy] A A

2 78" F2AAE Name Resolution

A& e A=gS st
@ <lgdl %7] A4 ARPAnetel+= Host 3}
adz Ao DNS 983 433t}

f

@ DNS+= =vel vlE AS® 7o Bt
Fol FAst 7 AFHEE wmdHde W
Fate Alzds 2 T 24 dolH
TEE et

@ = =rQl )= INTERNICO A Hggheh

2 Name Resolution®] 23} dlo|HE
FAER ;ﬂ"%}"’ el 2 W&l
£ soled, A% Sl velHE 7t
Aol FA G 3]1 + DNS A¥=?

D Primary Server @ Secondary Server

@ Caching Server @ Proxy Server

X
i

92. th& % Proxy MMl o dyow
3hA] B3 AL
@D proxy AW = AFEA7F ¢ BEg-
gate] AHUe ALT o =9
BeeF7] 93k W o),
@ proxy AHE A AHE vHEo] oln| H)
3 PatelER AN gl AdE F AR
& A A Aol A 8-S mefEr
® Proxy ABlE AHEAZE A4EA %@ )
FAHNER Avid g [PE 24A
ool w},
@ ALEATE A Q= S
AFEAF )2l zp2ale] IPE 0]83

A&

A<
=5

°

et

o

3% 7

2 735
sl

&

rr

ik
af

o o

S
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94.

95.

o = Aol HolAE LA
NIS ¥ 474 % ypbinde] dWo=z #4d
shA] ek A&7
O 3 APl lojoF Frt.
@ & ZEA =S g2Eo] glojof Frt
@ ypwhich®} ypcat= 37 ypbindE Z 8=
sk A2 oy},
@ d ZRAZE A2 AR g o)
Al &L ofof g},
DHCP A # ol mac addressE ©] &3] An
U 32E9 A5 Lol uw Algste =

EEZF2?

(D ARP(Address Resolution Protocol)

@ TCP(Transmission Control Protocol)

@ IGRP(Internet Gateway Routing Protocol)
@ ICP(Intenet Cache Protocol)

< DHCP Ao tigt die=w 59

o
e

A
~

@
@

©

Dynamic Host Configuration Protocol®] F
o]},
BOOTP#}+

97.

Al JIHE Ag 9e =
2 A s, b o v
dol Fad Aug Wy
= Ezage () 9%

DO E=o] Hwu}
@ BufferOverflow

@ Honeypot
@ IDS

kel Eoi7k71el 7}

e
fol

o A gl

4 A dol 2

EEERES

=

“As] 849 A= X3 UHE AssA A
HFAd 3 ARS s U gtk 2Ed
ks AEE ()o]/7F QI lel] Hi s 94]
hetell A AlA 26Rb 6] A= Al AES
FAAIAL, A s A7) el feg=
MBA0UHHE AAA7IRA UEIE Tt
HIAIZ Y HENS B 7420 Wb
PHAAZADS)WE BaL . AAEAHE
AEUE s it ( )&/ BHA
el ST

9RB.

@ ¥ (Worm)
@ #y <ovZ=Z((Buffer Overflow)
@ E=Zo]&vH(Trojan Horse)

S F ALY AP HIEQ A} Qe T
EQA Aol FHA e mx AdH AFH
Z~E BEE A YEYIAES TatE 3L
@O DMZ @ E#o]Eu}

@ stoloj g

@ FAFAA =8 (IDS)

Gl

P Fa4e
FHOZNE HaA

S =
THE 5 9

o
>~
>
o 10wk rE F5

D NMS (Network Management System)

@ NAT (Network Address Translation)

@ NIDS (Network Intrusion Detection System)
@ VPN (Virtual Private Network)

100. AL frelsle] 159 1% SRy dF
WA T ATsh] f1% AHE A A
= Al EAY] FEE ZUEE she] FHal g
7 7)ol a7l AE 5 4F ARE ¢
Ja F AE AW o5 FolA7?
@O VPN @ IDS
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@ Honeypot

@ Firewall
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