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% The A FAA F AWE AFEA]
sk o,

O & #AAE F l49o]xolH, 100 A (FE1 & 1

H~200, 52 0 21 ~609, #4531 61~100)=

FA o} YU

FHolx ok FAF7E sh=A FRletA] 7] byt

O #H&EE EAF 2 AT A
~3HE] 208 A x 1R = 204
52 40EA x 13 = 403
~3HE3 0 40%A] x 1R = 407

151 (1-20)

1. A1%-3H(Time-Sharing) ¢3AAlel ek 540z

=9 A2
D o8] 7o T2 e T A
@ o8] Z2A 27t CPUE Ure] A
@ @] ARV ZEA2 A7 ol

@ A PRI BRAHL S

) < Y Age AA @l
Sz o ® AYdte FHE Doke A0
B 2~ 7 (Single-tasking)
B} 2~ 7] (Multi-tasking)
7+ #12](Real Time Processing)

7] Al (Virtual Machine)

™
ot
o
i, =
o

o]

Z2ads By sl

@

4. 8 = Wz R
D Red Hat @ Gnome
@ Debian @ Mandrake

5 #we widew 59 A
@ ol dl~2 GPLE AM&3Ht)
@ Minixs 222 7lEE i)
@ 2E & v AAW R 13

@ Linus Torvalds7} AdS 7f-3ich

?

ol [‘10

= ok

OF -
5

6. the F FWAA Aol 20] HakA

22

(D SCSI(Small Computer System Interface)
@ API(Application Program Interface)

@ IDE(Integrated Drive Electronics)

@ PCI(Peripheral Component Interconnect)

7. o2 ext2 3¢9 A|2dEo]l 3 &S (Super
Block)ell tfgt W-&o|t}, HzZke] £z &
o ZuE AHAL?

(VhH&/= mEESE AZEY oA ext?
g Ax"le] iy EE20S 3HolsA e
oz OxEF530.& A Awo] gt} AL
np-E 3ol (WS /E o] 85ty 3 Al
AANE AALE 287 d=AE g0 & 5

gk vheE 3FE vheEsl Add gt
14 gre] Z7kste] (ol =&gS o) e2fsckE
Aot vAAE Y,
D Ob AR AR, (b B OF UE
@ Ob: AR AR, (b A e E 35
@ Ob A Ee, (b 2% 0% Ws
@ Ob A gW, (b A vk E S5
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8. LILOS AA7US liloconfo] W& F F8 | 12. 319 UHAED] MNFE BAE F= 9527
UZE ghills 7] 98 FA4sloF o= D lIs ~dir
29 @ 1s -F | grep / | we -1
@ Boot @ 1s -1 | grep "d” | wec —¢
@ Default @ ls —-color=blue | wc -1
@ Label
@ Map 13, o2 of® WgEofol gk Amlrt?
Al Y o] wpA e G285 o
9. X protocolol] #3F Ao w gute 7Lo9 Jetc/inittab T}l elo] AlsEle] @ @l
O X d=olA &8 ZRa9S AP}y (Run Level) 28kt
A3 AU ATt
@ ¢4 =zade 3 Ane 29 FHo | Dhal
EA S dEg Brh @ runlevel
® X Aot X ZFetoldE Alole Falo] | O init
ol 45 712 w4 A o]}, @ nice
@ 3ol a¥E 2ear vz vkEehes
=o] 7198 B}, 14. 2AIEHo) tigk Aoz dgkx] ke AL2?
(D SPN(Shortest Job First) 2=Al&H & H]
10, X 959 Axelo ua Mmooz oukx ZEe e ZRALE FoIA F A
oro 7 o9 Algko]l b #E ZRAARE 2AEHY
O RE F7F9 dEgAeldy FEuEo = slmom Ax® o] dr]ah=
s, GUIE AHEE 4 e 71 E9Es TREA B FE HidT 5 U
Agate ZekolAE/A 1%@01 . CEAIE
@ X 5 A2l 19841 Athena Z2AEO) @ WA 2AER 72 FlTd ZRALT)
o)slo @ MITIA Hzz /s szw AYE g A ZRAME
@ SHolAdE/AH, X protocol Xlib, Xtoolkit AP mE AR Al aqds Al
o] QT o]2ojx 9th TAATE Aem, SH Ao oS50
@ KDE, GNOME, Window Maker, fywm 5] SolatA Fatrhs el 8l
g EAel Y59 Ao} ® FIFO(First In First Out) 2=A l%%]—% 7+
ekt 2AEY VIMeRA, I it
11, e} #2442 AHg& 9§ rm [A-712[0-9]° FRAPTE ZRANE AHSh 2 A
o] o8] AlAE= vlo]L? g5 2 f7itx ddE= A 8 e
D A9 27Ed 7ol
@ A09 @ RR(Round-Robin) Z=7Al&¥ 7|H2 A4
3 AZ09 ZIMow AR 2AEE WHORA,
@ AZ509 sha A2 Alagely v AREA
Al 2ol 2 e}strt.

L5 MEEEE S EY EIR =)



REFTAIIEXR(HD - CP2IAAY — M 2 3l 2ISAOAH 12 A%
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15 a2~ B *é‘ﬁ_i =4 AL?
O PIDE= Z2A|AE Fitshs ez A=
HE e 27 X—}Odoﬂ o]t}
@ meAlze] e 27 25
A A3 (Suspended) 2 LT

AFE (Active) 2}

® PCB= /proc ool §1xIam Zmals ARs
fAw

@ Ao e o]yl fENE EEAQ
sAEge] Basi

16. OSI 7 A5 (Layer) = HlolE 7} 54 A]717|

SHlEA =2  JxE A= A9 ¢
9 715S St A2
O =9 A5

@ dHoly da A=
©® vEAZ AF
@ HdF AS

17. YIESZL gofol g A & &2 Zi%'7
D Token Ring : 10Mbpsol]de
% fgolHWo® »==(Node)’} eoi‘/lrtq

S Aa7h ek Qojih= Bl gt
@ WAN : :Lﬂﬂ Aol o7 7| o] ool
Fed 08 sHow 7} kel

.

AZALE A7+ FHE(Point to Point) WS
AR&-ghet.

@ Ethernet : 4~16Mbps2] A% £EE5 AUH,

=(Node)7} sojyt]ete &% A7t A9

gl Ae dRlom gt
@ ISDN : tAd dHo]E & 53 Hlo]EX 1}io],
gxdg A3 7]ES ALL3 mA 2 E5)o]

A%k AGHE 2907 7%l

18. 22 T 2EA 192.168.0.17} ZL& IP 4=
o] &3t Ef ZTAE HIT & JAN
exam.ihd.or.kr¥ #& TX2E o|E3oz:

it

T
T s AS aAFo oF T

7P ek A7

L3k 2= 9] o
Hw- =2

@ /etc/services

@ /etc/sysconfig/networks
@ /etc/identd.conf

@ /etc/resolv.conf

19. ifconfig ™ & ol
O vEA QAE
g g A
@ ifconfig ®WEol| 9 HAL AREY A
ThA] A &5A &+
@ IP Address, MAC Address, Netmask 52
AT 4

@® FE AFoRW AE ThEsi

g 4
ool 2ol

20. 52 ifconfig MH O Z UolE ethle
dEolt}. ofol tigh sfaom bukx] 2 A7
ethl Link encap:Ethernet HWaddr 00:4F:4E:
05:B8:32
inet addr:192.168.0.1 Bcast:255.255.255.255
Mask:255.255.255.0

UP BROADCAST NOTRAILERS RUNNING
MTU:1500 Metric:1

RX  packets:32919  errors:0  dropped:0
overruns:0 frame:0

TX packets:17360  errors:0  dropped:0
overruns:0 carrier:0

collisions:1102 txqueuelen:100

RX bytes:20639106 (19.6 Mb) TX bytes

4431154 (4.2 Mb)
Interrupt:5 Base address:0xf00

O B iR e 32919 o]a, e il
o] 4=+ 17360 ©]t},

@ MAC Address+= 00:4F:4E:05:B8:32 ©]iL
IP Addresst 192.168.0.1 °]t}.

@ ethle] AF&3t= /O Addresst= 0xf00°]
i1, IRQ+= 5°]t},

@ NetMask+ 255.255.255.0 ©]t},
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152 (21-60)

21. & W& o] 9 manual page W& =
A HLEot}, obg] W&o g3k o] =?

change user password expiry information

@ chmod @ chage
@ chown @ chgrp

22. B2 Al=glel Mol AA F Jete/passwd
gde] FHekdS Bestr] s AHEEE
ko2

@ /etc/shadow
@ /etc/group
@ /etc/login

@ /etc/su

23. e F 75
4 5

dof A= ‘3&‘?3 27

@ Jetc/passwd 39S 2ol
@ /Jetc/shadow LS <13t}
@ passwd HHo| S AF&-3r}

@ AgA A== dobd wo] ok

24. o}dle} #& WHo] rootol o] AyH
0z

499 7,
A ihd AR iR AgoR BU Aer

()

adduser —u 600 -G 400, 410 -d /home/ihd
-s /bin/csh —f 6 ihd

O UID= 600 oW, GID7F 400, 410 91 Z155ll
%3517 "}

@ & "¥9Eg = /home/ihd ©] T},

@ 20l ‘5 7] __i /\}Q_.‘:J AL csh o]l:}

25. /etc/skel TlEEE]7} obd /root/skel t]HEz] 2]
FAAA FLdES o]&3slo] ihd #Fe AFES
st 3L gk}, o] w A8 Wiowe oukd

&2

@D adduser -m -k /root/skel ihd
@ adduser —c /root/skel ihd

@ adduser —e /root/skel ihd

@ Jetc/skel TJANEZ] o]9lo AL 34 HA
o2 A8 4 gl

7129

.

23 /\l—oﬂ

26. o]l ALEW I} ot ZE U|EE
D mkfs -t ext2 /dev/fd0 1440 : &
A A 28-S wHET

~t ext?2 /dev/hda2 : /dev/hda2 *}+2]
SFAA 2dS g

ext2
@ fsck
ext2
@ mkswap -c /swap 8192 : /swap°|Zt=
olg o2 8KBe 2= Swap) &7HE Tt
@ mount -t is09660 -r /dev/cdrom /mnt :
CD-ROM =zto]HE /mntell vhEE gt

27. 7o) ofgfe} 2& e chmod 644 aout’

7 thown ihd aout’ “é‘aé% ALHog 23y

P u HAH & Qoo 7109
-Twxr-xr-x 1 root root a.out
@O -rw-r——r—— 1 ihd root a.out
@ -rwxrw-rw—- 1 ihd root a.out
@ -rw-r——r—— 1 ihd ihd a.out
@ -rwxrw-rw— 1 ihd ihd a.out

28. quota 274 Al 7 AMEAZE AFEE Q=

Ao £ 7127w, §o7]2Hgrace period)

AAE A &3 23l st Fug 2
HE A8 43 s gae o

@D soft limit

o wy I g 1} o]z X ..
@ ;hi i :ﬂ‘j , 6d0] At o) FHH @ hard limit
I8 7S st @ grace period
@ quota limit
EYTI= R 2T A0 2 T EMIE
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29.

30.

31.

32.

U F fsck WHE o7t HAbsHA] efe 22
(D Check Blocks and Sizes

@ Check Pathnames

@ Check Connectivity

@ Check Filenames

umount: /cdrom: device is busy

@O CD-ROM ¢to] 7]&5 o &
A EEAN7 HH%OIE}.

@ CD-ROM =glolBE Ado|ax A L3d}A
g 7| wiEolt.

@ CD-ROM Egte]H <te] CD7F E0] A

gFolA YElE WA X o]t
@ CD-ROM<S Alg&F9 Z 227 97
] o] T},

ps —u WEl o8 e FHE =S
sk Ay ow E7 ALY

@ RSS @ AAl Mg AREF

@ 9%MEM : WK 2] AF§H|&

@ STAT : Z2A|2=9 $-4 =9

@ START : Z2A| 27k Al Zek AIzE

inittab FY2 ‘idirun-levels:action:process’

oF Ze dAT FAS AL Utk o] F

action 27l & 4 Q= Aol gk dow

oFubx] eFe A0

O wait @ ZEA2E AP T 0F =9
|EQ]|Z 7PAda, Adgh z2A~7F 5
w7bA] 7)okl ek ou|o) Tt

@ respawn : APFF TRAHATV} FRIFW

UHAl AgA7ehs ouE, F2 getty 9
LAl zEol] oldl gt
@ initdefault : TZEE A345FS AT

34.

5/ 14
S=3
@ off : AP0l EaA~ebd AFPskx] =i
AgPsa Jx ki xSk /gsg

Al71Eh= ootk

ps —ax’ W#@ A3 Al TTY Z=d =%
2?0 A YmEA TP dute A0

O dyoz He TaAAYS o gt}

@ 2%l Aol init ZZA|2of ols] 2= o]
Hujds s 53k Z2As9s ofn
st}

@ FH] ZEA=0S or| gt

@ oA AdFoy &+ FTuE ZIZAAS
ol m] g,

Run Leveloll #3F Adrjo g HA3kx] K3l 522

@D Run Level 0 : ‘shutdown -h now’
HEow et Hr.

@ Run Level 2 : Uz A84 R=2 NFSE
SEikia=g

@ Run Level 3 :

Z2&2 29%

Sl E=vd i Socl =

Run Level 5 : Run Level 33 &3k

71'sS o, Windows AlE A A

GUI g4 o7 219l8tA Hr.

% AExl REZ HAE
3l HES A

==
7%tE

& wol= wEel 2ol wE A4 &
S FUheh

rostees Agsa e
Ctrl+Cut kill WH o2 TA 4]
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36. TS = C T2 #define A A o] <
Aol wEo] e AX?
@ /usr/lib/gcc-1ib/i1386-1linux/2.7.2.1/ccl
@ /usr/lib/gcc-lib/i386-1linux/2.7.2.1/cpp
@ /usr/lib/gcc-1ib/i386-1linux/2.7.2.1/libgcc.a
@ /usr/lib/gcc-1ib/1386-1inux/2.7.2.1/specs

37. “tar cvfz totaltar.gz *° WHe] ow= 71 2+

Al 7109

O A "HHEEY &
olFo® FHI FA

@ totaltar.gz %‘%

@ dA "dHgEge »
olFoE Feth

@ totaltar.gz FLS * o]|F o2 F3H,

S total.tar.gz
=& A
o e ¥t}

9 -S total.tar.gz

o o

38. th&2  makefile 4] W& T LFolth
make WHOE AYPPS w HYPHA Ze=
s
CC=gcc  ——- 7h
CFLAGS=-g  ———- )
hello: hello.c ~ ————- (th

$(CC) $(CFLAGS) -o hello hello.c
(2h)

clean:

rm —f hello

@ (h

@ h @ (vh) @ ()
39. rpm "{ES o]&3te] ftpAl ¥ (192.168.0.1) <]
/pub g#FEZ ] Q= mc-4.5.42-10.i386.rpm
W7 AE AR o o] W AR E
HEow SutE ALY
@ rpm -f ftp://192.168.0.1/pub/mc-4.5.42-10
1386.rpm

@ rpm -t ftp://192.168.0.1/pub/mc-4.5.42-10
1386.rpm

@ rpm -1 ftp://192.168.0.1/pub/mc-4.5.42-10

.1386.rpm

@ rpm —ftp ftp://192.168.0.1/pub/mc-4.5.42-10
1386.rpm

40. A A HAAAA AEE= FEB I ol
e dow #dsA] %3 AL

D make mrproper @ 7]£9 #AYE A e

x7)8k A2k,

@ make dep : 1EHE HAGRE FHPOE,
A ¥ Add HA we FAS
A4 @,

@ make clean : °]d AL A A
QLEAE Ay o] W Ado]

AEL AT

@ make install : g °o|P|AE A A|AFTE=
HeEor 98 I utsiA ‘lilot WHEHE
TEo2 A AlAFofof s}

41, 95&

/etc/printcap L 9] W o] o3k
Argolth, (ZhH-(WhH-(thell Eod WFH e
A AAo] 2 AL?

Oh - ZRET AET 2E R A4
b - =3 %Y A4

(th) - =9 o w4 #A
@D sd-1f-mc
@ sp-1f-mx
@ sd-lg-mc
@ sp-lg-mx

2 v T
ol ] 17}
@ /usr/src/linux
@ /usr/bin/linux
@ /src/linux

@ /var/src/linux

gma Fdol A=

9 =
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43. AAE E & (Kernel Module)ol] tj J o2

A ok A2

DO AL ar1& H4s & 4+ AL

@ AMzE AY I=E AFY FH YA
HAET 4 3]

Q EEAT wEY Yol oA AT IS
7l g 4 S}

@ ZAEE BES AlzH &S F VAl

o]
A

M, A2E BE A BAES A
AeolA A fae Zeld
sheln Stk ol 9 7 .
O A=dls AFE g % XF86config

TEHEHE ol&sto] X

@ #Adel ZH<d HY 7FE AdIEE
Adstar, XFQ6econfig FEHIEHE
o] g&3ate] X AAS thA] gt

@ XF8&config FEHEZ X HAAHS tpA] 3

% Run Level2 52 F A3t}
@ YEF§ =goHE gmio AAE $
XFS6config FEEIZ X AL thA] 3}

45. SCSI(Small Computer System Interface)oll o 3F
dAow &4 13 A0

O IRQ WHIEwRF Z}2y A=) FH, SCSI-VII
¢} Fast SCSIE= 77, Wide SCSI= 1470
MA FRIZI71E A2

@ IBM 337]FS E33 st FdEolA
AR &

@ SCSI #ZAE Aojste= 72
AHA ] EoldolA EAE o HiHE
PCQ]_ X];G EAE olq_

@ SCSI st=vx=1e] 49 IDESH= o &
A A o' Haa o] StoflA FA|
WM st £ A7t AA dojuA]

o) -
1o -

FU

46. A= =] g

WA Fa

stet =5 ARESH7] 9] @)
3 W #H o]l o AL?

@O mount

@ mkfs

@ fsck

@ fdisk

47. ZAE Aol BAE FHol7h ohd AL
@ printtool
@ printconf-gui

@ spooler
@ lpr

?

rlo

8. Abee F95 9T 7
@D /dev/aux
@ /dev/dsp
@ /dev/snd
@ /dev/sda

ERREE T

49. module.conf 3} <
A Fok A2

ke

(D alias usb-controller usb-uhci

@ alias sound-slot-0 sb

@ alias 3cHh9x eth0

@ alias parport_lowlevel parport_pc

50. the & vk AT b A He e
@ /usr/sbin/mouseconfig
@ /etc/X11/XF86Config-4

@ /etc/sysconfig/mouse
@ /sbin/service

51 #GAANA BT
ST

_]N

message 3 0]
@ /usr/log

©@ /dev/log

@ /var/log

@ /log
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52. syslog & o3t Aoz 58 #AL&? 57. IPChainsell W3t Aoz &4 Z2?
O Az=" =71 #g "ol O A 2.2x oA vE AL-§ 758t
@ Alz="l 215 o8 3?‘34 54 AR EHH 9 Q@ 52 A&EE FHstE HFls Ao

o
A" & 9

W o] g}, 5 9k,

m[o

@ ‘service syslog start” WEHO®E HES Q@ dg3 25 9dA = IPTabledt ¥ 3
AgAd 4 9t Eojof ghoh,

@ sendmail = FF AA o] g 2aE @ TCP, UDP %E Fozo] Az tia &
#2E F Arh 58 AqgFE A4 & ok

53. Al&=®l H8 Al sendmail HlRRe] Adolitol] | 58 W} A= ARelA] Fe AL
]

ek 7E5s & F e a9 O F =EgXA @ Mg "Holxz
D message @ boot.log @ DVD-ROM @ &8 F=gra
@ squid @ maillog
59. ot & A Aol & ®HH =7
54. secure =1 o] e Ao UulA @ taper @ ssh
Fo AL @ dump @ rdist
@O Telnet= ©]-&% AAA HEAY BRI}
7| =¥ 60. rdist®] 753 #&o] gle A7
@ 7P 2A7F B3 g xinetd(inetd) o]tk D Ze2EHg Alzd"o|a] 7+ wzo A
@ AW HEA ] g Au = W&o FA WEe sLA A Vs
7] 2 gt} @ HF A="HE e ddETst Ve
@ HA7E A Alz=dlel] sk AREARE 9 @ BT A2="E 7he] wAd od ¥ 573
A Fetdd § e F2 257 dArth k= 71
@ Alzd'ls Fe] ZRAE F7|s5t 7)E

Fo g7 ZA3}, 253 (61-100)
@ H3swojol & AL 9 EFHIESQ]
H 7 & 71 E (Immutable Bit)E /\}o Eld=
@ ARAF & "EEZe] SUID/SGIDE ARS8 | 61 =20 A MU AE 95 A= ~2aYE
wis . ?4_010 poﬂ HE dYor 5d QL7
@ LHEAL &2 7F 2ol HEHS wbE S @ theksk glolE Mo] 29t AZo] 718t
S AE @ WmeWSJ ASPS} 22 es g

o
@ Windows AlE<e AGAA A= AFE9]

S,

L9

56. Al mokvl e mzoglo] of

- & 7}5 3t
@ pam @ sudo @ &=, AL WA, o) A G 7)ol
@ dpkg @ cops = o] U}

5 ek R RIE D ETR S
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62. oF5=] 37 AA A2l httpd.confol A]

ofelel dAHol Eaht Rom & ALY

MaxKeepAliveRequests 100

@O e GET 2730l thHat edobx Ait=

el FEoR, FECINET 24
ARS s w7bA e = oAz

@ H&E3 ZloldEY 8HS HEs &
AZE FAstL U= AIFFe R, v 87
i3k A ZES AdekE 4= itk

@ she] A&AQ He st 88 Ho 2%
3145 A sk Aol

@ s HE oA FdI FFolAdE
2REH S 2H S 7t Ao R,
AGE AZHEeE 23S X Zeod HE
S #E=

63. o2 CGI7F s&ste HAS ¢4 §lol

Udsk Zolth sAdE SrtEA Uydd A4S

TEAQ,

(7} Server:= CGIE # &3tk

(1}) Web BrowserE Al-&
Server® HTTP £3& 3t}

(th Servert 273 Client® HTTP Headers}
CGle] Ay ZdnE vrgtgiey,

(2}) CGI= AHdAxE HTTP Serverel Al

g

W o e T Zat)

Clientel A

O (WH-EH-OH-(h)
@ (WH-hH-(H-(h)
@ (7h-(EH-(hH- ()
@ (7H-(H-(EH-(h)

@ Mol FetoldE Abojolxe] Q153} 45 sk
TS fste], felM ANk o R ARgE
At

@ SSL TREZS HTTPY IMAPY e 49

E1T O

65.

66.

Yo =2 ey TCP/IPZ AlololA AHsHct
@ AW e1FAet 7 IDE AAs] sk

TN dwste] B 7ES AREEth

shte] IP FAE Pt ofFkA] 1 AW
ofe] 79 m=wWdlE 7HA AL Ao FHoAE
@tz gk o] wf Hagk Aol ofd
A&7

@D NameVirtualHost A A| #}ol] A8} 12

at IP F4E AA
@ <VirtualHost> ... </VirtualHost> Z1H] o]\
¢ke] ServerName A A]Ze] Ed Q&
ERiciasy
A A 7L FH o] A el A AR E
ool w=wQlS
ol-gsto] HJ&3l7] flefA = ServerAlias

A A AFE AFE- R

o1efulz} 1o & Ao= TCP/AIP, HTTP %9
zrEZol g Fa vt dybF o=
zREZo|E, AMESAY Fdet=T
A3 nvgo]l £4 AT PAE

N
==

[ AN
e -

=
Mew T8 & Jr Zzedg o

& T olyE N ZREZY FH

2

of ¥O off o o
=

e
e L

= [
ol ¢
o
il
dlo
N

e =
off b 1o
Mo
N
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67. ofA] ) AWM CGIE AH&ste|a gt
ol¢} By Hmor x| ¥i A9

O CGIE ARttt A2 ) AWelA FEnlgh
Z2Ia9s Adgste] 1 ARE FHOE
AREAFS] HEle-Ale] HoFS Sedi)

@ AN} cgi B AIPED CGI AHE
217171 AsfiA= ALl [AddHandler
cgi-script .cgi]o} 22 AAo] &35}

@ CGAl Z2afs A vdEgE #4577
AeieE A 9ol [ScriptAlias  “/cgi-bin/
/usr/local/apache/cgi-bin” ]} & AA

o] F g3}t

@ CAE AFEshz ydEd] tiste] dAutd el
e e ZdHolYel [Options RunCGII<k
2E AAo] sttt

O 7Fs3 e HoXE AAQ HTML Htt
R0z FAHEE Adzxz 23}

A 8] 2~ gk,
@ obA] § M el ¢ ServerType AA A=
standalone & & A A 3t}
@ € A#BelA DNS

[e)
QA&

0 el ek

@ TCP AAE T A= Ut

ul

69. Apache 1.3¥} PHP 32& A}&3le] s odl
] AHelx PHPE 412 Ja#el= g &

-

ol molA= A7}
S oke ] Xahal glot

om g R

A <form>+S 531
5

ofoll thit 2=

e

70. ProFTPd A% ztdellA FTP Ao &3t
AREAZE ZRe] & HEERE BloluA] RaleE
S @ ol ALgahe AR
(D DefaultServer (@ DocumentRoot
@ DefaultRoot @ FakeRoot

Z Adukroz FTP ¥ =217}

=
&
e o

A=

D

o9
T

@ /var/log/xferlog
@ /var/log/messages
@ /var/log/secure
@ /var/log/dmesg

72. ProFTPd A% 1tdo|A 2ol A AR} oo
sk Aoz AH-dahx] Kok 522

@ ServerType : FTP AHE

oz 9% ZAJA, inetd WA o® £JT

AJAAE A7t

standalone 2]
ke

—

@ RequireValidShell : FTP AlHe] H& Al
AHE-3E A (Shell)S A4 gttt

@ Timeoutldle : <& t7|A+He AAs =
Aoz, HE 5 ]éﬁ AlZrol % ob e
sZto] glow HES FTRAIZITH

@ Displaylogin : /\}%1}7} FTP AHel] 27121 A
RoE HAXE At 9IS 2 ggioh

]
L

73. AFEH(Samba)ol thgk Ao w s A A
535k 7189

T

off
U
)

@ smbd "WEe A& o=z uo W
ZUH THE 9stE o)t
@ nmbd =S WINS(Windows Internet Name

Service)E B@ehs HEo R,

FH ole3

@ PHPE A4 A3t} IP F45 AZAAZH
@ php.iniolA] safe_modeZ off3ic} @ 2 A= Al WINS Au7F 2 5= gick
@ php.ini®llA] register_globalsZ onghth @ SWATLS & 79to g 3 ahf A wqtaA
@ php.ini°ll A enable_dlI& ondc} A BERAE B AAE 7 JEs Ak
JHES AT
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74. NetBIOS(Network Basic Input/Output System) @ nfsstart : NFS AH]A~Z A] 23l
of tigt Aoz &X g 22 @ nhfsstone @ NFS9] A5& WlX|ul= gk}

@© IBMell ofsf 7Hats Atk

@ AAH o 2= gg-Hol % 7} sttt

@ OSI 2do)] 7]&%o
AR AZ] AMul =5 AlF st

@ YRk o Z NFS AH] 2o A o] -§H T}

EdAYE Y

pu o =

75. Ahke] d] 71| Bl mdlo]] &H3lA] = A2?

O AHEAF HE Ht g A

@ &4 wd meh A

@ An #Hd Hk g

@ vz g =1t A

76. NFS o tjst Aoz Snf& 327

O EE #52 Al&="e NFS AH¢t NFS
oA ER FA 942 F T

@ NFS AHo|Ax NFS ZgoldEe] w5
Al 2='ls mhEsto] ARE-ghrt

@ Y A =¥l dF-F Fist7] sl =
/etc/nfs.conf Lol =3 of st}

@ Iyt oz NFS9 dAo] AT
NFS ©l#& A Z(restart) AU A7
gde tA] ¢S (reload) 2 2= $lth

7. ¥4 AH <l ihde] 54 HHEEZE

H}%E %4 1 &3t Jetc/fstab Lol Ao 7

ure A2?

@ /ihd/proc /mnt/ihd nfs defaults 0 O

@ ihd:/home /mnt/ihd nfs defaults 0 0

@ /mnt/ihd ihd:/tmp nfs defaults 0 0

@ /home:ihd /mnt/ihd nfs defaults 0 0

78. NFS freeEet oo g Ayon &

e A7

O showmount : NFS vR&E JHE Ho|Fr}

@ nfsstat : NFS AH e} Sefo|AES] AHE
Ho]

79.

80.

31.

SMTP(Simple Mail Transfer Protocol)ol] th
sl Ao

PN SR

D TCPAP $87% Zagzel shijor).
@ o}AAE "rE

Ao xeJg].x]

@ CQEHUYA ARLH VTS s
ZREFR ALEHTH
@ Yty o7 250 YEE A&t}

3t

R

A Adol Fbseta,

adolut gl wAA el 3L 4 QI

Sendmail®] Virtual Host Aol tjgl dwo=

A 5ek A2
@ virtusertable 342 H3 3 makemap %
o]-g3sto] WIS 7iAlslofof i)

KeX
=

@ virtusertable 39S o]&3le] 7 AL8ALE

44T 5

@ 54 omd FiAE A= AA FEs
doh= b2 o AR x99 = gtk
@ stue] AlAol dhete] Mz e oM
FAhE THIA UE F gk
22 sendmail®] access A4 Aol & F
Jitolrt olo] thgk dEom A Ze A2?

ihdorkr RELAY
211.202.42 RELAY
211.203.42 REJECT

FZ =

7% 5188k Ak

1 Alzle] wlel

o

@ 211.20342.X9] IP F45 7F Al=gle wd
SAE 715-staL Stk
@ access o= IP F4T 7]Ysljof stz
ihdorkr’ & ZH5E AA ot}
@ 91eF 2ol access e THBIATHH REEA]
makemap BHe ol&dte] WAE HES

ZREEE e
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82.

83.

34.

8.

t}So] g &
D mutt
@ Eudora

g7ol 7V e

@ pine

Sha=?

@ procmail

ot
(e

sendmail®] alias 7]%°] 3t AW o=
A2

D A=A AA

iuf
gl
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-
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e
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AR
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I
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W tlo
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A dn =
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182 mail.ihd.or.kr
o] HAIA|E jhdorkrz WA

AR&¥ = sendmail.cf 3} 9]

o 9 Ho
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N 2ok
T
et %0
=
=,

e

>

= 1o

it
o

2.9

@ Dj$ihd.or.kr
@ DMihd.or.kr
@ Cwihd.or.kr
@ Fwihd.or.kr

e
AC)

off
bl

ﬂ
Moo o
B =2 o

A2~ Hl < AAle] A
e AFE-AHE O A
Bz} Sendmaile] WY Alias A7

‘alluser:
44 F

el A%

Al~Elo] B

=2

‘include:/etc/mail/allusers’

G ARE  ZBAAFTH

2 & 9ol A% Jetc/mail/allusers I+

Ws7]) sk 7 AEd W e

D cat /etc/passwd > /etc/mail/allusers

@ awk -F: '$3 > 100 { print $1 }’
/etc/passwd > /etc/mail/allusers

@ sed '$1 > 200 { print $1 }' /etc/passwd

> /etc/mail/allusers

fljo

@ makemap hash /Jetc/mail/allusers <
/etc/passwd

86. AAAQA HAAFAH Av|2~E 95t QA
oo 7t HAsA AR AW A2
@D Qmail + procmail @ sendmail + Qmail

@ procmail + POP3 @ sendmail + IMAP

87. MLAAH FAQ FHAFS 54 AAHS=E
AEH e WYds 557 o8 Row ddsea
gt o5 fl8l o] & = U= vpdo] ohd Z2?
@ access 24 Y
@ $HOME/ forward 3}

@ procmailrc <
@ alias 274 I

88. squid A7 A2l Jetc/squid FLe] W& =

maximum_object_size XA A7} L3t A2

D ZEA] WA AFEE ZTE HITE A3
T ASRA, 7]k 3128 ofth

@ zZgA Mol AHESE AH AVE
AGs F= AemA, 7= 8Meo|th

@ WA Hzzed AFE 5 e 9de s
ARGl = Ao, 7] £ kS 4AMolt

@ "=z AFd A =279 2asds

Ags F= otk

= A&7

89. NIS AMH]=o] dA &AM= 4ot

(7}) makefiles ¥ 3 3},

(th) NIS AHl =5 A #3H7] 93l ypserv
&S Al Zghe)

(th) NIS =3l o] &< A3t}

(Z}) ypinitS APA|A dloJgwo] ~E
EiR=g

@O hH-(h-(hH-(=h)
@ (WH-hH-(EH-(Hh)
@ (HhH-(hH-ChH-(=hH
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90. T} DHCP 523493 %4 glol ta @
Aotk #AYE LuEd ydd AL
AEAQ.

(7}) Selection : o)A E =
17ME A9 gk,

(1}) Offer : DHCPA W7} Zgfo]dE A
IP = A|etste}.
(t}h) Discover : DHCPZ&lo]dd E7} DHCP

AW E s
(2} Acknowlegment :
Q12 gk,

@O H-(hH-(H-(2h)
@ (H-(H-bH-(h)
@ (tH-(hH-h-(=h)
@ (7H-(EH-(H-(h)

91. EgolAENA IP F42E5 E=He Yoz
M7= glEH (resolver) 7} oS F3E=
W o g g AAEH Bk AL

@ /etc/hosts ¥ o] &
@ NIS AMH] 2= o] &
@ DNS AH]2 o] &
@ Samba AH] 2~ o] &

92. DHCP(Dynamic Host Configuration Protocol)2]
A7 1td9l dhepd.confe] A Al AFEol o 3k
Aoz 58 FH2?

@O subnet-mask : FZlolAEoA TF &
MBEY vpA~mE % A3}

@ host : DHCP AH<] IP F4E 7‘]7‘38&‘:}.

@ range @ ¥9T F A= IP T4 949S
] 7 gkt

@ max-lease-time : Z&}o|AE7} Tt
IP 45 73 & F e AdAES
] 4 gkt

93. DHCP Z¢&}o|dEo|A DHCP AHZ5E IP
FAE QA= TR IYPLY
@D bootp @ dhepd
@ ifconfig @ pump

94. DNS Ao A FE YAdrmo] 3t HR=
7HA] a1 go] e Hlo] 2~ 3} &9

2 named.ca

@ forward.db

[ RN
A

@ named.conf
@ named.local
9%, A AREALE ] ) S AIRES E5A17]7]
flato] ARShE AMB]2=?
@ BIND
@ Proxy

2@ Webmin
@ NIS

96. DoS(Denial of Service) &
o7 AAFA] B3 A2
@O AHAF g =ol gk AAE Bt {4
@ 3|x Z2aPol; Hil TR o] &
@ 2 s s o] &% HF dHH
@ #2Are] DoS &4l gk A&HHo)ar 2Le
U

2o e i el

97. IDS(Intrusion Detection System %] ?.]J ]
Alzehe] H o Adx 71 A7 |
@O wstHel o5 AeAA
A AWLA7E HF HES A AL
Akl dekd
bk A|2z=wlo] gabA Q1 xpctel] Al sfs}
= H
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COee] HoF A gk Aoz 7
SHtE A F3E RAL?
- Wb HaE -

[2]] W32 .Frethem.J@mm.

ar oo A whAH W32 Frethem.J@mm 9
ob# FUl®E FHEA= FRkoy Hdupe ol
MER2 S ols AMEANES] Fo7F 8 ¥Erh
T4 Wde] Al&Eo]  ‘Re: Your password! |
HE Lol ‘Decrypt-password.exe and
Password.txt” ¢ d-¢ol= APA7]#] HEa
HEE Al AbA| gl oF iy,

s AA7HA T

o) o

=

Z] o]
-1

oF

Fge

1 oo

&
=)
)
&
32
dlo

O W32 Frethem.J@mm= ¥ (Worm) 2 24

Alzdle] slE 71E e A A
AAE IAAI7IE= vpole 2t HA| F=e]
dF oz B F rh

@ W32Frethem.J@mm< WY& HAadcts=
AL & 5 At

@ "Ad MHE ARk Al=gol Ao Hhsh &
W32.Frethem.J@mm?®e 7Z2-¢ & &84S

ZIsh7] oAH& A 2o dds & 4 Qlth
@ 9] =2 v]FoHol W32Frethem.J@mm-e
&7 gelo® & uf DoS(Denial of Service)

Ao 2 ol d 4 Q.
. iptables& ©]&3te] ¢ AE H o] 221 ppp0d

=
=

1[‘

g ]9+ telnet HS
3 WEog 28 L9

25

A ta} 7]

_0’4

@D iptables ~-AINPUT —p tcp ——destination—port
telnet -1 ppp0 -3 DROP

@ iptables -L. INPUT -p tcp -dp telnet
——interfaces ppp0 -j REJECT

——direction INPUT
tcp ——destination—port telnet --interfaces
ppp0 ——jump DROP

@ iptables ——input telnet ——output DROP

@ iptables ——protocol

100.

==

sty FQl IP FAE o] 83519
o] 2= AFEREo] JIEYUES
1~}\—L— ﬂ“l‘i Ei-%
A
@O IP wj=Ad o] (IP Masquerading)
@ 2243 (Sniffing)

@ DMZ(De-Militarized Zone)

@ IDS(Intrusion Detection System)
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