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¥ e ARe FARA F APL AZA)
dh gy o,

O & TAAE F 149o]x]ol™, 100ZA (51 @ 1
~209, &2 : 21" ~60H, &3 : 61~-100)=
FAE el At
ol A s} BA57t BEA

O =W BEAS R EAY )
- =1 200A4 x 18 = 204
- BE2 40w A x 18 = 404
- =3 040w A x 18 = 404

o #A7%

- A 604 o)

- WEY @5e) 0% Hw e

Qa4 7] whe

o,

=51 (1-20)

L g2 A Alz=de A3 FA5s& g
Aotk £m7F wE ZFH SARE 4t
Uadd RAL?

O @A 2=H - Wl mrg - B3 g - 2
Bl o] 22

@ Wl wirel - JHAl W - 27] Y2 -
A7) Hlo] X

@ A7] g2z - 27] ol - AA wlmaE -
Fe ya=a
@ Wel Wra - HA2E - 27 g2z - Fsk

@ FIFO (First In First Out)

@ LRU (Least Recently Used)
@ RR (Round Robin)

@ LFU (Least Frequently Used)

3. otefel A vF AFEARE EIAAEZ B 5 =

AL B 7RI

+ Linux - Windows—-NT
- MS-DOS - Solaris

D 174 @ 270

@ 371 @ 471

4. Linux #4o]
TES= AL2?
@D Major Number
@ Patch Number

A WMAAA, AT WMHEJAE

@ Minor Number
@ T+ 7 gk

@ ts ZRAAME AY3}
@ GPLES &t}
@ My 9 A A olTh

B7] ofHq & A2
@ PC shA®mr oyl Y2t w7l EAI9E

3.gko] 7hs stk
@ ATA, IDE 59 <y #o]zo] H3| A3t
s A Ass Bosth
@ FAA A= AEJY o) ~E AFESh
@ TANA 157A A9 gAFo] 7hs st
7. Jetc HEED 9o LS ik Ao
=d A2?
@D /etc/issue A] 9]
Hol e ot
@ /Jetc/group @ 1wl #e JHFE JHA L U+
3} ¢J o]},

@ /Jetc/profile : A} =)o
A&l AFEE = 9ot

@ /etc/shadow : Aol st Aot HEZ
71550 = ol

° N
L) =9

AR

oY HF A= I M E



8. ext2 3 Alz=gle] o] glo] 7|o] = TR
A Ao BI RE ARE A U= AR
TZEE Fololg} st=7?

D super block @ inode
@ descriptor @ bit map

9. Linux® GUI¢t ##ste] th5 T 440 v&
shib= o7
@ KDE @ Motif
@ GNOME @ GNUStep

10. Bs 7 X5 A= V3 g aavt

ohd R
O X-server
@ X-protocol

@ X-client
@ X-resource

R
Al

1. 52 4 ~39E argEs o] &3 HWH
Adtoltt. ebst Dol Eold W&ol &

#7017 AL

SR

[ihd@linux exam]$ cat arg

#!/bin/sh

echo $0 has $# command line arguments:
echo $2

[ihd@linux exam]$ arg a b ¢

arg has ( @ ) command line arguments:

()
DeB:3 Pira @@B:3 @:b
@4 Pia @OE:4 B:b

12. @2E 32l testlF test27} AT} testl 3+ <]
test2 TP FFoR o ¥ 9T
2 ggke AL
D $ cat testl >> test2
@ $ cat testl << test2
@ $ cat testl > test3; cat test2 >> test3;
cat test3 > test2
@ $ cat testl > test3; cat testl >> test2;
cat testZ2 > test3

13. 9lolo] A7) Addsla Y= = A
o] 2 ao] ALt dlojH, 28-S H]E3)d]
dF Z2A~] PCB AH 2 A Ale] 7+ gH|

2~H 3 55 FE5° Fdolg =712
@D context @ offset
@ interrupt @ swap
A FolA 2y g5 w7hA

Q7 3= ZZA A
CPUE &33l = A3 WA A" Wi

@ RR (Round-Robin)

@ SPN (Shortest Process Next)

@ SRTN (Shortest Remaining Time Next)

@ HRRN (High Response Ratio Next)

15, B2 of" FEjo] LA 2ol thgh ARl

ZRAs Qe A4S 2FF F ol
Z4 e 5 glol /g e g

Hl el (Ready) @ dl7] “3El(Blocked)
&) “JE (Running) @ #1173 H (Suspended)

N

@
®

16. OSI 7 Layer & UESA #o]ojo gt Aoz

D FE A2 7
g e,
@ dge ¢4 Zzadze] aAe dd
@ delest AR SrEd EUE 5 JE%
g

@ dHolHe %¥

17. obelst e WES B YE YENT B
dde Tl

search ihd.or.kr
nameserver 211.202.42.1

@ /etc/hosts

@ /etc/services

@ /etc/resolv.conf

@ /etc/sysconfig/network

oY HF A= I M E



HETFTAIIEX(IHD - CP)2IRYAIH - X 5 2l 25

A0IAH 128 A9 3/ 14

18. ofefjell A AHetal = MEYA EEEAE?
Z0)o] XJ]MXJJTEi 5= 71717} Point-to—Point
WAl o e AAEE FEE wge] wHol Hu
e 7 & 01 skt
O =B BEEZ2A Q@ & EE=2A
@ Bz EERA @ = EERA

19. ofgfe] wiyrdo] AWsh= HEYA HHoA= ()

() - send ICMP ECHO_REQUEST packets

to network hosts

DESCRIPTION

() uses the ICMP protocol’s mandatory
ECHO_REQUEST datagram to
ICMP ECHO_RESPONSE from a host or

gateway.

elicit an

@ traceroute @ ping
@ netstat @ nslookup
20. Tk = EEolet 1o digk Adwo] niEA AHE
A2

@O dig D=l vel 2o Fizls vldAH
of H it}

@ ifconfig : IP #9¥ Ho]l&<S g3t}

@ route : UEYZ ClEHolAE A3}

@ netstat : ICMP #|71 S dld U EH A F4l
gho,

152 (21-60)

21. Jetc/shadow Tdol] A+= A& AEIE ol
A7

O =12 &

@ 1F °ol&

@ =0 A a8 A%

@ A9 =E WAt s G HE E

22. Jetc/group Lo W&ol wig Aoz =9
L2
O &9 H=Y=s dAsH o= Hrh
@ & AR o8 lg‘oﬂ £ 4 U
® 7t 2% IDE F93% #%
3

® % g ABE AR + ALk

23. useradd HMHAZ & F e AL?
D =19 °ol& AA

@ 2 (Comment) A&
@ & gaEg e AddE 374 gdo] &
£ AA

@ 25 F7}

ggol gk A og g A&7

24. tF&

# groupmod -g 200 —n batman superman

@ ID7F 200°]3L ©]&°] batmandl IEe=
superman®. 2 A 7 &k},

@ I+ superman= ©°]E&°] batman©¢|i, ID7}
20091 1§ o % WA}

@ I+ batman= ©|F°] superman©¢|i, ID7}
20091 1wo = WAIY,

@ o]lg°] supermane]il ID7} 200%] &<

batman®. 2 ¥ 7 3t}

25. AFEAF 1 dElol Wik Ao 59 A2

O 255 F7Fste™ groupadd M@ ojo] IF
Do 2% o5& 79 #rh
@ %S 2HAstEH™ groupdel WHEo o 1H

DE F9 #th,
® 1% 44T w1 g S A
£o 2§ WRHA gt

oY HF A= I M E
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?
$1s -1
drwxr-xr-x 3 hong staff 4096 class
-rw-r-—-r-— 3 hong staff 12001 rest.c
brw-rw—— 1 root disk 3, 1 myhdal
Irwxrwxrwx 1 hong staff 12 r —> rest.c

@ class Y& gy o)},

@ restc FAL F= A 47} 30]u).

@ myhdal $}9<& 22 #Fx ydo|n], wo]A
W57} 30t}

@ rr YL restc Ao th3t st= H3m g

27. v WHo] AdgA3E Wil /bin/passwd Lol
gt Aoz Ed A& 12AQ,
# 1s -1 /bin/passwd
-r-sr-sr-x 3 root sys /bin/passwd

O 37FA S chmod 64455 &t A A H T}

@ &A= roote] ot

@ EE AR AT 4 T

@ o] HdE APstH AREAE] effective ID7}
rooto] ID= H 7 ¥},

28. AA HEEL S #d3 MBE fIFE Q=
RE A5 olgs EYstaa & o A
T U= WE@o] ofd A2
D Is -IR @ Is -Ir
@ find . -ls @ find . —print

29. HAEHQuota) A Aol #3 Moz EF AL?
O He7b 283k AL Jete/fstab T o A
AREAR MR B OF dE FEE A
@ quotauser WAL FHEZF AAHE e A9
FEo| whEofof 3hal, root AHEAFRFO] ol &

& glofof @t

@ HAEre] A7I= EF9] Jants o] &l A
sk = Q)

@ edquota ™
A

Ab-&stel  FHERS  grace

period&

30. mount WHAE AlEste] o 22 =

she)

583

@ mount -t ext2 -o ro,suid /mnt /dev/hda5
@ mount -t ext2 -o ro,user /dev/hda5 /mnt
@ mount -t ext2 —o ro,user /mnt /dev/hda5
@ mount -r -t ext2 -o suid /dev/hda5 /mnt

31. YJZE 23 #¥(Run Level)o] %= 3122
@ /etc/inittab < €] initdefault
@ /etc/inittab 3 2] sysinit
@ /etc/lilo.conf 3+Y 2] prompt
@ /etc/lilo.conf T} 2] default

oY HF A= I M E
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3. A1d 3 AAE AHor =9 3L

O kill ®#@olAl Alrde] AAEHA Fow
KILL Alz1d& Rt

@ kill W&EolA -1 4 A1 olF H5S
HolFE o)

@ killall H&EoA —w' FAHAL Al1EdS e
ZrAxE] FRYVE 7|vEH

@ nohup W®H-E hangup A21d9<& FA&A

&l =
35. cron 2 1:S AFEsle] ey e HAS

Fastela gt} o]& $13F crontabe] W&o =
olur o 7 09
=2 R - N - .

dodfE F247tA wd A9 6AFEH 12
A 74A] 2A7kakeh Jusr/local/scripts/backup_1
W] AIPUES APA It

D 0 18-24/2 = = 1-5 /usr/local/scripts/backup_1
@ 0 18-24,2 = = 1-5 /usr/local/scripts/backup_1
@ * 2 18-24 * 0-4 /usr/local/scripts/backup_1
@ 2 18-24 0-4 /usr/local/scripts/backup_1

36. rpm W H S A}-83Fo] sample.sh 3L o] %3
A= FHPIA S = Py og dure HL?

@ rpm -qa | grep 'sample.sh’
@ rpm -qgi sample.sh
@ rpm —gf sample.sh

@ rpm —gp sample.sh

37. ofel ZAe] LA foo-1.0-1i386rpm 7 A =

A3 g pm @ P L?

@D rpm -ivh —-replacepkgs foo—1.0-1.i1386.rpm
@ rpm -ivh —-replacefiles foo-1.0-1.1386.rpm
@ rpm -ivh ——nodeps foo-1.0-1.i1386.rpm

@ rpm -ivh —-oldpackage foo—1.0-1.i386.rpm

SAOAEH 12 AY 5/ 14
38. rpm W@ -V FAL Aol HTIAE AT
e W FHHE A ouE 59 AL?

DO S gd z7] @ T : 73xd
@ U : AF&AF @ M : MD5 A=
39. ghelB el I FTE o AMEE = ar o]
o] Ao 3 A or 5 ALY
@ -t : archive W9 3 H=55 &9
@ -r : archive W9 54 3d& A7
@ -x : archive 9] 54 IS wjyl
@ -q : archive We] & 3d& F7}
40. TS make H#Ho] Al-&3}+= Makefile®] %

. 9]& Al (dependency)
™ & (command)

jus]

qA v

Se AY g W ol

(6]

(D make install

@ make xconfig

@ make config

@ make menuconfig

2. A2HRI HGolM AdHEGo] £ ¥
oM A& A7 A% A WHoe=w
A22(d, grubel WR7EA] AEgH3)

@ make

71

olul o
= =

Mo o

zImage, make zdisk, make zlilo, make

zgrub

@ make zImage, make mrproper, make zlilo,
make zgrub

@ make zImage, make zdisk, make mrproper,
make zgrub
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@ make zImage, make zdisk, make zlilo, make

mrproper

43. Ad AL AA F offelA HWst= P o

THAHE #tEA Udd ZﬂE?
o] AYL old AdHILAA Hol U=
A B2+ B2 54983 Jds55 A
e AT BA6] BE A3 Ade]
7 2R HEclbEs @ & 2
2o9 HA5S AYAFE 4GS oy
gk,

. o] X—}?ﬂj% ;r/]‘—/\ ﬂLﬁ/\%;G y,].;(%oﬂ/ﬂ /HEH
H Adol da3st EE(module)ES A4
s Age ogugn

(D make mrproper, make mkmodules
(@ make proper, make modules
@ make mrproper, make modules

@ make proper, make mkmodules

44. viA 712 Kernelol 7l 458 WE 4 9 deo]
gE7lolth thg 3 Azde] teHe wu
SHET B AET 5 e =]

st dgow Eg 329
O w719 28-S HaAE 2lE5a A Al
2713 AAgS delste] AAsAY B

A7 vtd o] ‘Kernel hacking” @Al ‘Magic
SysRq Key' AH&S 83t $ Hupdsto]of
Eig=

@ ‘ALT + SysRq + S &= Alt7]¢} SysRqg7],
S715 Sl 2 e 9ust SYNC

s T

@ "ALT + SysRq + U & Alt7]¢} SysRqg7l,
U715 &4l 72+ AES 973 mount
29 & T

1

@ 'ALT + SysRq + B" &
B71& sAld T2 A

S,

Alt7]9} SysRq7l,
o) &tH reboots

45. ot A E dlws 7d EE(Module) ¥
gegolh wA U gl dn Re?

cTFEORE HEs A %7}3}% g7 o
- 25 (Load)® A9 &
5 gt HHEo
Ao 2Ego] e AAsHE HH o

= O
e

@ addmod, Ismod, delmod
@ insmod, listmod, rmmod
@ addmod, listmod, delmod

@ insmod, lsmod, rmmod

46. =¥ #E gEolol ofo wigh dwo] &R
Ao} X A 27
@ Ips ZHUE Y dHE 93
@ lprm @ ZHH 2EY d7]gdd A= AA
| EAE A
@ Ipg A ZHEARY FHE YT
@ lpr  AARE Rdes ZHEHE FHIL
47. /\} =9 g]jT/\ }\]/\F:ﬂoﬂ Aﬂi 2} 25} qiﬂ

o I

(/dev/sdb)E& AH&3t7] $18k ofglle} 22 #{io]
FAYE vt2A gy 222
(&, == JAE shte] gejdo=m F4d3%kt})

@D # fdisk /dev/sdb

# mkefs /dev/sdbl

# mount -t ext2 /dev/sdbl /home?2
@ # fdisk /dev/sdb

# mke2fs /dev/sdbl

# mount -t ext2 /dev/sdbl /home2
@ # fdisk /dev/sdb

# mke2fs /dev/sdbl

# mount -m ext2 /dev/sdbl /home2
@ # fdisk /dev/sdb

# mkefs /dev/sdbl

# mount -m ext2 /dev/sdbl /home2
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48. tz=A2] FE|A A

9ol ALgSHE

et Aoz 8 L2

@D /dev/sde #HA=

RSO RS

fdisk "ol | 52.

Al YolrAe

= U

fdisk

10ve] g% AME elshs
TR
ANTRo R AR

FA5e A
g AnEe wa
2aAME PEH R

N
-~

/dev/sdc” HH S G} gt ol el =2 AwelA AA|Aoket=
@ fdisk H#Ho] = 2 N2 JeHAS A4 syslogd H# o=z guro 709

stazb o ) ARg-ghy (&t AFR 2258 syslogeonf el AHojw
@ fdisk ¥l & p +© FEA A =sTs 205 doR o, A ES 94 =

HolFE o) A fg ApdEAA o] BF Holdnh)
@ fdisk M#Ho] T ‘w v WAL JEAARE @ /shin/syslogd -p -m 0

A Aekal fdisk R = A wx et @ /sbin/syslogd -q —-m 0

=

49. s aE HEAel $2E2 gE2d
]

& A4a7] 96 AA AHEFQ
sdux gk o2 9@ Weow
Y

D cat /proc/interrupts
@ cat /proc/irq

@ /sbin/interrupts

@ /shin/irq

50. mke2fs WHS AFES
E

(6]
ext3 SUA|~ES A

AL

D mke2fs -i /dev/sdbl
@ mke2fs —j /dev/sdbl
@ mke2fs -k /dev/sdbl

=d A7

@ /sbin/syslogd -t -m 0

md @ /sbin/syslogd -s -m 0
RQE #H
7FE dure | 530 S-S Jete/logrotate.d/ol YA HUAE F
syslog 49 uUjgolt}. o]d digh Ayo=

monthly
compress

rotate 2

postrotate

/var/log/messages {

mail admin@ihd.or.kr

errors admin@ihd.or.kr

/bin/kill ?HUP ‘cat /var/run/syslogd.pid
2> /dev/null' 2> /dev/null || true

g 2ol A = FH(rotate)

e A 2o, T aztel
o

endscript
@ mke2fs —n /dev/sdbl }
51. #]%2=9] 7|24l ZaAlzde g dyow @ o zavsde
3 o9 i, g5Eo AdE
@ 7182 A 9UdL Jfete/syslog.conf ]t} Q@ &=
Q@ 27t AFEE 7EA= fvar/log/ HEEE 2aud S B3
o]1, messages, secure, maillog 5°| =13} @ £3E A=

o] &A%

@ /Jetc/rc.d/init.d/syslog 2~ HE ]
dl&o] A(start), S A (stop), A Z(restart)

ola =1
A}

AAEAY logrotate 2+ Al

g 24 AgE vdFLaE fdeEe s

2astelol A4E A5
ol el7t WA

g 2= 9t} @ ‘postrotate ~ endscript’ Wel e AHL
@ 7EAow MAHo 9= Z-imeel o Z1) logrotate 2t} ol o] & W&ot}
AN A= WEE 5 gk
SRR FALIE I UM E
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54, Asulghl A FAEE ALS FQ 2l Al2E
A FRE SCSIFHZE 27 Ale] Ado] o
3 ANHAEAE BAFAL Bk ol A
BYolZ 7h guwe e

@O dmesg | grep SCSI
@ boot | grep SCSI
@ last | grep SCSI
@ lastlog | grep SCSI

55. Tho] AlAEEOHS 97 HHol &A=
dotA | A2

write Hu[Ao] XA E o] Q= FUS =t
At 202 ol MAE Aol Qe dFAe BF
Fer

@ # find / -type f \( -perm -004000 -o -perm
-002000 \) —exec 1s -lg {} \;
# find / —-type £ \( -perm -2 -0 -perm -20 \)
—exec Is -lg {} \
# find / —ctime -20 —type f —exec 1s -1 {} \;
@ # find / —type f \( -perm -002000 -0 -perm
-001000 \) -exec Is -lg {} \;
# find / ~type f \( -perm -2 -0 —perm 20 \)
—exec Is -lg {} \s
# find / —ntime -20 —type f —exec Is -1 {} \;
@ # find / —type f \( -perm -004000 -0 —perm
-002000 \) -exec Is -1g {} \;
# find / ~type f \( -perm -1 -0 -perm -10 \)
—exec Is -lg {} \;
# find / —ctime -20 —type f —exec 1s -1 {} \;
@ # find / -type f \( -perm -004000 -o -perm
-002000 \) —exec 1s -lg {} \;
# find / —type £ \( -perm -2 -0 —perm -20 \)
—exec Is -lg {} \;
# find / —ntime -20 —type f —exec Is -1 {} \;

56. ofz] Awol] LUt tripwire WHo| SAUR

dotA | A2

- tripwire?] HolE#lo] ~5 Z7]3}3tc}

- AAQE tripwire HOlHH o] AE J]Fo®
o] FANE HARR

- 7] oA Q9 tripwire Ho|E Hlo] =5
781 gkt

@ tripwire —-init, tripwire ——check, tripwire
——update

@ tripwire --dbinit, tripwire --check, tripwire
-—dbupdate

@ tripwire --init,
—-—dbupdate

@ tripwire ——dbinit,

—-—update

tripwire --check, tripwire

tripwire —-check, tripwire

57. Alz=dlrotdy =2 a3l COPSe gk 4

oz 59 ALY

O I, gIdeg] 2 ZAXde] disk muA
A7 5 Sy
@ EAHOE Jetc/passwd, /etc/group, .rhosts,

/etc/hosts.quiv 52 IS 7S}

@ rootito] AdPst 4= Qlom HOMEA HH Fo
AAso R FHoksh HiEe w

@ “.Jcops -d -m root” WH o= 2335}
oA A¥wdeS Bt

58. YS< tar HHS o]&3t9 /home/temp=
Q)3 /home HHEDZS gzip PR 5T H
/backup HHEg o] WMstr] 93 ggo|.
ehel @ell eure A2

# tar ( @D ) /backup/home.tar.gz /home ( @& )

D @ : tvfz, @ : —-exclude=/home/temp
@ @ : tviz, O : ——include=/home/temp
@ @b : cvlz, @@ : -—-exclude=/home/temp
@ @ : cvfz, @ : —-include=/home/temp

oY HF A= I M E
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59. glE o] widg o]l cpiod] Wi Adroz | 62, ofulx A IU A Loglevel error_log3d

4 A2? of 7lE¥+= wAIA WHLE AAen ol
DO FdS gHolxz=glo|Ho A Asl7] ¢35k L= LogLevel®l A4 5 7|&% 7V wAIA S/7F
AN obd A L?
@ A28 dAe UHEYE o R = @ debug @ info
g 52 gxA] W oR tar?t dump @ care @ crit
Hoh W82 oR AEHagle AdE5AQl WY
HWHH o] o, 63. MySQLoll tjst Aoz 5d A2
@ HESAE &3 WAdS AdskA Ak O A" BAE do]g o]0l
gpo]Zglel?} rsh® YZAEHo]XZ EgolHZ @ AAAF Hds Adstt

= =
Al g% wEBe) A A EHOR A9

ARE 45T 4+ 9 ® Ut
@ wol-o1go] bHa T olrtoln Fejw st
%% 5 glow, Welxe Be) e =z | @ %~ 4elA Apache, PHPSE 71 9 A
e HolHE WAZ SR ot} T5E 99 gol g

B7] o8& AL? A~ ARE A=Agh Ao}, o]ef & Aur}
@ W ool whet che wg) Ae AU Hems A An A9 A AEEe Zesse
@ WAL F Fole 27 PA 2AF Bk ATE Agshe dgem ans A7
Q L3 Aaes d53E st Wi [root@ihd rootl# ps aux | grep apache
@ Flea shpe] Mol aube] Mol | | root 19145 10 03 6272 3108 2 S 1459 0:00

gHo| T2 &3sle] AL ow AL} /usr/local/apache
nobody 19146 00 03 6340 3192 ? S 1459 0:00
/ust/local/apache
nobody 19147 10 03 6340 3192 ? S 1459 0:00
/usr/local/apache
nobody 19148 00 03 6340 3192 ? S 1459 0:00
253 (61-100) /usr/local/apache
nobody 19149 00 03 6340 3192 ? S 1459 0:00
/ust/local/apache
nobody 19150 00 03 6340 3192 ? S 1459 0:00
61, obska] ] ABle] A% Salo] ek Ao /usr/local/apache
) root 19152 00 00 1764 5% pts/1 S 1459 0:00
=9 A&?
grep apache

(D Standalone®} Inetd ®W2lo] 9l
D StartServers 5

@ Standalone W22 olutx HES Wi o
A&l 3t= wFl o)t @ StartServers 6
@ Inetd WA& FgoldEV LA uwjvk @ MaxClients 5
inetd 2t= U] 93] olulx Ho] @ MaxClients 6

ER RS
@ Zetolee] aFdl A

st wj = Inetd F3ES A

oY HF A= I M E
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65. MysqlolAdl mydb dlo]EH]o] 2o EAF= | 69. v 1YW oty ]9} PHPE A X3t & PHP7}
friends HolES IFLdFeHZ wWgstr] 9 A= AsE i Je=A FlsiRy] 8] 2
HHow 7 duke 7129 Ho|A &, PHP AA 34 5 o8 7I# HER=
@ mysqgldump mydb friends > backup.sal AFall = ol9f 22 HolAE HYF7] 95t
@ mysql -D mydb friends > backup.sql 718AH o7 AF%+= PHP stz dute 7122
@ mysgladmin create mydb > backup.sql oDl M View feawch o Buckrads Tk Hep
i . e o 3 A [Crmmemeird ] asees| S (]

@ mysqldump friends mydb > backup.sql

66. otutx] ) AW AAAA MWIE LA Kb
MIME ©ie] #tde A8 o), 723 o=
288 MIME EF9<$ text/plain && A A 3}7]
A AFo g EntE A7

O MIMEMagicFile text/plain

@ TypesConfig text/plain

@ DefaultType text/plain

@ AddDefaultMIMEType text/plain

lr

O

67. o] ofmx] §§ AW HAo gk AW o=
=d AL2?
MaxKeepAliveRequests 300

@D KeepAliveZ7} Ono.2 Ao Hojel& 7S
x%gru]: /quo]]:]—

@ STeldEste AArTE E°l7] fldl o] #he
SEFE e T =on
©® AEA AES FA%= v 8L 22
o]AES] HHaHsl4 = 3003 o]t
@ o] A7 Fho] 0ol FTpol]AETL HES B
H7kx] AZGEHE AL FA g
68. ofukx] 4 Mu G4 A ddold A FE U

gl 7 ARE AR Fe 2L
@ ServerRoot "/usr/local/apache”
@ LockFile /usr/local/apache/logs/httpd.lock
@ PidFile /usr/local/apache/logs/httpd.pid
@ ScoreBoardFile /usr/local/apache/logs
/httpd.scoreboard

Bk Forwand FAdoad S0 Pl

T 2k vore | wl Boeriks o Fed bl ekt O Supaon 2F Stop OF Prodeeks (2 Traiving

PHP Version 4.3.1 @ j
[8ystem | Linwee ind.ork 2410 #4 SMF Thu Feb 27 1211320 K5T 2003 605
Huild Date | Mz 26 zo03 15718
Configere Command ||/ oefiquie’ - - prefoouesriocalphp’ - - anah - bonath’
F =pathi- gl soloc Ak mys gl - - wii-aps 2eturnincakispachedhindapes
Server AP Apacha 21 Fiker
mmm diabled
Configeration Fie s o sl hipd dp b ni
{phgniy Path
FHP AP |zo0zme
PP Exteriion | RS
| [ 2o Exiensios 2h0E010
Desug Buid no
[ihrean satety drabied
il

This progesnt mares s of the Zend SChphsg Langeags Esgine:
Zered Engine w1 .20, Caopyright (2] 1538- 2002 Zand Techno el

] —

Sk ER w2 TR | haptiees php pald
@D getopt () @ getenv ()
@ syslog () @ phpinfo ()
70. Tk WHEe AgAnz o = ProFTP

Ao bg AAT AL

R84

[root@smtplus mysqll# netstat —anp | grep proftp

tecp 0 0 00008 0000 LISTEN 19226/proftpd
(acceptin)
@D ServerType inetd @ Port 80

@ User tcp @ MaxClients 1
71. Proftpd AR 9o A] <Limit ~> o] HA g
T JE HWH sk dHow Ed AL2?
@ RETR : y#EZ 2 o]&& Hirth
@ STOR : F#toldEANM AHz Fdds dAF
A=
@ CWD : fdEgs HAs,
@ DELE : 3d& 24 sk}

oY HF A= I M E
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72 e WEe 49 AvEiE O 5 e g

o8 g HAsA 2

A2

[root@ihd mysqll# ps aux | grep proftp

nobody 19259 00 01 4124 1552 ? S 16:02  0:00
proftpd (acceptin)

root 19274 00 00 1764 5% pts/2 S 1609  0:00
grep proftp

D ProFTP A A 2] ServerType A< standalone
o2 AAZgHol 9

@ ProFTP 2749 User 42 nobody® A A
ol 3

Q@ @Al ol FTPE H%E3 Aext=
obf-= gle AHEolth

@ ProFTP A# ¢ MaxClients 24& 12 A A

Aol

=0} ik,
7. the WERES mE 29892 W, ()
Solz 44T HAL?

[root@ihd test]# hostname

ihd

[root@ihd testl# pwd

/test

[root@ihd testl# Is

[root@ihd test]# touch exam

[root@ihd testl# rlogin linuxmaster
[root@linuxmaster /J# mount
ihd:/tftpboot/10.1.2.2 on / type nfs (rw)
none on /proc type proc (rw)

none on /dev/pts type devpts (rw,mode=0622)
ihd:/usr on /usr type nfs (rw,addr=10.1.2.181)
ihd:/test on /test type nfs (rw,addr=10.1.2.181)
[root@linuxmaster /I# cd /test
[root@linuxmaster testl# touch myscore
[root@linuxmaster testl# exit
[root@ihd testl# Is

()

@ exam

@ exam, myscore

@ myscore

@ oW FAw ZA 544 L=t}

74. B Rl AR Al di dEoew

iy

d A2?

[root@ihd etcl# ftpwho

Master proftpd process 19446:

20035 - (3%) proftpd: ihdpeople - 211.202.42.8:
RETR linuxmaster.hwp

20038 0Om33s proftpd: ftp - 211.202.42.8:
anonymous/: IDLE
Service class - 2 users

Alzglell ProFTP 7F A4, &9% 1 A
Alzadlel] EA)3H = ProFTP Z2Z A2~ wiiE
ZZA A Fske] F 37F EA g
ihdpeople 7172 linuxmasterhwp 34-& A4l
o] 274 ANxgogRE FTPE 538 ¢zcsiu
et

°ojg o2 FTPo 3
SHAE, oW Il fRE EE teREsial

AA| .

@
@
®

A4 ALgAE

N
2L

75. FotolAETE Anbaivo] H&53 uf Fofsl=

AZ e digh Aoz s A2

@D share : A8 A S AR APE =5
NT Zwlol A A eldte= 2ot

@ user @ 7|2 HF AHOoF ALGA/H A=
= F3l Ak Ao HZeks Rdolt

@ server @ AR 8 A S AUE AAs] T
Aol Ao Za2sl7] 98k AR/ A=
AFe AAA

o) oF -
=

15 1o
domain @ 7|4 02 user RE=9} T35
AREAE Aol 1T AgE vE AHWE S8l

sk Aol ok,

76. NFSell et dmoz 53 329
O MEHZ Y &F Al=H
@ "EEE
® HFEE 9

Procedure Call)E& A}-&3Ht},
@ 7F=Es Bot 71%S A3 )

SRR FALIE I UM E
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Al2~glol A COM4 &+ 7} A
HA3e AFEo ol e Y
WA XS BUax 8 o 7R A A

o %2

x|
S005-05-29 2= 412401 TH COMADICIE COMAHIH 24 HAIE]
25 Ok=E =S ME 1S

@ smbclient —-M com4
@ smbmount netbiosname=com4
@ smbspool com4

@ smbtar -x com4

78. NetBIOS(Network Basic Input/Output System)
o W3 Amow g HAsA Ba AL?

@ IBMell oj&f 71 ¥ ATt

@ NetBIOSE A" oz g$¥

Skl =T

N e]l el

<718 A 14101]/\1

aF= T2 awolr)

0SI ®dlo] 7]% % o]

®

o] =

Je & AT MRlx

. 192.168.0.1 olgt=
Hlo}

A B o] A W S

21 #H7Isk7] 18] Jetc/mail/access
ol Frhafof & Wgow duke A7

D 192.168.0.1 REJECT

@ 1.0.168.192 RELAY

@ 1.0.168.192 REJECT

@ 192.168.0.1 DISCARD

2~ =] -
ke

a4

31.

okl

TA =

#( ) (

) /etc/mail/access < /etc/mail/access

@D makemap, hash
@ check, spam

@ sort, spam
@ file, attrib

2. ﬂ]oa] a4 %0194’ —LE:LWO] A5 zzl.xloi;ﬂ _]89
@O MUA : K¥d @ MDA : o}$=
@) SMTP : Al=vd @ MTA : F9od

83. A &7 dA F, HEES fge] T4

@D service sendmail
@ /usr/lib/sendmail

@ service sendmail

restart
—-te

—at

R =(Address Test Mode)® 52HA]7]7]
Hog gdure ALo9

@ /usr/lib/sendmail

bt

84. Sendmailol Al 21 w9
st Hd 2 FoAA7?
@ relay-domains
@ local-host-names
@ domaintable
@ virtusertable
85. Alz=dl #ea 34E AL
Aol T A telnet o =
shar, ARk ARE b= WY
A7 Farint 7hsshAl sk
o]= #laf FHsloF & &
@ Jetc/passwd T el duk ARE=x
/dev/null® W7 g},
@ Sendmail®] accessel F
A7 gkt
@ Jetc/userel| AME=wd A E2E 55
@ 1P Filterg #-&3to] At AR&=7F 80 UDP

TER JE8A PHES A4

=

o]l = =

A=

B G S

= =23}

O

L5 ]

=N ET AL LM E



RHEFTLIIEX(HD - CP)2IYAIY - M 5 3 2ISAO0AE 18 AW

86. Tt & A & HeF Alx®lo] o
L2
@ PGP @ PEM
@ S/MIME @ SSL
87. o5 AM=Evd 444 9dd sendmail.cfol
2 7 A gis Agos g 322
DERARl FAE WAE o

AH-&E T

@ Option AA :
Al o Abgeke HE S Ao ght

@ Message Precedences A1 :
£ g9 Al AbgE T

@ Mailer Definitions A :
T4 BEE Aogrt

88. Th&& Ahfe] ZEtelAESH A 1921680.1%-F
192.168.0.1074%] IP F42 EHoz a3y
1%k DHCP AW e Aol () Qboll &gk

Y

range ( ) 192.168.0.1 192.168.0.10

D subnet
@ autodetecting—type
@ domain

@ dynamic-bootp

89. &2 DNS AWolA g% kr
Feje] Z=dQd Ud AHAE
named.conf ¥ 2] AF-Folt} (
822

ol& =
A-Fsl7] flsh

) <loll e

zone "'( )" A
type master;

file "hangeul.zone”;

h

ASCII =%
16372 W

@ HE2krs
Q Y Fs2krs
@ B H2=kr

ol
ol
Lo
s
o
B

90. Ul A e] ©o]E ul|o] 2ol T

g EPsn gt FARA 43

sl o
B, shae] 97 5 s $d L
@ resolv.conf
@ named.conf
@ named.ca
@ named.local
91. o}#<] Xinetd AH]2x A4l digh Aoz &£
22
service telnet
{
disable = no
flags = REUSE
socket_type = stream
wait = no
only_from = 192.168.0.1
user = root
server = /usr/sbin/in.telnetd
log_on_failure += USERID
}
@ Telnet A H] 2ol tfdt o}
@ TCP 4% o] &gt
@ =0 Asf Al Jete/xinetd.conf® 7] AHA

o]9]o] USERIDE F7l2 7] =3t}
@ 192.168.0.1 °]¢] 9| IP F20A o
7} 8ot

=
2=

92. Y = DNS AW e FT/7F ofd A2
@ Secure
@ Caching

@ Primary
@ Secondary

e R DR
D A0, FoHOE) NEE
@ gl AR A% 5 Ak
® AAAAoR FERHA ot

g g
@ golo of - 2EAT h2s) AT

oY HF A= I M E
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9. A8 AR 45 =M U AHE &Y
3171 9138l named @ 7]7<]§ Ak 2y
A Aol ojn] AX]F wWhehd djol] <)o
U AHj =& "}ﬁﬂ T UATE o} T2 A
& dl4dstr] f18 7 sk W

D named H¥9] Jetc/access AA U] HZ
7} 3 AFEAF IDE SV
@ ZZFA] AW E HdAst ZEAE F& H

=5 gt
@ A wol 53H TCP/UDP

7he st=E AR

99.

sk H Ao

HAav Az=dle] ARES AAZE
S ol Al L9

O " 3}H (Firewall)

@ HAJFHA A 2=H(IDS)

@ VPN(Virtual Private Network)

@ DMZ(De-Militarized Zone)

o]

100. @ %20l A iptable

OREEH o RE

K

3
S A

KR
=
o)

=

u}7]

N5e dold A9e)
gl e w0 29h Expert A2 e
o8 RUHY

AE

Abgsl HE

&3], 10.10.10.3

% gaow

@ named ™S inetd RE2 WA ThA e o9
NEiia= o .
@ /sbin/iptables -A INPUT -s 10.10.10.3 -j
9. % F oA AFste UES A AB] 29 DROP
o Algsh= vES S o
o N N @ /sbhin/iptables -A INPUT -s 10.10.10.3 -J
ZRIOPOZ vp2 A Axof ] AL?
. DROP
O ZdQd uld AlH] 2 ypbind Jebin/iotabl A 1010103
© o WA pe] AH A CVS ®) S.bglngt;bes -A FORWARD -s 10.10.10.
@ =2 A AM : iptable b
@ WEYZ AR AH~ : bind @ /sbin/iptables ~A FORWARD -s 10.10.10.3
-] DROP
96. Alz~dlolu YESAE g% AdS 2k o
o] el gt Z]’%’% B2 o dHolH=E A9 A9
AES LEANAA AW7ZE FFAQd 4S5 &
T HEE 3= dH 322
@O ERol&w} @ IP =53
@ AP 2AR FF @ o
97. Sobig wormo] +9T<0 Alx¥le] webmaster
Aoz HEFA A5 3l volgl~E A
st7] 9a] AASorE HAdL tEF T oW A | | x e AlEe solsal  AIHS E25HA|7)
o1 7}2 HEH CF
D /etc/mail/access @ /etc/local-hosts O 2HX[o U= EMFH@®,®)n Eetxlo E7|
@ /etc/hosts @ /etc/passwd 3t 2xwgo| s 7}?
O FdHSE= g7t X2 6Xiz|, FRUSEHS
= giziof|l 13x2| =& F&s| 7|xjet = 22
98. @& Al Application-Level ProxyE #3&}= n7|3}040“¢|,|77}il v o
A7NAZ gHEA F9 Ae a2Ae. O =Xl thet Helg 25 JlelsiaLl
D Apache - Squid
@ Squid - Exchange - $=TstASLC. -
@ Ipchains - Apache
@ Ipchains - Squid
V2R = T AL B J) BN E



