H172| d=AO0AH 12 1A A EH
1 2 3 4 5 6 7 8 9 10
3 4 1 1 3 3 3 1 2 3
11 12 13 14 15 16 17 18 19 20
2 1 3 1 1 2 2 3 3 1
21 22 23 24 25 26 27 28 29 30
4 2 4 3 3 4 2 3 3 2
31 32 33 34 35 36 37 38 39 40
2 2 3 3 4 3 2 2 4 4
41 42 43 44 45 46 47 48 49 50
3 2 3 4 3 4 2 4 2 3
51 52 53 54 55 56 57 58 59 60
3 2 2 2 4 1 4 4 2 2
61 62 63 64 65 66 67 68 69 70
2 3 1 2 3 3 4 4 3 4
71 72 73 74 75 76 77 78 79 80
3 2 1 1 3 1 1 2 2 4
81 82 83 84 85 86 87 88 89 90
4 4 4 3 2 3 4 2 4 3
91 92 93 94 95 96 97 98 99 100
3 2 3 4 2 1 2 3 1 3
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S l:]'\c:,l }\]-SJ_E E],' 5’]—] -Z-F }\]?_g-% }\]Z_}-sl.}\]7]
By o
O ¥ FAAE F 13d]AelH, 1007421 19

~209, &2 0 21 ~60%, #5310 61~100)=

T we] Qg
ol A sh FA 57 BEA Bl

% EAY WA

a4 A17) whg e

O =W A

- TE] 0 20%8A x 18 = 204
- D 40F-A x 13 = 40%
- BE3 0 40FA x 1H = 404

o ¥A7F
_ %l—ﬁ] 60;‘4 o]/d—
_ J,]_%r)r XJ_/[:,] 40% U]U]— eral-

(17H5 @ 8%, 2945 : 167, 394 @ 164 Vv
151 (1-20)
Lt F g5z e dgow %—% A7

D Multi-User, Multi-Tasking
@ 7dvEg & AL
® HA gE 2= xorg && GUISHE R =
@ 54 FH FolnyE AlFgch

2. U T 52 AY HA 26004 AEA A
St 7]To® gy A7
@D 64Bit CPUES A ¢
@ ext2/3, vfat 5¢ <

A2REE A

(o

@ SMP 7|55 A
@ 71%s A4

3. b T deolE &4 Haslsly] 93 deolHE
e st=raad EAF B FEAA A
sk deoly A% 72
@ RAID @ SCSI
@ PROM @ LILO

4 0 F Azd mzadelatn av)d 714 A

27t | AL o= Al W
@O Xwindows @ GCC
@ YHx @ Fortran

5 TS % 9714 WHo] thE shvr gure o9

@ Redhat @ Asianux
@ Ubuntu @ Booyo
6. 250GB& =<2 HDD 7} 8717} &= °ol&& 25
/‘}“@O}Oi RAID6C.Z T3 A oA+ dd
¥ Ao A2 g Zi%?
@ °F 2000GB @ °F 1750GB
@ °F 1500GB @ °F 1250GB
7. %5 T AEE LA g Ao 59
A2
O FdA =g FAHS Jtel7ld 4 2aE
HA A gkt
@ HIAAARJ] A"l FuE Qe A ~H 9
e Al HA7) w =T
@ F8 FAA~"o 7= ext2/3, jfs, ReiserFS
5ol 3
@ Hesrt A AFE T FYArLHloltt
8 T T #H oA AE7Ese 9= uiu A7}
obd AL o= AR
@D xorg @ Blackbox
@ WindowMaker @ KWin

9. o5 HHo] T gFolA W47 v A2
@D shutdown ~h now (@ init 6
@ halt —p @ poweroff

10. & = 2 dd gk A o=w ke A0
O ‘Z(Kom)d'2 ‘C & AFolt},
@ #5228 WA (Bash) 4’9 7] Z2ad

/etc/shells o]t}

g 2o A set WEHO]E o] &3slo] Al A&

a3 9l Shelle & % gl

@ Alg-3lE= Shells wAU717] 984 out WEolE
o] &gkt

®

1. B 5 gls2eM dA 2Aiee] vEEe A=
e HEgolz 59 ﬁ%?

@ set | grep PWD @ locate

@ echo $PWD @ pwd

oY T A= I &M E
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@ /deve Z4F =9 o]

EELEERIES

@ /roots AWHALEAE

@ /proce 7+E B EH2

de= HEgE ot

14.

@O Multi-User
@ Multi-Thread

15 54 A9 98 wE
gelo] girk o] W
AR 95 A el A
shul Aass] 9% P
(19

2] /root ©|t})
@ sh ./opt/task.sh
@ . /opt/task.sh

Z %29 ddEee W@ dgow

< % s CPU A2=d
ool A AFEE )

= A o= A

@ Multi-Process

@ Multi-1/0O

task.shgtE= 2~ HE
A8 @slo] 7000]

o

bl

Wy

A== Jopt/task.sh o)W A =+

d

@ source /opt/task.sh
@ /opt/task.sh

( =(2) 54 1P
ozA e Ipe 59
Fefol A E 9]

17. B < 192.168.0.10] 2= TCP/IP T4 & =
Al2~"lo A 192.168.10.1% ping®] AA o= A4
HEs 344 & A5 7 #rdel A
(subnet< 255.255.255.0, 7] route 192.168.0.1
7] Y EQ A tjulo] 2= eth0 o]t}

@ /etc/sysconfig/network-scripts/ifcfg—eth0
@ /etc/resolv.conf

@ ifconfig

@ modprobe

18. DNS AW7} gl A A HEYAZF 44
o2 2% u telnet www.ihd.or.kr =7}
A=z sZAHES & A5 7MY #dde] 74
Ay gd=2 e A2

@ /etc/hosts.deny @ /etc/hosts.allow

ax

@ /etc/hosts @ /etc/sysconfig/network
19. TS F glE2oA] HEY A 3 "oz Ayt
H A2
@D ethtool @ mii-tool
@ ipconfig @ route
20. T+ = OSI 7 Layeroll 4] 2 Layerel| 43}%
&= A2
@ SLIP @ HTTP
@ FTP @ DNS

152 (21-60)

21. useradd W ®ol tst FAHo=E 5 FH2?
O -g: &% 3, .
@ -d: AAe & YaEge H2E AA4T u

AF-§-ght,

@ e : B} ARH FAAAY AHe] K

el
o
)
o

of

@ -G : 3ol 28-S AT w ALt

oY T A= I &M E
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Q@ Jetc @ A=" AA dkdo] LA glom,

22. @52 A~"S AMgskal dE AR ID, Path,
shell, descriptions°] 7] 5% 3 2?
@D /etc/shadow
@ /etc/passwd
@ /etc/pam.d/login
@ /etc/login.defs

23 olelel e AWE B T 4 9k WHolw
Jore AL

uid=0(root) gid=0(root) groups=0(root),1(bin),
2(daemon),3(sys),4(adm),6(disk),10(wheel)

context=user_u:system_r:unconfined_t

@ useradd
@ id

24. 31 WA o] HXA QGEF chattr HHANE AFE
stAath o AW 5 9 AL?

g g A

@ +a FAES A&t AL 9 vi JHdHE F3
71E W& 74 & F Uk

@ chattr HE & AMES FHE B WHoe
Isattro] o},

25. Ty gEee A

@ chmod : 3¢
W Ak

@ groupadd : 1&<& F7} 3 5 Qth

@ chgrp : B dPEL ] LFAY AFIFS

Wy @ 5 ok

@ usermod : 7]E A}&A AA ARE WA T
2= 0]
T

26. 2529 fHFE ) g L9

@ /dev @ Z+F tupol o] fJA & Q=]
37 tulol 29} FYE tinlol Az btk

@ /boot @ Alz=E] HEo] ¥y RE 3AdS @1

|
telnet, ftp, ssh's 9 A7 o] &)t}
@ Jvar @ A" 27 Fdo] 91431, tops o
AN2®l ASAHARE 714 & 5 v FLE9]

914 g,

27. CD olu#] 3}l ihdisoE Al2=Eol A
Abgete] & wf gEol® duke A2
@ mount -t cdimg -o loop ihd.iso /mnt/ihd
@ mount -t is09660 —o loop ihd.iso /mnt/ihd
@ mount -t cdimg -o loop /mnt/ihd ihd.iso
@ mount -t is09660 —o loop /mnt/ihd ihd.iso

2o}

2. F g%s A Yo Arow S

?

PR
o do

D Run level 0 : e Z2ZAAE AX|Ea A~
Hs AA AZITh

@ Run level 1 @ #52 Al2gE GdA|=8l(AHF
Hr)o®w R

@ Run level 2 @ U5 A8x B2 HE sy
HEYA A& ot

@ Run level 3 @ &2 RE 7]%5S AL83

T AEF BH3IY, console®E =0t}

29. gl A AFOA HaaE F7F gt FE A
EE mount —a WHEAWOEE YA FIHE
£ F A FAECF st SdE dute A0

@D /etc/autofs @ /etc/login.def
@ /etc/fstab @ /etc/filesystem

= )
/g ué] olulo

ok

@ ihdZ gzip HHO
o7 stuE HFIAth

@ ihdE tar
ATH.

@ ihdE zip HHOo=E

& A
@ ihdE unzip &2 &= Ak

Pt
_O‘L

oY T A= I &M E
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31. T mke2fsol] ok A F EH AHL?

mke2fs -b 4096 -i 2048 —j -m 10 /dev/hdbl

D b ¥
Ela=y
@ -ie= Y A2l AT inode B HIOIEFE

2048% So} (H ) gk 8192)
@ -j= Ad" 9 A 2gE et (ext3)

=4 =
525 10% $AE.

715 40960 7

@ -m 102 roote] ofH]
32. th fscke] T8 F=o] digh AW T 59 A2?
@ O Oﬂ‘_ﬂ ﬁ}ku
@ 1: 3 A ="o] nxAA &2 o7} ol
N
@ 2 9d A=l qHEE FQg
@ 8 : AAF ol

of

33, @2 A2gol ARE U2ag 2} she @k

¥
EAE A dedd AL

ﬂl

(7} mkfs.ext3 /dev/sdbl

(L} fdisk /dev/sdb

(th mount -t ext3 /dev/sdbl /ihd

(2 echo “scsi add-single-device 0 0 1 0% >/proc/scsi/scsi

O (WPH-OhH-(hH-EH @ (H-(EH-hH-(H)
@ EH-(hH-Oh-(th) @ EH-(H-H)-h

34. U2 debugfsE A3 Aol 7} FE=9

E
Hr F B AL

=< O

D @ G @ ®) © @
179289 20600 O 0 0 17-Feb-100 1826 file-1

018209 40700 500 500 4096  16-Jan—100 15:15 file—2

177275 60600 0 0 0  5May-98 22:32 file-3

@ (1) - inode ¢ W&

@ 2)@3) - =42 FdE 272/ 22 F
@ (4) - MERZ ZAH A7

@ )67 - FHR / AT/ 9 o]l F

3. A% A28 TE F o] mease w7}
A 3he], SIGTERM

] =

AN1ds HWAY

54 2% 4 A FR AN gEom
dere sle

@ killall Z= A2~ @ Kkill all 2Z= A

@ kill -10 Z=A2~ @ kill -9 Z2A]

36. nice WA st A T EH AL?
O Z2A 29 4 FE =24

@ nicex= T ZAX~

AR
IUSER PID % PU %AVEM V2 RSS TTY STAT START TIVE COVIMAND
root 1 00 00 137268 ? S 2007 15:22 init [3]
root 2 0.0 00 00 ? SW 2007 0:00 [migration_CPUOQ]
root 3 00 00 00 ? SW 2007 0:00 [migration_CPU1]
root 6 0.0 0.0 0 0 ? SW 2007 0:00 [keventd]
root 7 00 0.0 00 ? SWN 2007 4:12 [ksoftirqd_CPUO0]
root 8 00 00 00 ? SWN 2007 3:23 [ksoftirqd_CPU1]
@D ps —ef @ ps —aux
@ ps -a @ ps -ief
38. B mofl AXE H7)A]9] e}t AP S =
o g duke 329
@ rpm -qi @ rpm —ql
@ rpm -Uvh @ rpm -qa

39. AE Aupdel A3 e T 5

O #Hud 48 A4S s Ahe=Tte

trtol 2~ o) sEdel ARE v 7] F5}o]
Fz @)

@ make menuconfigt= =& W2 AA 3HOE

Add Al A A & 5 U

@ old A% FHE AFAY AER AL A
7A3d g ¢ make mrpropers Ab&3F=
Aol ot

@ EE WAoR dAstal, telo|HE B REE
Ela=3

oY T A= I &M E
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40. B B7] T gE2olA Y EHe BRSO W&ol | 45 B Al&FOA HESA FhEd #EE “efolHE
O st 7RI Aol Hupdste] @A AMEsEaL = Al=F
D cat /proc/meminfo (@ vmstat 3 3 Balsle]l Hestux & u o] =Elo|Wr} ALE-
@ free -m @ iostat 3 3 H7] 98 b WA Sdaof = wWelo]=9
@ modinfo @ lsmod
A1, A|Zz="el vl a7} 8GB7F Attt o] Al=glo| @ depmod @ modprobe
32bit FE2(ALEHA 22)5 A Al Uty oz
AHER T osle olEARl = MESYGOR | o qo = gwsoi maE A wdd oo
o A 59 Re?
D 7GB @ 6GB @ Ipd @ cups
® 4GB ® 2GB @ printconf @ lspci
42. 32bit A] Z~glo Al B | 2eE AHEE & 3 7 @A P AY AnelA AL e
=5 dF e gduss 94 260 =9d¥ wne eMow Bu Ae9
Ao 7= dure A2
) @ TCP/IP Version 6 (@ Wibro
(D PSE(Physical Segment Extension)
@ PAE(Physical Address Extenstion) @ IPX/SPX @ Apple Talk
@ SMP(Symmetric Multi Processor)
@ HT (Hyper-Threading) 8. i T Al Alw A ARRETtes A
ato] AbESE7] flE gEmzelA A==
3.t B %2 Aswe Yost waE weor | B9 WAEE AEE SE AET
g Ae9 @ alsaconfig @ sndconfig
@ DMAE 91¥3A=RE duelz A7 v | @ kudu @ Ismod
Eds HUle VoS gL
@ IRQE F-FA7F &2 =glolnd ANas HAY Alz='le] JAATE A 26 7Nk A5 A=
e wyow ztznith 1He WIS 71A FHE] AAE A== EdolH 2
a9l gk A HAR= ot A Ao] H=7}?
@ PC9 FZox IRQ, /OF29 4o A gko] @ /dev/null @ /etc/modprobe.conf

Jemz zy A Egtolnle] Tzl Fof
[/OF 249 IRQE st=x=3} &d &o]alt}.
@ 1/0F4E5 A&ty A =Solwrt o F

Aol "elge ddd 5 3l

4. AG AFGL S
=9 A2

g8l A 49 e

s

of
o
2
fru

D make menuconfig @ make xconfig

@ make config @ make mrproper

@ /etc/sysconfig @ /proc/pci

=

7&]’

A =%E 100GB stet) A3 F7} @
Al =g FH A s w7

o
s gy

oY T A= I &M E
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51 Theol A el Aom Qwe e
- AR F RAA edE 2andg
A7 et

- A4 @ o] HY rotate AT
- 2astdd WE B, 45 dr

@ at

@ access-log

@D syslog
@ logrotate

52. Alz=wl 271 & (syslog)ol dgh
222

@ syslog?] A4 AL Jete/syslog.confo]™, zt

gd @AY JAE AT F

dHow =

e

daemon A

At

@ syslogell A& A2 zpale] Al A~do|Mnt 7| =
7}s 8ttt

@ 7]¥A o % mail secure, message, crons 2
27} EA g

@ oA deo ANE #Ysty] & 94 =2

Aagle A & 5 Ao

o

&
kv

N2 dlo

AR7F 715d ddUIE A=

o

1
=

o &
N

PR
o r

?

Apr 30 00:01:01 ihd kernel: Kernel logging (proc) stopped.
Apr 30 00:01:01 ihd kernel: Kernel log daemon terminating.
Apr 30 00:01:03 ihd Kkernel: klogd 1.4.1,
/proc/kmsg started.

May 1 00:01:01 ihd kernel: Kernel logging (proc) stopped.

May 1 00:01:01 ihd kernel: Kernel log daemon terminating.
May 1 00:01:02 ihd Kkernel: klogd 1.4.1, log source =
/proc/kmsg started.

log source =

@ /var/log/cron
@ /var/log/secure

@ /var/log/messages
@ /var/log/kernel

54. ©+& % /var/log/xferlog®] 4™

=2 R A

O Ad WA} 7Y JHE %5—’ AT

Q@ F5721 Azl AIRE F2ls A 944 S4E
T4 Y ARE 93 ot

@ ¢4 F712 FdH = crond HAERE T
AT

@ 7+ st=do] AE F Aojo] i FRE
i ok

55. TCP Wrapperel] gt Aoz 58 A7

@ xinitdell ©¢]&f Ao ¥ = 1 ]5\— ) e
Wrapperell ]sf Alo] w=

@ vEY=Y Y A Xﬂoi Q T AT o F
g Al o] A o]},

@ H T2E AE 93 A
hosts.allow, /etc/hosts.deny ©]t}.

@ UrA o7 telnet, ssh, irgbalance’} Ao &&=
EAQl "H&EEo|g,

HdL Jete/

171 98 /home/ihd/backup.sh
= HdES A otk o] dEs wiF Fad

2 8Alel ®Mdo]l 3 =HA cronel AAstE
o

@ 0 8 * * 3 /home/ihd/backup.sh
@ 3 8 0 * * /home/ihd/backup.sh
@ 8 0 0 * * /home/ihd/backup.sh
@ 0 8 * 3 * /home/ihd/backup.sh

57. PAMel tigh A o= &7 A7

O PAM-2 Pluggable Authentication Modules®]
oFxf o] t},
@ PAM2 o Zg| Aol AES] A5 WHS Mg

H
T A st golE g e Fgtoltt
@ PAMS] 7} & FH e fredelrh
@ PAMO 74 A& /lib/pam.del A A= o] gt

f

@ Al2=dlo]] & Hé}%
A gekar e
A e WA 9k ol
st BAA AAF ETo)t)

@ tripwirex= MD5, SHA, CRC-32
s AlFeih

of thet dlolE Mol ~E whEo] &
]

@ 011:
} A2kl o3k vd Wx

Fe) e s

R

o
Ll

I
met o,

offt
>,
o
o
)
>
ofo
_|>i
o,
o|\
o

oY T A= I &M E
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59. W] Aol gk Aoz 53 AL? 63. ofutx] 137|0tew SINHE gkl e &
O Alz=ge] A &3 W & A7 = 2Ee ZRA|A7E it skl 228 =(Thread) S
I R i Agate okt 2X wWHdom nAHm Fk
@ A=) Ades este] &4 Full backupit g dd ZaEaw A A wb=A] 24§ of
o2 Y3 f= S ow oute o9
@ Full backup® Incremental backups 243 #-& @ —with-mpm @ —-enable-mpm

dlo] & Ho072 $3)

@ --enable—prox @ --enable—cgi
@ <8 data: local backup¥ remote backup proxy &

i ok,
N 64. the2 oA siAH o] HA J‘r httpd.conf
60. dumpoll e dHog 58 AL? goe] ogRolt) thSol Ay #BHEE JRow
D o2 /M9 tape WMol 7Fs3)Th. =9 A2

@ wigde] 7IE el WE= tstuA dE ServerRoot "/usr/local/apache”

ZF H}KE} . .
@ sald OF Ao A So sedd o ServerAdmin root@lhd.or.kr
ApEE B spsgho) ServerName www.ihd.or kr
[ ] o
@ olW E9le] ol Wmel B st} DocumentRoot ”/usr/local/apache/htdocs”

UserDir www

Directorylndex index.html

253 (61-100)

@ $9FM+= /usr/local/apache/htdocsell A %8l oF

61. F2 AHolAZ FAE7] Y& AlgHE ataL, A o)A = ir}dex.htmli 2 3 oF s},

CGI(Common Gateway Interface)ol| w3t A @ AN AEAES FHEE Sl public_html
o2 59d AHL&? T wwwete] 9EAE A #ed g,

D %7] ¢ Aulxa F=A dolguo]~e AF @ olx] AHe] FE tHEa]= /usr/local/apache o]tk

257 UA=F O}btﬂ 7ol ekt @ AW FAre] WY F4= root@ihd.orkro|th,

@ o7 /M9 CGl 2aHEE FHAAAR vEEE

Wol x}A|8}A| eF=t), 65. ofutA] 1.37Mke 2 M E 2Tl Aok A
@ CGIO 2agE:= o doj2x sdd = TFe WA oefd XEME 808022 F7t
Aom, A Abgo] Fhetsit) =937l 918l httpd2.conf ¥ BPF A3
@ CGI 23HES] 2ol Bo] AHH = dojzs &Fith httpd @IS AHESFo] ofutA] MW E

C, C+=, Perl 5ol At Aestela 2 W ed fHe?
@© -d @ -5
62. YAw ZRIHL o3 13M A ofubA] 2x | (3 ¢ @ -X
He g Hu dygow 59 A&7
BE BT Adsta, ofmx 2xHHL 4
R —rEi Fﬂ o] ¢ Hﬂ o] 2] root7:ﬂ g JHZE%E% el
@ obsbx] 2xWdol obshA 13MAmLh vhep | oo S RAHL SRR Al oot
Seje] Tzas v 7S A 9sHo) diojefulo] el Hshes &3 s AlAshs
® PHPE 44 mEddz Agss 13wde | TEEE ARS AL
obskA] 208 Al Wl Ael%wrt el L mysal reload
@ PHPES T4 nEdHzE $£93= Aol A @ mysql_install_db
DEZ 293 u Hy) vy E gL §84 @ mysald_safe ——user=root —-skip-grant-table &
o2 kg3 @ mysqgladmin —u root reload

oY T A= I &M E
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67. olutx] A Al Jservidk PHPE 52 RER | 72. NFS A9 AA A2l Jetc/exportsel] TthS-¢]
]S le)

Sy 9 W=l A Fo e EE? zRoR AAQYE A5 L2 AL
@© ab @ htpasswd 7}, /nfsdatagts= o) @ Ee] S 192.1682.0 C Class
© rotatelogs @ apxs HEQD gojo] 43 s2E5T HostEs
Ea=3
68. %1 slo|Ael A oF HWAA TAEAL 95 . /nfsdatai= A %S Aol Zhestal,
o 4 telnetdH& o] &3 YAl 80w e rootd% e = Fews dH.

A& & GET WHS olgst ofgx # @D /nfsdata 192.168.2.0(rw,no_root_squash)
PHP WA AR So] =ZHt} o]gd AR =& @ /nfsdata 192.168.2.0/24(rw,no_root_squash)
ut7] 98] httpd.confoll Al A A ste =9 @ /nfsdata 192.168.2.0(rw,root_squash)

@ HostnameLookups @ ServerName @ /nfsdata 192.168.2.0/24(rw,root_squash)

@ AccessFileName @ ServerSignature 73 NFS Aol =27 192168 49540] 0. NFS Zeto]

AEA Mo FfEo] U&= HIAEZE &<
69. Ak Aol 3P AHAG9ARl smb.confe] & A Szt g, JEoz dure o9
&5 gle o ARgete @ showmount —e 192.168.4.254
@ exportfs —e 192.168.4.254
@ nfsstat —s 192.168.4.254

@D smbclient @ smbstatus
@ testparm @ smbmount @ nhfsstone -e 192.168.4.254
74. G502 2HF 5= ProFTPD AW el d4 A&
70. AFup el A5 #HW F AFEAH(user) #l ol9e Lelmat sth S = proftpd.conf T
da Adew dwe 2L Aol 4] WA F b FE07
@D Jetc/passwd 5= 5o FHglo] v FA4E (D Maxclients @ MaxlInstances
A e AR 3 2= 9l @ Standalone @ MaxClientsPerHost
-

@ #Ex ARel Az

e 27 44s

® Jetc/passwdoll S=9 A

E
it
fr .2

A48 2o ok D 25 @ 110

@ }EsE ohE HAe AEH AL ATAL | @ 123 @ 143

71. NFS AHE o] &3t 19216843 Zebojdlee] | 6. Thes Hd Aviash ddd 2z ade] st

HS Jetc/hosts.deny Lo A3t petad} Aol ofd =gl iz 43
aAF s AL Aoz omre Ho9 7}F. MDA(Mail Delivery Agent)®] 3+ % 5-o]

@D nfs: 192.168.4.3 L oshA] ok A Far wdl A v

@ nfsd: 192.163.4.3 (Spam Mail) & AFeheh mf AHSS 5= gint

@ portmap: 192.168.4.3 @D procmail @ Qmail

@ 192.168.4.3: nfsd @ Postfix @ Majordomo
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77. °F ProFTPD A¥ 2] A7 3}l proftpd.conf

24
= R
Foltt. el dA¥ ddd Wiew

<Anonymous ~ftp>
User ftp
Group ftp
UserAlias anonymous ftp
<Limit LOGIN>
AllowAll
</Limit>
<Limit WRITE>
Order Allow, Deny
Allow from 192.168.3.63 192.168.2.
DenyAll
</Limit>
<Directory incomming>
<Limit STOR MKD>
AllowAll
</Limit>
</Directory>
</Anonymous>

dhd.or.kr

D 192.168.4.54 4 ALl Qg ArA&at=
incomming®l| <A Z2=7F 75k

@ 192.168.254 4 HZsl= oy &xt=

Eeel v = % g 4 Qi

= PAREARE incomming ]

591 9]

£o)d

© 94 [Pieel 33900 @@‘L )AL g A
]_

28 AR WY AHE Sendmail =

A g dlo] YE2 Ao SAH
271 ¢ ﬂ/‘}oﬂ A EAll ceodti= E-mail

S 85T o] wAE AT F A=

2 gure R o9

@D /etc/mail/sendmail.mc

@ /etc/mail/virtusertable

@ /etc/mail/local-host-names

@ /etc/aliases

ks
I

m>

me X 9 of Hr

£ o Ho I

=~

79. /etc/mail/access Yol 192.168.3.0 W EY A oj
Aol £3 TAE AEAEO] WIS HE
= 7

NEE S7tetes ol AR duke 32?2
@D 192.168.3 DISCARD
© 192.168.3 RELAY
@ 192.168.3 REJECT
@ 192.168.3 550 email ok

80. A #Hejzkl F4F %2 Al2=®l ¥ Sendmail
MBS st vk AR el A webmaster
AR Soles HdS uAXATA A
Apgo] W 4 glwE HAY g aF(S W
ek Aol Jo3 gdw Aok 20

@ /etc/mail/sendmail.mc

@ /etc/mail/virtusertable

@ /etc/mail/local-host-names
@ /etc/aliases

l‘?ﬂ

81. w5 Hl(standalone) ¥ 73 H &2 xinetdE AM&-
st A v W& 5 59 AL?

O A+ AFEHA Fe ¥ A5 xinetd® &9

:

sk Ao] Frh

Q@ HEAT B GAvEE ds dEdHE
g3l Aol Euh

@ xinetdE AHESHH &l AMu|~E 01 B UﬂﬂM

gFEA] po} Algl Hm

A T

231,

@ xinetdE §3 9T H$ o5 dE JeEHRT
ZoldEE] Y AH=E YS wZ7
o] &g F 3l

82. oFgl DNS AH 9] forward &9 Aol th3h
Agor 5 AL?

$TTL 86400
ihd.orkr 1D IN SOA dns.ihd.orkr. root.ihd.orkr. (
42 ; serial (d. adams)
3H ; refresh
15M  ; retry
1W , expiry
1D ) ; minimum

1D IN NS
1D IN A 192.168.1.5
1D IN A 192.168.1.6
1D IN MX 10 mail.ihd.or.kr.
1D IN CNAME ihd.or kr.

@ ihd.orkre] Y4 A¥ = dns.ihd.orkro] 2=
o5 Zte

WA M= mailihdorkro|™ IPTFAE
o],

ihdorkre} dnsihdorkre] IPFAe
o]t}

ihd.orkr< dns.ihd.or.kr
H<tol 7hs sttt

dns.ihd.or kr.

mail

WWW

)

192.168.1.6

©

192.168.1.5

-
E

®

root.ihd.or.kr25%
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83. &< xinetdol] #E] &= telnetA v AS A A3
oot v die=r 59 FHL2?

service telnet

{

disable = no

flags = REUSE

socket_type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd
log_on_failure += USERID

only_from = 192.168.1.0 192.168.2.2
no_access = 192.168.1.33
access_times = 09:00-12:00 21:00-23:59
per_source =2

instances =10

}

D GRS o] §T F dE AW AdFE
100131, @ 52EY A& 5 Y= AdFE
2ol

@ 192.168.1.33 3 2E+ A7t A3glo] "AUS
ol g8 4 git}.

@ 192.168.1.22 =2~Ex AAT Alghel] dulS
ol§F & vk

@ 19216822 3 2~EX= A7l A3glo] st &
& ol &3 4 9l
4. g2~ Hetul(linux.ackr) A e Ael 452
StapA| Al A A2 vy A A DNS *ﬂ‘ﬂﬁ A

245 W te 2ol AAsr] 9l A

dlof & vasm dute A2?

BN

A

A B & sty &9 oA+ comlinux.ackr® =9
3, HElu Yo st3 = multilinux.ackrz
oAk Hiry weatet HE |ttt
F o] commullinux.ackr® M= Zw¢l
Zol A9k oA Z=wQ1Ql com.linux.ac.kr
multilinux.ackro 2% H&Estma s}

O o
+%9

0 (o offf fo w2 ot

—El'mm?ﬂoﬁiﬁilﬁ

D SOA
3 CNAME

@ PTR
@ NS

lo

85. DNS AMue] w2~ F(reverse zone) UL

[PF20] H3 T2E o2& AT v AlE
gt} olelgk AABS fal B & ol AR
HE gaesg gue A8

D SOA @ PTR

@ CNAME @ NS

86. the= DNSAIH ] AH7 31Ul /etc/named.conf
e dFoljt}. T AT dHEA e

T EY AL

A

ad "member” { 192.16852.100,192.16810/24; 192.16856.103; };
options {
directory "/var/named”;
allow—-transfer { 192.168.50/24; 192.168.56.103; };
forward only;
forwarders { 192.168.32.31; };
allow—query { 192.16350/24; 192.16851.33; member; J;

@© 192168502 F4E e T2Ex HE 44
MW= 7S st

@ 192.1684.20 425 e & = o] AHd
dols & 4 glvh

@ o]FolA Heja gl 192.168.32.3101 d7]aL
Rkef Aojs Xt o] ML e

@ 192.16856.103 F4E zte T2EE HYR

g ¢ Q3 BE U AWMz FA 7S

7. FolIP7} H=E3HA4 Ho] AMAIPE o] &3] AW
e aE FAA HAY. e =)
(Proxy) M¥E 53t AARZ ALEstES 3)
Ath T AW T 59 ALY

DO ZEA AW A 7]soz Qs AMEAES

I Aol E ] QIHYl o] § &w7h whetd ¢
AT
@ AP AR&ARFEC] &Fo 54 AlolEd A
ot ASs Add & Atk
@ ZEA AHE S AFEAEY 95 AlolE
A& d9s & F+ Aok
@ ZEA AWME F3l FAF R A AR ARE2L
Alz=gog A HET 5 A
88. Tho2 ZZHA] AWl squide] 34 A I}
squid.confe] dFFolt}. fxFo AAH=
ZEA AW A7l= 2 MBSIZE?

cache_mem 8 MB
cache_dir ufs /usr/local/squid/cache 100 16 256

@ 8
® 16

@ 100
@ 256
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Q9. 3 9] glm2 AW E telnet, ssh, samba AHZE | 94. 432 DHCP A® e AA 149l dhepd.conf
+FstR ot et ddl 3] Alage v se] Qroeltt 0o MAn FEE YL =
ol Zzhel AWE REHIE Ak N | ey e
Alz=gle] AARES a2 ARgstaz & o 5
St 83 AW =? subnet 192.168.0.0 netmask 255.255.255.0 {
@ DNSAH @ NFS v option routers 192.168.0.1;
@ CVS AH @ NIS A+ option subnet-mask 955.255.255.0;
option domain—name-servers 192.168.1.1;

90. NIS Z¢ztel<d
AR A= =
ALgaorst WHolR Aok 3L

EoA NIS AW ZRE AFHs
of m=g Slgtad @) of o

@ rpcinfo ypbind

@ ypcat

91. T}go] Yds Zzads52 NIS A 2 g

@ ypserv
@ ypbind

92. T}& DHCP Aulel geld g & 5d AL?
H

D EgolAdEAdA F4 HlAHA FAIPFAHwl

o] E A AL EE
AT U A 3t [ e A2

ZzEadse|t. ydd

@ rpc.ypxird
@ rpc.yppasswdd

ol g} AFAIPF A% AM&7)5 3t}

P29t AoEd ol FEoldE

g 4 gloy vdAHE &9 5 qlth
Aoz 3

O AE A
AT,

93. 5 <% CVS(Concurrent Versions System)oll
st Ago=w 58 A2

tite] HAFHol= A3 4 gt
@ CVSe e 79 z2ado+= Subversion

range dynamic-bootp 192.168.0.128 192.168.0.254,
default-lease-time 21600;

max-lease-time 43200;

}

9B. & T CVSollM Agslh= W ofol i

O ZFgoldEdA TddH=
192.168.1.1¢] t}.

@ ZTelAENA FEH=
192.168.0.1°] .

s F4

Al Eg o] F 4

1
T

rr

@ Fdto]lAE A 192.168.0.128FH 192.168.0.254

A FgE
@ ZetolAEd
3AzFol ot

A
=

o

o7 59 AL?

@D import: CVSZ4H-H

NEHer ddHE ARt

o

¢

oL

A A W AL B

@ update: A9 2] &S Aol YR Tk,

© log: 2 W&= &I o AFE3H

@ diff: ¥ AP UL solat

96. AMZ ALGEHE Azmgo] 9N Pol

@ SYN Flooding uffer Overflow

@ Spoofing

» oo

niffing
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97. stal, PCHW, 3JAF 59 & HEHALE AHEet=
PCAA AH=E H&ESE 49 24 H(Sniffing
Tool)& AF&8IA AREAFE] ofolt], sj29=,
FRTEHS 59 MAART =52 5 Uth

ojRE WAt7] flel Ml &7h7] WAs o] &3l

TZeof & HRom s guro o9
shefuich
© IDS @ SSL o 2Hx0l 9= SNSH(®,6)2 Soklo] 7]
@ DMZ @ Firewall 3l 2|90 SUEL}?
O FdHSE izt X2 6%z, FRSEHS
= HiZtoll 13x2| =5 H=s| (xSt = 22
98. tF& S DOS(Denial of Service) 342 57 o] FI|51 S
ol A7 O ZH[of CHEE EotE 2+ T[dstalsH e

A QA wEHol, Fbe] e
£ A% Hosha, AuEE AHPE

-
Astel AAe B2 wHe 4ol ok

O NAT @ VPN
@ TCP wrapper @ IDS

dd duk AA

100. 2t Z3hE 98l vaaA A4
wap @ ol

Al AafeE A
AHETb SR Heh TR e
@ Nessus @ SATAN
@ John The Ripper @ Tripwire
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