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Introduction

Microsoft® Office Communications Server 2007 Archiving and CDR Server provides a solution for archiving instant messaging (IM) conversations and group conferences and for capturing usage information related to file transfers, audio/video (A/V) conversations, application sharing, remote assistance, meetings, and conferencing servers in call detail records. This document presents the step-by-step tasks that you need to complete in order to install, activate, and configure archiving for Office Communications Server 2007. 

[image: image1.wmf]
Note

Call detail recording (CDR) captures usage data for conferences. It does not archive the content of audio, video, or file transfers.

For an in-depth discussion of planning considerations and guidance on designing your Office Communications Server 2007 topology, see the Microsoft Office Communications Server 2007 Planning Guide.
Overview of the Archiving and CDR Server
The Archiving and CDR Server provides the following capabilities:

· Archiving of all instant messaging (IM) conversations for all users or for individual users that you specify.

· Archiving of call detail records for all users. 
Messages from the Office Communications Server Front End Server are sent through the Windows Server® Message Queuing service to the Archiving and CDR Server, which uses a Microsoft SQL Server™ database to store archived information. 
This guide provides comprehensive setup and installation details in the following sections:

· Infrastructure Requirements and Prerequisites

· Installing and Configuring Message Queuing
· Installing SQL Server

· Installing Archiving and CDR Server
· Activating Archiving and CDR Server
· Configuring Archiving

· Configuring Users for Archiving

· Configuring Call Detail Records

· Starting the Services
System Requirements and Prerequisites

Before you deploy the Archiving and CDR Server, ensure that your IT infrastructure, network, and systems meet the requirements that are described in the Microsoft Office Communications Server 2007 Planning Guide. Hardware and operating system requirements for the Archiving and CDR Server are described in the “Server Platform Requirements” section of the Planning Guide. Software requirements for the Archiving and CDR Server are described in the “Plan for Compliance and Usage Analysis” section of the Planning Guide.
Prerequisites

In order to archive group IM conferences or IM with users on a distribution list, archiving must be enabled on the pool of the user who initiates the session. There is no difference between conversing with a preselected group of users and a group of individually specified users: in both cases, the result is a group conference and not a peer-to-peer conversation. 
When a group IM conversation is archived, all the messages exchanged during the conversation are archived; per user archiving settings do not apply. If you do not want to archive messages in a group IM conversation, do not enable archiving on any of the pools in your deployment.

To capture usage data for conferences, you must enable call data recording on all pools that host a conference. 

Archiving and CDR Server Components

An archiving and CDR agent is installed as part of every Office Communications Server Standard Edition server or Enterprise Edition server.

Although the archiving and CDR agent is automatically installed, in order to archive IM traffic and call data, you must configure the archiving and CDR agent and the Archiving and CDR Server to which the archiving and CDR agent connects.

The Archiving and CDR Server receives the instant messages and call data from the archiving and CDR agent and stores the information in a SQL database. The Archiving and CDR Server consists of three components:

· Destination queue, which is managed by Microsoft Message Queuing 

· Archiving and CDR Service component

· Archiving back-end database

The Archiving and CDR Server component reads messages from the archiving and CDR agent in the destination queue and writes the messages to the Archiving Back-End database.

Installing and Configuring Message Queuing
Before you install the Archiving and CDR Server, you must install and configure Message Queuing. The archiving and CDR agent uses Message Queuing to receive notifications from the Archiving and CDR Server destination queue. (Message Queuing also serves as a local temporary transmission queue if the Archiving and CDR Server is unavailable.) Message Queuing must be installed on all computers that participate in archiving, such as the following:
· An Office Communications Server with an archiving and CDR agent that connects to the Archiving and CDR Server.

· The Office Communications Server that is running the Archiving and CDR Server. 

Installation Prerequisites
· You must install Message Queuing on each server that you want to associate with the Archiving and CDR Server. If you want to archive an Enterprise pool, you must install Message Queuing on each server in the pool. 
· The computer that is running Message Queuing must be a member of a Microsoft Windows® Authorization Access group in order to authenticate users in a Microsoft Windows Server 2003 domain.

· Because Message Queuing relies on the Active Directory® Domain Services for encryption to the destination queue, Message Queuing must be installed with the Active Directory integration component, which is the default configuration during Message Queuing installation.
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Note

In a two-tier topology where the Archiving and CDR service component and the message queue are on a separate computer from the archiving database, automatic setup of encryption is not supported for the messages that are sent by the Archiving and CDR service component to the archiving database. Instead, encryption of the link between the Archiving and CDR service component and the archiving database must be configured manually by using SQL Server SSL encryption.

For more information about configuring SQL Server SSL encryption, see the Microsoft Knowledge Base article 276553 at http://r.office.microsoft.com/r/rlidOCS?p1=kb276553  For information about configuring the registry to establish and help enforce SQL encryption, see the Microsoft Knowledge Base article 841695 at http://r.office.microsoft.com/r/rlidOCS?p1=kb841695.
· Do not set the destination queue (the private queue) privacy level to None on the server that is running the Archiving and CDR Server. The privacy level must be set to either Body or Optional. The default setting is Optional.

· Do not set the privacy level to Body when the Archiving and CDR Server and the Front End Server are installed on the same computer. When the Archiving and CDR Server and the Front End Server are installed on the same computer and the privacy level on the destination queue is set to Body, messages will not be archived, and the server will stop running if archiving is running as a critical service.
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To install Microsoft Message Queuing
1. Log on as a member of the Administrators group to the server that will be running the Archiving and CDR Server.

2. Click Start, click Control Panel, and then click Add or Remove Programs.

3. Click Add/Remove Windows Components, click Application Server, and then click Details.

4. Select the Message Queuing check box, click OK, and then click Next.
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5. Accept the defaults in the wizard to complete the installation.

Installing SQL Server

Before you can enable archiving, Microsoft SQL Server must be installed either on the computer that is running the Archiving and CDR Server or on a dedicated database server. Ensure that you have either SQL Server 2005, SP1 (32-bit or 64-bit) or SQL Server 2000 SP4 installed. For more information about installing SQL Server 2005, see http://www.microsoft.com/technet/prodtechnol/sql/2005/library/gettingstarted.mspx.
Installing the Archiving and CDR Server
Install the Archiving and CDR Server on a server that is in the same domain as the Office Communications Servers whose traffic you want to archive.
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To install the Archiving and CDR Server
1. Log on as a member of the Administrators group to the server where you want to install the Archiving and CDR Server. If you want to activate the Archiving and CDR Server immediately after installation, you must also log on as a member of the DomainAdmins and RTCUniversalServerAdmins groups.

2. Insert the Microsoft Office Communications Server 2007 CD. If you are installing the Archiving and CDR Server from a network share, go to the \Setup\I386 folder on the share, and then double-click setup.exe. 

3. Click Deploy Other Server Roles, and then click Deploy Archiving and CDR Server.

4. At Install Files for Archiving and CDR Server, click Install.

5. On the Welcome page, click Next.

6. Review the license agreement. If you agree to the terms of installation click I accept the terms in the license agreement (required to continue installation). Click Next.

7. Click Next to install files to the default location.

8. On the Message Queuing path for Microsoft Office Communications Server 2007, Archiving and CDR Server page, specify the message queue path that you want the Archiving and CDR Server to use, and then click Next.

9. If the message queue path that you specified does not yet exist, a prompt displays to ask if you want to create the path. Click Yes.

10. On the Confirm Installation page, click Next to begin installation.

11. On the Installation Complete page, click Close.

Activating Archiving and CDR Server
The activation process performs the following tasks:

· Establishes a new or existing service account for the Archiving and CDR Server
· Creates or assigns a SQL Server archiving database

· Assigns directories for the database and transaction log files

· Activates the Archiving and CDR Server role
Before You Begin

Before you activate the Archiving and CDR Server, be aware of the following:

· If you are running a 64-bit version of SQL Server, you must activate the server role from a 32-bit computer with the SQL Distributed Management Objects (SQL-DMO) installed.

· To activate the Archiving and CDR Server on a server other than the back-end archiving database, you must install SQL-DMO on the computer. To install SQL-DMO, do one of the following:

· If you are using SQL Server 2000 SP4, you can install SQL-DMO by running SQL Server 2000 Setup and installing the client tools.

· The Back-End Database server can be running either the 32-bit or 64-bit version of SQL Server 2005 SP1. In either case, you install 32-bit SQL-DMO from the Backwards Compatibility Components package, which is included on the SQL Server 2005 installation CD. You can also download this package from the Microsoft Web site at: http://r.office.microsoft.com/r/rlidOCS?clid=1033&p1=sqlback.
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To activate the Archiving and CDR Server
6. Log on to the server where you installed the Archiving and CDR Server as a member of the DomainAdmins and RTCUniversalServerAdmins.

7. Insert the Microsoft Office Communications Server 2007 CD. If you are installing the Archiving and CDR Service from a network share, go to the \Setup\I386 folder on the share, and then double-click setup.exe. 

8. Click Deploy Other Server Roles, and then click Deploy Archiving and CDR Server.

9. At Activate Archiving and CDR Server, click Run.

10. On the Welcome page, click Next.

11. On the Select Service Account page, enter the name of a new or existing service account to use for the Archiving and CDR Server, and then enter the password for the account. The default account is RTCArchivingService. For a new account, ensure that you use a strong password that meets your organization’s Active Directory password requirements. When you are finished, click Next to continue.

12. On the Select SQL Server Instance page, type the name of the SQL Server instance that the Archiving and CDR Server will use in the format <servername>\<instance>. For example, sqlserver\dbInstance.
13. At Enter database name, type the name of the SQL Server database that the Archiving and CDR Server will use (by default, LcsLog), and then click Next.

14. On the Reuse Existing Database page, do one of the following:

· If you want to use a database that is already on the SQL Server instance, clear the Replace any existing database check box.
· If you want to use a new database, or overwrite an existing database, select the Replace any existing database check box. 
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Caution

If you select the Replace any existing database check box, any existing archiving and CDR database that is on the SQL Server instance will be deleted, and all its data will be lost.
15. Click Next.

16. On the Location for Database Files page, specify where you want to install the archiving database and transaction log files:

· In the Database box, accept the default folder, or click Browse to specify a different directory.

· In the Transaction logs box, accept the default folder, or click Browse to specify a different directory.

17. When you are finished, click Next.

18. On the Start Service Option page, clear the Start the service after activation check box.
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Note

SQL Server (the MSSQLServer service) must be started before you start the Archiving and CDR Service (the RTCLog service).
19. When you are finished, click Next.

20. On the Ready to Activate Archiving and CDR Server page, review the settings that you specified, and then click Next to activate the Archiving and CDR Server. To make any setting changes, click Back to the area where the change is to be made.
21. When the wizard has finished, verify that the View the log when you click Finish check box is selected, and then click Finish.

22. In the log file, verify that <Success> appears under the Execution Result column. Look for an execution result of <Success> for each task that is shown. When you have finished, close the log window.
If you installed the Archiving and CDR Server on multiple servers in an Enterprise Edition pool, you must activate the Archiving and CDR Server on each server. Repeat the procedures in this section on each server in the pool.

Associate the Archiving and CDR Server with a Front End Server
After you have activated the Archiving and CDR Server, you must associate the Archiving and CDR Server with each Standard Edition server and Enterprise pool whose traffic the service will archive.
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Note

Perform the following procedure on each Office Communications’ Server whose traffic you want to archive.
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To associate an Office Communications Server 2007 Front End Server with the Archiving and CDR Server
1. Log on as a member of the RTCUniversalServerAdmins group to the Office Communications Server 2007 whose traffic you want to archive.

2. Click Start, click Control Panel, click Administrative Tools, and then click Office Communications Server 2007.

3. In the scope pane, expand the Forest node, and then do one of the following:

· If you want to archive an Enterprise pool, expand Enterprise pools.

· If you want to archive a Standard Edition server, expand Standard Edition Servers.

4. Do one of the following:

· For an Enterprise pool, expand the pool that contains the Enterprise pool that you want to archive, right-click Front Ends, and then click Properties.
· For a Standard Edition server, right-click the name of the pool that contains the Standard Edition Server that you want to archive, click Properties, and then click Front End Properties.
5. Click the Archiving tab.

6. On the Archiving tab, in the Office Communications Server list, click the name of the server where you installed the Archiving and CDR Server, and then click Associate.

7. In the Associate Queue Path dialog box, click Message queue path name, and then type the name of the server where messages will be archived. When you are finished, click OK.

8. To enable archiving, select the Activate content archiving check box.

· If your organization requires archiving for regulatory compliance, enable archiving in critical mode: Select the Shut down server if archiving fails check box. Communications Server will shut down if an instant message cannot be archived. For specific details about how critical mode works and how archiving failures are handled, see How Archiving Failures Are Handled later in this document. 

· [image: image20.wmf]If your organization requires encrypted archiving for regulatory compliance, select the Shut down server if Message Queuing encryption fails check box: Communications Server shuts down if Message Queuing encryption fails. For specific details about how critical mode works and archiving failures are handled, see How Archiving Failures Are Handled later in this document.
9. If you also want to enable call detail recording, select the Activate call details recording check box. 
Note

Call detail records that pertain to Web conference meetings are not supported on Front End Servers that are in the Director role.
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10. When you are finished, click OK.
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Note

Whenever you change the archiving or CDR settings for a pool, you should restart all Front End Servers in the pool to ensure that the settings take effect uniformly. If you put archiving into critical mode on your Front End Servers and you then disable archiving and CDR, you must restart all Front End Servers; otherwise, one or more Front End Servers could stop running.

How Archiving Failures Are Handled
If a message cannot be archived, one of the following will happen:
· If the message fails to reach the destination queue for any reason (including permissions issues or network issues) the Office Communications Server Front End service will do one of the following:

· If the archiving and CDR agent is running in critical mode, the Front End service will write an event to the event log and then shut down the service. The time that it takes for the service to shut down varies depending on the situation, but the maximum is 45 minutes. For instance, in the case of a permissions issue, the service will shut down immediately. For network issues, it can take an average of 30 minutes. You can configure these timeout periods in Windows Management Instrumentation (WMI) as described in the following section. 

· If the archiving and CDR agent is not running in critical mode, write an event to the event log.
· If the message reached the destination queue but the Archiving and CDR Server cannot pick it up for 45 minutes, the Front End service may do one of the following:
· Shut down after 45 minutes (WMI configurable) if the archiving is running in critical mode.
· 
Write an event to the event log if the archiving and CDR agent is not running in critical mode.
· If the message is picked up by the Archiving and CDR Service component but the Archiving and CDR Server fails to write to the database, then the message is written in a log file (the stored procedure name that was called and all the parameters), and an error is written to the event log if the message is critical. A message is critical if the archiving and CDR agent that sent the message is running in critical mode and the message itself contains the body of an instant message; otherwise, a warning is written to the event log. If the attempt to write to the log file also fails (for example, because the disk is full) and the message is critical, Archiving and CDR Server will shut itself down, and the message that the Archiving and CDR Service component was processing is returned to Message Queuing as if it had never been read. At this point, the Office Communications Server will do one of the following:
· Shut down after 45 minutes (WMI configurable) if the archiving and CDR agent is running in critical mode.
· Write an event to the event log if the archiving and CDR agent is not running in critical mode.
· If the SQL database is unavailable or is stopped, the Archiving and CDR Server will continuously try to connect to the SQL database; however, if the Archiving and CDR Server is stopped before SQL becomes available, all of the messages will be returned to Message Queuing. At this point, the Office Communications Server will do one of the following:
· Shut down after 45 minutes (WMI configurable) if the archiving and CDR agent is running in critical mode.
· Write an event to the event log if the archiving and CDR agent is not running in critical mode.
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Note

If SQL Server is not running and you want to stop the Archiving and CDR service immediately, use Windows Task Manager to end the RTCArch.exe process. Any messages that are sent while the database is down will be returned to the queue and will be archived when the database is running again.
Configuring Archiving Time Settings
Two time settings can be configured by using WMI to adjust the properties of the MSFT_SIPLogSetting class as follows:

· TimeToBeReceived. Time to wait for a message to be archived after reaching the destination queue before shutting down the Office Communications Server 2007 service when archiving is marked as critical. Default is 45 minutes. 
· TimeToReachQueue. Time to wait for a message to reach the destination queue before shutting down Office Communications Server 2007 service when archiving is marked as critical. Default is 30 minutes. 
For details about configuring CDR, see Configuring Call Detail Records later in this document.
Configuring Users for Archiving

You can archive the activities of all users, or you can limit archiving to specific users that you specify. When you change a user’s archiving settings, the changes do not take effect until one of the following events occurs:

· The user signs out and back in.
· User registration is refreshed. By default, registration is refreshed every 10 minutes for external users and every 2 hours for internal users.
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Note

Global archiving settings, including those for internal conversations and federated conversations, do not apply to group instant messaging conversations.

When you configure archiving for all users at the global level, the archiving settings at the user level are not configurable. If you want to implement archiving for some but not all, users, you must configure archiving settings for each user.
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To archive traffic for all users

1. Log on as a member of the RTCUniversalUserDomains group to a server that has the Communications Server tools and that is located in the same forest as the Office Communications Server that is running the Archiving and CDR Server.
2. Click Start, click Control Panel, click Administrative Tools, and then click Office Communications Server 2007.
3. In the Office Communications Server 2007 snap-in, right-click the Forest node, point to Properties, and then click Global Properties.

4. Click the Archiving tab.

5. Under Internal communications and also under Federated communications, verify that Archive for all users is selected, and then click OK.
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To archive traffic for selected users

1. Log on as a member of the RTCUniversalUserDomains group to a server that has the Communications Server tools and that is located in the same forest as the Office Communications Server 2007 that is running the Archiving and CDR Service.
2. Click Start, click Control Panel, click Administrative Tools, and then click Office Communications Server 2007.

3. In the Office Communications Server 2007 snap-in, right-click the Forest node, point to Properties, and then click Global Properties.

4. Click the Archiving tab.

5. If you want to archive conversations for a specific user or group of users that are inside your organization’s network, under Internal communications, verify that the Archive according to user settings check box is selected.

6. If you want to also archive conversations for a specific user or group of users whenever that user communicates with a user of a federated network, under Federated communications, verify that the Archive according to user settings check box is selected, and then click OK to close the properties page for the forest.

7. In the scope pane, expand the pool of the user or group of users that you want to configure for archiving, and then click Users.

8. Right-click the users whose messages you want to archive, and then click Configure Users.

9. On the Welcome page, click Next.

10. On the Configure User Settings page, do the following:

· To archive messages that are sent and received within your network, select the Archive internal messages check box, and then click Enable.

· To archive messages that are sent from users within your network to federated users, select the Archive federated messages check box, and then click Enable.

11. When you are finished, click Next.

12. Click Next, click Next again and then click Next once more to advance to the Configure Operation Status page.

13. On the Configure Operation Status page, verify that the operation succeeded, and then click Finish.
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Note

Per-user settings do not affect the archiving of multiparty IM conferences that are logged in the ConferenceMessages table. If you do not want to archive any message content during multiparty IM conversations, turn off archiving on every pool in the deployment.
Configuring Call Detail Records

If you enabled call detail recording, you must configure the instant messaging and meeting details that you want to log in the call detail records.
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To configure call detail records

23. Log on as a member of the RTCUniversalUserDomains group to a server that has the Communications Server tools and that is located in the same forest as the Office Communications Server that is running the Archiving and CDR Server.
24. Click Start, click Control Panel, click Administrative Tools, and then click Office Communications Server 2007.

25. Right-click the Forest node, point to Properties, and then click Global Properties.

26. Click the Call Detail Records tab. Select the check boxes that correspond to the transactions that you want to archive in the call detail records, and then click OK.

Start the Services

In order to begin archiving, you start the Archiving and CDR Server and then restart any Office Communications Server whose traffic you want to archive. Ensure that the SQL Server service (MSSQL Server) has started before you start the Archiving and CDR Server service (RTCLog).
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To start archiving

27. Ensure that the computer that is running SQL Server is running. If the Archiving and CDR Server and the SQL Server service are on the same computer, ensure that the SQL Server service starts first.

28. Log on as a member of the RTCUniversalUserDomains group to a server that has the Communications Server tools and that is located in the same forest as the Office Communications Server that is running the Archiving and CDR Service.
29. Click Start, click Control Panel, click Administrative Tools, and then click Office Communications Server 2007.

30. Expand the Forest node, expand the Archiving and CDR Servers node, right-click the Archiving and CDR Server, and then click Start.

31. Stop and restart the Office Communications Server 2007 Front End Service on every server and that is associated with the Archiving and CDR Server.






