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CASTLE PHP WAL t}S3 & 3A0A AAF o7 F23 )

G A A Windows, Linux, Unix A4
A X H Apache =& WA
PHPH A 41x ~, 5.x

2. AX] £

AAE s HA WA CASTLE 71X S wjE T2 Alo]Eo] A
Og&Z= wet. CASTLE #7]A = ASP(castleasp), JSP(castlejsp),
PHP(castlephp) W o] B5F Z3sta Jh. H&staxt st §f Alo]E
o mzad" oo wel s WAL 9 AN YRE sof Fo.

X CASTLE HijZ ZAl ALO|E.: http://www.krcert.or.kr
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CASTLE A2 #A4gL& F 39A=Z 1. A% 59, 2. A3 4A, 3. &
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o A oA Fi

http:/ / A ¥4 /CASTLEA % t] & ] 2] /install.php
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g+ ok
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- 7] URL : http://test.com
- CASTLE ARGt =E : /castlephp
- CASTLE A X AA| 7 Z : http:/ /test.com/ castlephp/install.php
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MCastle

=S

ESEINE0EE ARGl S0 A7) HEILICH

MEN= HIC"‘EI SEOZ MEFH FEIH 2 ZEYMHE MEE HLIE
oSl = LB HEN HS HH Z2E B2 255 25 UYE
3 4uERNE SAESH T ASEAE 25HE
srREEEEHZENH s

Fr=EEEFAZAE BT ATEQN S MEE ~ 2UALL LSS HII 2
SIANGH] Zo| M Srdlst 098] A PR SCE A S0 24 B ZH A0
4 S AHAY 2al S ket B0 0 R0 g Hal M HIS 02
22 &) bl e MAN 20 2RO Ak S =HEEFHEANMNE
HOEF e TR SF&LICH

EIE] @ 2E w100% -




B 22X 224 - 4% 23 &4

A 24 SAl= AAstaA s AlEFHd 2k7] HgT] HIS
AP A st GAloIH A7t d=s-d d5 A AP dAS
AAA AL vtz A A dAZ vE Iy
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3= CASTLEES 2 &3lnxt st U4 9o 422 FA" mZ==
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d& =9 http://test.com/testphp,j ) ZZ o] CASTLEE &

<?php
define("__CASTLE_PHP_VERSION_BASE_DIR__", "CASTLE =213 $x] ZHu H
ill);

include_once(_ CASTLE_PHP_VERSION_BASE_DIR__ . "/castle_referee.php");

FHE 2xFE=L] 82 9k 2rh §) =X “CASTLE Z23
W X Hd B2 RES CASTLE Zzadde] AXE (4 A=)
7

of| & £0] CASTLE®] [/var/www/html/castlephp; ° AX¥ 7
e o 2ol FA4%a AT ) #HolA AFo| FUHg

<?php
define("__CASTLE_PHP_VERSION_BASE_DIR__",
"/var/www/html/castlephp");

include_once(_ CASTLE_PHP_VERSION_BASE DIR _

"/ castle_referee.php");

7>

A7) 2 AERE= 41pl8 B Ho| CASTLES 3
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<?php
define("__CASTLE_PHP_VERSION_BASE_DIR__",
"/var/www /html/castlephp");

include_once(_ CASTLE_PHP_VERSION_BASE_DIR__

"/ castle_referee.php");

>

<?

/

* Zeroboard library

AzrRE=e A$e Z2a¥ FA4  flibphpy 9 "_head.phpy 3
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#php lib.php

Ok
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- 7] URL : http://test.com

- CASTLE ARGt =E : /castlephp

- CASTLE w22 sj]A]
http:/ / test.com/ castlephp/ castle_admin.php

AAE=Z
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{= CASTLE - PHP Hl# - Windows Internet Explorer E'E'rX'
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237 o0 || |

o4 || |

| A(Cancel)

Z 1% Login}

# CASTLED} BHHEI 22| AFZE castle@krecert.or krE §HAI2,

MEAMN M 21=HE TE8A ITHHEN Tel, 02-405-5617
Copyright{c) 2009 Korea Information Security Agency, All right reserved,

g @ EL w 100% -
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Windows Internet Ezplorer [g|
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- @3 castle_admin_log.php

o A ;‘dll-l;_ﬂ
- AR AR
- W A: castle_admi

o W ue
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£ AAe 3

_policy_view.php

- dA BRE AAS #EA PColl AR
- @A castle_admin_backup.php
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W otold 2% 74
ofolt= HA 44, Hd 16A+e] EFAE e £ARZ FAS|oF st}
B I3 2F 73

dsE HA 84, A 3249 #AE B A2 Aok St
(MD5 &l Fx2=2 s3] A

(= CASTLE - PHP BlH - Windows Internet Explorer

& - [ htny/fsst.comcastiephe/casti _admin_account pho 7 (%] [%] [Live searcn IEE
DRE BIE =20 AW 3D ESTH © Snagit k'

% & [{ecnsnswpma C - &= - D HTE - R -

CASTLE / PHP HIAE(1.0.0)

SHZHO0A ot

e Jan

t
O . =2 2aK AR 2Hs Lol 0 S20EE B2 S0 TANE.
"""" TEEERR 22 RS 0010 2 2E 25 63 ol 2% 27 2SS NHa Lt
""""
””””””””””””””””””””””””””””””””””””””””””””””””””””””””””””””””””
= ol
" [ =a=a ) REEE 2z 2o
e
oz ||
CEED]
o DIDICICID) - 21 4R}, 21K I67HE S EaRADE RHLICH
+ 2T (Password) - 34 B, 2T} 2AZ LEGHAOFELICH
vConfirm = X Cancel

@ 2IE w0 -

Az BelF oleltsl oE, 95 FAL PPt o)A PEE A

33 g9
A SrHT
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57 718 A Ao A= CASTLEMA 71 83 RFEo=w 7|®AMHA,
AlolE AR, AL 5 9o dHE A A Aot

1. HEH 718 44

o q]&= CASTLE ©]|&, I 183 ¢

Hot WZY 7R
Ao oA A4

A4
o

{,: CASTLE - PHP HH - Windows Internet Explorer

& - [E htwy/testcom/csstieshs/ Castle_admin_canfia,aha |2
DE BIE =AW SAFAE EHD E=LHE © Snaglt '
% g [g CABTLE - PHP H{T [7} G- ®-2HIAR- G-

CASTLE / PHP HIA(1.0.0) &
o JIHEE CASTIE |2 BAs SR,
OGN .« w=: CASTLE D128 M= &F5HA HELID
------------------------------------------------------------------------------------------------------------------
CASTLE OI [CASTLE - PHP HA
""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""
----------------------- zanc
;
« HMEHC(enforcing) - 4H 2 CASTLES MEg
— o+ 2ATE (pemissive) - CASTLES ®EAITD DTS Sa(|),
A « HIEEEC(disabled) - CASTLES = E5HA 28,
EELS
o 2DIC(4er - INBUE ZDHO2 2R,
« HHFAZE Message) - ZL2TE HATIE FROIE),
o ASATC(Stealth] - 13 22E LT 28,
vConfirm = XCancel
¥
@ 2IE w100 -
=
B CASTLE °|& A%
/K—l‘]‘ “Vﬂ]_ *‘] ] ]94 ]5%_2_ pS| S pS| ]EO
dX]gt CASTLE 3| AF o]z o]ES AAY. HAHH o]lEL
=Z o
o =

Zy #E)AF #o] A9 Elo] E(title)ol] FAISHH TE| A dgUiE o]
23798

Castle 0|2 [CASTLE - PHP BT
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B 3I3== 44 2433 F428)

AP HdAL CASTLE A oA 71 a3 FEO=Z X
= SUE 2

3t CASTLEE 2A P A=A =

o %8 X = (enforcing)
- 48R == CASTLEYIAN Ao AA S0 dAste gd5< o
Aet= 45 Adgh

- AR EE AEEESH npUEAE CASTLECNA B3t A&

S SAY gAE At 2O o) dEel AR 43 32 ¢
dshe Aol o] BA| 53

-8R 2706 AR Aqee HAel pAREE 39 gl
e Aol 2

o H & & & = (disabled)
- HF LR AAE QS A= CASTLES| A& A s
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0 7 3L E E (alert)
- AW ARE FaFoeR gy, A AbFol gis] A R
£ #EANA 2uE AAE e & o A
SRR} oA @ W 588 S 5 Ae

Windows Internet Explorer P§|

1\ xcesTiE i x
CASTLEM 2o 20| ATl 24 SLUICH
-—- FEEHOIA -
http://test, com/m_login_ok. php
-—— R AR —

PSS EE| AHHH S2eh A 2.
SELICH

=l
2I20M 2
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o " A] A & = (message)

- AW ARE AAAR DY, QA oy HAANY 2

/= htip://test.com/m_login_ok.php - Windows Internet Explorer

@;: - |g, hitp://test, com/m_login_ok, php V| 42| K |

B

mHEy  BEE) 2 SHSIA (I ES=H)

v e I@ht‘tp:/’/’test,com/m,login,ok,php l_l @ - B Qéa

- [ HORE) - £F E200) -

& Snaglt 12

»

SORRY

QG HOIXIE WUHO S Halg 4 plgUCt

SR AIRRIO] P12l 01247} HSSIR! BHRIROP EoiSHIALR.

= @‘ﬂﬂﬂ L 100% -
o 2"l A H E (stealth)

- "l Holx &¢

- CASTLE &9 A4S F7]ax & wjo] #83

/= hitp://test.com/m_login_ok.php - Windows Internet Explorer

®-€ - |@, http://test, com,/m_login_ok, php V| 2 || X | | 2|~
COmMRE BIE HIAG FARINA RO EEH & Snagh g
v e [@http://test.com/m_login_ok.php l_l - B de - [k HIOIRIEY » 0 E32(00 - >
= & 2IE £ 100% -
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2. AbolE A A

Al BANAE BA 9 F9 ACEE FF AAA Mu2F

/2 CASTLE - PHP H{# - Windows Internet Explorer

@;‘/ ~ [&] htipi//test.com/castlephp/casile_sdmin_sonfig,php#hasic 4] x] | (2]
[ DRE EIE AW EARNE TUD ESH © Snagh =1
9 o IQCASTLE—W Hz |_} B s [BEHONE - SRR - T
__________________________________________________________________________________________________________________ 3
MDIE B20Y ©gnolE Oz

+ Z2(Open) - AMIES BAROR 2
+ AS(Closed) - MOIES B35 285 ¥,

vConfirm X Cancel

e & IEY ,100% '!
B MolE Aoy A
CASTLE AAHo] £F T ACIES YAFoE e T4
A 4tk
ADIE 83018 @sao= OEs
o €%
- ALl EE AR 9%
o J=
- AlEE Fam 29EA &, B9 2" AolEVE A
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Windows Internet Explorer

A\ xcasTLE R x
CASTLEM =J5§ 20| ATz Z1SLICE
--- HEFHOIA -—-
http://test comnfindes. php
-—= REF Alm —-
AMOIE &3 AL

O 212 Mg 2t HES I3 SSIAHH A S2oha Al 2,

il

C
O

3. 48U 4%

A&l AA2 CASTLE o 93iA &XE dlidEdd sk Aol
GET, POST, FILE, COOKIE 47]¢] AdHM4E gitoz 88 433

T AUTh

(= CASTLE - PHP H{& - Windows Internet Explorer

&) ~ [ htpifestcom/castisphny/caste_admin_confg.phpshasic <[] | |[2]-
CIEE BIE 2AW SAEAW EMD SR © Snagh 1
o dr | @ cesTLE - PHP WA |_} St B w v [ HORE) - O 5RO - T
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, S
GETH% Gxg OHEE POST B4  @=g OHEE
FILE B2 &=z OHEE COOKIE ¥4 @ QHEEZ

o HS(True) - 2H B0 A S T3t
» HIZE(False) - 2 B0 ol A 5

vConfirm = XCancel
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B POST W4 AF

POST HTE5 Yo E &2 3 oAF

il
(o
o
rol
v

POST B @ =g OHEE

M FILE ¥ 243

FILE Wi#d d2= 34 Arhss ez 94 53

AR,

B COOKIE 4 AR

i
o
r
v

COOKIE {iFE5S g g4 3 AR

COOKIE M= SNz OH=EES
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A6 I AY AF

2
AR dEF9 ¥Z4E2 SQL Injection, XSS, &3 o](WORD), &
FH I(TAG), IP, ¥ = FAe 44T & U

1. SQL Injection 3 A3

SQL Injection 324 FENE A d2 FH
A 2R A A E2FH=E Ee T

(= CASTLE - PHP H# - Windows Internet Explorer

@.\-) - |§, httpi//test.com/castlephp/castle_admin_policy.php

CmE BIE 2N SHEIW EAD S © Snaght
S B wh v [ HORE - R - T

U & | CASTLE - PHP BT

CASTLE / PHP HA(1.0.0}
SHZH0A H=2 =00

& Tue Jan 13 10 19

ssue  Gas Oums

———————————— + E2(True) - S0L Injection H24H ERIS saiC
o HIES(False) - 500 Injection 22 EHHIE QWaHA 2ELICh

delete[[:space:]]+rom
drop[[:space:]]+database
drop[[:space:]]+able
drop[[‘space:]]+column
drop[[:gpace:]]+procedure
create[[ispace:]]+able =
update[[:space:]]+ =[[ispace:]]+set
insen[[:space:]1+img, [ ['space:]]+values
selectl[ispace:]]++[[:space:1]+from
bulk[['space:]]+insert

v Confirm X Cancel

>

ool EHT) SQL Injection

Jn
Ju

<

o
]
=
oo
L
=
g
3¢
‘

o g%

- SQL Injection &7 ®A 3 oAFE 2Hg0}

Ng20%  Omsz Odus

« HE2(True) - 30L Injection 2 EHXS e |CH
+« HIEE(False) - 50L Injection 258 24 S M9gH 2SLICH
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o
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o
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delete[[ispace:]]+from
drop[[ispace:]]+database
drop[[!space:]]+able
drop[[ispace:]]+column
drop[[:space:]]+procedure
create[[space!]]+able
update[[:ispace:]]+ «[[ispace:]]+set
insert[[:space:]]+into, *[[:space:]]1+values
selectl[ispace:]1]+ «[[ispace:]1]+rom
bulk[['space:]l]l+insert

i
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B SQL Injection ¥4 ©X &
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S0L_Injection ==& ME EAl login_id
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2. XSS A3 HF

At olFA A H

/2 CASTLE - PHP H{# - Windows Internet Explorer

@.\:j - |g hitp://test.com/castlephp/castlie_admin _policy. php Vl 1| % |
: IEE HEE 2N AR =D RS & Snaglt &'
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__________________________________________________________________________________________________________________ -
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¢ EE(True) - X55 F%E NS 4¥ELICH
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javascript: o
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o expression[[space:]]=W{#)
HS5SIR(A)
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document, coakie
document, location b7
vConfirm = XCancel
b
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Windows Internet Explorer
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(= CASTLE - PHP H{# - Windows Internet Explorer

@.\T/ - |g http://test.com/castlephp/castle_admin_policy.php Vl 44| % | ‘ P~
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b
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4. EZg 1 Y AA

BFy e ofodel £5 8 A3 2olE H(tag)E ovl 3t B
B2 Fels A7xdd ez AAT & ok olFA AAE AFx
d4 fHo] LIHE BE T4 gAY

(= CASTLE - PHP H{# - Windows Internet Explorer
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¥ 4 | @ CosTLE - PHP B |7} LGB & EHIAE - GERD - T
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 3
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5 1P 33 A3
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(= CASTLE - PHP Bl - Windows Internet Explorer
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CIRE BEE 200 SARINA EUD ESLH © Snagh 1z
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EE
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-
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Windows Internet Explorer [5__(|
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CASTLEM 230 20| MEEISSLICE
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(= CASTLE - PHP H{# - Windows Internet Explorer
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/2 CASTLE - PHP H{# - Windows Internet Explorer
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Name [w] eer [i#] post [ sat_injection [JHss [Jwiap []Tae

Format Minlength |0 Mawlength | GREIR

v Confirm = X Cancel

o 94y FE 43

- Name: W59

- Format: <73t 49 IR (BEA4])

- GET: GET Wl&E=d] e 38 o

- POST: POST ®Wl&Eol w3t &8 o

- SQL Injection: SQL Injection 324 &3A %

- XSS: XSS ¥4 ®HA oy

- WORD: &% o] &2 o
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SHZEHOA H=Z =0

Tui

2] M20IE [castlz_log st |
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@23 O &l

2Ff(simple) - CASTLE 2185 2F2rel SZ2 212D,

REMOTE_ADDR - [Date] REQUEST_URL: Message)
4l (detail) - CASTLE 2|25 &M & H2.

(REMOTE_ADDR - [Date] REQUEST_URL: Message: ...}

21208 @UTF-8212) O euckR

« UTF-6-21 I E5 UTF-62 §t= T2
» euckR - 21 7SS euckRE 5h= 2%,

v Confirm x Cancel

@ 2IED o, 100% ':
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REMOTE_ADDR - [Date] REQUEST_URL: Key = Value: Message

ex)

125.24.15.196 - [19/Nov/2007:15:44:32 +0900] /~mirr1004/bbs/write_ok.php:
memo = JUAEHYEAY, 2 APCAYL,AAJAAY... : B WORD &A

o &Al

- B2OE ASA 715

REMOTE_ADDR - [Date] REQUEST_URL: Key = Value: Message
--> [Method: method]
--> [Policy: policy]

[
--> [Pattern: pattern]
--> [Method: method]
--> [Offset: offset] [Matched-Content: content]
ex)
125.24.15.196 - [19/Nov/2007:15:44:32 +0900] /~mirr1004/bbs/write_ok.php:
memo = JAEUEAA L, HLPCAY,BJAAL... : EF WORD HA

Method: POST]

Policy: 717 4]

Pattern: ?ﬂ =]
[Matched-Content:
[Matched-Content:
Offset: 472] [Matched-Content:
Offset: 921] [Matched-Content:
Offset: 2134] [Matched-Content: &5 ]

Offset: 231
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H=z1 5350+ 43
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d¥E 2O2 Y M HZo 23 gdo] Ad fol .
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2Im m37 FHI2 A2 Sy |
1 20090112-castle_log.txt | LI2 2E 1,441 Bytes January 12 2009 16:19:04 aE |

2 20090109-castle_log.txt L2 EE 834 Bytes January 09 2009 17:54:08 i A
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CASTLE - PHP & - Windows Internet Explorer

g:—.. - \g http://test.com/castlephp/castle_admin_policy _view.php
OHE) MAE 2 SHEINA =D ZS(H) & Snagh '
= G- B & -HIAE - BRI

| [#][x] |

P 4 [ CASTLE - PHP BT

CASTLE / PHP HHA(1.0.0)
S4ZHOA H=2 =0l

CASTLE Policy Tree View

FETE - CONFIG
- ADMIN
EEEE] MODULE_NAME = CASTLE - PHP H Tt
"""""""""""" ID = admin
LASTMODIFIED = 1231808433
EELE] - SITE
BOOL = TRUE
REE - MODE

ENFORCING = TRUE
PERMISSIVE = FALSE
DISABLED = FALSE
- ALERT
ALERT = TRUE
MESSAGE = FALSE
STEALTH = FALSE
- L0G
BOOL = TRUE
FILENAME = castie_log,tet
DETAIL = FALSE
SIMPLE = TRUE
LIST_COUNT =10
- CHARSET
UTF-8 = TRUE
euckR = FALSE
- TARGET
GET = TRUE
POST = TRUE
FILE = TRUE
COOKIE = TRUE
- POLICY
- SOL_INJECTION

3

@ DE w00% -
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CASTLE - PHP HA - Windows Internet Explorer Q@El

ﬁ,.v & http:/stest com/castlephp/castle_admin_policy_view, php ¥ |* || X P~
HEE) =20 SAFNA ERHD ESEH) ¢ & Snagh 2

¢ & | @ CASTLE - PHP HE | B B - & - IR - R - T

~

CASTLE Policy Source View
§CASTLE_POLICYL'CONFIG ][ ADMIN'T L' MODULE_NAME'] = "CASTLE - PHP HITH"
$_CASTLE_POLICY['CONFIG']["ADMIN'I['ID'] = "admin”
§CASTLE_POLICYL'CONFIG [ ADMIN']T ['PASSWORD ']
$_CASTLE_POLICY['CONFIG'][' ADMIN']['LASTMODIFIED"
$_CASTLE_POLICYI'CONFIG'I['SITET['BOOLT = "TRUE"
§_CASTLE_POLICY['CONFIG']['MODE 1 ['ENFORCING ] = "TRUE"
$_CASTLE_POLICY['CONFIG'I['MODE 1['PERMISSIVE] = "FALSE"

] [ s

]

]

id 1cb2a 3dc 248023195280 cabbbfdec”
="1231809493"

§_CASTLE_POLICY['CONFIG']["MODE'1['DISABLED'] =
$_CASTLE_POLICY['CONFIG'I['ALERT'I['ALERT'] =~
§CASTLE_POLICY['CONFIG ] ['ALERT ] ['MESSAGE"
$_CASTLE_POLICY['CONFIG'I['ALERT 1['STEALTH']
§.CASTLE_POLICY['CONFIG']['LOG 1['BOOLT = "TRUE"
$_CASTLE_POLICY['CONFIG'I['LOG TU'FILEMAME'] = "castle_log, txt”
§CASTLE_POLICY['CONFIG' ] ['LOG TI'DETAIL'T = "FALSE”
$_CASTLE_POLICY['CONFIG']['LOG T['SIMPLE ] = "TRUE"
$_CASTLE_POLICYI'CONFIG I['LOG T UST_COUNT'T = "10"
$_CASTLE_POLICY['CONFIG ] ['LOG 1['CHARSET 1['UTF-
$_CASTLE_POLICYI'CONFIG I['LOG T CHARSET 1( 'euckR'] = "FALSE"
§ CASTLE_POLICY['CONFIG']['TARGET']['GET'] = "TRUE"
$_CASTLE_POLICY['CONFIG ][ TARGET'1['POST] ="
§_CASTLE_POLICY['CONFIG ] ['TARGET'T['FILE"]
$_CASTLE_POLICY['CONFIG ][ TARGET 1['"COOKIE'] = "TRUE"
§CASTLE_POLICY['POLICY'T["'SQL-INJECTIONT['BOOL"] = "TRUE"
$_CASTLE_POLICY['POLICY'I'SAL_INJECTION'T['LIST'I['0°] = "delete[[:space:1]+rom”
§CASTLE_POLICY['POLICY T["SQALINJECTION L LIST'I0'1°] = "drop[[:space:]]+database”
$_CASTLE_POLICY[ POLICY ]['SOL_INJECTION]['LIST'] “drap[[ispace:]]+ahle”
§CASTLE_POLICY['POLICY I["SQALINJECTION T LIST] “drap[[:space:]]+column”
§_CASTLE_POLICY['POLICY ]['SQL_INJECTIONT['LIST" “drap[[ispace:]]+procedure”
$_CASTLE_POLICYI POLICY T["SQL_IMNJECTIONT['LIST" “create[['space!]T+able”
§_CASTLE_POLICY['POLICY ]['SQL_INJECTIONT['LIST" pdate[[:space:]]+ «[[:space ]]+set’
$_CASTLE_POLICYI POLICY [ SQLINJECTIONT['LIST" sert[['space:]]+into, = [['space:]1+values”

]

1

]

§_CASTLE_POLICY['POLICY ]["'SQL_INJECTIONT['LIST" ="select[[:space:]]+ =[[:space:]]+rom”
$_CASTLE_POLICYI POLICY J["SQLINJECTION T['LIST" “bulk[[:space:]]+insert”

§-CASTLE _POLICY['POLICY ]["SQL_INJECTIONT['LIST" nion[['space:]]+select”
$_CASTLE_POLICY['POLICY ]["SOL_INJECTIONT['LIST" r+1[[zpace:]]+=[[:space:]]+1"
§CASTLE_POLICY['POLICY I["SQALINJECTION T LIST] lter([:space:]]+table”
$_CASTLE_POLICY[ POLICY ]['SOL_INJECTION]['LIST'] nto[[space:]]+outfile”
§CASTLE_POLICY['POLICY I["SQALINJECTION T LIST] “load([:space:]]+data”
$_CASTLE_POLICY['POLICYI["X55"1['BOOL']
$_CASTLE_POLICY['POLICY T["XS5" 1 ['LIST 1L

1
]
1
]
]
1
]
1
]
1
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