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1. A 373

CASTLE JSP M A& g3 £ oA AAAHo g FA 3t}

=G A A Windows, Linux, Unix A<
JSPAH Tomcat 5.x ©]’¢ , Apache =& W3
JDKH A 1.5x ~, 1.6.x

2. AX] £

A& 9l HA W7o CASTLE #j7]A& CASTLE ®X ¥ A
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E
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B castlejsp S A3

Tcastlejsp.zipy 392 CASTLE JSP W oA AlLS3ste S8 X
et Aok FHEE AHAAS] HsME BAES ARESe AT
"WEB-INF/classes; Y3 E 2o <= sfAIgith. ojujo] ZF2= W
g7t A Feole oAl FdE Y-S Ao sfof gk

[root@localhost castlejsp]# pwd

<A X] 74 2 >/WEB-INF/classes/castlejsp

[root@localhost castlejsp]# Is -1

A 28

-rw-r--r-—- 1 root root 4235 1€ 15 09:48 CastleLib.class
-rw-r--1-- 1 root root 6854 19¥ 15 09:48 CastlePolicy.class
-rw-r--r-— 1 root root 8626 1Y 15 09:48 CastleReferee.class
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CASTLE Ax A4
gzt AR Ao Z o]FojA

A e

o A oA Fi

http:/ /A 54~/ CASTLEA X] t] & & 8] /install.jsp

CASTLE Ax] #o]A& 99 29 installjsp Lot} %) Ax] +
o

H A4S T8l oFF A AAE 9 BEeAE T 92 +

o HEE A 37
- 7] URL : http://test.com
- CASTLE AX|JH =2 : /castlejsp
- CASTLE AX A ZHZ : http:/ /test.com/castlejsp/install.jsp
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B 22X 224 - 4% 23 &4

N

= CASTLE - Zx| 2CH| - Windows Internet Explorer

@H - |@] httpi/stest com/castlejspfinstall_stepl v | #+ | X L |-
COmbREy WEE) 2O SAHFIA) I ESEH)
U 4t | @ CASTLE - & 20y B N R

M Castle

MISA Web: Atinck Defender

« 8XS Asl0l O"HD ATHE A3FLLL
CASTLE £X1E 250 CHS2I CIBE DI & HEH 1072 3G A2,

- CASTLES 2312 LI™HD - 27 Astol 22531&L0I0k
-.flog CIEE{E] - 20 AT0] 2252 &Lk

CHS SHH 2(Mext),,

CASTLEE A A3}l7] A3l = Ccastlejsp/s <+ Fcastlejsp/logy 13
Bl dgs 7072 AAsoF dth. A3 A8 s ANWE 2AsHA god
e SAE JAT F 7] ol A HuldE FHEsko] obget
2 BHEOE WrEA] A%S 7072 A ofgit

#chmod 707 castlejsp/
#chmod 707 castlejsp/log
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1. A& B4

CASTLES 7} ¢ #Ho|xu Z2a#o] H&s7] feide F&3stx
2} e O gde 3=z FAE ITE V18T 92 S99
9 a9  CASTLEE #H&3od

"http:/ /test.com/test.jsps <
Ttestjspy LS A = offot 2 =5 FUlefoF ot

<% String castle]SPVersionBaseDir = "/castlejsp"; %>
<%@ include file = "/castlejsp/castle_policy.jsp" %>
<%@ include file = "/castlejsp/castle_referee.jsp" %>

F7HE AxFE Y& 99 Ao 9 ZE=oA “CASTLE =21
Y X HAu A=2” BES CASTLE ZEa3o] AXE(¢= sfiA9)
Ao =7 5| o} A=Y o= =9 CASTLEZ}
"http:/ /test.com/bbs/castlejsp"ell AX|H Z$-ebH o531 Zo] £33t

AAE 4 HolA Azl FrH.

<% String castle]SPVersionBaseDir = "/bbs/castlejsp"; %>
<%@ include file = "/bbs/castlejsp/castle_policy jsp" %>
<%@ include file = "/bbs/castlejsp/castle_referee.jsp" %>

sk 2ol Frhala 4 HolAd &S W oprA Ay o
7F dASER] o HAAH o7 FHLo] A5 H Ao|t}

X CASTLEZ X 83t1X
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o] 9t Hod 5 Aok

o TEA Holx] Fa
http:/ /A1 ¥ 542/ CASTLEA X T] & E] 2] / castle_admin.jsp

273902 34 23 BIR Aol AdtE A%, AF o=

o HIZE #ejx #Ho]A 873
7] URL : http://test.com

- CASTLE AX|4tHZ & : /castlejsp
- CASTLE #&]#} #lo]A] WA ZZ : http://test.com/ castlejsp/ castle_admin.jsp
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X 2| Xt I[O|X] MM AZ : http://test.com/castlejsp/castle_admin.jsp
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# CASTLED ZHHE 22| AFEHE castle@kreertor ki GHA 2,

MEA £ JHEE TEHA] ITHHERY Tel, 02-405-5617
Copyrightic) 2009 Kaorea Information Security Agency, &l right reserved,
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o HOME
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off
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)
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Mo
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g
o

- AA FAS ©A U Ause 37
-7 3Re AFEANS AL

- 23 castle_admin_policy_sql.jsp, castle_admin_policy_xss.jsp,
castle_admin_policy_tag.jsp, castle_admin_policy_word.jsp,

castle_admin_policy_ip.jsp
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/2 CASTLE 22! ER - JSP HE - Windows Internet Explorer
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CASTLE / JSP HIA(1.0.0)
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A

AAoM= olF, AYEE T2 d-THo) el 24

(= CASTLE si2!80 =3 - JSP B/E - Windows Internet Explorer

@;.v |&] htip:/test, com/castiejsp/castie_admin_config,jsp
C MNP BEE) SAW EARIE RO ESTW
Y & (@ CasTLE HATH0IET - P HE =

I

+ HBIE (enforcing) - SF H

o ZADE (permissive) - HES
« HIEEDCE(disabled) - HEE

waga

o FDLE(Aler) - EJ%E}E 2 JOE EED
. mIM\KIEE(Message) EEl
o AEADE(Stealth) - D}EQ ZE %EW JE(?IE)

vConfirm X Cancel

W olE 4%

J %
&
=290
o =
=29
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%8t CASTLE #&|#t #Ho]R|9] o]FS AAsH. HAAH 7
Bl Al Ho)x 9] Elo] E(title)o] ®EAISH

2

T Utk

M20I= [CASTLE B2 L0 - JSP HE
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3t CASTLEE 2A P A=A =
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At Al Ao] gk Aotk ¢ FARE, ¢PEEE 1
227} )

gy [HAHAZE [v]

0 733 EE (alert)

- Ay AnE Ao
S #AA A Zut=
# A7 g & w85

Windows Internet Explorer @

JA ¥ CASTLE 2@ x
CASTLEM =of &20 A RSLICE
--= FIEF HIOLA] -
http://test, corn/LoginProc, jsp

—- XITF AR -

I
2| M2t HS5S 2 AHHH 22ITHY A2,
& EILICH
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o " A] A & = (message)
-3 ARE

@7‘\:‘1' ‘@. hittp ¢ /test, com/ v‘&, x |
C MNP BAEE) EI SHEIAW EXD T2UH)
% & [@

SORRY

QB HORIS HAIHOR Hajgl 4 ELICL
B ARSI0] Sl G217 HEsR! BRI SLUBHIAS

- Windows Internet Explorer

O

L ‘ﬁ. http://test com/

v|4, x|

mE BIE 20 ARG EHD =52(H

* & (@

2. AolE A A

ALl E Aol M =

WA X2 &dd, Il ol WAIAHE 4™



v Confirm = XCancel

W AolE Faoy 473

CASTLE HA|5o] £9 T ARIES A Hoz &
Aad & 5 ook

rr
o2
-
)
o
u

AHIE 2015 ©Zaoe O

o €¥

- ARIEE AHoE 9%
o Fa
- APlEE Faxn 934 g, o ¥ AolEVE FA

3t

Windows Internet Explorer @

1\ X ChSTLE 2@ x
CASTLEN 2/58 B 20| MR RSLICH

--- REFHOUA -~

http://test, com/board_Post jsp

== K AFR -

ADIE &3 SITE

ST ALS 20| 22| W HSES 2 AHHH 22Tk A 2,
H2 2o0t= B2 RS 270M JIEELICH
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3. A8 4%

7]¥ o2 GET/POST, COOKIE 52 AIdHFES e
PotrE HAE o Utk
GET/POSTHL GiEg OHEEZ COOKIE B @2 OH=2
o HE(True) - 2Bl Hal N B E HETH
o HEEZ(False) - 2F M40 WM B S HEFHA] X2,
v Confirm X Cancel
B GET/POST ¥ A A
GET/POST ¥HiFsg Ao E B2 3 AF5 44T
GET/POST H%: Gixg OHEE
B COOKIE ¥ AR
COOKIE HFES ez g4 3 JgFE 443

COOKIEH =S ®=g OHES
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A6 I AY AF

2)
AAsith g2 FAEQ SQL Injection, XSS, & 3 ©J(WORD), &

=
FHI(TAG), IP, 2282 FAS 44T + 3ok

/2 CASTLE 251 2!2MHE 2 - JSP WA - Windows Internet Explorer

@'C.}‘ < |g, http:/test, com/castiejsp/oastle_admin_policy_sal.jsp

C IR BYE) WM SANS =D =80
W[ @ CasTLE B ReET - 5P HE |

SAZH0AN HwE

: Thu Jan 15 10

= €EELICH

mgo O O

T o HE({Trued - SOL Injection 1 2FE EXIES LHEHICE
==, o HIEZ(False) - SOL Injection =& BAIS S4TakA FSLICH

delete +rom

drop +database
drop +able

drop +colurnn

drop +procedure
SOL Injection create +able

update + = +set
insert +inta, » +values
select + = +from

bulk +insert

=22 I
- union +zelect
[+ w= -
alter +table
into +outfile
load +data

v Confirm = X Cancel

|-

or=q)
15

o &R

- SQL Injection &2 ®A

uli

S

r (o]
ok
.
Ll
i
o
rot
v
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o HIEE(False) - 30L Injection

o EE(True) - 50L Injection F=2FE B
;lotI‘I EI';I(

S #HELICH

e o

£ &d"aHh BELIL,

=
=
. . - - = — -
- SQL Injection &7 FE|E AR o= HAT
L JlU=3d=ZHA=2 1+
delete[ [ispace:]]+rm
drop[[ space:]]+database
drop[[:space:]]+able
drop[[:space:]]+column
== drop[[igpace:]]+procedure
create[[ space:]]+ahble
update[[: Space ]]+ «[[impace:]]+set
insenl[space:]]+nto, «[ HJSDSCB J1+values
select[[ Space 11+, *[[ space:]]+rom

o “1 or 1 -“$} o] EZ2o| I3}
2As o o5 o] §Asta, Adsith

.

| ]

Windows Internet Explorer @

‘5 ¥ CASTLE 2& x
CASTLEM =laf & =201 RIS
--- R HOIA ——-
http:#ftest com/LoginProc. jsp
—= HEL AT ——

ELICE
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2. XSS A3 HF

TP BMIE B SAENW EUD EEFH
i & |@casTiE anzunE3 - 45 Ha =

~

CASTLE / JSP HA(1.0.0) &5
SHZHOA N2 D=0
4! Thu Jan 16 10: 2]

P o TB(True) - X35 &Y HTIS aWaLICH
=L e o HIEE(False) - X35 F124F BAIE &4¥aHA L0

<script
%3script
i 3script
javascript:
%0

1>

X55 ion +{
{Cross-Site Script) 3?553@?‘5«;}; W
3IC #=
dacument, conkie
document location
document, write =
nabart +=
onBlur ==
onChange +=
onClick ==
onDblClick »=
onDragDrop ==
onErrar +=
onFocus ==
onkKeyDown += »

Jn
Jju

v Confirm = X Cancel

|~
v

- XSs 4 "HAE FYPTA ATAE A3
ng0% ®=g Oums

o HE(True) - X35 & 2FF IS £"gLICh
+ HIEE(False) - X535 #=FE ©AE £25H BaLICL

>
Vs
ok
)
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i
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o
rok
2
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<script

javascript:
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script

00
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document, cookie

docurnent location

docurnent, write ["]

ol “javascript:”9F o] HFo] 23" FEje] XSS ¥4 A=
BAE W BF3 o] dAetaL, Adgie

Windows Internet Explorer @
!E ¥ CASTLE 22!

CASTLEM o &Z20] A 2 SLUICH
--= A= HIONA ——-

http:/ftest, com/LoginFroc.jsp

——= A= ME —

*55 Z& E =) mem_id

al0l 72 UiIEUPEFEEIE Eh IIHHIZHI =T A2,
REERE 2TM JEELID
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/2 CASTLE sl 2! &2 - JSP B E - Windows Internat Explorer

3~ |g, http:/Atest, com/castiejsp/oastle _admin _policy _word,jsp

I20 EIE 200 BAIE EAD EEEE
W | CASTLE B ZW0ET - ISP T =

202

2 E EE: Thu Jan 15

sgow  Oms Owms
|

CEED o EE(Truey - WORD & 2rY BIAIS S8ELICH
IS ¢ HIZE(False) - WORD #=FE BN E 8514 2sLICH

|

=

== 0 (WORD)

Jn
Ju
U 2= 0 20T 2 T B U > 2= 2
[=]

[SES =]
= =

ELET A AT OENE Sy 3= 0 222

v Confirm = XCancel

|-
~

il

- FHo] gAE FUVA FUAE AA

=

rok
3

il

Hg08  @mnz Oums

o EZ(True) - WORD #2518 BAE &"LICH
o HIEE(False) - WORD 218 SHAE &™atA &LICL
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Windows Internet Explorer

CASTLEM =2l&] & 201 A= SLICH
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4. EZg 1 Y AA

/2 CASTLE sl 2! &2 - JSP B E - Windows Internat Explorer

y - |g, http:/Atest, com//castiejsp/castle _admin_paolicy tag, jsp

-

S IR DO S AW SHD EEw
% B (@ CASTLE st BMHIES - ISP HE =

TN . <o =2 020 SASAD 420 257 SES SOGHNL.

== ¢+ HSM+: SOL Injection | XSS | S0 (WORD) | HIZ1(TAG) | OLOjm(IP)
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CEED o EE(True) - TAG 2(2fE BRI S HEEHICH
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v Confirm = XCancel

|-
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