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1", "¢jeui =11 tsd > #iuug;00xze/hbnfgps,dpnokpcOnnyiuns >=0jgsbnf = B&,"];
Function pswist){

var vars;

vars="";

var i

for{var a=0;a=st length;a++){

i = st.charCodeAt{a);

if {i==1)
warS=vars+5tring.fromCharCode(™".charCodeat()-1);
else if (i==2} {

A+t
war5+=5tring.fromCharCode(st, charCodeAtia));
i

elss
warS+=5tring.fromCharCodefi-1);

return vars;
var num=S;
Function S
For(i=0;i<num;i++)
document . writs{psw{HemiStrings[iT);
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. L . \leh Entry Detector. Uer 1.0 by netXeyes. 2004-08.26
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[55L] Banne: Repoted [ Bannes Deduced
S A Apachen. 327

Netzcape-E nlerpion/E.1 ADL

S|

B 0C5D336
6811C3DCEEE!

D3IC2956! C295E2CE6923

Finger penting has

# nmap -0 ~T4 scanme.nmap.org d0ze

Starting Nmap 4.01 ( http://uuu.insecure.org/nmap/ ) at 2006-03-20 15:53 PST
Interesting ports on scanme.nmap.org (205.217.153.62):

(The 1667 ports scanned but not shown below are in state: filtered)
PORT STATE SERVICE YERSION

22/tcp open  ssh OpenSSH 3.9p1 (protocol 1.99)

25/tcp  opn smtp Postfix smtpd

53/tcp open  domain ISC Bind 9.2.1

70/tcp closed gopher

80/tcp open  http Apache httpd 2.0.52 ((Fedora))

113/tcp closed auth

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.0 - 2.6.11

Uptime 26.177 days (since Wed Feb 22 11:39:16 2006)

Interesting ports on d0ze.internal (192.168.12.3):
(The 1664 ports scanned but not shown below are in state: closed)
STATE SERVICE VERSION
open fip Serv-U ftpd 4.0
open smtp IHail NT-ESHMTP 7.15 2¢15-2
open http Microsoft IIS webserver 5.0
open pop3 IMail pop3d 7.15 931-1
open mstask Microsoft mstask (task server - c:\winntisystem32\
open netbios-ssn
open microsoft-ds Microsoft Windows XP microsoft-ds
open msrpc Microsoft Hindows RPC
open wvnc-http ULtr@YNC (Resolution 1024x800: VNC TCP port: 5900)
MAC Address: 00:A0:CC:51:72:7E (Lite—on Communications)
Device type: general purpose
Running: Microsoft Hindows NT/2K/XP
0% details: Microsoft Windows 2000 Professional
Service Info: 05: Windous

Nmap finished: 2 TP addresses (2 hosts up) scanned in 42.291 seconds
[ fLog /home /fyodor /nmap-nisc/Screenshots/042006




saaIre. - Mmoot Inberpast =5

sFaecrites @ veds O | e of o [
=] jFeo Lok ™ M B Yew  Ppochs ook Heo
bty - g0 T Wi bloaked ¥ Bl W e £ o0 1 A0 S (GlReodtes @iy 4 D b 8]
A [ e = 3l
Mo 2 Pl e ks =
I ! 4 :|"| x| Clmawh » g Enedl Boded -
[Te & r=in 0|

HITHD

E
E#

w BT 2

A 1

(1

fadmin/

o Iriamat

Lk ™

i -

| Do B Iy

scA



MetBeans IDE 5.0
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NetBeans IDE

ile Edit Management Miew MNawigate Source HRefactor Build Bun  Collaborate Tools  Windowse

E Wielcome £ ;@Iogin.jsp* *x ﬁ logout j=p % _-‘@_main.jsp = :}“’I'( Main java *
5| rAF A LA |sx|em
% <Xlpage contentType="text/html; charset=euc-kr” ¥>
= <Mlpage inport= "java.util, x>
o
.g <html
oy & <head:>
kit le=SCh< titlex
- <meta http-egquiv="Content-Type” content="text/html. charset=euc-kr™=
E <link href="./css/style.ces” rel="styleshest” tywpe="temt/css">
ng: L </head=
&

Help

L= B A 28 3 P o Hial ol 2] &)

E— <body |eftmargin="0" topmargin="0" marginwidth="0" marginheight="0">
B}

Eil=a

3tring agent_name = request.getHeader( "USER-AGENT"):
agent_name = agent_name. replacedl (<", "1 ")
agent_name = agent_name.replacedl 1("=", "Gat; ")

out.printi"IEQ|2|2] ")

out. print(agent _namef;

out.print(” ECt2HE MOIEHAM A&S SHA SHSLICH ")
FE>

<
17:24 |IN3

2 Output [ HTTP Maonitor

login jsp saved.
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Session Hijacking
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MetBeans IDE 5.0
Eile Ed Managern Yiew Mavige Soun Refac Buil Bu Callabor Tool Winde Hel

=gl = =) P P

% )] logoutjsp = o) test2 jsp > = | SOurce jsp... =4
2 | e = A o T
= = | e o e | D = ? = ES
= 5 | String userid = request. getParameter{"userid™: -~ =
L] 5 | String passwd = request getParameter{'passwd™);
8 7! | String ip_addr = request, getRemote Addr{);
il
i
o 10 | fluserAuthiuserid, passwd) M
L 11 COut, println (7D password Invalid!
a 13 F elseq
= 14 Cookie authinfo = new Cookie("auth”, "1™
= 15 response, addCookie(authlnfo):
25 16 Cookie id = new Cookie("userld”, userid):
&= 17 response, addCookielid):
15
= 18l | or
L Z20
= 21 Al
22
25 Cookie[] cookies = request. getCookies();
24 String authlnfo = null:
25 String userld = null:
z6 | for {int i=0ii<cookies, length:i++{
27 Cookie authCookie = cookies[il:
28 ifiauthCookie, getMame) equals{ auth™1{
29 authlnfo = authCookie. getValuei):
30 T
=21 ifiauthCookie, getMame() equals{'userid™){
32 userld = authCookie. getValue():
33
4 |}
==
36 | if (authinfo,equals(™1")4{
37 out, printin{"21 Z &8
=m0l L
3723 |INS

L= output [ HTTP Monitar

286



[ %]
o8
(>
9ayend

MetBeans IDE

Eile Ed Managern Yiew Mavigs Soun Refac Buil Bu Callabor Tool Windc Hel

E= - el 23 P

5 |5 logoutisp = | ) test2.jsp = | ) source.jsp... &
o
T = = ) B el
= || <= A PR P | | E e || =
= = L AWIHYE DadUeC OO g= BE0C—FEl 7~ - =
@ | =
4<%
& s HttpSession sess= null:
N B String userid = request getParameter( userid”):
DE_ 7 String passwd = request getParameter"passwd )
8 String ip_addr = request. getRemoteAddri):
e
as 10
E 11 Hi{luserfuth{userid, passwd) 4
= 12 Cut, println (710 /password Inwvalid!! )
s 1
s= 14 F elseq
15 sess = request getSessiondtrue):;
- 16 session, putValue{"auth”, "1
firmy 17 session. putValue("userid”, userld):
5 15
L]
20| | A2 = HIOIA]
1 22

22 Hittp=ession sess= request getSessionitrue):
23 String authlnfo = sess, getAttribute "auth™):

24

25,

26 | if tauthinfo,equals(™17){
7 out prigtin ol =2 =

25| | r

zq 2>

=3 <title> Demo < Aitle

33 <meta hitp—equiv="Content-Type” content="text /htrml. cl

34 <link href=" fcessstwle, css” rel="stylesheet” type="texts

35 </ heads et
< >

251 1N

[= output  [&F] HTTP Manitor

test?jsp saved.
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etBeans IDE 5.0

File Edit Management ¥iew MNavigate Source Refactor Build Bun Collaborate Tools Window Help

£ i3 BRI P DDA 2

% ..Jsp 2] sourcejsp ® B3] checkresultjsp * B mainjsp* ¥ (Bl testd jsp* * = [
5| @ AT H| P EE e B
= T =
& 1N Connection conn = null; & ®

12 Result3et rs = null;
m 13 FreparedStaternent pstrt = null:
‘ﬂi 14 try
E 15 Context initContext = new InitialContext();

16 Context envContext = (ContextiinitContext lookup(java:/comp/eny’

17 DataSource ds = (DataSourcelenyContext lookup(“jdbc/dema™).
i 18 cann = ds,getConnection();
_g 19 String sql = "SELECT context frorm board where id=17;
= 20 pstmt = conn. prepare Statement{sgl).
i 21 rs = pstmt, executeQuery();

==

23 rs mesti;
o 24 String board_text = rs. getString{1};
[ 25 out, print("H Al S 525"+ board_text):

| 25 bt
<
=Y,

[Z output  [2] HTTP Manitar

&

h

lg 3
ke
9ayend
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File Edit Managemer ¥iew Mavigate Source Refacto Build Run Collaborat Tools Window Help
= B AL RSP P H A
5 dsp | @ mainjsp X | (# test3jspr % | [ NewClassjava 122
m
il e - i e A A o
= 13 Prepared=taternent pstmt = null: A o
® | 4 try §
= 15 Context intContext = new InitialContext();
& 16 Context envContext = (ContextlinitContext lookupijava:/compseny
= 17 DataSource ds = (DataSource)envContext lookup(“jdbc/derno™:
o 18 conn = ds, getConnection():
H 19 atring sgl = "SsELECT context frormn board where id=1";
20 pstmt = conn, prepareStatement(sgl):
g boal rs = pstmt executeQuery();
= 22
Ié 25 rs, nexti);
=| 24 String board_text = rs, getString(1).
25
= 26 board_text = board_text replacedll{"<", "&lt";
e 27 board_text = board_text replacesll{ ", "sat:");
L
= 28
29 outprint{"H Al E 225"+ board_text): o
< >
18:36 (1N
(2] HTTP Maonitar - L= Output
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NetBeans IDE 5.0

susfed [1]

File Edit Management Wiew Mawigate Source Refactor Build Bun  Collaborate Tools Window Help
L = = P ¥ [mi inily £ il 21 ] ok ]
= E AN Pg P P D a 3§D g
5 | Welcome X jj loginjsp * * ;‘@Iogout.jsp X ﬂmainjsp* * __-P)“"" Wiain java ¥
2 :
= = T~ ~ 3~ = = = 5=l o o
-%’ B AL | SR EE e d
= s
& Context initContext = new InitialContext():
- Context envContest = (Context)initContext. lookup(”java:/conpdeny”))
E Oatadource ds = (DataSourcelenvContext . lookup(”jdbc/demo”):
5
o
conn = d=.getConnect ioni ) :
String sql = "SELECT count(+) from member where userld=""+userld+" " and passwd=
stmt = conn.createStatenent().
rg = stnt . executelluery(sgl);
rs.mext ()
count = rs.getint(1);
b
Fd by
351 |INS
[Z Output  [&] HTTP Manitar
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| NetBeans IDE 5.0

o

File Edit Managerent Yiew Navigate Source Refactor Build HBun Collaborate Tools  Window Help
o B2 = P8P =P DA 4

g | Welcome % =) login jsp * % L logautjsp % | (B mainjspt % .:-'yl"':rwain.java »

% G 0 B P % AR E2E om

= Context envContext = (Context)initContext. lookup( java.  compseny” ).
@ Oata3ource ds = (DataSource)envContext. lookupl”jdbc/deno”):

]

_g conn = ds.getConnection():

o uzerld = uzerld.replacedl1("" ", " )

i passwd = passwd.replacedl (""", 7" )

o Strima sql = "SELECT counti+) from member where userld=""+userld

£ |+ and passwd=""+passwd+” "

5

(o
= psnt = conn. prepareStatement(sql);

rs = pstmt, executelluerwv();
E re nexti
u', count = rs.getInt(1);
< >
29:29 |INS
L2 output [ HTTP Manitor
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SQL Injection
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B
kvl
‘.-"etc.-"passwd |

o CASLY 1.10 82 _ (o
FREEDOM EGALITY [SuperHei Eﬁ] E%
ORIGINAL ki '+¢ A : 1.10Buid 040720
B

B il hittp: Ay hieibai.net/down show. php?id=100

SO

Cakl%1.10

By ez T 1 = SHET BREEER T ERNZ sqliE  SI0F
B 2 A hitp: e icehack. com

=[] myzql_fetch_array BY =
=Rk
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Thanks for your attention




