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[¥ 4-2] o}9tx] F2 dde] i H=AF

- 23 aF o2 Rl S|
ht tpd root root 511
ol F | A9 =5t root nobody™® 640
httpd.conf root nobody 640

A A3
v @A httpde] WA =9
-V HAotd Al AAE gE &=
-1 Audd RE EEas Ud
L Aol A ALE Ths ek A Ajo] b
-t Azl osl (syntax) A7 3

httpd.conf Ztgeo] HA =] 3= ServerRoot &5 At

232 oz AWM= Ao A A ServerRoot S A A

A g 24¥ A4 FAS ALLsHA S A
_]

a4
M= ol A Ay HANRAE A%

>, mzz E]:E

-d ServerRoot

-f configfile

[otatx] 2] BE 3, wiwd 3L, dA HFL9 AA

ol x| & AR HH htdocs THEE L} cgi-bin YHAEZZ UEFER ,
of fY¥EZWe] U5 A2E #HH ARE =5y afAdd of&E & 3o
AR e S AaLg

9] 2 d<=
& ABAT A2

HLw 2

ko

'® nobodyoll CHEF Mo Tlotmtx| 3] € MH AMS 9 x|asle] eSS JIR ALEA AW M

My ®=



CobshA AR ol



A 24d WA AA 34 (httpd.conf®)

[oFubX] 3] 4 MH dAS A7 Hage] AT 71 AR AR A

ofmtx] {1 AWt HME APE we root AR AYPHAW, (S AT
s g M A8 Ao dPgHEs s 9 MW A8 A2 dds F
spttt. oAl At ofubA] MuZE H&jE FEie e Has & 3

ol 3l okl f AWME A A& AFEA ofoly 9l i ofoltlE A
dutgom 4 MHE A3 AFEA olelH et IF oFolH & nobodysh= olES Al
= wr=A] o]Eo] nobodyd FoE vk, vk thg3 o] o] ARL =

/etc/passwd I

nobody :x :99 :99 :Nobody :/ :

/etc/shadow I
nobody :* : 11900 :0 :99999 :7 : : :

httpd.conf LA User A A1A}F Group AAIAFE o] &3fe] olsbxz] 1 Av] 7}
84S AT wje] AFEAF ololt] e} 1 ofoltlE AA .

httpd.conf I

User nobody

Group nobody

"9 otmxlE R R Hok MM S httpd.conf THAO|A B},



[o}5}2] 4] DocumentRoot A%

DocumentRoot= ¢ A7} Au|2d gdso] AAE J&= yIAEZE s}
A Al #Fo] ), qheF DocumentRoot 7} JetcZ A GEHW, &F-oA Jetc t]HAEZ] S}
O AegEEge EAste U S HE 4 Ark. uEbA e FolA d Ad=

v " 2sk = J == DocumentRoot HlHEDYE Gl A A= Ao T35,

[

FAHoR 9 AWM= HA 9 AZAH HAEL Felse] Ageta
Aol g aywe YR @v. 9 AWzt AgHE g9Eds

ServerRoot W chroot &+ HWE 9] dE]Mo|} sl=rtglo|HE AR 3= o] E£r}.

httpd.conf I

#

# DocumentRoot: The directory out of which you will server your

# documents. By default, all requests are taken from this directory, but
# symbolic |inks and aliases may be used to point to other locations.

#

Document Root "/home/httpd/html/"

[o}u}X] 5] &R 28

ga gy g~ge gaxdged tist 23 A] 1 gaAEZ ] Directorylndex(d],
index.html)7} §1-& A5, ddED o EAsts B ddY 555 HAFE

e w3,

icrosoft Internet Explorer
B =Y A ERD U
e5H2 -5 - QB A Qay mEAe Guon B3 D-9E-E 6 L
F (D) [&] htpi//172.16.5.18%info/ = PnE
92 g)KSA @CERTCCHA @1HD €58 @80 &Dum &332 €U

Index of /info

Hame Last modified Size Description

: Parent Directory 04-Jun-2003 18:02
% banner . html 04-Jun-2003 16:02 '3
] content html 04-Jun-2003 18:02 Ok
% content . html . bak 04-Jun-2003 18:03 Ok
important .dat 04-Jun-2003 18:02 Ok
] ttt . html 04-Jun-2003 19:14 Ok
very.dh 04-Jun-2003 18:02 Ok

Acache/1.3.27 Server at snt kisa.or kr Parf 80

N

] [ wafwes




glago] s EHH oo HeEe] Yo w
o] Wel mdojyt Ax B} 5 FAHIHE HE F
PeR tYEy gage] &7t

httpd.conf I

<Directory “DocumentRootC|2l! EZ2|”

Options Ms,

</Directory>
IndexesZ A A3FH Directorylndex’} €484 Folx teED gAHS X

g, e 2RAH HJILEI HAAE BoFT.

E Y, & E2M =38
12 .= - @ d @zy mENsT Guon 3| B-SEH-EH #
=] puis

(D,
2 EKIsA £)CERTCCHR @I#0l &)58 €)%I: &Daum &33127 &UolH
- 7
Forbidden

You don't have permission to access /info/ on this server.

3
[T
-

(o)} |g‘] hitp://172.16.5. 189/info,/

ful

Apache/l.3.27 Server at snt.disa.ordy Port 30

aie

[[[ ®ee=as




[o}3}X] 6] FollowSymLinks

o &A= AEY &l w2tz 4= ). FollowSymLinksy ServerRoot 2}
DocumentRoot 2] A y= FHeHAl, Q& Al2®H gHAEZZS] o]l 753X 7]
oo T & as).

Options A A]AFol A &3 ZFo] FollowSymLinksE AAstd, 9 tjdEg
Ha=

httpd.conf I

ServerRoot “/usr/local/apache”

DocumentRoot “/home/httpd/html”

<Directory “/home/httpd/html/info” >
Options Fol lowSymLinks, -

Aot o] HAw Aefoll A info YHEZ W Jetc YA EZ ] e A=
a2 A, oe 3Hy 2ol Jete g EY] FHo] rFsalHh. o]RAL A
Zysk Hot #AlE oF7] & 4 olvh. whEbA 7FEA FollowSymLinksE AF&-3HA] 2

A

feti: = Microsalt kntnened Explosis =10 x| Y indo of finko = ernil Explaner M (=}
20 BRI EID SEVH [ & | DUE BEE N BAMNE EID  EEWH [ = |
HEE - - @A Que mewwn Joow P D-SE-H 7 EE - - D@ 4 Qoe @eren Jooo 3| D-SE-F 7
2 24D} [ npi 7172, 16,5 Smio et/ =] g Z(D) [] nipi1 72 16,5, 18indo/ =] o
S@ @KSA @ICERTCC-HN QM0 &)B¢ UM gjDwm &FNEN  » 9F @KSA @CENTCCHR @90 &)BY &u0: @) 0wm IFNEN =
a =
Index of /info/etc Index of /info
tiane Last wodified Size Description liang Last waditied Size Description
-'_' Parent Directory D4-Jun-2003 18:38 - @ parent Directory D4-Jun-2003 18:02 -
IZ DIR, OO 0Rs 15=Mar =201 01:42 2 banner . htal (d=Jun=20003 18:02 [ 3
Hancom-release Z8-hnr-2000 10:14 Tk m content sl 0d-Jun-2003 18:02 o
Muttre OO-Mar-2000 12:52 7 contant . html . hak Dd-Jun-2003 18:00 [
[ L, 05-Jun-2003 12:21 2 stes 05-un-2003 12:21
J aZps-site.cfy 01 -Har-2001 05:06 * El important dat 04-Jun-2003 18:02 13
aZps.clg 01 <Mar=2001 0506 15 it _html O4=Jun=20013 19:14 [i 3
aditiwe 04-Jun-20003 15:30 1k m yery. dh 04-Jun-20003 10:028 ok
a alchowist / 17=Dec<2001 08:48 =
% allases 27-0ct-2000 23:14 1k Apacha/1.3.27 Sarvar af sni kisa,or kr Porf 80
= aliasss.db Pﬂ—!nt-?l'I'P_IJT I:'\c__ ;I ;I
) [ CEEEEE P Biga [T e P
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[o}3}X] 7] DirectoryIndex A4

Directorylndexi= AF&-A7F HEER olF £ &£HdFA()HE oA tHELD Y

DU AE aFE A%, AU A9 BHE ARsks AN ol

& E°] Directorylndex A|AIA7} Th-3} #Ho] HAE o] gla S¢po]AET}L ¢
de2] Qldlx http://your.server.com/info/ & Q73 5, ol = AY WA
info YHEEZ A index.cgi IS Frolx FHEHTH. 1 Ido] glow
index.shtml ¥}¢!, index.html =S & 2bA HU},

httpd.conf I
Directorylndex index.cgi index.shtml| index.html

N
X
Ac)
P
[
lo
My
X
=
X
lo
%
o,
o
n
=)
o
@D
el
=
=
a
e
=
i
=
ot
Y
QL

A7} index.cgi Y-S F== SdHA | index.html ™Al index.cgi 3}

w2k A] Directorylndex®] H5o] HA3HA o] J&=A AH =S ).

[o}u}X] 8] ofvtx] ¥ w717

QF-o A ofux] Ao HEEA ofmkx] M H 0SY TR HAS oA
E3 == ServerTokens®}t ServerSignatureS thS-3F o] A A3},

httpd.conf I

ServerTokens ProductOnly

ServerSignature off

ServerTokens+= Z#o|AEN A B S &y =9 0S E}YF} compiled-in

EE g3 HARE IEAXE HAs= A AJA}o|t}. ServerTokensi= TZE R

Full2 A=l s, Aol wet =s5= Aie v 2o,



a3 gk AB7F AEste AR

ServerTokens Prod[uctOnly] Server: Apache

ServerTokens Min[imal] Server: Apache/1.3.0

ServerTokens 0S Server: Apache/1.3.0 (Unix)
ServerTokens Full (&2 AAEX ¢ | Server: Apache/1.3.0 (Unix) PHP/3.0
=) MyMod/1.2

ServerTokensZ Full® AA3FA telnet HES ALt ths 183} o] ofynf

o] MAFR 0S T7 AR} ==4

i

TD HTML

by foreign

2}

ServerTokensZ ProductOnly® AA3HH oS 283w 4 Ay E/77F oldx g}
T AHR BoFA Hr),




ServerSignaturex= AB7} W= Ao A H(trailing footer)s A7g3sitt. o
| A FAEA, AREATE AAR o= 87t
=5 87] AAsiAth. o] gto]l onow A7 E o
S

A3} 7P} S A~E 9] ServerName, ServerAdmin©]

7} 403 Forbidden - Microsoft Internet Explorer
P BIE Vv EARNE =D EETH) |
w52 .= . @M A Qaw mEnw Fuon BB S & >
Z£(0) [&] htp://172.16.5.183/cgi-bin test-cai = @ns
T @)KSA ECERTCC-KR @80 €S8 @30 @UoiH &)Daum

Forbidden

Tou don't have permission to access /ogi-binftest-cgi on this server

Apackell.3.27 Server at sut.Jasa.orkr Port 80

B
2
)
@
rol
m
b
02
18
sl

ServerSignatures of f2 AAstH thg €I} o] ol HHE HHFX

=t

&2

7§ 403 Forbidden - Microsoft Internet Explarer =100 x|
TE BEE) 200 FARNE D) EEUH)
EHE -2 - D@ A D2y merz Guon B B-SE @S 7
Z£(0) [&] htp:/172,16.5,189/cgi-bin test-cai ~| @ois
HT E)KIsA @CERTCC-KR @80 @S58 @8n: @)U &)Daum

Forbidden

Tou don't have petmission to access /egi-binftest-cgi on this server.

s




[o}3}%] 9] Server Side Includes

SSIE #Zo ko] =7 AU=E AMAAAZ u ALLsE 7]59 2 httpd.conf
(e]

2)
U .htaccess FLolAM a3} g AAAL Ao ALgo] Zhe sttt

httpd.conf I
<Directory “/home/httpd/html/info” >

Options +Includes, -

</Directory>

o

SSIelli= w3 22 9 7hx] Bl o] =43,

® 23

ol\

7}

SSI7} enable ™ 39 fdEg <te] e 3

ully

& Thdbel]l SSI A AIAFF
A P EAL ofupA|o] o8 Y (parsing) FoloF FTh. o] 2 Ame] -5}
g A S7HA S

@ CGI 229 Ee] 9193 AT 99

g A4 EAE B8 (G 2AHEY 9ol
HEolg AP & Aok g ol 0 g m=sh Add 4 BAE
£ ¥, 1 0%9e 833u

<pre>
<|-—#fexec cmd=" Is -laF /7 -—>

</pre>



-5 -@R Gﬁ|®a¢!® Ha| @Dmm @ BD-SE-

Z (D) [ hitp:/172,16,5,188/info,kiban, shtr| = pus

2 @KISA EJCERTCC-KR @H0 @58 &AM~ @laum €727

total 121

druxr—xr-x 18 root root 1024 Jun 4 18:38 ./

druxr—xr-x 18 root root 1024 Jun 4 18:38 ../

drir—sr-x 2 raot root 2048 Jan 3 11:37 bin/

drir—sr-x 3 root root 1024 Jun 5 12:21 boot/

drr—=r—x 14 root root 81920 Jun 5 12:21 dev/

drier—=r—x 42 root root 409 Jun 5 12:21 etc/

drir—sr-x B root root 4095 Hov 30 2002 home/

drusr—sr-x B root root 3072 Dec 17 2001 |ib/

drusr—=r-x 2 raot root 12288 Dec 17 2001 logt+found/

drusr-sr—x 2 root root 0 Jun 5 12:21 misc/

drusr—=r-x 4 raot root 1024 Dec 17 2001 mnt/

drusr—=r-x 4 raot root 1024 Mar 13 2002 opt/

dr-zr-sr-x 80 root root 0 Jun 5 12:20 proc/

dryxr-=--—— 8 root root 1024 Jun 5 12:58 root/

drur—sr-x 2 raot root 3072 Dec 17 2001 shin/

druxrwsrwt 11 root root 1024 Jun 5 15:50 tnp/

druxr—=r—x 19 root root 4096 May 27 15:05 usr/

druxr—=r—x 22 root root 1024 Hov 28 2002 war/

-]

& ez [ @2 Es v

SSI sl o] Heks A7) Wrgol B 7hA glth

rr

@ .htmlo]y .htm FHAE 7 Ao i3] SSIE enableA]7
sttt oA 53] TRHEAY ETo]l w2 AMu A
enabled Y& HleEA] HEo IPAE JIAEE st} o] AL /ﬂ B3}
=g A E o gA du. v dAl= A7 shtml g
SSI =% A

o}

httpd.conf I

AddType text/html .shtml

AddHandler server-parsed .shtml

@ SSI Zo|A]ef| Al 2~ HEY 2ol A8 E7lsstA sl o]EA 17
A= Options A A&} A IncludesE IncludesNOEXEC= LA afjoF Sk,

httpd.conf I
<Directory “/home/httpd/html/info” >

Options +IncludesNOEXEC, ---

</Directory>

olFA ARt el ffeldet sAT vl
A A7) =

o
Fo
4
ol
g
v
o
=)
s
rlo
2
)



ESEHH)

@ooo 3 By S B -

16,5, 18%/info/kiban. shiml

= cos

oF EKsa @ CERTCC-KR &0 &858 &30 &]Daum &I

[an error occurred while processing this directivel

[ [ [@2Ey==

M

3 AAE fu9E

ol EAsk= (61 2AHEE B3 2] includestd ~AHEES APAA
ATH. weEb ARERZE ) Flo] A o] WS HPYT & e HolA = REEA] SSI
71 AHETA A7 gk

<pre>

<l-—#include virtual=" 23 ETA” >

</pre>

@ SSI el 18-S AEA7]7] 918 suexec™E AMES = Ak, IwbH o= (GI

U SSI =23 ) Ay A AR sdgk Aoz Aol Frh. Suexec
= ARgskd d Mu AR AASE vE Aoz 619 ST ZRaHS A
A 9

2 nitp://httpd.apache.org/docs/suexec.html Eh=

[=]
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EEERNESE BT

23 3ol A7 4 AW FE fEEg ol A FEE drh, whef =1
o] ¢ AW FE fHEgd YA Jgow =1 gdol === £ gar, ¢
AW Al Zael gk Wxu ARAle] el vk, webx] 2o #kid o] A E

A Ay FE gEEg 9o YAA7]IE= Hol Eu).

o] 7lol=E 93 HAE §] AuoMEs 2 wde] AXE v o] AAs
oy Farstr] whgit,

=
ol

httpd.conf I

ServerRoot /usr/local/apache

CustomLog /var/log/httpd/access_log common

[o}u}x] 11] Alias$} ScriptAlias A A&} AA HH

Alias+= EA tHEgo mj3d %= (RL prefixE A 3t= Zo]al, ScriptAlias
+ Alias®] 7]Gol 1 fHEEZe BE 3dEo] (G Z2aHo R FHFEo] 48
Hoh= Yn)7p FrhET,

Alias®} ScriptAlias™ X% DocumentRoot TJHEZ wro] g+ tallEgo] H*
st7] fl&) AR&E . webA ggﬁﬂ%lMQﬁ%&meM%E-Hﬂﬂb-ﬂg
el F Fo]l & F dorm Fo|F adrt. ofux AX % httpd.confol] A
H REE Alias® ScriptAliasE HEINA AFE3IA &+ AE2 BEEA] AAES

ek,

%E

g

.



[o}utz] 12] CGI 22 HE A3 A

AAE gHEEZ A CGI ~2AHEY AddE & desw Agksith. cgi-bind
e o6l wpolue HeEeE AgeA, 1 tasee E4at Gl ~aPED

=
AP =5 sfof o).

E4 gEEgd & (61 2aHE o] A s dAYsts S 7 7HA
ojt}. Sk7}A]+= ScriptAlias A A|AFS s Ao, thE 371 += Options A
A&} ExecCGIE A A s A o|t}.

ScriptAliast™ A A3t nle} o] X AH tdERd A%d &
CGI 2T HER 3l Ay es sy, Ay

A8 749 www.domain.com/cgi-bin/test-cgi Y= Al /home/httpd/cgi-bin/test-
cgi A& APA|A A3E 2dsir},

httpd.conf
ScriptAlias /cgi-bin/ “/home/httpd/cgi-bin/”

OptionsA| Al Aol ExecCGIE AAsE WHS v v, (GIATAHES] APS
slgs taEg e tdEg AAHoA Options AAAF Dol ExecCGIES ™ A& AL,
AddHandler 2 (GI2AHER A& wdo] a5 A A FH .

httpd.conf I
<Directory “/home/httpd/html/cgi-bin” >

Options ExecCGl ---

_47_



A

3 & .htaccess T

[o}u}x] 13] .htaccess T AR&A] FoF

htaccess T HAES ywAgor ARgsta, =G ol= .htaccess

o

=

N

Dk RISEE RS DS
1

5] o] Ad 4 vk, T3 htaccess

E%—
Borae S 387 98 httpd.conf FAwt A}LEEE o},

.htaccess IS AFE3FA] XSl %== httpd.conf Tdol|A tvrg3} o] A

0]
A

httpd.conf I

<Directory />

AllowOverride None

.htaccess 3 ¥Uo] enable® A EXE= AllowOverrideES AFE31A] &+

7ol

2kA 8k & A A XSS http.conf U] <Directory> AH o] YE= 3},

@
e

3 9l

A At ofupAel Wi A

4

o] A& tIEZHE . htaccess H}YUO] enabled S AYJ3dla 7]EAoF

= T
© HEEZINA htaccess Lo AREES et oE HHE AAH

[Frar] whef ofe] Wef A&7t shube] §§ A E AREskal Qlal webs B}
SHAl Al2glo] At A} xlof| Al htaccess?] AFES &3k & A, dAH e
2 overrrideE 3&3tx @i WE=EA] AQ3 overridewS &= I}
override ZFHl L8] & 3] &3l7] el S&Fo2N WA= dFs W=A HES
L% gt} Override 7HH|aLg]7F AltstE o] JA| 7] wiitol, oA fA=
APEZM Al B8 o)) AAAES FEsHA H 4 Arh. EEF htaccess T
o] AEsA Bavt HAEA FrIHoR AAsoF gvh. 1y HA S Het

=
< A7tk htaccess Y-S AFESHA] FEE Ao},




[o}5x] 14] AF

W

ol x|ol| = 37FA] SAE=WHES AlgE S Basic authentication,

o],
o}, o7l M= olabx A
=2 g},

Digest authentication, Database authentication® ]
Aake} 7t AZWe] A L Fel e 4

0 ggr

],

O

ofmp Aol Al AWkAQl Q1T AX= eI v FoldET 54 AdE 9
stal 1 Aol /)IF Ve A HIEEHIIUW, ofuA= FHoldES 8F
gk &5 = 401 Authentication Required slHE HUlA Zeto]AEANA ALE-X}
A (credential) & 873tk Sgto|AEE 401 response 3l|HE Wew, th&
A} o] ARgAFe Al oot et A EE Q7. AREAL ofolt]gf F e

O

=

T_‘l
=g gYsha, FeoldEs o e A dsdth. 2w M ofolt)s)
aest gEad AA o, aqH 49e Seho|AEe A AuwT).

=13 %1

=GE - .} el ‘ﬁ-‘:d L ETE] Quu:lm T iR T
000 [ @] hap/ /172, 16.5. 105 ares/ =] o8 |
AT EINSA GICEATCC-KN @Inl gse @alis @oam e9%7 guos

=
Xl x|
‘?@\ ARDOE T T8 ASNINS,

AE TS 18

L} Basic authericaton lest

ASn OB [

ey

O gl ¥e SRH A5

=] x|
|
&) hitna/1T2 165, 168 ara, HODIR) = 2. 1 | SIE B -

HITP ZE=EZFo] statelesso]”] Wlitol, H|F U3 83 o] & STo|dE=R
FE 2t stdgts e 8-S 9ok Z& A o8] vt "k, AMEAE o
g AT SR oot e} A S PHEtd L FAEE Hebg-A7F YolbA
At 5 AR A2 BepeA FolA sUT Alo]Eof s o kvt
ofo]t] 2} WMH—% Y Hr.

m
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Hu, o] WS HelAdo] A "olxY] el Hels vE AT WHEl A

|5 i At
Basic authentications AF&3te WHS o3 2}
O sf=9= 9 B4

o] HUL Fag AHIL SoIqdr] wWEell, &4 tHED §rol A7gste] 9o
M Aol Bt eS dok drh. BlE W&ol dastE o] vt $-4 Aol
[e)

obd 5 gl 7187k Fold & Q7] el

T
ol
>
o
il
rlo
&
[»
o
i

i
e
Y
=
X
>
oo
i’,ﬂ
N
§2

7] WZel gLl E Q1T Hae
o= A}g3 2= ot wakd FaYg= e

FToA ogn svgE Az4E 1w
Yajol o] g se) o

o
g3t

= 2
3 S Prdrs a2/ AL nE AF

b

SERIE PO DRI EE

$ htpasswd —c /usr/local/apache/passwd/passwords jun

New password: “TiA Q= & Ql29”

i

Re—type new password: “Ej{ A Q= FEHm| Qlad”
Adding password for user jun
$



DNE WAL shede] A F7P>

et GostE o] AFEAY st s, REAl A9 E 9dS Qb 3
Axpstal 2o Hul AT dAstes skl qkeF ¢ A 7F AREA}F nobody, 1
nobody® AsHctH, & Awwt 1 3dS S F JEE Far, root TF A7)

g 5 dEE A A4RES du,

M —e =

AuthType : U< EFY 714+= Basic

AuthName : 91599 2*H A (realm)
<

AuthUserFile : Z|2=9= 39 9%
AuthGroupFile @ T1F el 91X (M EALa))
Require @ 37FS F7] 93] wEA AL st QTAEE

httpd.conf3d e <Directory> A o]t} .htaccess FAoA o] AAAES AL
st AASH HEd, eSS httpd.conf FUoA areattE tlHEEFo] sl

Basic authenticationg A3l do]t},



httpd.conf
<Directory “/nhome/httpd/html/area”>

AuthType Basic

AuthName “Basic authentication test”
AuthUserFile /usr/local/apache/passwd/passwords
Require user jun

</Directory>

? dAANA AuthType®] Basic Basic authenticatione AF&3tth= Z & YE}
Wiz, AuthName®] “Basic authentication test” &= 59 2¥HAZEA A=
TGl EAEY. EFE sja= 3 dol A= /usr/local/apache/passwd
/passwords ©]iL, 2% ofo]ty7} jun Q1 AFEARFO] AT X AFe AT

o #)7}et}.

ol ALgX}E ofolt]e} ALY LA HP 2O0E FEetHH vy
o] “valid-user” 7]9=ZE Alg3it}

httpd.conf I
<Directory “/nhome/httpd/html/area”>

AuthType Basic
AuthName “Basic authentication test”
AuthUserFile /usr/local/apache/passwd/passwords

Reaquire valid—user

</Directory>

httpd.conf T} WMAF A W=A] ofsx] AW E AAF dof i,



©® 2% dd A=A

shitel Al WE Ao AdS o) =
A 2FESIE AREAE #EF oAtk o= A W wWEe] F7b AAA 2
u}

= &g
L 9] Directory M-S FAs)|FooF s},

I% LS v 22 2Ue Zdev. o] dAldAME F 7He] IF staffs}

employeeEs 2Jslal 7t 1Fol &3 AFEA} ofolt]E G ASI .

®
staff: jun prmkim ksn

employee: yschoi kikim wgjoo

D 2% oJF @ AEA ofolt]

ol&@A a1FHYSE WE F httpd.conf FAoA T PHAEL AHAS S
o] 7 %ktt. AuthGroupFile AAAFE AMEaiA 2FTLD] RS A3 FL,
Required] S15S& 388 1FHS AAMET. ths A= staff 1wl &g Ab
g 2pko] /home/httpd/html/area TlEHEDZ W] xdol]l Hd = s A3

2o},

httpd.conf I
<Directory “/home/httpd/html/area”>

AuthType Basic

AuthName “KISA staff”

AuthUserFile /usr/local/apache/passwd/passwords
AuthGroupFile /usr/local/apache/passwd/groups
Reaquire group staff

</Directory>



ojes MY 1% waAs o v o Bl A e
N8 ool el EASEA SohiAl A8 A HAE WA WA, o
ool AFEATE Aa9E Aol EAaeA e, Agw

=X A,

Basic authentication®] 7% olojt]je} sjAY & v}
= = z2

2ol AHgANA ALgol T F

Basic authentication SFH3HAl &2 Q15 Wijolnt. sj29=r) okostd *
Aoz AFHARE, SepolAdENA Mz UEAAS wet d5E e o3ty
A Gt oA AR 24P S S Ty ARSA o3 HAYEE dobd
T AthE ofnlo|t},

i AL8A ololtie} SAgEAl Ag @uy AEEE Aol ol Agld o)
gol Qg Wyl AEH7] o] ololtlst WANEE AUBE L WS-

e

=

i

AgA ofoltl o} AR e AdE AAE FEHHA e AR W=
gzel AFH7] W), AgA olE ALAEE Fehw YrlolEe Fad 4
l;]_oﬂ 1—1361— /‘ 1}” q_

Anj
o,
1%
ot
i
[-'0
o,
o
—
i
rlr
hadd
o,
)
g,
o
X}
%
o
Q
=
=
D
=
o
ol
o
=
i
S
>
o
o

B Digest authentication

Digest authentication”’ & § AEI=E HW3I3l7] Y3t thehs HHHS A 33kt
Digest authentication mod_auth_digest W&ol 23] F+AHAT}. o} 1.3.27
|

AA 7] wtel o

iy
_‘?_
HAS 7207 A2 3H mod_auth_digest 7} E3HE o]
<=7} MD5 digest & El

53 F7} dloF 3kt}. Digest authentication® 5%
2 AsEos dolr.

! mod_auth_digest= mod_digestel 2ICIolE t{MO|Ct. mod_auth_digest= A Experimental AEl
ZM obF X5 HIAEEX| ATt mod_auth_digest= mod_digestel 27 X|AXIE S 73517
mj2oll, mod_auth_digest& Al2E ZAS mod digestE AIE2SHK| &LE= sk, digest
authentication 2| &AM A2 RFC2617S F=ShCl.



Digest authentications AFg3sl:= WHE ey #Zrp. A3 WA= basic
authentication¥} H]<=3}t}.
D A=Y= HD A
Digest authentication® 1% s|=9= o A WHLS v 2. Basic
authenticationol] A |29 = sdS AL wfo} v A2 AT AEATE of
FHER Soj7ithe Holt},
< P EE digest HAY= opd PAI>
$htdigest -c /usr/local/apache/passwd/digest sec jun
Adding password for username in realm sec.
New password: “EfARIE A l24”
Re-type new password: ‘A= FHHm| I=4”
$
sec 5P Y AEAE, httpd.conf oA AuthName A A|AHE AR&a|A] A
Au = o] 5 FYslor st 7|E A e FrkekeE Aol ¢ EH
& At s gt
AE Ha9e Fde dlEA] FA4 fPE gl Agste] o)F- Aol
E7Hset S soF gk, HlE W &o] ¢dostEo] JdYgE 44 o] 7hsshd
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oF HYAlo]lEQ] HAEgl tpE F23 AL HAd=E tgEA AL ES A
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@ HA2Y=e Jd AFES Y3l configuration A7
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GaAs S delFolof @tk o ARE the AAAE

AuthType : Q1% EF]. o7]A & Digest
AuthName : 1599 2" A}(realm)

AuthDigestFile : |29 = o] €3
AuthDigestGroupFile : I3 ¥ 93 (
Require @ &|7F2 F7] flal wkSA| A oF }L LTAEE
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httpd.conf3¥ 2] <Directory> Aol . htaccess TFUA o] XA AES AL
sle] AASH FHEd, thS2 httpd.conf FLolA areagts tlHEEg 9
Digest authenticatione A3 o o|t},

httpd.conf
<Directory “/nome/httpd/html/area’>

AuthType Digest
AuthName “sec”
AuthDigestFile /usr/local/apache/passwd/digest
Require user jun

</Directory>

2 o AN AuthType2 Digest authenticationS A&ttt AL WAL
A

AuthName®] “Digest authentication test” & <159 2HxZ A= HY %
o FAlETY. Tk A= 3d9 9 A= /usr/local/apache/passwd /digest ©]
i, 24 ofo]t)7} jun 1 AFEANRe] ATy UXE A9 Lol F8H.

il e
il

m OE,

WEA olsA AWE AN dof @

httpd.conf ILd& = %
S WA Afol= AAIFe] o glow SA] adrt yepd

t}. .htaccess T

t}h&-& 99} o] digest authenticationS AAFS w, yHAEY HIA ek
= T

U ol= o 5
o -
=1 S|
S2(H)
oo <3| 592 506 & 2
=] @os
&|Daum E]F722 @0t
=
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? 0] 20 8] AMDIS(SI%: 172,165, 1890 = 2O=0] BREH I
secH AFEE ASTHDISTH 2T S SREIEAR
2R OIS I =l
2HE(p) [
I O 2=8 2= S=0H HE(E)
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©® 2% dd A=A

Ta 3YS AMEEE WHE basic authentication¥ U 1EFILS] I
o3 7
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staff: jun prmkim ksn

employee: yschoi kikim wgjoo

D 1% oJF @ AH8A ofolt]

o=/ 1wudS vHE ¥, httpd.conf FAelA T tHE] HAHE e
o] 4=A3kt}. AuthDigestGroupFile A|AAFS AFE-3lA 153U A=

F3L, Required] 95S 34 2FHE A=Y, e dAE staff gl
423k Ab-g2ubo]l  /home/httpd/html/area T ED el Yo Hdd &= ==

httpd.conf I
<Directory “/home/httpd/html/area”>

AuthType Digest

AuthName “KISA staff”

AuthUserFile /usr/local/apache/passwd/digest
AuthDigestGroupFile /usr/local/apache/passwd/digest.groups
Reaquire group staff

</Directory>

Digest authentication® 7} 2 FHL HA2YP=s I3} A4 HEYPaZ A
Folht= Zlolg, a8y BE BHEA7F o]AS X UdA = ¥+=t}. Opera 4.0
o] W&, IE 5.00]% B4, Mozilla 1.0.1 ¥} Netscape 7 ©]% ® A, Amaya’}
digest authentications A ¥atil, ©& Bp9AES A st &=t

Digest authentication® wWH-& ﬁﬂ A= dostso] AFHAT dolgHe=
22 rh= 74015}_ w3l A% digest EHE ALH 7] wio] HITP T2 E

Zell o5& AbeE digest JH =2 o] g8A ZAuze] 2T F k. ol
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B Database authentication modules

Basic authentication®} digest authenticatione & U} U5 AHE A Ash=4)
H2E 3l& AFEstE ©o] u. HAE 3d 2 Qg Aol QFH 7] wiiol A

=
£57F g o}, L3 HITP7} stateless©]”] wiiEd] Ad =7} 9=
TP ojof sta HAE mAo|x HAMS Fes|of s}y, FHoleo] A

o] H2E spale] glow stele] wE el Frlshol .

| the gerom dolejule] ~E ARgeti Aol Erh. obsA: vhe
g dolEdlol 28 AgAM AFS FT S YRS B BES ATAL. o)

M= F7FA Al 252 mod_auth_db®} mod_auth_dbmol] thall 4w sic},

X

o] ¥ RES AMgAolEY WAY=E DB DBM el AT 4= dA Fh).
¢J+=d], BSD, Linux #&& Al2H 5
Fe gt whek ApgEtal e EE

shok @},

X
Ir

Berkeley dlolE o]~ ud=2 <zl DB U2 71 7t o] oo M)

o]|~& X HTTP ¢1Zo| A gtsltt. DB FUL 719 3k Hol S AFsct. =, WSy
o] o] W49 s AFsith. tE dlolHulolAe 3 HImEd B IEv)
AdE 4 AT, D 2} o] =3}

B ol 7]t el solmhe AT}, o] A A&

t}5-2 mod_auth_dbe] AFE WHld], o] A2 mod_auth_dbmol] = FLA3A 2 g&=
ol @x] HEojy 9w o]E, XA AYF dbE dbmS.E, DBE DBMC.E up 7wt &)
WoEC

22 =
modss| AFO|E(www.modss!.or.kr) &=

% www.sleepycat.com &=



mod_auth_db RE& TIEER FHupds o] x| 7] w&oel, o]& Agatr] 913
il z z

AE MER BES @RU F Fotelor @, e
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© AHet T Ay

9714 AHeR ML FPF BAE 3
AR e weld ¢ JES aw fhdEE ATdd. 492y oge

dbmmanage¢ld], bin TlAE o] 9 3k},

dbmmanage+ htpasswdl} htdigest Ht} E313F Ho| x|k 1% AR-&o] w|alA 7h
etk e jueldhs A8 AR S FoheE ol

$dbmmanage /usr/local/apache/passwd/passwords.dat adduser jun

New password : “EfARYE A iz

Re-type new password: “jAQIE SFHHm| @l=d”

User jun added with password encrypted to FdrQLsuCAcl6o Using crypt
$

Hlperl) 59 QAol= A2gE Ao AFH GRS A2E AnE wels

= =TE 44 & Aok

rl

Adow olulx|7} 1 gd-S ARREIA AFE AT 3
© htaccess Wdo|t} httpd.conf L] <Directory>

A=, o2 httpd.conf oA AA3 oojrt.

httpd.conf I
<Directory “/home/httpd/html/area”>

AuthType Basic
AuthName “KISA staff”
AuthDBUserFile /usr/local/apache/passwd/passwords.dat

Require user jun

</Directory>
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httpd.conf I
<Directory “/home/httpd/html/area”>

AuthType Basic

AuthName “KISA staff”

AuthDBUserFile /usr/local/apache/passwd/passwords.dat
AuthDBGroupFile /usr/local/apache/passwd/groups.dat
require group three

</Directory>

Wrgeel OF ARE 8 5L dS AFES e Avhd a#EA & 4 Q).
221} Dbmmanage FEEIEIE AF&3H7] Aol A =E AR A5} dof s17] o

woll, #8717k & v E3eiXiv.
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HaAol s AaRe] AAAe] ol BAE olFoli} BAE Fi
HEe Adshs Aol & BAE 1E o]F

Q
H S
g 7o r Hos sEsta AR

A A= Allow ©F Deny, Order 7} S1t}. Allow ¢+ Deny
= ALE fEgsta ARY E2E olgoly IAE FAE AASY. Order &
Allow ¢ Deny A|AIA7F A AREE dlf o= AA[A7F S-HE9E 7HA L 1A A
EAE A A,

—1—‘

o] AAAFEe] ALEHE Theat 2,

allow from address

httpd.conf I

Order Allow,Deny
Allow from all
Deny from 11.22.33.44

ol9b= vt &2 | B|AMYF-o A Q] AENS F L5 R e AR 3L
s ud @ Wi gt ol AR

httpd.conf I

Order Deny,Allow
Deny from all

Allow from .company.com
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httpd.conf

deny from 192.101.205
deny from exampleone.com exampletwo.com
deny from tld

Satisfy AA|AF= AFEA}F A ]85S AAS uf, o8 7] 7|Fo] ALIAAE=

Al A A Ao OH}E all oltf any F stuhE Fshsdl, HEEE allolt.
ALl BE 7)E5C] srEojoptt Hg dgarts oujoltt. anyd 45 ¥
el 71 ol shuwt D&é/&]ﬁE s sledy

+ A= P UESARTEHY HIS =R HEsa, Ui UESA
2HE HIL Fx21 &= Aold.

httpd.conf
<Directory /usr/local/apache/htdocs/sekrit>

AuthType Basic

AuthName intranet

AuthUserFile /www/passwd/users
AuthGroupFile /www/passwd/groups
Require group customers

Order allow,deny

Allow from internal.com

Satisfy any

</Directory>

Linit> ANAE o] g8 EAE o] Folu} 1P, F& cAFe] 7]ukalA
A AR+ A o] V15 AHESE BART A B YRSE A

=& 2=
dd 4 9l
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Al A2g 1Pell dlsi ARk POST, PUT WlAE9] AME-S &4t Aot

A.a

<Limit>¢} WriE = XA AFE <LimitExcept>7F U TF. <LimitExcept>= A F ¥ W
222 A9 YA wise] gieA ALeS AFksitt
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[o}T}x] 16] 21 AR 2 B4

O-

Bl obubx e 27 (logging) 7152 ol Gdte] Abol= R, WEAe @
7]

olulx = F /e 2o 9dS AREstEdl, oY 29 Al BIoth, oy
25 ofubx] AW A ARE 7|F3ta, dAMx 22 ofubx] AWl A s)
= RE gAY g8 ARE v)2etr, 21 399 X httpd.conf ol A
s hsia=

N

httpd.conf I

#

# ErrorLog : The location of the error log file.

# If you do not specify an ErrorLog directive within a <VirtualHost>
# container, error messages relating to that virtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>
# container, that host’s errors will be logged there and not here.

#

ErrorLog /var/log/httpd/error_log

#

# The location and format of the access logfile (Common Logfile Format).
# If you do not define any access logfiles within a <VirtualHost>

# container, they will be logged here. Contrariwise, if you *do*

# define per—<VirtualHost> access logfiles, transactions will be

# logged therein and *not=* in this file.

CustomLog /var/log/httpd/access_log common
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1 ovpdelnt, of3tell= 8 A FAolA BT ol AEel sfd o] A
g ME T ol 2 ME 29 Tol of| EAE sk Ad |
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gl 21 Ao olE7 9 X+ httpd.conf FDoA ErrorLog AAAHE E3)
AR, o] 2 Fde o2 Ay o R UnixAlGA 2Ho| A= error_logE

i

el 2o stele] ERe HwA AR FAA, Brre] A5 e 2o

Hurt g,

©) ® ® ®
[Wed Oct 11 14:32:52 2000] [error] [client 127.0.0.1] client denied by server
configuration: /export/home/live/ap/htdocs/test
@ wAA o] EARet AT @ e 9 dE @ o g1 = WAAIZ FgfoldES] [PFA
E7 2% 7

@ ol HAA o] WE (Fhold

gl o= (Gl 2FAHENA BAstE U7 ARE AA4E 5 9=, (Gl
2AYENA stderrES AFESHH U},

g 2av f@% wet [E 4-3]13 Zo] 874 F =
A =7F M4 =2 ol golaL, debugt AF=7F 7H4 e o o]t}



[X 4-3] olA] o8] 219 g% F4
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emerg "Child cannot open lock file. Exiting"

alert | 713 ZX7} 2% | "getpwuid: couldn't determine user name from uid"

crit sk A3k "socket: Failed to get a socket, exiting child"
error | ol& A3 "Premature end of script headers"
. "child process 1234 did not exit, sending another
warn A3 AFsk
SIGHUP"
. A Aol 2| vt "httpd: caught SIGBUS, attempting to dump core
notice _ _
=93 A3 in ..."
) "Server seems busy, (you may need to increase
info AR )
StartServers, or Min/MaxSpareServers)..."
debug | ©¥ 7 AR "Opening config file ..."

de =1 mad] 7= o L

T U 2ol httpd.conf kel A
LogLevel AJAIALE o]-83le] X AT 4= Q).

httpd.conf I

#

# LoglLevel : Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,

# alert, emerg.

#

LoglLevel error

Loglevel A|A#Fe] TJZE 712 warno|t}. Loglevel A|A|AF7} error® A 4% W,
IR YHETE 2 crits) alert 7Y olBEXE 71Fo] Hrh. wekA o9
ATt Ses 21 gdol Aol 218 o] WA 7] wiZel, 9] ¢
ALE AdetA =24 a7t Ak, FHAE crit Brp @& #HEE AT AS

.

)
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g IS 7 AEulo]A s o
I A7 W, dAx 21
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g AzertolgaA oe 2ol B3t o FAT Au



28 2a%E 2 & ok,

$ tail — f error_log

W YA~ 21

MA A~ 2= AH7E AYehs BE 8F tigt ARE 7S5, dMs 2
o A& 21 W CustomLog A A 23] A%}, LogFormat A A|AS 9]
| ThEFe 21 XS whEo] FaL, hdetA dEste] ARgd = gl

wn S

MA2~ 2O AMEYEHE FEAA 23 XS Common Log Format(CLF)3}
Combined Log Format (CLF)o]t}.

t}S5-2 Common Log Format(CLF)® B3+ 21 ¥XWow @ thE ¢ Aol A
et AAEE Iwola, Be 23 BA Iz gdo] ¢S £ e ¥

j
t}. httpd.conf oA &3} 7Fo] HA3 4= 9]

httpd.conf I
LogFormat "%h %l %u %t W"%rw" %>s %b" common

CustomLog logs/access_log common

LogFormat A A|AF= vl Xl ~E®S G933l common®] 2= YUldS &
t}. CustomLog A A|Ab= Z7F AgE gde] X} o]F, aglal A
IS A,

o ol e Y == vt 2.
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172.16.5.100 - jun [08/Apr/2003:16:03:43 +0900] "GET /php HTTP/1.1" 301 313

@

$-& Combined Log Format©]t}. httpd.conf oA t}L3} o] HAs

ATt

ofN r

Zolo]dEQ] [P F4(%h) - HostnameLookups®] Ono. 2 AAE o] o [PFA
Al SAEYQIE Ztobd AAgti(e] Aoz Murt aA =4 & U7
ol 7hsskH AREsHAl @S g,

ZEFOlAE ] identity(%l) - ZEFOIAE HFE 9 identdo] o] A2A"H F}
o]AE identity. IdentityCheck”7} Ono.2 A F o] XA o o] Jug 3z
A gev(o] Agow Azt =¢d & dal, identity EE AlF35H7] o
7] W&ol 7heshd AREEHA] R g,

HTTP Q15& W2 AREAS] ID(%u) - AeS WA gk A9-ol (e Z=7F 401
A A5 o g FAEsirh. ek a3 BAVF JIFS a9 ¥ 4

Fols = = EAE
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FeolAEA AEE Ael=2] A7] - response header F-#& ¥EFE A =
. SEtolAECA AFE Ad=7F gloW o] gt = 2 FAHT

httpd.conf I

LogFormat "%h %! %u %t W'%r#" %>s %b W'%{Referer}ift" #"%{User-agent}i""

combined

CustomLog log/acces_log combined

+
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172.16.5.100 - jun [08/Apr/2003:16:03:43 +0900] "GET /php HTTP/1.1" 301 313

® @
"~ “ “Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)"

O FFolAEZL 243 zxYho] includeH FAY BAH HolA (W %{Referer } I¥ ) -
9 dANAM = 223 FHo]A 7 §le
@ ZEfoldE HEl9-Ao thak W (¥ %{User-agent }I¥ )

ofgf Ao A= Al = #ds o ) v 4 vk dE 9] httpd. conf
oA b3t o] AostH AFE= FEIF A4V B 4 M= 2 o9
Qo] AMAHTE e dAdAE logs UHEZ Wl access_log, referrer_log,
agent_log 7} A HT}.

httpd.conf I
LogFormat "%h %! %u %t W'%r#" %>s %b" common

CustomLog logs/access_log common
CustomLog logs/referer_log "%{Referer}i —> %U"

CustomLog logs/agent_log "%{User-agent}i"
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2ol A5 root)s ¥ F AW obgA= iR B rootdTLE S

T, ASFHAREARE olgA Y] 2 dds vE T8 AR gdo] Hig

Az dAske], root Ao tE T8 ALY o] YeS WA 5 QU
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webd duabgAbs 2ovb AFEE daELe] gl 27] B3k GES 1Y
oF e,
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o6 A FAFES ). oholH9l FelolAES AojEA T2 =1 wo]
Hdstel 9 AME AT & Ak 53 FeloldEsl W A 2E EA ol

Ao 23 e B 5 gES o} .
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FEtoldES 2o Frtetd 21 Tde AFEE AR 4= AA F7E.
M~ 23 Aol A9 10,00070] 8ol dis] =1 sFdo] 1MBold F7FekT.
mebd Fr1H o R 2 gds Mg Wil 7S Y-S AAls|FoloF gtk o] 2
27 3dE wAG Foll= WEA] ofutXE AAZE| o gl wheF A A S FHA]
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Graceful restart®] A% 7]&o] FAH A4S QX

2 | e
AN A, e oA AME AE 249 Ak B @44 AE 2 9
of A71% Asdrh. mebd AN T Fol 21 o] @ oW AT 5
S7 Al QAN AT ek s e 23 dde wa F I 23

$mv access_log access_log.old
$mv error_log error_log.old
$apachect! graceful

$sleep 600

$o0zip access_log.old error_log.old

ol 25 AREStE WS v Zo] dd] 21 9 ol o
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httpd.conf
CustomLog  "|/usr/local/apache/bin/rotatelogs /var/log/access_log  86400"

common
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[IS+= Windows 0S¢ ©t& HXJIETV} AFst= 7|55 AEsAY Windows of
Jald o] Be 7|EES AFESH7] wlEol 11SE= MS Windows 0S¢ E¢H® Anjxz)

E 4 vk wEbA] 11S HekS thE o= HEE=A] NS Windows 0S9] HQHE §H7A|
aHsfoF ghrk. MS Windows®] F R < 1IS9 HeHo= k5" & glow,

[ISH QS 05 ot d4a AT dds 7HAaL 3

H\l

=

H Aol A= MS Windows 0S H.oeotF Apsl F 7% 7B A oW E F Q3 Algy}
[1Se} A=A A & Ha3k A3vkS == 3ok, MS Windows 0S H.¢tell thgh A
A WE Mo BeFEAME FHaLsty] uhith,

<l

[11S 1] 2ERE AT o v FeMe B

RESEAS dolEne e Fetus Frh. A= tE Uxag Ay
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SCHIME P T4 (cHp)
AERFOIE ( cs-username )
[] AHl 2 0l ( s-sitename )
[ MH Ol ( s-computername )
AHLIP 2 (5-ip)
MH EZE { s-port)
HME (cs-method )

URI 8 ( cs-uri-stem }

Rl #2| { cs-uri-guery )
ZEEE MMH ( sc-status )
[ Win32 & ( sc-win32-status )
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[¥ 57] W3C &F 21 3Y 29 &4

EE

24 (date)
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A2 (time)
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] A
gholAE Q] & AJ7H(01:10:48)
FeolAES] TP T4
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AbgA} o]E (- anonymous=
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2a7F bR 1 AW olE (AW 7L 20 oA

4 45)
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2I7F jbsofRl ) AM 9] IPF A

A8 EE(s-port)

SoholAETL A4 A AW TP FEWS
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ol e Aqe Hrs

URI ¥l (cs-uri-stem)

SOl AET AAETE A

URI # ] (cs—uri—query)

Feho]AETF A &=d 77

I 2 EF AH (sc-status)

HTTP E 2 & o] 25/

Win32 “3el (sc-status)™
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[m

WO ulo] E (cs-byte)
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Z2eSF W (cs-version)
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A 64 A AZYANH B

A 1A AN Ay BA D uek 0

A o]Zg A o)L § 7wk o] =] A o] A (Web-base application)<

A, HITPE 7|Hko 2 AREARE B b2 AAEZEY] AR wEs 9g =
/A AT EYo]olt)t, AFEAF= Internet Explorer (IE)Y} Netscape &
E 22395 3 AvaE s Ha, AW ZR A s ol F
Aeix =4 geaEE fAMstAY, °E oAl Ao Ad=E

Presentaton 11ers I I Awmmmﬁm I I Data Tier I

XML Data
Stores

Internet
Explorer
Netscape
Navigatior

SOAP
JDBC

Databases

sQL
lopP

XML

LIB www

XML

Java url
class

XML
HTTP

HTTPS
WAP Brower

ADAPT
Legacy
Applicait
MS Commerce

<arver

Client Server

(29 6-1) Gl o Auls 7y
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%719 § o= A o)A CGI(Common Gateway Interface) 7|WFO. 2 d|o]EjH|o] X~
of A-sste] §§ AMu=E ATt AA= [ISY of3kx] 7]uke] §1 A B ol Java
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Astel Aoz FdE A EFgAelAE AFEET. 53], AREA 898 AREdel uhet
gt 79 dHoly Bloly =2y~ 2AS tF7] HeiA § o Ee Aol
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[Za] 9 ofZg Aol AL =gz /e 7[soz e 4 Atk 1 AW
= AREAZE 2918 HlolEE dlolH Aujel] Hojste] id HeolHE g53
T, AREAFY] aqtell BHAl ddeshes 9 b, AREAS] JE-A A=
T8 HolHE AREAE AT F Q=F FdsA Hal, AMEA Hekg-A
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Aol ofutx], 11S9F Fepo]AESFS IE, Netscape® #-2 Heb$-4], page
layouts Rt=& ofZEAlold HAXVEE X33k, =, dHeolHE AREAY
AW Alz®el R¥3E 7]eS BT, Application-tieri= §] o] &2 A o]
Aol dxl qEs . FE H=2Y2E 22 V)es gdetet, AR 4 E
kel Zzl, AAA, AF&AEo] presentation-tier WolA FHAE dHolEHE I
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ASP.NET AiH¥]2~, PHP, ColdFusion¥ &< 7|&= Jd% i IBM WebSphere,
WebLogic, JBOSS, ZEND &2] “+& Al3Fo] Qlt}. Data-tieri= application-tier
ANA Fag HolHE dA Ex F7HoE Adsts Ves HdstedH, o
o] §) Al Sl A= A A ets HER HlolE o] AE FEShal &
Fett. Y AN="HE BE A="Ie 84S aelste] dA] HolHE
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R e A A A AL BEs et AAg.
EaEat A
F okgk Ao as s AR/ ENG S Aol ER FEE.
Hu)Ad & et sha9le JAS Attt
H2ge] Ao w A2HES ALE B
= AA g,
AL Fe S dA
Al e Brute force &2 8%k cookiedl wsiA = SSL EA4l
A7 F=3t7] < SHAY, AR E dEsEtESE
A 7FE A7) Ela=
Al el epglol-& A4 gt
Aladel oigh ¥17t Hds vt
Cross-Site XSS &4 AREAE AskE = RLS A4 E
Scripting(XSS) o] st=F g},
ok # dHelAe EFEAE ZHE 3
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H eHERS F | ¥y LHERS ojFg Aol Myt HF Alo]EC]
k4 X 2EH Ay =Bl Zhgiate] HAle] B
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of o] el SQL injection AREAE 4 gtel oigE fEAd AHAE
AmM= F9 T4 0S command injection & dA3 s}
ARE ARRRRO] A 2E s A
Cige
FFog olelxe] | F7)8 =4 A"l AR mEEHA gEF oY
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HITPEI Y 2%} TA A ol FEE= AW HEE
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AH&- a3 719 8= 7] #elel Fof gt
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1. 443l v8v]g (Invalidated parameters)

l

# oAZYAlAE SH HWAAE AAs] A SeolAdEZE B\ OHTTP
request WIAIA] ] JRE o]&sttt, ojuf, FAX}= HITP request WAMAe] AHE
- URL, query string, headers, cookies, form fields, hidden field - & opar, S
z2tsto] Abo]ESl HE WAUSES ¢-3|staAl gtk mkef §1 o Z ] o] Ao
HTTP request Xl i3] = a4 HAM(validation check)E 4] &=thd
FAAgE gepu o] gk ok AL SAEHA "o

>

A ofEFg Aol de] UFio] dHEY FaAds ds5er] fste] SFEoldE
(client-side validation mechanisms)* oA 7A}SHA Attt ZFTfo]HE Zoj A9

Jm

=
AT A2 Aoy AFEAR SHolA £ WlHolAwk, HAl 3T = QoA
Hodog= & HAYAS 7HA I v, kA AW FolMx setuy 24 34
(parameter manipulation attacks)el ©jgk Hlojz} = Q 3t}

g 9 SgdAdt ted Amg wae Adstd, % S
P

c:Wtemplftest.txt+= &

>test.txt

>c :WtempWsubdiri. .Wtest . txt

>c:f tempi¥ test.txt

>, .Wtest.txt

>c%3A%5Ct emp%5Csubdir%5CR2E%5Ct est . txt

(12 %3A, W= %5C, . & %2ES 16152 xd3)

olx = ThYetA THHE PHIS FEY FadS AAFsH7] oA HdEd I
2 93l FHo] Ay HEH= Zo] dubyo|t). o] AL A3} (canonicalization) &l

n

=

FX

% ZaloldlEX SEM HAIRE, f ofZalHolMel formoll CHEH AFEXAIZF @l WEZS SA|sHR| otx
2 5pAL} == A glofl s A, w9, mE So| REdHXlol e SXstT 2F ALl Cf
A HAES| XstESE Z20|ES AT Eo|AM AASHH =ct Mu{o| MSEare |6t
tHEE2o AtO|EOM FEM HAIE ZE2l0|HESo| o|=stn AlB{oAE 7tE 2X 7t 2 dR9
oladof Chal Mt ZARSHA Ech o2 Sof, 22 Alo|EoA AHIAIZYER Bk IS 511 Y
Ch. XHIAS R EE S2lo|dEoM Mds= olojo|mz Wxyt Jhsstn 238 5 Uct. ujat
M, MBHZE AFZE AojoflAl CHA| EotAALS St = sfjobsict



(2)

A o]Zg Aol A~ FEE AFIE A2A AAETE AP AY, FF
o el Al deAA AU o T2, 484 Qs Aese

o> Perle 4% “taint"(-t) Aoz 2& 4 i),

J2EEe A= HttpServletRequest classS FA}gt},
mel YEAow spebre zadl @ AkYe AP 4 ot
W A AAETE BEAA Aol=e] FAokye AP I

HIOH

REAL7E 4 o Z g Ao AS e Dalo] HAsE WhHol 7 & abE o)t
53], Hotel] 9uty = AL S A Asts ART 8 5 Ae 21S AHA
g =21 w5t = Aol T3

data type

character set
Av)/H & el

2 (Null)ZAF 818 o5
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FALe] A WY

A dE 1219 #k(enumeration)

E43%t ¥ (regular expressions)
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B Cookie ZZH(Cookie manipulation)
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cookie ZZE 9 AJo|Eo] tet A AL =37
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i F AAKeA 94
e sAol Fhsait,
98} F= ool
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B Form field &%

HTML form field®<¢] &L HITP POST WAoo 2 xuo] BAER AddFct, o
7]l hidden form field7} 23=o] A=dl, oJH EfYgol=A form field #hE

e 7 F4Y 5

Qlck. AvpH o,

=
9, FeoldE oM Fashs KEA AAE AT 5

form field #EL 7|22 A¥9o B AFA A (security
1

decision) & 3= A9 form field 22 A FHoFstrtar & 4 Ur}.
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REYHE Bgd gt
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o mle pob
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AR FEE AHE3T
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HTTP st ZEfolAES}F AW AlololA 951 7 HARES ZHa Ay, &
AE= Au]2= 83 gisiA, A= Avl2x S5 dist sl s wHEA ",

o]
qhok 4] o ZE Aol ] HRESJAL AA o] HITP request MAIA 9] 3] A H
=2 o o &g Aol A2 HITP 3le =2 g4 FAekstva & = St}

T

o] FAol| g B th5 et

» HTIP s & 7]Eo =2 HFoAL AA 225 AAsHA] Eet. d&
o], ZgoldE] EHE AASF7] ¢S4 HTTP RefererS 21F 3]

§2

L5 g}, 9uketd, HITP Referer HA 22 € 4 7] wiLoltt.

% HTML formel hidden form

AFEAL HEE hidden fieldoll 20{ X|™E Holxz2 H& mf ALZetct.

2leh gHo[X|2, 2 &

= Acks FHolAM Eetol

field= Z2I0[IEL}L MH| Ato|e] (A S RXAISHE 2H & IIAIZM,
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m (RL =%

g AolEd A HGeRE Aol ARE HolAdN RS QY Eatste] v
Je= e vRE Fo AL 5T 5 Yok

ole &Z4o] 7ks¥ olfri= cgi, php, php3, jspst T2 AHS 2AH
%% o‘l%_gﬁ}\i URL ?%% “. .77 14’ “%26” , “%Zf” %:‘il— Q_% %
= A s zzpste] WAYSHA gk

oY EFEAES 3 BHY A 2Rr] WEe AFE DHEIE Aol
A glele] el 9 e desAL the Wi Aol sbsaa

o A W BEALe G Py,

B Query string &%

BelbeA e RL F4%ol query stringo] Il ®ol7] wiigol, AR&A7} GET
WA O % query string #S XASte] AR Rule A& vk, webA, whof
2 o} Zel7lolHo] query string® Lt)® AlRsle] wetela} AL AL, 2
Ao Ze wzE dgolHE RL FAade Iz HoF= A$ghd query

=
string 22} &4 FHefsirpal & 4= 3ot
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2. Fok3l A=A o] (Broken access control)

F(authorization)2 <1< (authentication)® AF&A}oll Al &71¢
25 AFste AAE grjgith. =, A3 AS5HE A=
g3k ARIZbe] gk Aotk 1 o] EFE Aol HAo REE
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3. Al &g

ZefoldEet MW Afole] BAE FAEY] g M F @rEAIE Aol
HITP Z2EZL2 JHE FAste ZR2EFo] oy 7| (stateless) wWitol A wA
US> {1 ofZ Aol el A AdstAE A oRg .

cookiex] ¥ & 2 7
E Xéliﬂ ﬂﬂﬂﬂ ”ﬂtoﬂ Cook1e°ﬂ HI Sl HQF WA H

B AARRZE IRL 720 HAIHo] GET W2 o dasex] Hdt.

B Zgo|dE A~21w7] 7|50 % hidden form fieldd AAARI} wEHE=A 7

B UED AU BTE ARG Aush ZeteldE Atele] A Furt 2y
oA AAw,

© @ Mu|rolM AMu{et S2jolelES| MEfE FXIE7| st W2 hidden form field, URL
rewriting, cookie, Al S0l UCt. hidden form field= POST o“%' 2 HolHgE dZ o
hidden input 2FAloll Z2I0|HEE FEE = U= FEAE ZEAZ7|= 2HHOICE URL rewriting
2 Ze2o|dEE FE5HY| 26l st-tel HolX|olM CtE HOo|X|2 o|sE Z< URLel & X
BE X1 ciH= HE st o] A2 GET 2halolAM ARZEIC Cookiew ME{IE 220|HE
of M&5to] XMEsts HAE mdR, ZIchs BIAE mlo| S2io|ES T2 MEE Hot ™

&S5t Eet
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(2) 235

B =279 FAHEYH BE AAS SSL(Secure socket layer)=® 4% 3} i),
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4. Cross—Site Scripting(XSS) #F<Fd

Cross-site scripting XSStu% El=d, ¥ ofZgAlo]do] Algx} g o
7 we ol s AEYeA @1 agE TAow AAE Ao A z3tal
of ARgALOAl AHFsHE Aotk AuAIAHEAT Zepo]dESA HPH=
AP AAE FEFE AEA JYoR FA HW, o] vt adE FEoldE
AFHANA dgEo] Bepg-A AelA Aol .

Xsst A T ek dvh. B4 o Awel ohede =g gFHos
sk WA 48R FUE B4 Aog 2Ugons Aex Bk Al
z o
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(2) R

B DSl WH eMEES Fh9 FFE HUd £ Y= DS 4N MY

o},

m g Aol o HA HPH Yuol P FoF J)golm BEE wok AHE
A g9,

B ] A8} ofZgjAlo] o] Agtd A 7H Ao APH =R F
m 2 PR o EZd ol el Wei = BE o el s Add dAAA

25t
S Fstal, By e ZRS Fgrle]l EAss o AMRS S
O 7haAeld Zraw == C7} obd Perl, Pyhon, Java$t o] 753}

g whes A3 15 AsE AE Ag et AY RE 057}
cz A4Eo] Yol oZo] BrEAY A8ANA BE A9 AL
G AzY el seddel ge] Bad A5t 58 aestd

O Hokile] At solneie Pool AEe Fath A Bof EE C o
ol &g oA get(), strepy(), stremp() e AAbel thsl A A=
FAstA] etk oleld e Tt dAlet Fo] FHekdo] gle =
At E= g,

strepy(buffer, string); ﬁ
strncpy(buffer, string, 8); 4—/
O Heks: HPAA R Jgste] LZEY0

strnepy(buffer, string, 8);
strncpy(buffer, string, sizeof(buffer-1))
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A= 29 EFZ PurifyPlus S0 9o,

3 golHgg REs AFEET. CH+ v HEE golBe g e Ui-4
o2 A AAE Tk String EEHEE A FSTE. oo} o] FHekg
Ev wAYE A" Frvs F oo bl 2ER] AP e Aleehs
golBeg] RESs Zrola| o] &= g},

28 o] E7lsstes whteEth., 28 Hdfo] EUlesteER oFr] 98
= 0S Aol tig A7} Basrt. & Al EE A4

7} dF UNIX B el oisfiA EA) gk ol My eHERS 340l
Ay 7hsgk 28-S o] gslr] wjitel oA EHARQl ) WHol & A
ojth. #H Aol tidh A= F A

A z"el g S Fagitt. ofEg Al o] daE A AFEe] Fdlo]
EAsta w7 aRe APAE AgkS zZke=A] gotst e gkok. SUID7F
root® AAHAEAAY root &2 world writable JIEF} HIEHELS
A el 2 2 olgl gt Bd HEEYES ZolA M3 o
Z25 FAHd dg HAEE TS gt

% E2M I 2HEZPE 22Z F U= unchecked buffertt

memory leakE YASIZE S 7H &=
AL ol E Fotd = Act(www.rational.com).

40 Openwal | Project, www.openwall.com

—147-



_
Ho

Al

Hallol 4 ek ojje} &

i
=

2 of

o
£

kil

T

H

Ae] Ag7A

171

3

Nides

OkX

(1) #

<MW

st
o

o
il
,mwo
,mo
-

N
tlo

g®o], SAL A g+

5%, 4

o
i}

2]
=

ojgb Wb ofF-7} HIEofof

I g" getvly, olHAlA T=

=5

J

A
ful

SHt.
;:‘l_

=

ok

T}

Aol Aol

f oF

=

0

HAE 3o i gz o

9 o
2] 7 o] ]

Iz

=

-

s

5

°
.
Wl H4d

3

-

3

system, exec, fork, Runtime.exec, SQL #3&]
g o
B)

B
B SQL injection 3}

(2) Lat 3

T

o

)

gl Aol dell A P olE A

3T
=

% of

~148-

2] A o]

iz

=

4 o



(3) 918 AHd
B SQL injection

913 DBNSE HFAo=
&3}o] DBMSS} <153}
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A2Hd MAHS 2IHE o] B

1. PHP

[PHP 1] register_globals

php.ini &7 A4 u}Adpsms register_globalso|dt= 374 AAWMS7t o). #
TE FELE & AAAC i 24 ‘%Eﬂtﬂ o] A& PHP 4.2.0 ©]F vjHo|
T register_globals=off 7} EEZ AAH o] t}t. &, WFE Y= 2
=/ okugt, WEETF GETE A1 Q1A POST 4914 &2 A9 E =5 AlAs)

of elolM e WAL & =S FHol Ao,

aHY o]d PHPH Ao A& register_globals=on ©] T]ZE A o]|R7] ufj&o
NAAELS ool Fdst 2 yte] 534S 93 register_globals=on &%
AL 9l A Aol

28t | register_globals=on AAS wpEA] @3l vHS 4 Q= HHE (fFO

2 gdvg 2 WS E HAete A A ghEo] oYW SR/E FAFHY HEEH
2w sjjof s},

[PHP 2] &% < E 27 ¥A

Qo HdS EH 2= ¥4+ php.ini AANA allow_url_fopen=off= A4
T, oFolA HdS 7S 7 gl
[PHP 3] E4&A 2¥HH

GET ®rAlo =2 gy = “..)7 & ddtdo=r Ay stes AAH . a9
g doelA  “W./7 = “..7 9 T FHEY. wEbA EgEAbel] gk Awnk

php.ini % magic_guotes_gpc=on &2 AAsH “W 7} “W o= A%},
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[PHP 4] HE & S A WA

FAA= PHP FH S wtetstel i phpinfo() &5 passthru() 35S o] &3
A Ao e FIS doga . oAH, FA ogE £ dE IFHEL

=] =
php.ini A4 < disable_functions 2}Qle] F715H 9IS =49 4 A},

[PHP 5] 9}d == WA

9 Be 4RA Sl AL ARE dtel PIPE AYSHE wHe AR 713
ol AHgElE B4 et Es Bt A} vem 9Xw, st A

e
@ o] @ol 3ol golsirh,

_

O Az:Aoly AAF ofZeAlolAS A4 o PHP AYade A Ka=S
=tk 28] il 39S AAee ARgE 28§ e g3dS AAE)
= Wel g o},

QO 9o gAx GALE & w, “stremp(ZA,  “php3” )7 & FHAFSHA plp3
Y phP3& A gk, mhebA “streasecmp()” ¥ ZE dlATAE
atA] @il Hlasl= s ARE-Sfof gkt

O e A HAAE & W, “7 & 7FoR wHdwy FZRE =
A7 wo. gdge] Yo A RE “E A AS, wrer
“file.zip.php3” & & SHYA zip FL=Z JA4sT HAdS 2= H

. weby o ol Zeady &

$check=explode( ".", $a);

if( !strcasecmp($check(sizeof ($check)-1], "php3") )
{

echo "php3 &A= 24 5 8=

exit;

}

" z== passthru(), phpinfo(), system(), shell_exec(), exec(), proc_open() S0l CHAto| =ct.
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[PHP 6] superglobal array

RLT} &, F7]9 & $ GETS} $_POST, $_COOKIE 5 superglobal arrayE =3
A3k},

superglobal array®F-E e AF&sE7] Aol widgkel dis) a4 #HALES 3.

A Eol, ANEE] AP 647 24 Ei 3ge R4, solE, 34 2A%t
9 @ glolh, el Ao eigel AFEAL neFIY HolHe] fEYS
A7 shetat & Al Ak,

[PHP 7] 3141~ Steju]g) == A=

ukok cookie FEZko)} hidden form field 5 W7Hsk HolHE & 2% 314
s HiowM A3xfel] o WAHE gho] oldS gl of i),

// sending the cookie
$secret_word = 'gargamel';

$id = 123745323;

$hash = md5($secret_word.$id);
setcookie('id',$id.'-'.$hash);

// receiving and verifying the cookie

list($cookie_id,$cookie_hash) = explode('-",$_COOKIE['id']);

if (md5($secret_word.$cookie_id) == $cookie_hash) {
$id = $cookie_id; }

else {

die('Invalid cookie.');

=] ol B Elgh

24.1.0 HA 0|% PHPE & MH{, SHAEME  ALRA} ladn gl ojg

S| == 2] Mo 2
FIMMoZ MESstct. 0470l &5t HeEE2 MA#HL0|0]. ol HHE superglobal array(+4
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qkeF =t 7F cookied] ID S W7 fﬂﬁ‘r‘?i A4 A= /‘1i %‘i]‘é}xl S 7o
E]x

o)
. =GR = 7] 7k°] $secret word” =

[PHP 8] H<Ale] EE - PEAR

ZHA) ek HA Sk EEXR U= PEAR(PHP  Extension and  Application
Repository)® RES AF&3TE,  “Auth” & AF&AE 93 cookie 7]4F Q& HFHA

olar, "Auth_HTTP":= Beh9-A 7]Rke] Q15 W2 oftt,

[PHP 9] <tA S AlA #e

tdet FEshE AAE sk YEA e AT s AR S
Seh. Fo g He, AWML AAAHRE AWA AR HAAHALES Totsor g
. dE 5o, Al Ad=7F /tmp YHAEZ Y FFEA oS F AEF Ao
Juid, Mulo]l 27 Qe RE AMRAES BE AAS B S . ugEkd, A
AGEE dolguo] ol AZsIAY 2Fs = dE AbgATe] HES £ Qe
AN 2E ] F3to| A GE = Fh),

@)

Php.ini < session.save_path=/tmp7} T|ZE=Z AAEo] it} o] FIES

/tmp/session A ¥ THEZE wZ TH=31 session.save_path=/tmp/session

9 o] AA HdE WHAZE T, /tmp/session TIHAEZZE user?} group Ft

< nobody® AAeta, HWAHS 75007 A =S Tt

O ZHoldES ] AAl MARS A & A5, SHoldES IPE AAsto
IPo} AAS 7 AA =S AAsks Aol B kst

O JIJIAIARE WA=

_1

S K R o B T A = i B R S e
a, fageeh FRIMSE Ao fisfo] Aol Hoji= ten
O WESAAL 2Uydel o&) AdWrt ¥y HA s, AR Efee
REEAL SSL BAlS e Stk RE PHP B41S SSL BAlo® ¥ olfrE ¢l
ou, §) ofFeAolde] RS aeete] At

“ Nhttp://pear .php.net/package-info.php?package=Auth
http://pear .php.net/package-info.php?package=Auth_HTTP
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[PHP 10] Cross-site scripting (XSS) o=

dHFHS FHY A &a augE o] HoFx 2dmE dtl. Fto] hidden
form fieldyt query string, 9ol ¥3st5 7] Ao Wwh=A] HEHH sh= GAES AF
=5 3o,

PHPOl M= A= o= gl dlolgel tidh 8w Eo] Algsa .

QO htmlspecialchars()+= ST AE HIML <lElE] FE|= W
FHA AR} quote_styled #2 Wi & WIFEE o2
dafs=vh. 7]E R =9 ENT_COMPAT & ©x] & uwl2 3%k A
TE g2 ywe Erh. ENT_QUOTES 7F A A=,

F RS W, ENT_NOQUOTESE 22 wherist & w3 255

AgF sk (7 ) HNL AEEE BFsE A
= HadAe] drt,

$safer = strtr(Quntrusted, array('(' => '&040;", ')' => '&041;'));

O strip_tagsO)&= 2=E" oA HIMLZ} PHP B 1E #|A ).

O utf8_decode()= fFHUIE UTF-8 139 ZEFUS 1S0-8859-1 £AHE 1vf
oJ|E] ASCITEAt= WA, vz XSS g4x= 159 ¥4 Wés #
Uzs dzgoz =7)gs ARE 7] wF uft8 decode()Z I
S Hdd 5 A "k

[PHP 11] =X

PHPE= HEFY wlmg] oy ¥QlE ] Zide] ¢l7] wZol ¢ Z=9F #2 Wy
QHEE9= itk 2y PHPOlA AlFstes S AAl e & vidoA B3
& 4 Qe WY SHEERSE Jsly] A s PP EEol it dx7 Fa skt
ek, Beob WAy gAEY 7liste] A EHE wx9t BetduES FHus=

“ PHP Mailing Lists: http://www.php.net/mailing-Iists.php

-162-



[PHP 12] W&ol FY4 FF4 it W

ad sl Aol 4e Bal PHels ¥ wn
Ao 27t BadAel s APAG. vt 9
o

@ A% B Aaaeyd

7] Aol realpathO= HPA| 7] =

(=]
=
dlof g}, old WS EE (FA4 "EE

o L (FEUNEE PEsa, //(oFe] YRy FRDE AASA G,
UG AP 4P @ FAL 2 FHHEAT AT 5 A

kel AR82F JEEES SQL queryell ¥4I AS, SQL EEE |77 A
addslashesO)2 LH#HS AT, eF MySQLS AFEE 9, mysql_real

1= =
escape_string() = AAE % JrH(PHP AL 4.3.0).

[PHP 13] o2 A&

grob PP A dlolElol s, 9% mead 5o ojeuAX7t dele] Ag
A7k B 5 QR gud] et olRe Asue AnE wEs] uEol
T4 FUoR H89 5 Arh. wekAd, AgAlA e MAAE BelF] nr}
= Aue e 2O P/1ES A4S wFolor Gk webA php.ini 44 %
Aol A Thest o] WAFES Grp

log_errors = on

display_errors = off
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[PHP 14] ¢33t

mcrypt extension $HF

=
W BFE GBI BuEL

[PHP 16] d®]o]EjH|o] 2] £

Aol 2tE BAZL Paslel Qi Aol Aol GeREA HolEuel s o
o Q% AR/t wEHA FES Fosob @},

52 -5 - @D E A [z EEARY GO0 B E-SHFEHS S

=07 & hpss Iconnect.inc I - @os |E%
Google - Flgra T GUANIE T | R @0 S5 - ESIE - P HIE0 S
<2php E
4 HOST

$ HOST =

$ ISER =

& PASS =

i CE =

Foonnect=mysql_connect (
mysgl_select_db(F D

o 5
4 | L

HET) [ e T

(29 6-6) HolEHlo]x H& AR FE =&

D oor die( "
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[PHP 17] 873 AA 3

PHPS] 37 A U F709 php.ini AZE 3 (php.ini-dist®} php.ini-

recommended) % php.ini-recommendedE AE3t== 3},
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2. ASP.NET

[ASP.NET 1] &3 39 &4 HA

AR dE gt B, Ao, 2T, W Sol tid fradd HAAE v d=H#
of a F+aA HAF 882 PR dHoly el el A A ¥, 82
T s oA el ViEe AR agal, SECIAES faA AAE AE

QO string form field Y& A+ E 3 (regular expression)e AFEI|A F&
A AALE g (ol E 59], RegularExpressValidator AEZS AF&3HT})

QO A4F HIML AEZE, query strings, cookies, form field &9 = gkl o3l
Regex S #l=5 AREste] 43S HAMSH.

Q HolH7t d¥H= ol RequiredFieldValidator AEZS AME3I=E &
=

O Av AEZ9 W9 A=+ RangeValidator AEZS A}&3hc},

O free formoll W3t 4 FLolA= HASAE 33t o4 dHolHe 94
of FejsfiofF g,

Q AFEAE 9E3E #HS 3o tA] ®Boj= 9. HtmlEncode®t UrlEncode®
HE AT

O AAYE 7M A= ZF2 Adl d=Es AAde AA dEEe] vigsi=
MapPath= th& ojZg7lold=s vidd 45, A& AA A AHES AT

st = s of g},
QO ASP.NET version 1.1 validateRequest =&
URLScans ¢ AfHol AdX]ste] H7]4os Mg
QO HttpOnly cookie ¥ XSS T4 Wold 4= UH(IE6.1 o] o] H-8).

®}
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s £ =
| RequiredFieldValidator] System.Web.Lﬂ
144 [=]

HOE -

(DataBindings)
(S

| &H

accesskey

Control Toalidate |
EnableClientScript R aIsr

Ernabled —
EnableMiewstate  True
Initial*alue

Tablndes 0
ToolTip

LIEHRE Sy P T e am

(29 6-7) w&A AAL 4

[ASP.NET 2] 1Z

Az 5e eTae Aggdele 7 o}oa AR,
Bt vlEQEEERE FHEE Alo]EoA = HAAd 29 URLS AR&sta, +
«ﬂﬂﬂﬂioﬁﬁlﬁ%*ﬁﬂ}ﬂﬁ%EV]ﬂﬂéﬁﬁéﬁﬂﬂq.
credentialst} authentication cookie®] 74-$-, SSL= A}&3tAY st s}

3 FAX A A(protection="ALL “)E 3J}== 3t}

slidingExpiration &£4& “false"® AA3}a, SSLE HIHA L=
authentication cookiet™ E}YJo}--S AHA3t=sH shr},

form authentication cookiew requireSSL <43} Secure cookie property
2 AFgElA HITPS 91 A= xﬂié}lﬁi éWr.

<credentials> -
3 QEE i},
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[ASP.NET 3] @3

Q URL authorization& #Ho|x ¢} talEg e HZA|o]E Yol Al&xojof 3

.

O ¥ A3 AA2 Windows A5 G AHE-HofoF et

O F& Zdl=e s Wl et kg H2s fle A HAS s=H
et

[ASP.NET 4] ¥17+3F dlolg #&]

QO T8 AHAHRE OE W& SSLE AMEstES g,

Q W73E AKX = cookieyt hidden form field, query stringol ##&3A &=
1=

O "Wz AE= o AR &=t). output cache= off JE|= A%
1=

QO Web.config® Machine.config & Sto]] HHAE A& I3 ES St}

h 8

[ASP.NET 5] A4 &g

QO session cookier 1%L Q3

rr

HE do]A oA SSLE HEEofof gk},
H| &3} A]7]3l, session state

servicet™ least-privileged account = -+ 3c}.

QO SQL Aol A3 u Windows S1F5o] A== A G},

QO connection string< Aspnet_setreg.exe® %3} % oo} 3},

¢ Flﬂ

O Q8 YH, session state servicer

[ASP.NET 6] 32} E] =% H-x

O view states= MAC(message authentication code) o & H 3 % ojof dlt},

O AW F& AR} query stringd] E&H#HH query stringd 2 AR
2 tAlsfoF g},

O RE 99 vy & fray ArE T3 s
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[ASP.NET 7] o1& A&

Tx3kd o A AT,
5.

ARARE o2 AP AREAF Ho] Aol e Tar, Aol = vhde g

NEE Frf

Aol @M e ojZeAeld dMe oe WSS FHFES .
=

o] Z gl Aol o] ot o<

[ASP.NET 8] &7 A A

O

AAurde] et A == HttpForbiddedandler& AHE-8l W=
ASP.NET+ least-privilaged account® *+%g3st%=5 3o},
NAXANAH 52 Aspnet_setreg.exeol] 2@l <processModel>"}ol A
Hojof g},

machine-wide A AAs7] 84, Web.config A®H-S Machine.

W allowOveride="false"= #F<+T}.
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[¥ 6-2] Web.config o] 4

T
’

<trace enabled=" false” >

AW 9 tracing 7]5S B A8 A7)
S

<globalization>

<ht t pRunt ime>

3}
Request &} Response 915W W21& A
maxRequestLengthS A3 A3
) o o
-1 =2

S YgrEsE RS

<compilation
debug=" false” .../>

(

Aule] ou A §HL v@gst A7

@ <pages
enableViewState=" false”

/>

@ <pages

enableViewState=" true”
enableViewStateMac=" true” /
>

@ "k ofZg Aol o] view stateEs AFESHA] EEt}

W, enableViewState 5 A& false® A3},
@ "keF o Z Aol o] view states AT,
enableViewState ¥4 S true® AA3}aL,

enableViewStateMac A% true® A%},

<customErrors made=" on” />

AbgALA o] @ FH(custom error) #Ho|A|o &= zHAEE

JRE A9stal dEstes .

0

<authentication>

Authentication modex= ©oJ&E&|Aole] QL TAMLS
o JEF A dAsted, 545
authentication E}Y LS AF&3}7] A
allowOverride=" false” = A4 ¥ <location> &4E
&3ttt

<location path=" " allowOverride=" false” >
<system web>
<authentication mode=" Windows” />
</system.web>

</location>

ofy

I

<forms>

Form authentication AL H I FojoF 3t}.

<forms loginUrl=" Restrictediflogin.aspx”
protection=" All”
requireSSL="" true”
timeout=" 10"
name=" AppNameCookie”
path=" WFormAuth”

slidingEXpiration=" true” />
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<identity>

74 ID(Impersonation identities)™= Aspnet_setreg.exe

E ARESIA A =ER] oA dhest sojof gt

<identity impersonate="true"
userName="registry:HKLMWSOFTWAREWYour AppWident i t yWAS
PNETSETREG, userName"
password="registry:HKLMWFSOFTWAREWYour AppWident i t yWAS
PNET_SETREG, password" />

<authorization>

Role name®] A WS AA}ST),

<machinseKey>

whef th=of ASPNET of SejAlel o] 2 §) AfnelA]
9= u, IsolateApps o4& A”EHTFo] ZF o] Z ]| 9]
Aol Hd71E AASIES sloF g,

<machineKey validationKey="AutoGenerate,
IsolateApps" decryptionKey="AutoGenerate, IsolateApps"
validation="SHA1" />

<sessionState>

@ "ok mode=StateServergbH, credential &
Aspnet_setreg.exe® %@ 3} ato #A2Eg o] A7gsi},

@ ek mode=SQLServerZ}H , windows 215S state
store databaseo] 1A% wj A% il, credential&
Aspnet_setreg.exe. & AF&3A 4z slsle] HA2E

gloll A3t

<ht tpHandler>

ArgerE s Bgle sheby xd 34 5] 96

/] HttpForbiddenHandleroll w3 A]z1t},

<)

<add verb="*" path="*.rem"

<webServices>

type="System.Web.HttpForbiddenHandler" />

AFEEHA] e ZREFEL u|EAds) A7l

AHso 7 wEo A= WSDL(Web services description
language) = W23} AT BIALESD)

45

‘7FEH( impersonation)’

o ooj& & Oz AFYE s WHots Solct. JHEo| 223 oSz

Alojld2 thol M Z of Z2|7lolde2AM SEI0IAETE Mol it #eto] A=XE &84 &4

AFSEZ] Rl AL == 2
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3. JSP(Java server pages)

[JSP 1] 9 X]
st GET WAooz “43f.jsp” & YAFTH yAEF7}t 828 ¥ Tomcat W1
7F A oiEEe JSP 7Rk ) AMHTE A 9el o] Qlth. o] M

Tomcat W& AHAIS] FAI7] wZol sjA|7} =7 A7kA= o = §lo] WAd -

groll it

qhoF oy x]+Tomcat+JSP £ o] § Awep, o] oA
= St7u, Tomcat &9 HeF #x& Hilo=m FAe=S ).

<LocationMatch "/(%3f |W?)W.jsp">
AllowOverride None
Deny from all

</LocationMatch>

[JSP 2] admin T EET #g

o}3} X]+Tomcat+JSP A A= /adnin YPBEZ 7} AEo 2 nfSEEH7] uio

&3l FosloF gt w3, Tomcats root WO FFeA = tE T

F 40} [E] hep, R \#adrmin/indes, html
Gargle - | = B AN GUADIE A4 | Paefak g0 BE - F2 - A50E0E

LIE2I2 B2 &%

ii Tomcat Administration Tools
/ E:

S TR

T MEAIDIE 3 2=E BEEHE AL,
HOIE! —— 1
25 Adrnin
MEIIOISW): l
=P} |
[0 2EE AT S0 HEES
=2 E=E

(29 6-8) Tomcat T A} o)X =& 4
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JSPE 2WA PHPE 24 3lEe AtolE] A9, & tdEdd JPet PHPE
() o

80H X E W” olulx| o} AFH EEZA ISP} 57(]'0}04 ZA7F A9, 8080
== 2] ¢kol SOS0EE R H&3dh T PP WS E#yd A
iEéﬁﬂﬂlE@$ﬂ«gﬂ.ﬂ%E4]ﬁﬂﬁ JSPe} PIP Tl EDE 27
sko] A eloF ghtt.

d
I,
o
4
by

o YR e Mok & FSetd, thea 2o Agan,
O ol AN JP UAEE PAs U

>In -s JSPH =T ofwx TeEe
O oluA VAN UHRE A4 A= dget Y

ScriptAlias /jsp/ “/usr/local/jsp/dics/”

[JSP 4] HFET g 2H

UeEe 4298 R @ 478 £ QAT § AolAY T8 o
wel shelelut Mg Aus melw 5 9] wiEel bt el B3 AHHE

O Tomcat® 7% web.xml

<inlt—param>
<param—name>!istings</param—-name>
<param-value>false</param-value>

</init-param>
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O Resin 9 7% resin.conf

<directory-servlet>false</directory-servlet>
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A7 HANE AT HHF HEYHT T4

H = Xd/ﬂlﬁl OJL ol A=A Aol
T AL, Vlse dde wel G A=E FHefdol Edd sl .
A g MBS Ve e =2

L.
AE e 5 Y= ARG YEYD FYo| Bas.

W2 UER3

E'
—=1}

O

ctREl/ st

u
|

A

(¥ 7-D ! A¥E AT HEAT 74 dA-1

A AHE g&H02 B3, 9 AY FAYPoZHE UYFE Y EYIE B35}
71 s <1"J 713 o] § ANE Ao wawE Aude] 9XA7E Ao
ATk, dE /sl A § Aue Ui WEYLS RelAvw 2Eeg =
99 582 A,

Qe 9 AEzte] EgTe] Y MEAAD Tel Solb RIHES s,
g =N Edel 9 AuelA BAEA Rus @ 9 Au% Anye
gy $50% £ JES dn, 9 AWM WY JEADLR 152 AR
Sk

T R o, FE/AEY o] sk o]l A9 dEAE ZHY 48
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MEDaD Qe 2 BEY A4 Relstel egste Aol Frh.

HEYIE o)&A FAshE ¢ Aul7t &7 23 stgas Ui uEY A
Tty E 7Y ARy w329 et 9lal, 9 AvoA Uy vEYaR AE
7bolels) vk Eak g/ gEel Y EdAwe MER BRI Aoje]
7} golaicl.

AFXEQ 80/tcp FET &3}, AF o
443/tcp XEX 832 = sith. 1 AuoA

F E=7(blocking)dct. W3+ wE UDPSF ICMP
EfIS e E qhel S 2~EuWd 27 (lookup)E 913 DNSE A}-&-3loF
b 53/udphe & &hrh. o] A ) AW olA WF DNSAH RS AATS &
&stal, Wi DNS7F 875 &5 DNS& Hyo] a5 g},

4 Az 5oL
332 & SSLE AMg-st
U7tE TP 2 e

e WEX3
33
= =

‘Q"E’

BAH

2 2El= 2 Efg

(23 7-2) § A¥E AT UEAT 74 A2

WAt Eol A ol Anlzs, teEe] An|2 dolejo) 2 Auag ALgdo
Srbe, o] Aulzg AFEE AviEel U Ausuwt FAY + dES FYTHE
Aol Eth. (19 7AW o] AWEL MES] nEg Ande] 9473 g A
WEtnw dolEHE Fu we 5 QRS TAUY. A WP MEAZANA o
AMEA A4 EdDe Bl 5 QES Su, F) AAT Pl HEd
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IRESF 0|99 RE EfIHS xuditt. wma ¢ Ap|et o] ABE Alo]o Ed
o] YF JEYIZ SH/A &

F7tH o2 Hop WA A" (source routing)S wAIAIZIAL, ¢
A 2 A A} A5+ & A EA [P XYY (IP forwarding) ¥ A2~}
2

& FANNY.

o
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o| mo|xl= gl mo|x| & ct.
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B 2105 Wy HokAjoE

0S 7% AFO|E F4

FreeBSD http://www.freebsd.org/security/

NetBSD http://www.netbsd.org/Security/

OpenBSD http://openbsd.org/security.html
ftp://ftp.openbsd.org/pub/OpenBSD/patches/

HP Tru64 http://h30097 .www3.hp.com/unix/security-download.html

IBM AIX http://techsupport.services.ibm.com.rs6000/notifications

Solaris http://sunsolve.sun.com/pub-cgi/show.pl?target=home

SGI IRIX http://www.sgi.com/support/security/

Microsoft http://www.microsoft.com/korea/security/
http://www.microsoft.com/security/

Caldera http://www.caldera.com/support/security/

Debian http://www.debian.org/security/

Mandrake http://www.mandrakesecure.net/en/advisories/

Redhat http://www.redhat .com/apps/support/errata/

Slackware http://www.slackware.com/security/

Suse http://www.suse.com/us/security/

Turbo http://www.turbolinux.com/security/
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= 2. S HAHAE

AoE @ OE T2
Securityfocus http://www.securityfocus.com/
CERTCC-KR http://www.certcc.co.kr/
Securitymap http://www.securitymap.net/
AusCERT http://www.auscert.org.au/
Linuxsecurity http://www.linuxsecurity.com/

Macromedia Security Zone

http://www.macromedia.com/devnet/security/security_zone/

securiTeam.com

http://www.securiteam.com/

symantec security

response

http://securityresponse.symantec.com/

ICAT

http://icat.nist.gov/

1

2 3. 54 Adx Bk AJo|E

AolE 3

Ao E Fa

asp alliance

http://www.aspalliance.com/

Www.cglsecurity.com

http://www.cgisecurity.com/lib/

Exploiting Common
Vulnerabilities in PHP
Application

http://www.securereality.com.au/studyinscarlet.txt

Java Security

http://java.sun.com/security/

Java Security Frequently

Asked Questions

http://www.cs.princeton.edu/sip/faq/java-faq.php3

Open Web Application

Security Project

http://www.owasp.org/

WWWw.asp.net

http://www.asp.net/
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% 2 4 olshx] 9 A¥ B Ao

AFolE 3

APOIE F2

ApacheWeek Security

http://www.apacheweek.com/security/

Apache Tutorials

http://httpd.apache.org/docs/misc/tutorials.html

Apache SSL

http://www.apache-ssl.org/

Securing Your Web Pages
with Apache

http://apache-server.com/tutorials/LPauthl.html

The Apache Korea Group

http://www.apache.kr .net/

Apache-server . com

http://apache-server.com/

X

F 5. IIS ¥ AlH HQF Alo]E

AFSIE 9

AOIE Fa

IIS 5.0 Resource Guide -
Chapter 9 Security

http://www.microsoft.com/technet/treeview/default .asp?
url=/technet/prodtechnol/iis/iisb/reskit/iis50rg/iisch
p9.asp

IIS 5.0 Baseline
Security Checklist”

http://www.microsoft.com/technet/treeview/default .asp?

url=/technet/security/tools/chklist/iis5cl.asp

IIS 5.0 Security

http://www.microsoft.com/windows2000/en/server/iis/def
ault.asp?ur1=/WINDOWS2000/en/server/iis/htm/core/iiabt

sc.htm

Secure Internet
Information Services 5
Checklist

http://www.microsoft.com/technet/treeview/default.asp?

url=/technet/security/tools/chklist/iisbchk.asp

NSA Guide to the Secure
Configuration and
Administration of
Microsoft IIS 5.0

http://nsal.www.conxion.com/win2k/guides/w2k-14.pdf

eEye Advisories and
Alerts

http://www.eeye.com/html/Research/Advisories/index.html

T RE MOIE FATL HAEUCHH MSAL ALOIEOAM H=EoHA 2HE ALOIE Hofl T HMES w35t

= =}
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5 F 6. HITP/1.1 AEj=="

) 2= ke
100 Cont inue
101 Switching Protocols
200 OK
201 Created
202 Accepted
203 Non-Authoritative Information
204 No Content
205 Reset Content
206 Partial Content
300 Multiple Choice
301 Moved Permanent ly
302 Found
303 See Other
304 Not Modified
305 Use Proxy
306 (Unused)
307 Temporary Redirect
400 Bad Request
401 Unauthorized
402 Payment Required
403 Forbidden
404 Not Found
405 Method Not Allowed
406 Not Acceptable
407 Proxy Authentication Required
408 Request Timeout
409 Conflict
410 Gone
411 Length Required
412 Precondition Failed
413 Request Entity Too Large
414 Request-URI Too Long

* RFC2616 &=
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415

Unsupported Media Type

416 Requested Range Not Satisfiable
417 Expectation Failed

500 Internal Server Error

501 Not Implemented

502 Bad Gateway

503 Service Unavailable

504 Gateway Timeout

505 HTTP Version Not supported
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