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1.4 JRE(Java Run Time Enviroment)

http://java.sun.com/j2se/

paros ( paros-x.X.X-win.exe)
, paros 127.0.0.1 8080
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% Untitled Session - Paros
Ele Edit ‘iew Analyse
Sites |

= [ Sites

(] hittp: dauth b
[ | hittp: idacom.
[ hitprdinayyy.
[ | hittp: toolbarg

Report Tools Help

Request | Responze | Trap
GET http:fitt co.kefmainitop hirml HTTRM.0 »~
ccept imagefgif, imagef-xhitmap, imagelfjpeg, image/pjpey, applicationix-shockwave-flash, applicationivnd. ms-ex
cel, applicationind.ms-powerpoint, applicationfmsword, =*
Referer: hitp it co ke
) hitp: it co ke cceptlanguage: ko
] hittp: itwebla Proxy-Connection: Keep-Alive
® hitpc e || ||USeEAgent Mozillaid 0 (compatible; MSIE 6.0, Windows NT 5.1, 8Y1;, NET CLR 1.1 4322) Parosf3.212
Host: tt.oco.kr
Cookie: main_ttnews_281_no_popup=20060208; X2VID=Z43EB2A53CF711; Recruit200803=done; main_tinews_
279_no_popup=20060328; main_ttnews_287_no_popup=20060424; main_ttnews_290_no_popup=20060411; m

29 B
| e

hitpfinavey mediachannel co kiinawedSitelnfo?navey_address=hiip%3AMt co . 200 OK 375ms -
hitpeitt co ke
fmainitap html

4 GET hitp:fittweblog t.oo keftweblogigetdata. php?c_no=ticokr&hbh=16&cpu=Intel%... 200 Ok 469ms
5  GET hitpefitt co keimainimain hitml 200 Ok 140ms
6 GET hitp:fitt.co keimaindimg_m3a1 21 3findex_new.css 200 Ok IMms
7 POBT hitpdidacom clickeast co kefinterfaceliconfig aspy 200 Ok 453ms :
8 GET hitp:fitt.co krljavascriptmainscriptjs 200 Ok 93ms
9 GET hitpefitt co kefmainlimg_m51 21 3findex_new css 200 Ok 218ms
10  GET hitp:fitt.co krfjavascriptmainscriptjs 200 Ok T8ms
18  GET hitpefitaolbargueries google co krisearch?client=navclient-auto&googleip=0; . 200 0K 844ms
17 GET hitp:fitt.co krlpopupipopup.js 200 Ok 47ms
89 GET hitpfitt co krfinclindexlogin_1_inc php 200 Ok 218ms 3
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7 POST  hitpfdacom. Wiew in Browser fig.aspx
S 351 Egpﬁ-w-w Delete (fram view)
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10 GET hiftp st cou ks -
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[ ] Scan

Report -> Last Scan Report HTML

Tools > Encoder Hash
Encode/ Decode Hash

encoding hash



¥ Encode/Hash EI

Enter plain text below to be encodedhashed

iframe [ URL Encode

I Baseb4 Encode

]
|
| sHatHash |
| wDSHash |

Enter text belowy 1o be decoded
allZy¥irll [

URL Decode ]

’ Bazebd Decode ]

[ ] encode/hash

Cookie injection

Tools > Manual Request Editor

or 1=1-- sqgl injection
Request
Send

(Server Side)

4 Manual Bequest Editor fg

Request | Response

[ OTTENT [YRE, appIicatoris STar- UFEncoaed W
Prowy-Connection: Keep-Alive I
User-Agent: Mozillaid .0 {compatible; MSIE 6.0, %Windows NT 5.1; 51, NET CLR 1.1.4322)
Parosf3.212

Content-Length: 71

Pragma: no-cache

Cookie: ASPSESSIONIDQODTAEQT=CMFPDMNKAMGOFNHAF PAKJADPL

Host: www abc.com v

id/pw

LOGINID=admin&PWD="ar 1=1--

[ Use currert tracking session [v] Follow redirect

[ 1 Manual Request Editor

Session Cookies
. Request Cookie
Send ID

ID

Tools > Options Filters User-Agent

admin /'

admin



