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Analyze Statistics  Help

| 2 interfaces... @

oplions...

..Eilter: ]

gﬁtaﬂ | Expression.. Clear Apply

@ Rest:
Wl Capture Filters...

gt ALIE)

apture Interfaces
Descripticn Fackets Facketsis
Adapter for generic dialup and VPN capture
Yilware Virtual Ethernet Adapter 192.168.34.1
Atheros ARSO0GX Wireless MNetwork Adapter (Microsofts Packet Scheduler) 0000
IMarvell Gigakit Ethernet Controller (Microsofts Packet Scheduler) 192.168.0.4

Vilware Virtual Ethernet Adapter 192168 254.1

Close

I Captu_ra] I F'repare] I Details]

[ CaptureJ lPrepare] [ Details]

Capture | | Prepare | | Details
Capture | Frepare |§ Cetails

I Captu_ra] | Frepare | I Details]




Capture
Interface: | Marvell Gigabit Ethernet Controller (Microsofts Packet Scheduler) :".DE'-.-'iI:E".F'JF'FE]
IP address: 192168.0.4
Buffer size: | 1 {: megabyte(s)

Capture packets in promiscucus mode

[] Limit each packet to rvies

Capture Filter:| ||

-Capture File(s) —

File: | pdate list of packets in real time

[] Use multiple files

[] Hide capture info dialog

: Mame Resolution

-éfnp 'C‘.-apture Enable MAC name resclution

[ .. after _ | el [] Enable netw ame resolution

[ ]iaftar =Ii:
[ .. after ' e Enable fransport g rescluticn

=] e
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Eile Edit View a apture  Analyze Statistics  Help

= Expression.. Clear Apply

rCaptured Packets

Total
o B

] : O T30

i@ (Untitled)™—Etherea

File Edit View Go Capture Analyze Statistics Help

= &l & FEx®E Qe T L /EE QQaF @HE 5

Filter: httpi + Expression... Clear Apply

Ma. . Time Saurce Destination rotocal | Info

. 000000 Intel_ae:ed:38 Broadcast ARP Wno nas 192.168.0.17 Te 192.168.0.3

. 000295 EfmNetwo_06:26:da Intel _ae:e3:38 ARP 192.168.0.1 is at 00:08:0f:06: 26 da

L 000300 192.168.0.3 210.98.189.141 TCP 1182 = http [5¥N] Seq=0 Len=0 M55=14a0

019669 210.98,189,141 192.168.0.3 TCP http = 1183 [5¥YN, ACK] 5eq=0 Ack=l wWin=5840 Len=(
019902 192.168.0.3 210.98.189.141 TCP 1183 > http [ACK] S5eg=1 Ack=l Win=565535 Len=0

. 020373 192.168.0.3 210.98.189.141 TCP [TCF segment of a reassembled PDU]

LB34572 192.168.0.3 210.98.189.141 HTTF FOST /zbxe/index.php HTTR/L1.1

040881 210.88,189,.141 192.168.0.3 TCP http = 1183 [ACK] Seg=1 Ack=368 win=6432 Len=0

. 053892 210.98.189.141 192.168.0.3 TCP http = 1183 [ACK] Seg=l Ack=660 win=r504 Len=0
175081 210.98.189.14]1 192.168.0.3 HTTP HTTP/1.1 200 0K

.192924 182.168.0.3 210.98.189.141 HTTP GET /zbxe/?mid=home HTTP/1.1

o B T 210.98,189.141 192.168.0.3 TCP http = 1183 [AcK] Seq=657 Ack=1050 Win=8576 Len=0
LA50812 .98.189.141 .168.0.3 TCP [TCF segment of a reassembled PDU]

452753 L.958.189.141 L168.0.3 TCP [TCP segment of a reassemblad pDU]

452935 c168.0.3 .88.189.141 TCF 1183 > http [ACK] 5eq=1050 Ack=3577 Win=65535 Le

(U v - T s B B SRR OS] |
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AX|z=A S AR =l Tools

. libpcap-0.9.4

. fragrouter-1.6

. berkeley DB-2.7.7
. libnet-1.0.2a

. libnids-1.18

. dsniff-2.3

. ettercap

M Il ArEE Tools /I 32| AtEL)

“ Ofaf M| wAfs 24
Berkeley DB -> libnet -> libnids -> dsniff

* Berkely DB
L Ver 1.852 @z EZ |
# ./configure —enable-compat185

*LHX|= g
# ./configure && make && make install
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Bhpplicatinm Places GSystem %@@@

root@localhost:~

File Edit Wiew Terminal Tabs Help

vifo.o Link encap:Ethernet HWaddr FE:FF:FF:FF:FF:FF
ineto addr: Te8Q::fcfT:ffff:Teff:TfTT/64 Scope:Link
UP BROADCAST RUNNING NOARP MTU:1508 Metric:1
RX packets:43 errors:0 dropped:0 overruns:@ frame:0
TX packets:898 errors:0 dropped:@ overruns:® carrier:@
collisions:0 txgqueuelen:0
RX bytes:7934 (7.7 KiB) TX bytes:451098 (440.5 KiB)

xenbro Link encap:Ethernet HwWaddr FE:FF:FF:FF:FF:FF
inett addr: Te80::200:77:Te@0:0/64 Scope:lLink
UP BROADCAST RUNNING NOARP MTU:15608 Metric:1
RX packets:44 errors:0 dropped:Q overruns:@ frame:0
TX packets:0 errors:0 dropped:@ overruns:8 carrier:@
collisions:8 txqueuelen:@
RX bytes:11939 (11.6 KiB) TX bytes:0 (0.0 b)

[root@localhost ~]1# pwd

/root

[root@localhost ~]# fragroute -Bl

bash: fragroute: command not fTound
[root@localhost ~]# fragrouter -Bl
fragrouter: base-1: normal IP forwarding

FE . T TRl d .. 87.de.T5.J0 0000 5L 4Oy TEPgLYy I1295.100.0.01 J.:l-—at
e e i
fe:ff:ff:Fff:Tf:Tf 0:3:47:ae:23:38 0806 42: arp reply 192.168.08.1 is-at
TroFTFoTT

[]
@ B root@localhost:~ |i root@localhost: ~ . @ 3
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Bhpplicatiuns Flaces 5System

File Edit Wiew Terminal Tabs

129:81:4b:fc B:3:47:ae:e3: : reply |192.168.
129:81:4b:fc B:3:47:ae:e3: : reply |192.168.
129:81:4b:fc B:3:47:3e:e3: : reply |192.168.
129:81:4b:fc B:3:47:3e:e3: : reply |192.168.
129:81:4b:fc B:3:47:3e:e3: : reply |192.168.
1C:29:81:4b:fc B:3:47:3e:e3: : reply |192.168.

B Ao : reply |192.168.

reply |192.168.

# clilpee reply |192.168.
TdEe 8338 ud : reply |192.168.
:47:ae:e3:38 | arp reply|192.168.
147 :3e:e3:38 larp reply|192.168.
147 :3e:e3:38 larp reply|192.168.
:47:ae:e3:38 ] arp reply|192.168.
:47:3e:e3:38 ] arp reply|192.168.
:47:ae:e3:38 | arp reply|192.168.
147 :3e:e3:38 larp reply|192.168.
147 :3e:e3:38 larp reply|192.168.
147 :3e:e3:38 larp reply|192.168.
147 :ae:e3:38 ] arp reply|192.168.
147 :ae:e3:38 ] arp reply|192.168.
:47:ae:e3:38 | arp reply|192.168.
147 :3e:e3:38 larp reply|192.168.
147 :3e:e3:38 larp reply|192.168.
:47:ae:e3:38 ] arp reply|192.168.
:47:ae:e3:38 !l arp reply|192.168.
147 :ae:e3:38 il arp reply|192.168.
:47:ae:e3:38 | arp reply|192.168.

B root@localhost: ~ B root@localhost:~ root@localhost: ~

is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at
is-at

:81: s
:81: s
:81: s
:8l:4b: fc
:8l:4b:fc
:81: s
:81: s
:81: s
:29:81: s
:29:81:4b:fc
:29:81:4b:fcC
:29:81: s
:29:81: s
:29:81: s
:29:81:4b:fc
:29:81:4b:fc
:29:81:4b:fcC
:29:81: s

e s IO e e I e IO e e IO e Y IO e IO e O Y e O e Y e O Y e O e R e Y [ e O I e Y T I e
HHHHHHHHHHHHEHFHFHEHFHEHEFHEHEHMEHEKEMEREKMKERERRFMHRF
DD DD DD Do Do Do Do D oo Do Do Do Do @O0
[ Y T e T O v Y T v Y o Y e Y Y Y Y Y v Y Y v Y T v Y v Y T v Y O v Y N o IO o A i R

D DD o0 000D D0 00000000 d
L I Y W Y Ry Yy [y [ Y X W Xy ¥y [ Y [ X I Y Yy Y

c:
c:
c:
c:
C:
c:
c:
c:
C
C
C
C
C
C
C
C
C
C

G
@
@
@
B:
B:
@
@
@
@
B:
B:
@
@
@
6:
B:
B:
i:

0y
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ohpplicaticns Flaces 5System EEJ% ,Jf = '
root@localhost:~

Fle Edit View Terminal Tabs Help

:81:4b:fc 8:3:47:a3e:e3:38 0806 42:arp rep1_3,,-192.158.a.1 ig-at B:c:20:81:4b: fc

t81Ah-fr A-3-A47 386338 ARAR A?-larn renlwl10? 1AA A 1 dc-at A:r-20-81-4dh-fr

31 - CIWWINDOWSWsystem32Woemd. exe

Microsoft Windows RPF [Version 5.1.266881
CC» Copyright 1985-2001 Microsoft Corp.

[ |
[ I S I
W oo

w

[ s I
B B R
ol

C:WDocuments and Settings¥idministratorarp —a

w

Interface: 192.168.0.3 —— Bx2
Internet Address Phyzical Address Tupe
192.168.8.1 BR-BA8—f-B6—26—da dynamic

w

[
[ I R S i S [
o

C:Documents and Eettings’#ﬂdminis‘ur}arp —a

Interface: 1972.168.08.3 —— BAx2
Internet Address Phyzical Address Tupe
192.168.8.1 B8—Bc—29-81-4bh—fc dynamic

w

]
1=}

w

[ ]
[ L I L R L [
[T+t RV Rta]

C:WDocuments and Settingstldministratorl

w

w

[ I O i O I |
LI L R L S D
w [T+t RV RVa]

LS L I LS I L Ry ¥
[f=}

w

@
@
@
@
@
@
@
@
6:
B:
@
@
@
B:
B:
B:c
@
@
@
B:
B:
@
@
@
6:
B:
B:
i:

:H root@localhost: ~ || B root@localhost: ~ B root@localhost:~ |
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Bhpphcatmns Places System -%Q%@.@

ro ut@ln calhost:~

File Edit Miew Terminal Tabs Help

n 65245 |
192.168.0
192.168.0
192.168.0
192.168.0
192.168.0.
]
8
8
8
8

DF)

21286 = 192.168.0.4.139: . ack 1235937350 win 64121 (DF)

.139 = 192.168.0.3.1286: . ack 3799692026 win 65245 (DF)

L.139 = 192.168.0.3.1286: . ack 37959692020 win 65245 (DF)

.139 = 192.168.0.3.1286: . ack 3799692026 win 65245 (DF)

L1286 = 192.168.0.4.139: . ack 1235937350 win @

132 = 192.168.08.3.1286: 1235937350:1235937350(0) win

139 = 192.168.08.3.1286: 1235937350:1235937350(0) win

L1286 = 192.168.0.4.139: 3799692026:3799692026(0) win

1286 = 192.168.0.4.139: 37996092026:3799692026(0) win

192 .168. .139 = 192.168.0.3.1286: 1235937350:1235937350(0) win
192.168.60.3.1286 > 192.168.0.4.139: R 3799692026:3799692026(0) win

libnet write ip: Operation not permitted

send packet Tailed: 192.168.0.4.1337 = 121.156.69.21.80: 5 1914773640:1914773640
(8) win 65535 =mss 1460,nop,wscale 2,nop,nop,sackOk= (DF)

192 .168.60.4.1337 = 121.156.69.21.80: . ack 3969667396 win 65535 (DF)
192.168.60.4.1337 = 121.156.69.21.80: P 1914773641:1914774185(544) ack 3969667396
win 65535 (DF)

192 .168.0.4.1337 121.150.69.21.80: . ack 3969668385 win 64547 (DF)

192 .168.60.4.1337 121.156.69.21.80: F 1914774185:1914774185(0) ack 39690608385 w
in 64547 (DF)

192.168.0.4.1337 121.156.69.21.80: R 1914774186:1914774186(0) win 0

192 .168.0.4.1337 121.156.69.21.80: R 1914774186:1914774186(0) win @

(#1)

NG-8.7.3

192.168.
192.168.
192 .168.
192.168.

F < W WU - N A Y MO A <Y

(¥1}

@| | B root@localhost:~ || Bl root@localhost:~ ” B root@localhost:~ [ 1 [root@localhost:/... | _J
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B.ﬁ.pplicahonﬁ Places System @%fﬁ@@‘@
-3 root@localhost:~

Hile Edit View Ilerminal 5 __Helo

in 64203 (DS - root@localhost:~

192.168.0.4 Fle Edit View Terminal Tabs Help
in 65284 (C
192.168.0.4
in 65245 (O
192.168.
192.168.
192.168.
192.168.
n 64121
192.168.
n 65245
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

—Live connectlons:

1 i - - " . = =3 x 1 1A
| R als o || o9 ol B [=d) x | R P

B =

4:1317 - |8.153.8.111:8i 1Llled J
33.84.233:80 T killed 3
B.153.8.111:8i ; :

E ™

0.
.
0.
]

(

0

(
0.
0.2
0.4
0.
0.
0.
0.
6.
0.
0.8
6.
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