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2. Windows Internals
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Application0l A CreateFile &

CreateFile{szFileName,,,, 2220

Kernel32.dll 2| CreateFileA() S&=.

8BFF Moy EDI,EDI

55 PUSH EEF

SBEC Hay EBF.ESF

FF7S_ @8 PUSH DWORD PTR_SS: [ERP+E1

ES 43CERRB8 CALL kernel32.7CRREATY

g5ce TEST ERX,ERX

74 1E JE SHORT kernel32.7CAA1ASE

FFFE 2@ PUSH DWORD PTR SS: [EBP+201]

FE?S 1C PUSH DWORD PTR SS: [EBP+1C1]

FFFS 18 PUSH DWORD PTR 55: [EBF+18]

FFFS 14 PUSH DWORD FPTR 55: [EBF+141

FF¥PS 18 PUSH DWORD PTR 55: [EBP+1@1

FF?E EE PUSH DNDRD PTR ss:EEBP+CJ

FFEF@ FUSH DWORD [ +d ]

EE iiEDBEBB CALL ktrntlEE.trcattFlltm
FPOF EBF

ce 1CP8 RETH 1C

83ace_FF 0OR_ER, FFFFFFFF

EE F+7 dnE SHORT kernel32.7C801RA4F
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ntdll.dll® NtCreateFile() E&&.

FCO9EDEEE BES ZEEaRapRg OV ERN, 26
rC9306E BH BEASFEYF Y EDX, FFFEBSRE
TT'“ﬁff' Fl2 CHLL DWORD PTR D=:[EDX]
FCozDesE EE 2Ca8 RETH 2C
29| EEE ntdll2 NtCreateFile()S Disassemblest 2124,
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edx2| gt=2 KiSystemCallEntry()2 F=AE Jt& ZQIE 2t LICH

ntdll.dllel KiFastSystemCall() S&&!.

2BD4 Moy EDH, ESP
BF 34 SYSENTER

L] HOP

L] HOP

L] HOP

a8 HOP

98 HOP

c3 RETH
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BOOL getNativeAPIs(void)
{
HMODULE hntdll;

hntdll = GetModuleHandle("ntdll.dll");

*(FARPROC *)&_RtlAnsiStringToUnicodeString =
GetProcAddress(hntdll, "RtlAnsiStringToUnicodeString");

*(FARPROC #*)&_RtllnitAnsiString =
GetProcAddress(hntdll, "RtlInitAnsiString");

*(FARPROC #)&_RtlFreeUnicodeString =
GetProcAddress(hntdll, "RtlFreeUnicodeString");

*(FARPROC *)&_NtOpenSection =
GetProcAddress(hntdll, "NtOpenSection");

*(FARPROC #*)&_NtMapViewOfSection =




GetProcAddress(hntdll, "NtMapViewOfSection");

*(FARPROC #)&_NtUnmapViewOfSection =
GetProcAddress(hntdll, "NtUnmapViewOfSection");

*(FARPROC *)&_NtQuerySystemInformation =
GetProcAddress(hntdll, "ZwQuerySystemInformation");

if(RtlAnsiStringToUnicodeString && _RtllnitAnsiString & &

| RtlFreeUnicodeString &&
_NtOpenSection && _NtMapViewOfSection &&

| NtUnmapViewOfSection && _NtQuerySystemInformation)

{
return TRUE,;

}

return FALSE;
¥
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HANDLE openPhyMem()

{
HANDLE hPhyMem;
OBJECT_ATTRIBUTES oAttr;

ANSI_STRING aStr;

RtllnitAnsiString(&aStr, "WWdeviceWWphysicalmemory");

UNICODE_STRING uStr;

if(_RtlAnsiStringToUnicodeString(&uStr, &aStr, TRUE) !'= STATUS_SUCCESS)
{

return INVALID_HANDLE_VALUE;
}

oAttr.Length = sizeof(OBJECT_ATTRIBUTES);
oAttr.RootDirectory = NULL;

oAttr.Attributes = OBJ_CASE_INSENSITIVE;
oAttr.ObjectName = &uStr;
oAttr.SecurityDescriptor = NULL;
oAttr.SecurityQualityOfService = NULL;

if(_NtOpenSection(&hPhyMem, SECTION_MAP_READ |
SECTION_MAP_WRITE, &oAttr ) '= STATUS_SUCCESS)

{
return INVALID_HANDLE_VALUE;




return hPhyMem;

ntdll2 NtOpenSection()& 0|25t WWdeviceWWphysicalmemoryS
READ & WRITE# 3o 2 do] gt}

LPVOID loadDLL(char *dlIName)
{
char moduleFilename [MAX_PATH + 1];
LPVOID ptrLoc = NULL;

MZHeader mzH2;

PE_Header peH2;

PE_ExtHeader peXH2;

SectionHeader *secHdr2;

GetSystemDirectory(moduleFilename, MAX_PATH);
if((myStrlenA(moduleFilename) + myStrlenA(dllName)) >= MAX_PATH)
return NULL;

strcat(moduleFilename, dlIName);
// load this EXE into memory because we need its original Import Hint Table

HANDLE fp;
fp = CreateFile(moduleFilename, GENERIC_READ, FILE_SHARE_READ, NULL,

OPEN_EXISTING, 0, NULL);

if(fp != INVALID_HANDLE_VALUE)

{
BY_HANDLE_FILE_INFORMATION fileInfo;
GetFileInformationByHandle(fp, &filelnfo);

DWORD fileSize = fileInfo.nFileSizeLow;
//printf("Size = %dWn", fileSize);

if(fileSize)
{
LPVOID exePtr = HeapAlloc(GetProcessHeap(), O, fileSize);
if(exePtr)
{
DWORD read;

if(ReadFile(fp, exePtr, fileSize, &read, NULL)
& & read == fileSize)
{
if(readPEInfo((char *)exePtr, &mzH2,
&peH2, &peXH2, &secHdr?2))




{

int imageSize
= calcTotallmageSize(&mzH2, &peH2, &peXH2, secHdr2);

//ptrLoc =
VirtualAlloc(NULL, imageSize, MEM_COMMIT, PAGE_EXECUTE_READWRITE);

ptrLoc =
HeapAlloc(GetProcessHeap(), 0, imageSize);

if(ptrLoc)
{
loadPE((char *)exePtr, &mzH2, &peH2, &peXH2, secHdr2, ptrlLoc);
}
}
}
HeapFree(GetProcessHeap(), 0, exePtr);
}
}
CloseHandle(fp);
}
return ptrLoc;
}
Ard Ol dAE Hole LEafe do] Wmels dPstel EXCUTE &
READ & WRITE #Agto g viels d3dtn REs= 9ds duyth
DWORD procAPIExportAddr(DWORD hModule, char *apiName)
{
if(thModule || !apiName)

return O;

char *ptr = (char *)hModule;
ptr += 0x3c¢;

// offset Ox3c contains offset to PE header
ptr = (char *)(*(DWORD #)ptr) + hModule + 0x78;

// offset 78h into PE header contains addr of export table
ptr = (char *)(*(DWORD *)ptr) + hModule;
// ptr now points to export directory table

// offset 24 into the export directory table == number of entries
// in the Export Name Pointer Table

// table

DWORD numEntries = *(DWORD *)(ptr + 24);
//printf("NumEntries = %dWn", numEntries);




DWORD *ExportNamePointerTable = (DWORD )
(*(DWORD #*)(ptr + 32) + hModule);
/ offset 32 into export directory contains offset to Export Name Pointer Table

DWORD ordinalBase = *((DWORD #)(ptr + 16));
//printf("OrdinalBase is %d¥Wn", ordinalBase);

WORD #*ExportOrdinalTable = (WORD =)
((+(DWORD #)(ptr + 36)) + hModule);

/ offset 36 into export directory contains offset to Ordinal Table
DWORD #ExportAddrTable = (DWORD )

((+(DWORD *)(ptr + 28)) + hModule);

/ offset 28 into export directory contains offset to Export Addr Table

for(ODWORD i = 0; i < numEntries; i++)

{
char *exportName = (char *)(ExportNamePointerTable[i]
+ hModule);
if(myStrcmpA(exportName, apiName) == TRUE)
{
WORD ordinal = ExportOrdinalTable[i];
//printf("%s (i = %d) Ordinal = %d at %XWn",
// exportName, i, ordinal, ExportAddrTable [ordinall);
return (DWORD)(ExportAddrTable[ordinall);
}
}
return O;
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DWORD getKernelBase(void)
{
HANDLE hHeap = GetProcessHeap();

NTSTATUS Status;
ULONG cbBuffer = 0x8000;
PVOID pBuffer = NULL;
DWORD retVal = DEF_KERNEL_BASE;

pBuffer = HeapAlloc(hHeap, 0, cbBuffer);




if (pBuffer == NULL)
return DEF_KERNEL_BASE,

Status = _NtQuerySystemInformation(SystemModulelnformation,
pBuffer, cbBuffer, NULL);

if(Status == STATUS_INFO_LENGTH_MISMATCH)

{
HeapFree(hHeap, O, pBuffer);
cbBuffer *= 2;
}
else if(Status != STATUS_SUCCESS)
{
HeapFree(hHeap, O, pBuffer);
return DEF_KERNEL_BASE;
}

¥
while (Status == STATUS_INFO_LENGTH_MISMATCH);

DWORD numEntries = *((DWORD *)pBuffer);
SYSTEM_MODULE_INFORMATION #*smi
= (SYSTEM_MODULE_INFORMATION #)((char *)pBuffer + sizeof(DWORD));

for(ODWORD i = 0; i < numEntries; i++)

{
if(strempi(smi—->ImageName, "ntoskrnl.exe"))
{
//printf("%.8X - %sWn", smi->Base, smi->ImageName);
retVal = (DWORD)(smi->Base);
break;
}
smi+ +;
}

HeapFree(hHeap, O, pBuffer);

return retVal;

}

NtQuerySystemInformation()& ©]-83}o] Process&5& EA3sa 1 5,
"ntoskrnl.exe"E ZrolH 1 z=d] A4 F3H BaseT4AE BEEY Futh

BOOL mapPhyMem(HANDLE hPhyMem, DWORD #*phyAddr, DWORD #length,
PVOID #virtualAddr)
{
NTSTATUS ntStatus;
PHYSICAL_ADDRESS viewBase;

xvirtualAddr = O;




viewBase.QuadPart = (ULONGLONG) (#phyAddr);

ntStatus = _NtMapViewOfSection(hPhyMem, (HANDLE)-1, virtualAddr, O,
*length, &viewBase, length,ViewShare, 0, PAGE_READWRITE );

if(ntStatus != STATUS_SUCCESS)

{
printf("Failed to map physical memory view of length %X at %X!",
*|length, *phyAddr);
return FALSE;
}

*phyAddr = viewBase.LowPart;
return TRUE;
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BOOL buildNativeAPITable(DWORD hModule, char *nativeAPINames[], DWORD
numNames)

{
if("hModule)
return FALSE;

char *ptr = (char *)hModule;
ptr += 0x3c¢; // offset Ox3c contains offset to PE header

ptr = (char *)(*(DWORD #*)ptr) + hModule + 0x78;
/ offset 78h into PE header contains addr of export table

ptr = (char *)(*(DWORD #*)ptr) + hModule;
/ ptr now points to export directory table

// offset 24 into the export directory table == number of entries in the
//Name Pointer Table

// table

DWORD numEntries = *(DWORD #*)(ptr + 24);

DWORD #ExportNamePointerTable = (DWORD #*)(x(DWORD =)
(ptr + 32) + hModule);
/ offset 32 into export directory contains offset to Export Name Pointer Table

DWORD ordinalBase = *((DWORD #)(ptr + 16));

WORD #*ExportOrdinalTable = (WORD #)((x(DWORD =)

(ptr + 36)) + hModule);

// offset 36 into export directory contains offset to Ordinal Table
DWORD #ExportAddrTable = (DWORD *)((x(DWORD )




}

(ptr + 28)) + hModule);
/ offset 28 into export directory contains offset to Export Addr Table

for(ODWORD i = 0; i < numEntries; i++)

{

// 1 now contains the index of the API in the Ordinal Table
// ptr points to Export directory table

WORD ordinalValue = ExportOrdinalTable[il;

DWORD apiAddr = (DWORD)ExportAddrTable[ordinalValue]
+ hModule;

char *exportName = (char *)(ExportNamePointerTable[i]
+ hModule);

// Win2K

if(gWinVersion == 0 &&
*((unsigned char *)apiAddr) == 0xB8 &&
*((unsigned char *)apiAddr + 9) == 0xCD &&
*((unsigned char *)apiAddr + 10) == 0x2E)

{
DWORD serviceNum = #*(DWORD #*)((char *)apiAddr + 1);
if(serviceNum < numNames)
{
nativeAPINames[serviceNum] = exportName;
}
//printf("%X - %sWn'", serviceNum, exportName);
}
// WinXP

else if(gWinVersion == 1 &&
*((unsigned char *)apiAddr) == 0xB8 &&
*((unsigned char *)apiAddr + 5) == OxBA &&
#*((unsigned char *)apiAddr + 6) == 0x00 &&
#*((unsigned char *)apiAddr + 7) == 0x03 &&
#*((unsigned char *)apiAddr + 8) == OxFE &&
*((unsigned char *)apiAddr + 9) == 0x7F)

{
DWORD serviceNum = #*(DWORD #*)((char *)apiAddr + 1);
if(serviceNum < numNames)
{
nativeAPINames[serviceNum] = exportName;
}
//printf("%X — %sWn", serviceNum, exportName);
}

return TRUE;

NativeAPIE¢] Name®]<gS wH5U ).




for(OWORD i = 0; i < sdtCount; i+ +)

{
if((serviceTable[i] - PROT_MEMBASE - kernelOffset)
1= fileServiceTable[i])
{
printf("%-25s %3X —-[hooked by unknown at %X]--Wn",
(nativeApiNames|i] ? nativeApiNamesli] : "Unknown API"),
i, serviceTableli]);
hookCount+ +;
}
}

w2 glo] M EA wWH3 ntoskrnl.exed TF42¢ 7]£9 ntoskrnl.exed SFFA7)
#e2A] gk A vl o),

for(OWORD i = 0; i < sdtCount; i+ +)
{
if((serviceTable[i] - PROT_MEMBASE - kernelOffset)
!= fileServiceTable[i])
{
serviceTablel[i] = fileServiceTable[i] + PROT_MEMBASE
+ kernelOffset;
printf("[+ ] Patched SDT entry %.2X to %.8XWn", I,
fileServiceTable[i] + PROT_MEMBASE + kernelOffset);
}
}
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2) ServiceTable Relocation by Yeori

System Thread«] 4% ServiceTable=H4, KeServiceDescriptorTable <,
GUI Thread®] 7-$ KeServiceDescriptorTableShadowS AF-&3Hchal s 54t}

o] old] H7] ¥l System Process® Thread® A.exet}:= User
Application®] Threadol ServiceTable¢] Z}Z} 7127+ F4AE WX sHo]
BoFYTh

KeServiceDescriptorTable :

8055B480 A8 46 4E 80 00 00 00 00 1C 01 00 00 B8 1A 51 80
8055B490 00 00 00 00 00 0O 00 00 00 OO0 OO OO OO 00 00 00

8055B4A0 00 00 00 00 00 00 OO OO OO 0O OO 00 00 OO 00 00

8055B4B0 00 00 00 00 00 00 00 00 OO0 OO 0O 0O 00 00 00 00

KeServiceDescriptorTableShadow :

8055B440 A8 46 4E 80 00 00 00 00 1C 01 00 00 B8 1A 51 80
8055B450 00 83 99 BF 00 00 00 00 9B 02 00 00 10 90 99 BF
8055B460 00 00 00 00 00 00 00 00 00 00 OO OO OO 00 00 00
8055B470 00 00 00 00 OO 0O 00 00 00 OO OO OO OO 00 00 00

KeSerwceDescrlptorTableShadow«] e e L goﬂ KeServiceDescriptor
Table®] 749 00.= Ho &= F2o ko] o &0 U= A& & +F A5
o] GUIFE g &}7] 98] "as WINAPI Tableoﬂ e ARy

KeServiceDescriptorTable®} KeServiceDescriptorTableShadowZS 2+t

CrzAlz Yeped ta3 254t

typedef struct ServiceDescriptorEntry {
unsigned int *ServiceTableBase; //AH] 2~ H| o] &
unsigned int *ServiceCounterTableBase; //Debug =0 Wt A}-8-%
unsigned int NumberOfServices; //A 8] 2~2] 74~
unsigned char *ParamTableBase; //Z} AH] 223 Param®] % 7]
} ServiceDescriptorTableEntry_t, *PSerwceDescrlptorTableEntry_t,

typedef struct ServiceDescriptorShadowEntry {
unsigned int *ServiceTableBase; //AH] 2~ H| o] &
unsigned int *ServiceCounterTableBase; //Debug =0 Wt A}-8-5
unsigned int NumberOfServices; //A 8] 2~2] A4~
unsigned char *ParamTableBase; //Z} AH] 223 Param®] % =7
unsigned int *Win32kTableBase; //WINAPI A H| 2 o] E

_



unsigned int *Win32kCounterTableBase; //Debug = =0l 5t A}-& =

unsigned int NumberofWin32kServices; //WINAPIA H| 2~2] 7R~

unsigned char *Win32kParamTableBase; //Z} A0 2~% Param® &37]
} ServiceDescriptorTableShadowEntry_t,
xPServiceDescriptorTableShadowEntry_t;

KiFastCallEntryO+ 7% NativeAPIE A 8]35}7] Y& AHH oz 99
ServiceDescriptorTableES AF&38t= Zlo] oYz}, 2733 ETHREADS]
ServiceTableE #F=x3ltia 39 54Y. 189 % ServiceDescriptorTable<-
HEE WS, ETHREADS ServiceTabled ME = TS ServiceDescriptor
Table® AZAAZIthd, SSDT HookingS 31% Threadol] 3tate] F#H3F A4 4
NS AYJUL o] M-S AAR e o] dARES HASYTL

SDT = &KeServiceDescriptorTable;

NewServiceTable = ExAllocatePool(NonPagedPool,(SDT->NumberOfServices) * 4);
memcpy(NewServiceTable,SDT->ServiceTableBase,(SDT->NumberOfServices) * 4);

Service 7N * 49 A7|E 7} wReE & dstar, 23 & ServiceTableol
AAHES A HAlste] €54t

OrgSDT = (PServiceDescriptorTableEntry_t)#*
(eThread + ThrdOffset_ServiceTable);

/Thread”} 7FA 22 ¥ Original ServiceTableg4 #] %
DbgPrint("Original SDT : 0x%X",0rgSDT);

SDT_s[ThreadCount] = OrgSDT; //#2] & 9|38 Ho]E-of A4 s)Er).
ETHREAD_s[ThreadCount] = eThread; //“ 7

NewSDT[ThreadCount] = ExAllocatePool(NonPagedPool,128); //A & wWXxeg T
memcpy(NewSDT[ThreadCount],0rgSDT,128); //&-A} 3t}

ServiceTable[ThreadCount] //A¥] 2 Ho] &S 98t v=e] s,
= ExAllocatePool(NonPagedPool,(SDT->NumberOfServices) * 4);

memcpy(ServiceTable[ ThreadCount],NewServiceTable,
(SDT->NumberOfServices) * 4); /M| 28] & & A}3tt}.

DbgPrint("New Service Table : 0x%X",ServiceTable|[ThreadCount]);

NewSDT [ThreadCount]->ServiceTableBase = ServiceTable[ThreadCount];
/A 5§13 "ol & AAs] .

g_pmdl_KeServiceTable[ThreadCount]
= MmCreateMdI(NULL,NewSDT|[ThreadCount],128);
/MDLE ®RFEU




MmBuildMdlForNonPagedPool(g_pmdl_KeServiceTable[ThreadCount]);

g pmdl_KeServiceTable[ThreadCount]->MdlFlags
=g_pmdl_KeServiceTable[ThreadCount]->MdlFlags

| MDL_MAPPED_TO_SYSTEM_VA | MDL_WRITE_OPERATION
| MDL_IO_PAGE_READ;

/MDL%73-& ®igkgtty,

Mapped_KeServiceTable [ ThreadCount]
= MmMapLockedPages(g_pmdl_KeServiceTable[ThreadCount], KernelMode);

DbgPrint("New SDT : 0x%X",Mapped_KeServiceTable [ ThreadCount]);

pmdl_SDT_Pointer = MmCreateMdI(NULL, SDT_Pointer, 4);
MmBuildMdlForNonPagedPool(pmdl_SDT_Pointer);
pmdl_SDT_Pointer->MdlIFlags =

pmdl_SDT_Pointer->MdlFlags | MDL_MAPPED_TO_SYSTEM_VA|
MDL_WRITE_OPERATION | MDL_IO_PAGE_READ;

Mapped_SDT_Pointer = MmMapLockedPages(pmdl_SDT_Pointer, KernelMode);
«Mapped_SDT_Pointer = Mapped_KeServiceTable[ThreadCount];

/M E 7= ServiceTableS 71E27|=% 3o},
MmUnmapLockedPages(Mapped_SDT_Pointer,pmdl_SDT_Pointer);

loFreeMdl(pmdl_SDT_Pointer); //MDLS- 3843t}

¢ =7} SDT Relocation®] 1412 ¢1 Ri-Qyt},
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3) KiFastCallEntry Imitation by Dual
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VOID InitializeEngine()
{
UNICODE_STRING y;

IDTINFO idt_info;
IDTENTRY* idt_entries;
unsigned int i;

DbgPrint("KiFastCallEntry Imitation coded by Dual");

DbgPrint("ProcessorCount : 0x%X" KeNumberProcessors);
[/ZZAA L] AFE T8l

gDPCP1 = ExAllocatePool(NonPagedPool,sizeof(KDPC));
KelnitializeDpc(gDPCP1,WRMSRDPC,NULL);

gDPCP2 = ExAllocatePool(NonPagedPool,sizeof(KDPC));
KelnitializeDpc(gDPCP2 RestoreMSR,NULL);

//DPCE 98 HEg =S sl =t
GetProcessNameOffset();

//EPROCESS®l| Al Name7Z7}A] 9] Offset

DbgPrint("ProcessName Offset : Ox% X", gProcessNameOffset);

DbgPrint("Engine_KiFastCallEntry : 0x%8X",MyKiFastCallEntry);

__asm
{

mov ecx, 0x176

rdmsr

mov d_origKiFastCallEntry, eax
}

//KiFastCallEntry 2] 45 32t}

DbgPrint("KiFastCallEntry : 0x%8X",d_origKiFastCallEntry);




PsConvertToGuiThread = findAddressofPsConvertToGuiThread();
//PsConvertToGuiThread?®] 425 32t}
DbgPrint("PsConvertToGuiThread : 0x%8X",PsConvertToGuiThread);

_MmUserProbeAddress = *MmUserProbeAddress;
DbgPrint("MmUserProbeAddress : 0x%8X",_MmUserProbeAddress);

DbgPrint("KeServiceDescriptorTable : 0x%8X",&KeServiceDescriptorTable);
DbgPrint("KiServiceTable :
0x%8X",KeServiceDescriptorTable.ServiceTableBase);
DbgPrint("ArguementTable :
0x%8X",KeServiceDescriptorTable.ParamTableBase);
DbgPrint("Service Limit : 0x%X" KeServiceDescriptorTable.NumberOfServices);

//Make New Service Table
OrgServiceTable = KeServiceDescriptorTable.ServiceTableBase;
NewServiceTable = ExAllocatePool(NonPagedPool,
(KeServiceDescriptorTable.NumberOfServices) * 4);
memcpy(NewServiceTable,
KeServiceDescriptorTable.ServiceTableBase,
(KeServiceDescriptorTable.NumberOfServices) * 4);
DbgPrint("NewServiceTableBase : 0x%8X" NewServiceTable);

KeServiceDescriptorTableShadow =
(PServiceDescriptorTableShadowEntry_t)findAddressofShadowTable();
ShadowSDT = (ULONG)KeServiceDescriptorTableShadow;
KeServiceDescriptorTableShadow += 0x1;
DbgPrint("KeServiceDescriptorTableShadow : Ox%8X",
KeServiceDescriptorTableShadow);
DbgPrint("Win32KServiceTable : 0x%8X",
KeServiceDescriptorTableShadow->Win32kTableBase);
DbgPrint("Win32kArguementTable : 0x%8X",
KeServiceDescriptorTableShadow—->Win32kParamTableBase);
DbgPrint("Win32kService Limit : Ox%X",
KeServiceDescriptorTableShadow—>NumberofWin32kServices);

RtlInitUnicodeString(&y,L"KeRaiselrql");
_KeRaiselrgl = MmGetSystemRoutineAddress(&y);
DbgPrint("KeRaiselrql : 0x%8X",_KeRaiselrql);

RtlInitUnicodeString(&y,L"KeLowerIrqgl");
_KelLowerlrgl = MmGetSystemRoutineAddress(&y);
DbgPrint("KeLowerlrql : 0x%8X",_KeLowerlrql);

RtlInitUnicodeString(&y,L"KiDeliverApc");
_KiDeliverApc = MmGetSystemRoutineAddress(&y);
DbgPrint("KiDeliverApc : 0x%8X",_KiDeliverApc);

RtlInitUnicodeString(&y,L"KeGetCurrentlrgl");
_KeGetCurrentlrgl = MmGetSystemRoutineAddress(&y);




DbgPrint("KeGetCurrentlrql : 0x%8X",_KeGetCurrentlrql);

asSImn

{

sidt idt_info
}
idt_entries = IDTENTRY*) MAKELONG(idt_info.LowIDTbase,idt_info.HilDTbase);
_KiTrap6 = MAKELONG(dt_entries[0x6].LowOffset,idt_entries[0x6].HiOffset);
DbgPrint("KiTrap06 : 0x%8X",_KiTrap6);

}

KiFastCallEntry)E Ta83t=t goja] FQd 345 FAa

i

T E 7T

tlo
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Case StartHook:
for(i = 0; i < KeNumberProcessors; i+ +)
{
KeSetTargetProcessorDpc(gDPCP1,1);
KelnsertQueueDpc(gDPCP1,&tmp,&tmp);

}

2] FlE Z2MA Y Gtk aHESshHA], ZF L2 M A 2] MSRO
IA32_SYSENTER_EIPS A2 wH= KiFastCallEntry()o] 42 Yo &t}

ol HE|ZZAA AN 2t T2 AA wit} Eo MSRES 7FA|aL gl7] wji
A HEE Al AFE AHgsFolof YTt

VOID WRMSRDPC(N PKDPC Dpc,
IN PVOID DeferredContext,
IN PVOID sys1,
IN PVOID sys2)
{
ULONG ProcessorFastCallEntry;

DbgPrint("Processor Number : 0x%X",KeGetCurrentProcessorNumber());

__asm
{
mov ecx,0x176
mov edx,0
mov eax,MyKiFastCallEntry
WImsr
}
__asm
{

mov ecx,0x176
rdmsr
mov ProcessorFastCallEntry,eax




if(ProcessorFastCallEntry == (ULONG)MyKiFastCallEntry)
{
DbgPrint("Install Success");

}
else
{
DbgPrint("Install Faild");
}

}
VOID RestoreMSR(IN PKDPC Dpc,
IN PVOID DeferredContext,
IN PVOID sysl1,
IN PVOID sys2)
ULONG ProcessorFastCallEntry;

DbgPrint("Processor Number : 0x%X",KeGetCurrentProcessorNumber());

__asm
{
mov ecx,0x176
mov edx,0
mov eax,d_origKiFastCallEntry
Wrmsr
}
__asm
{
mov ecx,0x176
rdmsr
mov ProcessorFastCallEntry,eax
}
if(ProcessorFastCallEntry == d_origKiFastCallEntry)
{
DbgPrint("Restore Success");
}
else
{
DbgPrint("Restore Faild");
}
}
A AL AR Fepolar, "ol AL B kit

DWORD findAddressofShadowTable(void)
{
int 1;
unsigned char *p;
DWORD val;




p = (unsigned char *)KeAddSystemServiceTable;

for (i = 0; i < PAGE_SIZE; i+ +, p++)

{
__try
{
val = *(unsigned int *)p;
}
__except (EXCEPTION_EXECUTE_HANDLER)
{
return O;
}
if (MmlIsAddressValid((PVOID)val))
{
if (mememp((PVOID)val, &KeServiceDescriptorTable, 16) == Q)
{
if((PVOID)val != &KeServiceDescriptorTable)
return val;
}
}
}
return O;

DWORD findAddressofPsConvertToGuiThread(void)
{
int 1;
unsigned char *p;
ULONG val;
static char Adr([4];
char CodePattern[3] = {0x52,0x53,0xE8};
char PsCovertPattern[3] = {0x6A,0x38,0x68};

p = (unsigned char *)d_origKiFastCallEntry - PAGE_SIZE;
for(i = 0; i < PAGE_SIZE*2; i+ + p++)
{
if(lmemcmp(p,CodePattern,3))
{
val = *(ULONG #)(p + 3) + (ULONG)p + 7;
if(MmlIsAddressValid(PVOID)val))

{
if(lmemcmp((PVOID)val,PsCovertPattern,3))
{
return val;
}

else




{
return O;
}
}
}
}

return O;

}

9o AL ShadowTabled] F42E F3oE o, Uo AL PsConvertToGuiThread
o] FA2E Tt Yyt KeServiceDescriptorTableShadow ¢F PsConverToGui
Thread® 7% export¥ *] 7] wjiol, A7} of= 3 A= ¢ & whiow 3t
T e glsUY o £ S o AATE AoA A AL )

| _declspec(naked) MyKiFastCallEntry()
{

asm

{
[/AIAsHE AdE gt A
mov ecx,0x23

//FSE PCR& A4
push 0x30
pop fs

mov ds,cx
mov es,cx

//d =8& Ad ~gog W7
mov ecx,dword ptr fs:0x40  ////KPCR_TSS
mov esp, ss:[ecx+ 0x4]

//7VA INT 2818 urEt),
push 0x23 //KGDT_R3_DATA + RPL_MASK(0x3)

push edx //Ring3 ESP
pushfd //Ring3 EFLAGS
push 2 //Ring 0 EFLAGS
add edx,8 //Skip user param
popfd //Set EFLAGS

or byte ptr [esp+0x1],0x2 //7F# INTZ IRQA A 3}

push Ox1B //RGDT_R3_CODE + RPL_MASK
push KiFastSystemCallRet //sysenter@] €l o] = ¢ 2~
push O

push ebp

push ebx

push esi




push edi

//$-2]1¢] PCRE X<lE] A%
mov ebx,dword ptr fs:0x1C

push 0x38 + 0x3 //KGDT_R3_TEB + RPL_MASK

/@A =d e xAY %
mov esi,[ebx+ 0x124 ]

[/ 8] AMEH A FEA AA
push dword ptr[ebx]
mov dword ptrlebx],—1

JEE EE IR R
mov ebp,[esi+ 0x18] //KTHREAD_INITIAL_STACK

push Ox1 //Usermode
//push dword ptrlesi+ 0x140] //KTHREAD_PREVIOUS_MODE

//thE AA=HES dATh
sub esp,0x48

//mov dword ptr [esp+ 0x38], 0x23
//mov dword ptr [esp+0x34], 0x23

[/2=8 e §-7e] FIHS WHET
sub ebp,0x29C

[IBEE A=

mov byte ptrlesi+ 0x140],0x1 //KTHREAD_PREVIOUS_MODE
//Sanity check
cmp ebp,esp

jne BadStack

//Flush DR7
and dword ptr[ebp+ 0x2C1,0

VEax A= o= PARR o) R N o
test byte ptrlesi+ 0x2C],0xFF //KTHREAD_DEBUG_ACTIVE

//=dEe] ER sz A4
mov [esi+ 0x134],ebp //KTHREAD_TRAP_FRAME 0x134? or 0x110?

jnz Dr_FastCallDrSave

DEBUG_STATUS:




[ER Zdd g 3= A4
mov ebx,dword ptr[ebp+ 0x60] //KTRAP_FRAME_EBP
mov edi,dword ptr[ebp+ 0x68] //KTRAP_FRAME_EIP

/A8 "oy 7%
mov dword ptr[ebp+ 0xC],edx

//KTRAP_FRAME_DEBUGPOINTER

mov dword ptr[ebp+ 0x8],0xBADBODO0O0O

//KTRAP_FRAME_DEBUGARGMARK

SysCallEntry:

mov dword ptrlebp],ebx //stack Alo]B.
mov dword ptrlebp+ 0x41,edi //KTRAP_FRAME_DEBUGEIP

o}7]4 SDTE °|&3ste] o ==
*/
T

mov edi,eax
shr edi,0x8  //SERVICE_TABLE_SHIFT
and edi,0x30 //SERVICE_TABLE_MASK
mov ecx,edi

//add thread" s base system table to offset
add edi,dword ptrlesi+ 0xE0] //KTHREAD_SERVICE_TABLE

//GetSyscalllD
mov ebx,eax
and eax,0xFFF//SERIVCE_NUMBER_MASK

//check syscalllD

cmp eax,dword ptrledi+ 0x8] //SERVICE_DESCRIPTOR_LIMIT
//Invalid?

jnb UnexpectedRange

//Check Win32K
cmp ecx,0x10 //SERVICE_TABLE_TEST
jnz NotWin32K

//Get TEB
mov ecx,dword ptr fs:0x18 //KPCR_TEB

//check flush?
xor ebx,ebx
or ebx,dword ptrlecx+ OxF70] //TEB_GDI_BATCH_COUNT




NotWin32K:

Shadow:

NotShadow:

CopyParams:

je NotWin32K //=jz

//Flust it

push edx

push eax

call NtGdiFlushUserBatch
pop eax

pop edx

//inc dword ptr fs:[0x638]  //KPCR_SYSTEM_CALLS
inc dword ptr fs:0x638 //KPCR_SYSTEM_CALLS

/NoCountTable:

mov esl,edx

/s &3 FE

mov ebx,dword ptrledi+ 0xC]//SERVICE_DESCRIPTOR_NUMBER

XOI eCcX,ecx
mov cl,byte ptr [eax+ ebx]

//Get the function point

mov edi,dword ptr[edi] //Service_Descriptor_Base

//Blocking SSDT Hooking
cmp edi,OrgServiceTable
jne Shadow

mov edi,NewServiceTable
jmp NotShadow

mov edi,NewShadowTable

mov ebx,dword ptr[edi+ eax#*4 ]

/158 =9 ¥ g
sub esp,ecx

/A & A=A A7) AA
shr ecx,2
mov edi,esp

//MmUserProbeAddress¢l A &6l
cmp esi,_MmUserProbeAddress
jnb AccessViolation

//0x7TFFF0000




rep movsd

//call syscall
call ebx

AfterSyscall:
mov esp,ebp

111171771771771171771771111771171117117177177117177111117717
KeReturnFromSystemCall:

mov ecx,dword ptr fs:0x124 //KPCR_CURRENT_THREAD

//ZE) EJY EH
mov edx,dword ptrlebp+ 0x3C] //KTRAP_FRAME_EDX
mov dword ptrlecx+ 0x134],edx

//KTHREAD_TRAP_FRAME 0x110? 0x134?

//QTE]HE n]&A] 3}
cli

test dword ptrlebp+ 0x70],0x20000

//KTHREAD_COMBINED_APC_DISABLE(0x70),EFLAGS_V86_MASK(0x20000)
jnz SKIP_CS_TEST

test byte ptrlebp+ Ox6¢],0x1 //KTRAP_FRAME_CS
je SKIP_SAVE_FRAME

SKIP_CS_TEST:

//dA =d= F-%

//mov ebx,dword ptr fs:edx+ 0x124 //KPCR_CURRENT_THREAD
mov ebx,dword ptr fs:0x124

mov byte ptr [ebx+0x2E],0 //KTHREAD_ALERTED 0x5E? 0x2E?

cmp byte ptrlebx+ 0x4A],0 //KTHREAD_PENDING_USER_APC
je SKIP_SAVE_FRAME

/128 ER1HE EF Ly el A

mov ebx,ebp

mov dword ptrlebx+ 0x44],eax //KTRAP_FRAME_EAX

mov dword ptrlebx+ 0x50],0x3B
//KTRAP_FRAME_FS<-KGDT_R3_TEB + RPL_MASK

mov dword ptrlebx+ 0x38],0x23
//KTRAP_FRAME_DS<-KGDT_R3_DATA + RPL_MASK

mov dword ptrebx+ 0x34],0x23
//IKTRAP_FRAME_ES<-KGDT_R3_DATA + RPL_MASK




mov dword ptr[ebx+ 0x30],0x0 //KTRAP_FRAME_GS

//IRQLS APC LEVEL=Z
mov ecx,1

//3A IRQLA %
call _KeGetCurrentlrql//Hack for Hyper Thread
push eax

push offset TmpOldIrql //Temp for OldIrql
push 1 //APC_LEVEL
call _KeRaiselrql

//HHE A3}
sti

push ebx

push 0x0

push Ox1 [/FAEE
call _KiDeliverApc

//#A IRQLE &
pop ecx

push ecx /1)
call _KeLowerlrql

//EAX B
mov eax,dword ptr[ebx+ 0x44 ] //KTRAP_FRAME_EAX

/IR HE v & s}

cli

jmp SKIP_CS_TEST

SKIP_SAVE_FRAME:

//mov ds,[esp+ 0x38]

//mov es,[esp+ 0x34]

mov edi,edi

mov edx,dword ptr[esp+ 0x4C]
//KTRAP_FRAME_EXCEPTION_LIST

mov ebx,dword ptr fs:[0x50] //KTRAP_FRAME_FS

mov dword ptr fs:[0],edx

mov ecx,dword ptrlesp+ 0x48]
//KTRAP_FRAME_PREVIOUS_MODE

mov esi,dword ptr fs:[0x124]//KPCR_CURRENT_THREAD

mov byte ptrlesi+ 0x140],cl //KTHREAD_PREVIOUS_MODE

test ebx,0xFF //MAXIMUM_IDTVECTOR?
jnz FulllDTVector




CHECK_FOR_V86:

//Check for V86

test dword ptrlesp+ 0x701,0x20000
//KTRAP_FRAME_EFLAGS,EFLAGS_V86_MASK
jnz VB6_EXIT

test word ptrlesp+ 0x6C],0xFFF8
//KTRAP_FRAME_CS,FRAME_EDITED
jz RestoreCS

cmp word ptrlesp+ 0x6C],0x1B //KGDT_R3_CODE + RPL_MASK
bt word ptrlesp+ 0x6C],0

cme

ja RestoreEAX

cmp dword ptrlebp+ 0x6C],0x8
//KTRAP_FRAME_CS,KGDT_RO_CODE
jz SkipDebuglnformation

RestoreFS: //Restore FS
lea esp,dword ptrlebp+ 0x50]//KTRAP_FRAME_FS
pop fs

SkipDebuglnformation:
lea esp,dword ptrlebp+ 0x54]//KTRAP_FRAME_EDI
pop edi
pop esi
pop ebx
pop ebp

//ABIOSE 93+ A =2
cmp word ptrlesp+ 0x8],0x80
ja ABIOS_Exit

//Pop Error Code
add esp,4

//Previous CS from usermode?
test dword ptrlesp+41],1
jnz FastExit

pop edx

pop ecx

popfd

jmp edx
IntReturn:

iretd




FastExit:
test byte ptrlesp+ 0x9],0x1
jnz IntReturn

/29 =9

pop edx

add esp,4

and byte ptrlesp+ 1],0xFD

popfd

pop ecx

jmp short $+3

mov eax,90350FFBh //sti sysexit
iretd

BadStack:
mov ecx,fs:0x40 //KPCR_TSS
mov esp,dword ptrlecx+ 0x4]//KTSS_ESPO

//V86 stack
push O
push O
push O
push O

push 0x23 //KGDT_R3_DATA + RPL_MASK
push O

push 0x20202

push 0x1B //KGDT_R3_CODE + RPL_MASK
push O

jmp _KiTrap6 //KiTrap06

Dr_FastCallDrSave:
test dword ptrlebp+ 0x70],20000
////KTRAP_FRAME_EFLAGS,EFLAGS_V86_MASK
jnz SKIP_CS_TEST3

test dword ptrlebp+O0x6¢],1 ////KTRAP_FRAME_CS
je DEBUG_STATUS
SKIP_CS_TESTS3:
mov ebx,DRO
mov ecx,DR1
mov edi,DR2
mov dword ptrlebp+ 0x18],ebx
mov dword ptrlebp+ 0x1C],ecx
mov dword ptr[ebp+ 0x20],edi

mov ebx,DR3
mov ecx,DR6




mov edi,DR7
mov dword ptr{ebp+ 0x24],ebx
mov dword ptr[ebp+ 0x28],ecx
Xor ebx,ebx
mov dword ptrlebp+ 0x2C],edi

mov DR7,ebx

mov edi,dword ptr fs:0x20

mov ebx,dword ptr[edi+ Ox2F8]
mov ecx,dword ptr[edi+ 0x2FC]
mov DRO,ebx

mov DR1,ecx

mov ebx,dword ptrledi+ 0x300]
mov ecx,dword ptr[edi+ 0x304 ]
mov DR2,ebx
mov DR3,ecx

mov ebx,dword ptrledi+ 0x308]
mov ecx,dword ptr[edi+ 0x30C]
mov DR6,ebx

mov DR7,ecx

jmp DEBUG_STATUS

UnexpectedRange:
cmp ecx,0x10 //SERVICE_TABLE_TEST
jnz InvalidCall

//Setup Win32K Table

push edx

push ebx

call PsConvertToGuiThread

e E A= ]
or eax,eax

[[AA 2= g ~Eo
pop eax
pop edx

/ER ZH < 2
mov ebp,esp
mov [esi+ 0x134],ebp /KTHREAD_TRAP_FRAME

A= 2=
jz SysCallEntry

//Ele] & limitZ} Wo]x~ -3t
lea edx, KeServiceDescriptorTable + 0x10




mov ecx,dword ptrledx+ 0x8&] //SERVICE_DESCRIPTOR_LIMIT
mov edx,dword ptr[edx] //SERVICE_DESCRIPTOR_BASE

[[ElolE F4 9 Qe 27k gk 4 7%
lea edx,dword ptr[edx+ ecx#*4]

and eax,0xFFF//SERVICE_NUMBER_MASK
add edx,eax

//EE gk sk
movsx eax,byte ptrledx]
or eax,eax

jle KeReturnFromSystemCall

[/3E Ava~=2 Y 94
mov eax, 0xCO00001CL //STATUS_INVALID_SYSTEM_SERVICE
jmp KeReturnFromSystemCall

[nvalidCall:
mov eax, 0xCO00001CL //STATUS_INVALID_SYSTEM_SERVICE
jmp KeReturnFromSystemCall

AccessViolation:
//AE REZE FE o A 2Q171?
test byte ptr [ebp+ 0x6C],0x1
//KTRAP_FRAME_CS,MODE_MASK

//BEYHE A& ¥
je CopyParams

/1A ZE Q1A
mov eax,0xCO000005L
jmp AfterSyscall

FulllDTVector:
test dword ptrlebp+ 0x70],0x20000
//KTRAP_FRAME_EFLAGS,EFLAGS_V86_MASK
jnz SKIP_CS_TEST?2

test dword ptrlebp+ Ox6¢c],0x1 //KTRAP_FRAME_CS
je CHECK_FOR_V86
SKIP_CS_TEST?2:
xor ebx,ebx
mov esi,dword ptrlebp+ 0x18]
mov edi,dword ptrlebp+ 0x1C]
mov DR7,ebx
mov DRO,esi




RestoreEAX:

RestoreCS:

mov ebx,dword ptrlebp+ 0x20]
mov DR1,edi
mov DR2,ebx

mov esi,dword ptr[ebp+ 0x24 ]
mov edi,dword ptr[ebp+ 0x28]
mov edi,dword ptr[ebp+ Ox2c]
mov DR3,esi

mov DR6,edi

mov DR7,ebx

jmp CHECK_FOR_V86

mov eax,[esp+0x44] //KTRAP_FRAME_EAX

//skip registers
add esp,0x30

//Restore segments
pop gS

pop es

pop ds

pop edx

pop ecx

//Jmp back to mainline
jmp RestoreFS

mov ebx,[esp+ 0x10] //KTRAP_FRAME_TEMPCS
mov [esp+ 0x6C],ebx //KTRAP_FRAME_CS

mov ebx,[esp+ 0x14] //KTRAP_FRAME_TEMPESP
sub ebx,0xC
mov [esp+ 0x64],ebx //KTRAP_FRAME_ERROR_CODE

//Copy Interrupt Stack

mov esi,[esp+ 0x70] //KTRAP_FRAME_EFLAGS
mov [ebx+ 8],esi

mov esi,[esp+0x6C] //KTRAP_FRAME_CS

mov [ebx+ 4],esi

mov esi,[esp+0x68] //KTRAP_FRAME_EIP
mov [ebx],esi

//EE

add esp,0x54 //KTRAP_FRAME_EDI
pop edi

pop esi




pop ebx

pop ebp

mov esp,[esp]
iretd

V86_Exit:
add esp,0x3C //KTRAP_FRAME_EDX

//Restore
pop edx
pop ecx
pop eax

lea esp,[ebp+0x54] //KTRAP_FRAME_EDI
pop edi
pop esi
pop ebx
pop ebp

cmp word ptr [esp+ 8],0x80
ja ABIOS_Exit

SKIP_LSS:
//skip error code
add esp,4
iretd

ABIOS_Exit:
cmp word ptrlesp+ 0x2],0
je SKIP_LSS
cmp word ptrlesp],0
jnz SKIP_LSS
shr dword ptrlesp],0x10
mov word ptrlesp+ 0x2],0xF8
Iss sp,dword ptrlesp]
MmovVzX esp,Sp
iretd

—~

—

F =+ Windows XP SP29] KiFastCallEntry()Z Reverse Engineeringste] #H& A
171 W&ol o2 WindowsolA &= 284 &5 AYUTh ZE=9 & F,
719 KiFastCallEntryOQ$} th2 Fo] ], Weo Z=dyu},

//Blocking SSDT Hooking
cmp edi,OrgServiceTable //edi’} KeServiceDescriptorTablel7}?
jne Shadow //°} 2} KeServiceDescriptorShadowZ <14

mov edi,NewServiceTable //Z 2138 {2 A} ServiceTabled A}-&




jmp NotShadow
Shadow:

mov edi,NewShadowTable //Shadow¥ 7-- WINAPIe| =3t A =7}

NotShadow:

//57FE SDTARE

flo] ZEE Sl Z2a
SSDT HookingS A9 o=
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AsHT

59| ServiceTable2 Al&3l==

=

B
int O0x2e°] e %= IDTY Ox2eHE TS

As U

|_declspec(naked) MyKiSystemService()
{
__asm
{
push O
push ebp
push ebx
push edi

push fs
mov ebx,0x30
mov fs,bx

push dword ptr fs:0
mov dword ptr £s:0,-1

mov esi,dword ptr fs:0x124
push dword ptrlesi+ 0x140]
sub esp,0x48

mov ebx,dword ptr[esp+ Ox6¢c]
and ebx,0x1

mov byte ptrlesi+ 0x140],bl
mov ebp,esp

mov ebx,dword ptr[esi+ 0x134]
mov dword ptr[ebp+ 0x3c],ebx
mov dword ptrlesi+ 0x134],ebp
cld

mov ebx,dword ptr[ebp+ 0x60]
mov edi,dword ptr[ebp+ 0x68]
mov dword ptrebp+ Oxc],edx
mov dword ptr[

mov dword ptrlebp],ebx

mov dword ptrlebp+ Ox4],edi

test byte ptrlesi+ 0x2c],0xFF
jnz DebugStatus

ExitService:
sti

ebp+ 0x8],0xBADBOD00




jmp SyscallEntry

DebugStatus:
test dword ptr [ebp+ 0x70],0x20000
jnz SkipCheck
test dword ptr [ebp+ 0x6¢c],1
je ExitService

SkipCheck:
mov ebx,DRO
mov ecx,DR1
mov edi,DR2
mov dword ptr [ebp+ 0x18],ebx
mov dword ptr [ebp+ Ox1lc],ecx
mov dword ptr [ebp+ 0x20],edi
mov ebx, DR3
mov ecx, DR6
mov edi, DR7
mov dword ptr [ebp+ 0x24],ebx
mov dword ptr[ebp+ 0x28],ecx
xXor ebx,ebx
mov dword ptr [ebp+ 0x2c],edi
mov DR7,ebx
mov edi,dword ptr fs:[0x20]
mov ebx,dword ptr[edi+ Ox2F8]
mov ecx,dword ptr[edi+ 0x2FC]
mov DRO,ebx
mov DR1,ecx
mov ecx,dword ptr[edi+ 0x304 ]
mov DR2,ebx
mov DR3,ecx
mov ebx,dword ptr[edi+ 0x308]
mov ecx,dword ptr[edi+ 0x30C]
mov DR6,ebx
mov DR7,ecx
jmp ExitService
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P!
Ox176W o] T& g a|xo) o8] Yol 2o]d 49 A 7|eS 23] & 4 g5y

Ao HEE

AA felA FAE WE&E0] A=A e HAEE
Ayl &= 7FE3rY T SSDT Hooking=s AF8-3F¢] notepad.exe s
3 GFAE FEst WHES ARESte] oW ZHES Shex

FR%E FRES et By
ZwOpenProcess()
ZwWriteVirtualMemory()
ZwReadVirtualMemory()
ZwQuerySystemInformation()

4-1. SDT-RESTORE

Open Process | Frozen

[ | application PID Full Path

9 CFXFER. exe OO000F 7S oW Program Files T O8
gi_'.-,!R.c\M.ﬁ.SST exe  OO0DOOFEC CoAWIND oW S sy ster
flntegrator.exe 00000540 W IO O S W IRk
| @8 iexplore.exe OO000ED < C'Pragram FilesYeTnke
| wIrwoRD . EXE  00NDOOCES W Program FilesYWeics
ENewPrDject.exe O0000F0C W Documents and Setf

~inokepad, exe OOO00E.&< T RDOAW S W s sker

|Gk exe QOO00C 4 Ci¥Documents and Set - |
|

Refresh

= 4 -
Hooking S 3l7]dol& Z 2 A2 5504 notepad.exeS & T AU T

Open Process I&J
| Application | PID | Full Path [=] I—
[ paMAsST.exe OOOOOFEC P TRD NS sy ster =D
(f‘lntegrator.exe 00000S40 U IO S Y I NEegr
#Biexplore.exe DO000ED CPragram FilesYInk:
[ winwoRD.EXE  0o000CEC W Program Files Wi
ck.exe 00000CCH CrWDocuments and Set |
H mspaint, exe 00000SSC A TRD O S s wsken
i conime. exe 000000Ds0 et W‘-.-'-.-'INDOWSWsyster
ENewPrDject.exe 00000C3ES C WDDcuments and Setl -
4 | »




Hooking= A 23l Process™ 5| A notepad.exe”} AFe}4 5 U T

FZuEnumeratelalueKey 49 —T[hooked unknown F?5F5F?n1—
ZuwlpenKey ?? —lL[hooked unknown F7?5F598E1—
ZuwOpenProcess A —L[hooked unknown F7?DD3381—
ZwQueryKey AB —[hooked unknown F75Fod641—
ZuQuerySystemInformation AD —L[hooked unknown F72DD5981——
ZuguerylalueKey Bli —[hooked unknown F?S5F5EFC1——
ZuwReadUirtualMemory BA —T[hooked unknown F7?DD4BA1—
ZuwletUalueKey F? —lL[hooked unknown F75FoBEC]1—
ZuwllritelVirtualMemory 11% —[hooked unknown F72DD4881——

Humbeyr of Service Tabhle entriez hooked = 12
WARHNING: THIS IS EXPERIMENTAL CODE. FIXIHG THE SDT MAY HAUE GRAUVE

CONSEQUENCES,. SUCH AS SYSTEM CRASH. DATA LOSS OR SYSTEM CORRUPTION.
PROCEED AT YOUR OWN RISK. YOU HAUVE BEEN WARMED.

Fix SDT Entries <Y~ N>»? - u

[+]1 Patched SDT entry 1F to BB58B4AD
[+]1 Patched SDT entry 29 to 88578761
[+]1 Patched SDT entry 47 to BE57HELE
[+1 Patched S5DT entry 47 to SA58BB2E
[+]1 Patched 3DT entry 7Y to BES567AFB
[+]1 Patched SDT entry YA to BASYSCP6
[+]1 Patched SDT entry A@ to 8857@B71
[+]1 Patched SDT entry AD to HE5YE4AR
[+]1 Patched SDT entry Bl to BAS56DEBB
[+]1 Patched SDT entry BA to HES8H48E
[+]1 Patched 2DT entry FY to 88576C1D

SDT-RESTOREE 9]¢} o

. Open Process &"’J;mzen Size

Application PID Full Path -
[ W] wWINWORD.EXE  00O0DCEC . WProgram Filesivic
notepad. exe OO000E A4 A TDONW S sy sker
qprct.exe 00000CC4 C:MDocuments and Set -
U rspaint. exe D0000S5C A TND OV S W s sher
W conime.exe 0000000 M IND Ov S Y s ster
ENEWPI’D]'EELE:{E Q000035 CWDocuments and Set
}j' mspaint.exe O0000E 44 A TND O S sy sken
Bl crnd.exe O0000AFG A IND O S Wsyster -
4 3 3

Refresh Qpen Close

THA] notepad.exe®s & T UAl HAFUTL



4-2. SDT RELOCATION

Open Process M =] | walue
| Application | PID | Full Path — [=]
| wirswoRD . EXE  0DODOCEC C:¥eProgram Files#ic
. inotepad.exe OOOO0E A i TRID O S Y s sk er
| e ke [ula]ulnlulalat) M Documents and Set
mspaink. exe oO000SSC e T RO S e s sker
E conime . exe nlulnlulnlnisin] Y T RO O S Y s sker
B mewPraject.exe 0o00OCES CirWDocuments and Seff
| H mspaink. exe OO000 44 CHPWINDOW S W swsker
BBl cmd. exe O0000aF W IRDOMW S sy ster - |
[«1 | >
Refresh | Dpen Close

|

HookingZl ©] 2} notepad.exe s HFoA & = AFY

Open Process Iﬁ =

| Application | PID | Full Path [=] I—
[ paMAsST.exe OOOOOFEC P TRD NS sy ster =D
(f‘lntegrator.exe 00000S40 U IO S Y I NEegr
#Biexplore.exe DO000ED CPragram FilesYInk:
[ winwoRD.EXE  0o000CEC W Program Files Wi
ck.exe 00000CCH CrWDocuments and Set |
H mspaint, exe 00000SSC A TRD O S s wsken
i conime. exe 000000Ds0 it TMD O S s skern
ENewPrDject.exe 00000C3ES CrDocuments and Set -
4 | »

Hookings A28} A notepad.exe”} H-=ell A Atehzl Ze & 4 55U




% COMMANDES 5
— Cpid. name>

% USAGE 5
ksthbh command C[Carg@l
Cexl> ksthh —bhbuyp B8xSec

% WARNHNIHNG 5
It supports Windows HP only. Do not ws

IC:-WDocuments and SettingsW Ly L)

process information

— proce : ct.exe
proce i 2268 <OxCC4a>
parent process =
module id
usage count
numbex» of tF

Application Full Path

frioeity olass notepad. exe OO000ES4 AW IRID O S s ster
k. exe 0Oo000CC CrPDocuments and Set
The target process’s kernel seuice R lEitGry ooooosac AW IRIDOW S sy ster
fny malicious code that hooks HET willE e HcRrT 00o0oODsS0 R IR DO S s ster
If you wanna stop & restore KST. pl IR TN o e N ol a s st ] CrDocurnents and Set
W mspaint.exe 0O0000AG 4 S IRID O S s v sted
Bl crnd.exe OO0002 14 A TRID O S s v sher

Flksthb.exe 00000OSZC Y Documents and Sel -
- L

Refresh Open Clase

SDT RELOCATION A]7] 2}, SSDT Hooking™ -l ¥ §1°], notepad.exe &
TRA HFeA thAl B oAl Ay

4-3. KiFastCallEntry() Imitation

&) 9] KiFastCallEntry() Imitation®] == ServiceTableS 7| A|2Hl] Z& Ot 2 ALE&Et1
JdHyt a2HoZ AR FZE=o A= KiFastCallEntry() ImitationS Hookingdle U4 H.t}
AA AHPA A FoloF FUrt. wHoF ServiceTableS =39-S 3171}, SDT-RESTOREA
Al wg ko] 7|5 SE ServiceTables A3l oW ol ZF=e] 2 AP

Open Process Walue
Application PIC Full Fath
[ ] wirwoRrD. EXE  DODODCEC C¥Program FilesWic
inotepad.exe OOOO0E A i TRID O S Y s sk er
samck.exe [ula]ulnlulalat) M Documents and Set
"L:f mspaink. exe O0000SEC e T RO S e s sker
iH conime .exe nlulnlulnlnisin] Y T RO O S Y s sker
MewProject.exe 0000QC3S ' Docurnents and Set
W rspaink.exe 00000844 A T O S e s s

Bl crnd.exe O0000aFt A IO S s v sher] -
L] »
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File Edit Capture D ption=s Computer Help

A Time Debug Print
24 SX FI0s17 — Initialize Start —
25 2™ FOB1T ProcessorCount | Ox1
25 =4 P 0617 Processkame Offset ! O=174
27 22X Fos1T Engine_KiFastCallEntry | O<EB16A210
2o 2 FOG 1T EiFastCallEntry § OxS0AEQSED
L= s = FP=s=_onvertlomui Thread | O=805 A" B ]
30 =4 Fosi1y FMAmlserFProbesddress | O« FEFFFOOOO
31 =3 Foe17 FKeServiceDescriptaorTahle | O=x80558 430
g2 =4 P o177 KiService Table | Ox804E 4548
33 =23 FTOs17 ArguementTable ! O=x5051 14865
34 =& 0617 Serwice Limit: O=111C
g5 =& Fos17 FHewService TableBase | Ox829E9003
S5 =& o517 FeServiceDescriptorTableShadow | O=<S055E 49
37 =X FoOs1T YWindzZK.Service Table | O=BF9933500
98 =5 Fos17 YRIMS3ZkArguement Table @ OxBFI99010
39 =4 P o017 YRINSZEkSaervice Limit @ O=Z2965
A0 =X FO0E1T keRaiselrgl ¢ O=806F4752
41 = S 0617 KelLowerlrgl | OxB806FA7EE
A2 =4 7017 KiDeliverapc | Ox<S80AE 720D
A5 =& F0s17 EaeSetCurrentlrgl @ O<S0EF0ZES
44 = 0617 KiTraplOs | O=804E10D02
A5 =4 0617 Process MHame | ct.e=xe
A5 QE FioE17 Ernemy Mame | notepad.ex<e
4

KiFastCallEntry() ImitationS 25 A 5 U T

o L 2
= = . -10)>

+ hook module information
— name
— base address

— path

zeruvuice number

+ pelated nt function
— HtQuerySystemInfo
— RBtlGetMativeSuystely
— ZwvuerySystemInfo

— hook_type

— redirecte

+ hook mody

b (=[=] = |

Description Address Yalue Frozen Size

Open Process

Application FID Full Path -
| nprmonk. exe oo0o0sc4 O TIDO WY S s vesker
[#]winworD EXE  0onoozsc CProgram Files Yo
i msiexec.exe 00000545 TR S Wsyster
cervice num nokepad.exe ODO00FEC W INDOW S s yster
+ prelated ENewProject.exe O0000F3S CWDocuments and Set
Gtk exe 0000034 CiWDocuments and Set

B crnd.exe 000006655 IR W S sy ster

00000DEC CWINDOW S s yster w

HookingZz Q! A EHl o]}, notepad.exe s ZZ2A| X HFo|A B & QFUT

9] HA2EE F3] SSDT Hooking F 837} AAZ 7153 AS & 4 AH5YTh
A7 A o] W flol= A A WRie] A
AL AT BAA FA7E b e o x ok AW oAt
e s 4 9l
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