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Cryptanalysis on the Authentication Mechanism of the NateOn Messenger
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Nateon Messenger, which has the most number of users in Korea, supports many services such as E-mail, note
&l 3 M i

Cyworld, SMS, etc. In this paper, we will analyse the authentication traffic which is transmitted and received by the
Nateon Messenger. Through performing the replay attack with the authentication information, we will show that an

attacker can be authenticated illegally. Furthermore, we will show that other domestic messengers have similar security
problems.
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