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23.2.2 2%

inetd = /etc/rc.conf AlIAERICZ XD b, D128 22 jnetd _enable &2 "NO'2
KN

StElC
AAC O UXICH sysinstall 2 B0t T2EHE Z2Ht02 SFHGIH M5

r

[
et
0x
o
O

Jetc/rc.conf Ol CHS1 201 d&s6tH 22L& Ml inetd & 436l L

inetd_enable="YES"

cC
a-

inetd_enable="NO"

rr

HCHOV jnetd_flags 822 OE 8N S8 netd 0l 228 %= UL

23.2.3 380 ctel g8

inetd JH2:

inetd [-d] [-1] [-w] [-W] [-c maximum] [-C rate] [-a address | hostname] [—p

filename] [-R rate] [configuration file]

-d
CleHZ ADI.
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AIZHO HAS 212 210

-W
e MHIAW TCP Wrapping HIIQOI2ES2).

-W
inetd Ol LHEE WS MHIAN TCP Wrapping HJI(JI2&22).

—C maximum
JIEROZ SAH A#gs 28 JHIAQ =0 262 KNEEHCH J|=232 2HIE.
max—child BHONH=E AIE6I0H AMBIA E2 HMister = UL

—C rate
182 SO oL IPFAZ22H BE = Jses ABIAL JI2 2UE NE;
JIE222 2HIE. max—connections—per—ip—-per—minute IWHBHEE=E A6+
MNHlA g2 HstE = UCH

-R rate
18 SO MUIADF 2ME £ Q= X2 XIE: D22 256. 2t 02
SHetez2 5Estlt.

-a
HiolE & EX |IP =4 olUE XNESCH O A 210 IPv4 LE IPve =401
MNEEE SAE 0|21 LXEY AR SAE 0IEE AMEE £ UL B SAE
0|22 inetd Jt jail(8) HEWHAMN 22< I XFHGID 0] AR SAE 0l2& jail(8)
s L XIS
SAE 0|E2 XNEGIH AIE36t10 IPv4 2 IPve HICIE0l = CF 7E M,
/etc/inetd.conf & 2+ MHIAE ol 2 HIQIEHS HEE TEZ EIY AEZI}
otLE ZR5ICH GIE S0 TCP JIB AHIAE fcp4 %t tcpb TE2EZE HELZ|D}
otLE& & QBT

-p
TZ2HA IDE MES DHYXA

0l S8 /etc/rc.conf & jnetd_flags SELZ inetd fl EE& £ UL JI2EZ
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inetd _flags = inetd 2 252 WS MUIAN TCP Wrapping 2 &#SA2l= "-wW'SE

SFst0. 80| gl RMSS fldl 018 B s= =& 2RI AL

Jetc/rc.conf Ofl LN UCH

ol
g
[
Sl

Note: 21F AHIAE HA0| T8 A= inetd 2 2% Ol=O0ICH

MEIAE inetd Ot AHMIE L2 X2l &tCt.

23.2.4 inetd.conf

inetd 2| &2 /etc/inetd.conf WL Z MO & L.

/etc/inetd.conf £ £=&GIH CISD 20| inetd ZZ MAMNAH HangUP AlSE EUA

inetd O 2= &8 S UA

== 8 4 Utk

%o

Ol Kl 23-1. inetd 0l HangUP &l 2 L4J|

# kill =HUP ‘cat /var/run/inetd.pid"

23 Wl

]
e
fo

2
/etc/inetd.conf @ ESHS CtS1H &CH:

service—name

socket-type

protocol

{wait| nowait}[/max-child[/max—connections—per—ip—per-minute] ]
user[:group][/login—class]

server—program

server—program—arguments

IPv4 € MEStE ftpd O=2 OMe St 20k

ftp stream tcp nowait root /usr/libexec/ftpd ftpd -

service—name
2 Ed 22 MHlIA 0IS0IC /etc/services Ol LE = AHIA2F 2 XIoHOF
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SICt O|2H2Z inetd It ™ ZEZE FTH|oHOF Tl=X| ZASICH MZ2 AMHIAZE
MASHCHH Jetc/services Ol HH S=all0F = L.

socket-type
stream, dgram, raw &= seqpacket = otLt. stream= HZ I8t TCP HI=20| 2t
AMNZEXIC ggrame UDP d&% ZR2EZE 0|Z06t= HI=20 AFZEC0H

protocol
Chs = otUot =t
I2E2 a9
tcp, tcp4 TCP IPv4
udp, udp4 UDP IPv4
tcpb TCP IPv6
udp6 UDP |Pv6
tcp46 TCP IPv4 2t v6
udp46 UDP IPv4 2t v6

{wait| nowait}[/max—child[/max—connections—per—ip—per—-minute] ]
wait/nowait 2 inetd Jt Asist HI=20] NHEQ A3NE HOHE &= JAseX G=sXE
B0 =CF dgram 230 BN wair SAS AM20i0F T XIS BEE ZE| MYy =0l
stream 23 22 nowaitE MEdOF SCH waite 28 otLtel G201 (A
AANS AMZoHKCH nowait MZS 2t A3 XA di2s MAEHC.
inetd ot MAot= XAl OI=22 =S max—child 82 AMEGHH 2888 =
UL, EA U2 AABHAZE 1022 MSSTHH nowait S0l /7001 & RaolCH
HCHE 8 RUIM S& =2z i HZ2 Hstdte g 882 max—
childfl & == QUCt. OlAH=2 max—connecf/ons—per—/p—per—mmuz‘eE Mgt
0122 gt 102 EF IP =A0HM &8 MHIAZ 22 & HE AMTE 1082
MISHSICH. O &2 DOoEO|HULE DO XOIX &2 elaA A A CHst
MHBIA HE BH2(D0OS) YXlist=d S EotCh.
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0l 2SS0 M waitOlLt nowait2 Z4=Ct. max—child 2k max—connections—per—ip—
per—-minute & =& 0|Ct.

max—child @ max—-connections—per—ip—per—-minute M0l Sl AEE EI HE|
MY E 22 2tY38l nowait OICF.

X H&tol 102 &2 U&2: nowait /10 0| Lt.

AHIZ 29 HAS 202 MESD FWM 10 Ktal T2 HAZ
2: nowait/10/20 0| Ct.

010

Ol= sd&2 fingerd Ol=2 Jle €822 US4 €0 018510 ALk

finger stream tcp nowait/3/10 nobody /usr/libexec/fingerd fingerd —s

user
user= S& H=22 2%0l= 8 A 0IS0ICH UHEE =22 root RMZ A#EC)
202 fol EL MBHE daemon S ALE X ASHe JHSHE2 JHE nobody R M Z
Aldigl= HE 2 = UL

HZE RIS ZUAS [ ti=z=s fdote 8 B=2C O=0l inetd 0l 2l ol

server—program-arguments
Old2 Hes AdE W argv/0]22 AMESI= 2AXNE XIEGHH server-
orogram 1t Z&ot0 &S 8tCH mydaemon —d Ot G380 2telolet™ mydaemon -
d& server-program-arguments 2 gt0l =Lt FAl U201 LR AMHlAcHH

internal S 40|10l AtZStCE.
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HEJ HMZ2ZAD 20 o™ HBLE Z g2 2100

Choh 412 MK L @12 AISOl Chol EF OOl 8tCH
SXMA REH QLS AT BAHA 018 IHsd

= X
DE = AL E& G20l jp-per—-munute @ max—child St HE F= A2

I
ro

ron

=
E

JI28 22 TCP wrapping 2 H UL inetd & 2E2&= CHst Q=20 TCP Al
A2 = hosts_access(h) =< HOIXIE &

25 C.

-

=S
[

-

23.2.6 LI AHlA O==

daytime, time, echo, discard, chargen 2 auth= 2% inetd 2l LI MBIAE MS 2=C0.

auth MblA= UESRA MHIA 2S£ MSot

N
i
bl

=
E3

=

Pal
Iz
2
(_)J_I
>
0

o

S0 XANIEt 2= inetd(8) =< HOIXIE & 1SHCEH

23.3 NFS

FreeBSD = Ct&sl THE MLAAEH = NFS2 RH
NFS = AIAE0l CIEEclet Te AlA
FH T2 (HREE2 23 AMAHS OIS 22 MYHE AISE £ UL

NFS Ot MiZote S8 &8 2 Jlle Us 20k

e AUBtXOZ AIZE= CIOIHE Ol SOl MEHA UWERIZ 2 = DI
HE0 22 FIAAHOE2 O E2 LA S24= AISEHTH

o UESIN US 2E AN RH = CIAEIS MHE T2 2ICH NFS
z 2

NHO & CI2EeE 280 WERKIAZ MEE =

e Z==ZI| CIA3, COROM Ectoldiet ZIP Ec0IE €2 AEelX EXe UE
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HAOA WERZIZ AAEE = UL UIER/KDE Soll K JHel 0lsE 0ICIo

23.3.1 NFS= UHEHN SHol=It
NFS &= Z48 S Ol Ol IEZ PHECH B L 0laSl 2210/91E.
S20/9E S A DIAI0 HESO U GIOIEE 220H F=8Ch 0248 IS0l

0| H=otJ| flol 2 I Z2AMASE £8ot) &daior =L

Note: FreeBSD 5.X I M portmap S & 2lEl= rpcbind RE2IEIZ A E UL
JeHA FreeBSD 5.X |SM= U2 MMS2 2E portmap 2/AEAZ rpebind 2

B[RS £ 9
nfsd NFS Z2U0IHEZRH NFS MElA RFS XMilot=s G2
mountd nfsd(8)0l RLEMNAN A= NFS OIRE O=

portmapper 22 NFS AHIt AtEot= ZEEE NFS Z2H0IHEI 2K

portmap
ot=5 stlh.

MHIASHCH OlRE fItE0 &

St O &2 F2= nfsiod(8) OH=<L HIOI

M MMAOICEH /etc/rc.conf OIS 22t =AM AIAE0l AIEE [
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portmap_enable="YES"
nfs_server_enable="YES"

mountd_flags="-r"

NFS MHJt &3t ™ mountd ot IS22 &

02

& Ch.

22l0IHE9 Jetc/rc.confllle LIS SH0| 6L

nfs_client_enable="YES"

NFS 2 B2/ HMIYAIAHS /etc/exports LA Ol XA SHCE. /etc/exports 2 2+ 2421 0fl
SRE = AL (T HAIOl Of IHY AIAEIN EZ2ot=X B2 et OIZ A ol M
HE A0l WEAIAEN EZ2otekl 82 85 ANEY = UL 0 Lo A=Y =
U[= ChYst SE0| UXICE HIIM= E IHXICEH AZ ST exports(5) =L HIOI XMl A
UE SdEs &ddg = AU

O] € JHOl /etc/exports HEZ| WM ULk

HEE2 Y22 2EU UEKTD A0 et Xt O3 dlde THEAIAsES
HEH SRot=Xl EHECH ME S0 AH 22 =i (=22s st ZHel 0182
SEC)S AL ULt /etc/hosts IOl HERIIE A= 3 HE OIH AU /cdrom
CleEHCE BRe. —ro Edidde WMEAIAES )] 8822 ZREtCH 0 21
20 &3 AAE2 BRE 0] DFEAIAES M X HEEY = it

o =2 o I-
OI2E ZOEZ ASE =+ U Sl UAl Eolld AME L=EE2 = It2E & =+ SN

Sct0IHED 2R =2 o= LHEHCIE OI2E ot=5 &t

/home -—alldirs 10.0.0.2 10.0.0.3 10.0.0.4

ChE ctel2 /aE SRotJl 20 GE =M SctoI¢E 2 tHot M AIAEN §2

o
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=}
a

. —maproot=root E2cl 1= =2 AABIC root FMIt root & SHE W AIAE
& = QU BHCF —maproot=root ZEHIF QUHH SMHIE |23 A|AEI9| root

XD UOete S7E LEAAEE =83 &= 8l

(T AT
0x

o
mo o

/a —maproot=root host.example.com box.example.org

SclOIHED SR MEAAEH ZZotdd® 22401HE= HOIES JHXIL JA00F &L

/etc/exports L0 ol= S2I0IHEES

/etc/exports Ol Al 2+ 24212 MAAAE GILIE S =
A SAEE=E MIYAIAEH EZ stHA T&EE £ 1D dtLe JI8 AEe]
OIS S0 /usr Ol otLISl HILAIAEQI2ID JIAGIH 29 /etc/exports = S &0t

L Che

/usr/src  client

/usr/ports client

otLtel IWAAIAE /usr0] 22 SAE clientll & 2lelez

0K

2 &0

30
o

. O &&l

# src 2 ports £ client01 It client 02 0l 3= 6HXIEH client01 8 root &8tES H=LC.
Jusr/src /usr/ports -maproot=root  client01

/usr/src /usr/ports client02

# client H&I2 root &S XD ANWA /export 2 0= ROIE OI2E & £ UL
# ZE AIEE0| /exports/obj & &J| As2Z OIRE & £ UL

/exports —alldirs -maproot=root client01 client02

/exports/obj —ro
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/etc/exports & £=AE MHOICH mountd S M AlZoHA BHAES= e
01232 mountd Z2MAWHH HUP {SE BLHH & Ch:

ujo

Bt o
—_ O

HOF =ICt.

ol

J

# kill -HUP ‘cat /var/run/mountd.pid’

g2g 2RIt gt M R2EotH =P FreeBSD 2 2= £&=

0%
Jo
ol

# portmap
#nfsd-u-t-n4

# mountd -r

NFS Z20IHENA OIS HE=2 AMEHT

# nfsiod —-n 4

OlHl &z 3 MPEAIAHZS OI2E & = UAEE 2= =HIJF ZIACH O W XA
ANH 0182 serverld Z0IHEL 0IE2 clientt. |2 WAANAEZ AHSZ
OI2E oStHLE &322 HIAEGC oted™ Z2H0IHENA rootE CI8 FES aldistCh
# mount server:/home /mnt

0] 2dE2 MU /home LIEEHEIE Z20IHES /mnt 0l DIRE &L 2= A HO0|
HEoOH Z2I0IHES /mnt A AMBO Us 2= IEE 2 £ UL

ZFEIt REE HOICH A MIYAAEE UHS2=2 OH2ESHAY /etc/fstab IHL 0l mHY
AEES FOFStCh K01 Ol MIJF RUCH

server:/home /mnt nfsrw 0 O

fstab(5) D= HIOIXINAM OI8E = U

rr
o
rn
0o
r
nio
Het
o
4
$0
[w)
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23.3.3 &EH2 AIE

NFS = &HM=Z %0l AISELC 015 S e 28Xl 4= OfeHol HRUCH

n

]

e F [Ho AN COROME Z2Rot== ZFaHU CHE 0ICNH(S2TILE HIY)
8ot JtE o e HAo ~2ZERUE

o g UE/IANM RE |2 & CUAEHIUE HEE SL NFS AHE ZEGHH
Ot ®elg A0IC Ol & CdHels WESAZ 3] = A W20
10F O™ IIAHOIEN 200! dlHet: &4 22 & CHE2E MEE =
ULCH
® Z [Hl AN /usr/ports/distfiles CIZECIE SR &= JUCH O e
HAONAM ZES AXIoHor S0H 0] HEHoZ 2420 Hall 4AE UR2E &

/host/foobar/usr 0l U= AN E26tHH amd HH E2RE /usr2 SAE foobar O

OI2E ot== &tCth.

OlHl 23-2. amd 2 2% ClEEH2| DIRE
showmount @822 A SAEQ 0|2E = JAe UI2REE 2 = UL WHE =0
SAE 0|5 foobar 2 OIREE BJ| floll TS HEsS AIEE £ ULk
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% showmount —e foobar

Exports list on foobar:

/usr 10.10.10.0
/a 10.10.10.0
% cd /host/foobar/usr

GIMINA 2AS0l showmount = /usr€ BRE A& B0 FCh. /host/foobar/usr &
ClaEeE HEolH amds SAE 0|2 f
Cl2lEelE OIRE Stit.

amd = CIS 222 Jetc/rc.conf Ul =160 AlE AJEEZ AI&E

1
50
[m)

amd_enable="YES"

i
QO
3
o
==
o
1
s
O
N
it
A
10
Iy

FINOZ AMNEEXN EHNE amd_ flags S&
P

amd_flags= 81 20| d&E& 0

amd_flags="—a /.amd_mnt —I| syslog /host /etc/amd.map /net /etc/amd.map"

ro

== LEE2IL OI2E 2 M2 D2 84

md 2 2 IOt s JlsS F2eth

o

b
lo
o
O

/etc/amd.map It

fo
o

/etc/mad.conf IIH

o o

fo

A2 = amd(8) amd.conf(5) %< HIOIXIE &S}

ISA PC AMAES SF 00 Jt== Sol NFS o 2H&
£ JHNILD ACH OHOHSHH & FreeBSD Of

0g oll
Jtow
ol
-
m
°c
pa
52
pa
=
m
)
@
@
w
O

(FreeBSD)PC AIAE!O| Silicon Graphics Lt Sun Microsystems 0 2tE D& S

TAHOEDL HERIZ ABLJAS M 0 SHOF A LMSEHCE NFS OIRE SHE
St % I SHE 43X0IXICH ThE A28l HHHA 2

MBI 201 ENNH S22 6tXl Z=Ch 0l 2HEs 2e2t0|¢

0
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ANABOIAU FADAHOELY [ ScOIHEN ZASHCH 0 SHIt 2dotH S240IHEE
eHEoHH R U2 += A= L-O0l 8t NFS SHIt 2SI X &I 20 =8t
LHS ScHOIHES M SEHOF S0 "Z2tet" HZ M2 FreeBSD AIAEN DEs
OISt JI=E =018 ZXIE 0l Oleiot 2otXl &l ot 2test &XI0JF UACH

A =

NFS A2t S2201HEI TE UWERAIDN A= M TE 2SHIL ALH 0l F Rt

Z2st UDP HE2E eIt 228 ofoFE ] X E28 AFSotAl 28t

CtE GINMOIA fastws 2 D&s FAIAHOE SAE(AHHIOIA) 015011 freebox =
M= 0lHY HEE It FreeBSD AIAEIS] SAE(QIEHOIA) 0IS0ICH &
g

Hoz Z28& 1] /project= 20U ENA

ro

0K
Mo 40

Clattefel OICt. OI2t 22 &R hardUt soft el bg 2t

FOHEQ 582 O SclH0lE0l 2+ A0l

my

FreeBSD AIAEO|(freebox) 2ct0IHEQI freebox 2 /etc/fstab OlA= CHSF &CH:

fastws:/sharedfs /project nfs rw,-r=1024 0 0

freebox OlAl & & 012

Im
02
oy
o
>
0
ol
I
g
o
0l0
02
oy
o
s
02
ol
o

# mount -t nfs —o —-r=1024 fastws:/sharedfs /project

FreeBSD AIAEO0l MEH Q! fastws 2 /etc/fstab 2 Wl Hl= OfeH 2t &2 Ch:

freebox:/sharedfs /project nfs rw,—-w=1024 0 0

fastws HIAl && OI2ESUH s ¥Y

o

AtE

o

Ct:

# mount —t nfs —o —w=1024 freebox:/sharedfs /project

He 2= 16HIE OIHY Jt== &4012 X001 AJ100 #12 HEHol 8ol S&&C
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SHO 2dotHE 0™ 20| &dotd o oHEE = A=Kk £ZHotH, NFS = LEHHL=Z
kol "E8" AJIg SXEHH X2 20|12 ZA2=2 S&EE £ UX L. = ol
IHZ!I0l CHEE 1500 HIOIED|I HHE0l NFS "25"'2 &% HS 2E0AM ofthel £X 0l
SIXIEH Ol JHel Oy W22 UsO0A 22 = I ZEdlA 2Et8e2 EEE
R0l =t Dds FTAHOIE2 NFS RS FAdots IS zUe 20 X=0
2! 2tAES ZYotA StuA WEWHD. Mg IIEI A= SAEN 018 A0l 88E =
S2E 30l ChAl ZEEH AFEDI| &l LSS0 BYW T30l 22 |2 0™ I3l2
etstth 0f Z0 FIAHOIE2 EFS 0t T CHAI AIEGHXIEE 8K 7SR HHME CHAI
ANEZGHA &0 0 BXts A= gr=&0h

S AJIE ol T2 3J| OlctZ Mstolod 2&al 2e OlEY! HZ0l W& AEE
Ulotyd 282 5218 = UL

QHEE N4ds |AIAHOIE0l PC AAHCZ HOIHE EUHE H=S Yg = UL
O £2 JIEWAMZ NFS &= 0led s 26K =0 QU0 Yot IS
o

g2 72 M 8850 22 = W ZgollA Z =0

[[olI
o:

23.4 NIS/YP
23.4.1 NIS& R0I0t?

HER3A 2 AMUIAE UEIUWE NIS= RYA (A SunOS) AIAEES SA0A 22Io|
2ol Sun Microsystems HlAM JHEGSIACEH OIXl &g HEFEOl T F2 T2 FEHA

AAEES0| NISE XI&8tCHSolaris, HP-UX, AlX, Linux, NetBSD, OpenBSD, FreeBSD S).

_|(_

NISE &ci 222 HOIXNZ HARKE &2 2HZE Sun 0l OIS BFREULE O K&

E0=(yp) OHAE S ASH D UACH
NIS = NIS Z=hIelel HalS0l etdel &8 2 =S BR7otES ot RPC
Sc0IHE/MB AIAE0ICH et AIAE 22| Xi=

= kS
Sct0IHE ANAES 23806t & R0A €8 HI0IHE =0t &M =88 = U

OlX & Windows NT SOl AIAED HI=G6HCH WR AR 32 G2Xet JI2 s
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S otlh

Ol

23.4.2 21 A0OF & EW/Z2AIA

[ «=oloF == Kdd JtK S2E =X

un

FreeBSD £ NIS A LI NIS Z22t0|HEZ &t
TZNAL S0 JACH

0 &3

NIS OtAE M2 RLE Zet0IHE=(Se01E MHE E&56HH) NIS
NIS 0! 0l | =02l 01§ It RUCH Windows NT L0l OIS Bl=cotd
NIS el OIS NS o O H2tT GlCH.
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QUEZE 0| AEBE JIAND UK SHO0IE AHE 0l E2E HESZ 0|28t
SC0IHE= AMHZEH 0] 328 HB20F S&&HC
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Note: H&! StCHOL GtLE Ol&tel NIS =012l OtAE MBI & = RUACH Lt
HIIME A28 NIS 882 USRI H20 0l wMulMd=s X &=

® NS =d/0/E AH. NT H THel HESH2 =8 NIS =dI0I2 M= NIS
OtAEIS CIOIE It SAtES 22l8tth NIS £dl0l12 NMbs SR8 &3S
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23.4.4.1 A=

A 20| tHEe &2 HPAQl 22| Xet] JFESHCH 15 T2 FreeBSD HHalez 0IFHA
Of A2 &M S 22Dt ©X 2D UCH 2 HA2 2 X2 Jetc/passwd 2t
/etc/master.passwd & JtXID QUCH O MLES =522 NZ SIISsCE S
HAAAN FMHE FOtoted™ 15 e HAMAM adduser E Al &oiOF = CH Ol H HAWHOF
I 2o A2 0 & HE MHZ AFESHH NISE Zaotdlz ZEJUCH

(etM H3ale 882 O30 HI=otC:

HAl OIS P = Hal SH&

ellington 10.0.0.2 NIS OFAH

coltrane 10.0.0.3 NIS £d0l18

basie 10.0.0.4 WAMES FAAHOIE

bird 10.0.0.5 Z20|HE HA

clif[1-11] 10.0.0.[6-17] CIE Z2c20IHE HAS
S22 NISE &8 HEOItH HEN M dlX Mol 2= 2201 £CH NIS E
MASBII| ol 228 AFE0l L0F X &£ HEW UWERKZA AJI0 Uold= 2 & 6HA
=Lt
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1.NIS &2l g &E
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1.NIS OtAH AW &3
NIS DAE NHE dFot=

o
2= XS NEEH. Bt 25 A2

FreeBSD Jt X clstCh.

ol A&2A0|D =20 et CH=C FreeBSD = NIS 2
/etc/rc.conf Ol TS etelES F=IlotH U XI=

nisdomainname="test—-domain"

Ol 2tel2 UWESRID SF0 Wet NIS =02l 0I§E test-domain 22 & & &HCHIH
).

= el
T o

o

nis_server_enable="YES"

Ol ctel2 UWERKAIL ThAl 25 & [ FreeBSD Jt NIS MB ZZ2MAESE AIESHCH

nis_yppasswdd_enable="YES"

IXE AA0A PS8, SctOIHE HHANA FMIF O52 NIS HAREESE HEE

—

o

4

UHA St= rpc.yppasswdd U222 &4 3HEHC.

Note: Oici=2l NIS &0l Wt O X2 AESIES FItoiOF =T OtcHel NIS
SA0IHEDL EJIE ot NIS MBI tiet AE0A SH AtAlsl THECH

OlMl #IH SMOUHA /etc/netstart HHES Ao =L 0 HHE2 /etc/re.conf Ol XNEE

A2 HRE B= AE 448

2.NIS & x=J|5}

NIS 2 /var/yp ClEiH2I0l MZE CIOIHBIOIA HILOICH OIS MEE
/etc/master.passwd 2SS HM<2dtD NIS DIAEL /etc CIEEHZIS 4EIIYZ2H
MAECH root 2 TOHE 22IE HEQ IHAREE NIS THAUUHAM 25 MHZ & IFAIZIDIX]

0

\_

M= 20| 2oty orMGtE=2 NIS B2 =J|stot)] &0l G2 WES Metor sttt

Lo -

# cp /etc/master.passwd /var/yp/master.passwd

# cd /var/yp

Korea FreeBSD Users Group -21- http://www.kr.FreeBSD.org/




FreeBSD ¥ 7wt recericn

<rick@rickinc.com>

# vi master.passwd

NIS S2H0IHE=Z HMIAIDIIIE RGHA 2= HE(ME S0 root 2 UID 0(s+IH M)l Ch

HE)YN 22 A AMAE HAH(bin, tty, kemem, games S)= AHMISHCH

!

un

Note: /var/yp/master.passwd = 1E0ILI CIE Al

chmod @& 2 AtEstLh.

Ol eiXl RIS (2E 600)

True4d SY A= ypsetup Ol2td SHCE NIS OFAE 2HE MAHGl= 2022 ypinitdll S& -
S WS MM ol {12 SHAHE 0|0 x=&Hs 22 2Fotl CU3SS

ellington# ypinit —-m test—-domain

Server Type: MASTER Domain: test—domain

Creating an YP server will require that you answer a few guestions.
Questions will all be asked at the beginning of the procedure.

Do you want this procedure to quit on non-fatal errors? [y/n: n] n
Ok, please remember to go back and redo manually whatever fails.
If you don't, something might not work.

At this point, we have to construct a list of this domains YP servers.
rod.darktech.org is already known as master server.

Please continue to add any slave servers, one per line. When you are
done with the list, type a <control D>.

master server : ellington

next host to add: coltrane

next host to add: "D

The current list of NIS servers looks like this:

ellington

coltrane

Is this correct? [y/n:iy]y

[..output from map generation..]
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NIS Map update completed.

ellington has been setup as an YP master server without any errors.

ypinit = /var/yp/Makefile.dist Z 2 & /var/yp/Makefile MASHCH O] IFE2 2% FreeBSD
HASZ A2 NIS A EHS 22ttt 2bF=6H0 test—-domain 2 £dI01E ABHE

JFXID JAI| W20l /var/yp/Makefile & =&l 0F = Ch:

i
>

Q

ellington# vi /var/yp/Makefile

CtS ctelol =4 Ml D UK Z=C0H =4 Xeloior = Ch

NOPUSH = "True"

3. NIS =dIoIE A &3
NIS &dI0|E M 832 OtA
Ol E Jetc/rc.conf & =&EHCE. RSt SIIAl XMOIES ypinitE AE I s S&ES
o
= }

AtZot= ROITH -s S8 =2 NIS DtAES 01§01 20| 20 EEH ctel2 U382

coltrane# ypinit —s ellington test—domain

Server Type: SLAVE Domain: test—domain Master: ellington

Creating an YP server will require that you answer a few questions.

Questions will all be asked at the beginning of the procedure.

Do you want this procedure to quit on non—fatal errors? [y/n: n] n

Ok, please remember to go back and redo manually whatever fails.
If you don't, something might not work.

There will be no further questions. The remainder of the procedure
should take a few minutes, to copy the databases from ellington.
Transferring netgroup...

ypxfr: Exiting: Map successfully transferred

Transferring netgroup.byuser...
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ypxfr: Exiting: Map successfully transferred
Transferring netgroup.byhost...

ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byuid...

ypxfr: Exiting: Map successfully transferred
Transferring passwd.byuid...

ypxfr: Exiting: Map successfully transferred
Transferring passwd.byname...

ypxfr: Exiting: Map successfully transferred
Transferring group.bygid...

ypxfr: Exiting: Map successfully transferred
Transferring group.byname...

ypxfr: Exiting: Map successfully transferred
Transferring services.byname...

ypxfr: Exiting: Map successfully transferred
Transferring rpc.bynumber...

ypxfr: Exiting: Map successfully transferred
Transferring rpc.byname...

ypxfr: Exiting: Map successfully transferred
Transferring protocols.byname...

ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byname...
ypxfr: Exiting: Map successfully transferred
Transferring networks.byname...

ypxfr: Exiting: Map successfully transferred
Transferring networks.byaddr...

ypxfr: Exiting: Map successfully transferred
Transferring netid.byname...

ypxfr: Exiting: Map successfully transferred
Transferring hosts.byaddr...

ypxfr: Exiting: Map successfully transferred
Transferring protocols.bynumber...

ypxfr: Exiting: Map successfully transferred
Transferring ypservers...

ypxfr: Exiting: Map successfully transferred

Transferring hosts.byname...
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ypxfr: Exiting: Map successfully transferred

coltrane has been setup as an YP slave server without any errors.

Don't forget to update map ypservers on ellington.

Ol XMl /var/yp/test—-domain Ol2t= Cl2IE 2|0 ML AT NIS OFAE ABQ
ClglEelol SAIE N QUCH el =20 HBE A HOolEstth. s 2t
=018 MBSl Jetc/crontab Ol =DJt6H0 &4 AOI0IE & £ QULCH:

2
(=)
(=)

e
un
nio

20 * * * * root  /usr/libexec/ypxfr passwd.byname
21 * * * * root  /usr/libexec/ypxfr passwd.byuid
o &

ctol2 OtAH AHHe @ =dI0lE A @S S)Istett. HAKE 2= A
sl

ANAEO0 Ot Sx0ot)l 20 OtAE MBi= NIS Ol HEEUACHEH =02 At
S4S AZECH 0led AECIDF E+=H0| X ¢XE HHZ OO0IEsts X £E2 H20IC
Ol #He W JOO0IED &4t 27| +=;HE X A= AIBE0l X2 UERINN =

S R0tL.

OlMl =diolE2 MHUIAM NIS MHE CHAl A& Gt= /etc/netstart S &S =& stlt.

23.4.4.3 NIS 2ct0|HE

NIS 220l E= ypbind Ol

i

AESHH SE NIS M2 HIQIE(Z&)0lete H&ES

StCH ypbind & AIAESl JI2 0 Qe (domainname FECO2 HAFE)E Mot 2&
HERKINM RPC & BZEHNAEE AIESEIL 0l RE U= ypbind JF HIRIE ot =
STHe Ol§s XN&Eeh. REGHD A= THelsS XNJotes 838 AHIE ER2EAAE
I3!S 2415100 SEotH ypbind = MHS FAE JISSHCH 0l el MH(ME S0
StLES| OFAESH Oled CHel £el01E)0 SE6tH ypbind= H B MBS F=AE
AMESICH OddlAd 22 0I9E= 2E NIS 2F2 0| AHEZ XIHECH ypbind = S
MBIt 28 QX "ping'S EA=Ct S A2 S¢F ping 0l et 20l S0
ypbind = SEO0| SISS EAGILD UE MHE ol E2EHAE S AEEHT.

23.4.4.3.1 NIS 2ctO|HE &3
FreeBSD Bi4IS NIS Set0IHEE &Fot= 202 OtF H2AH0IC.
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/etc/rc.conflil NIS E0IQ OlE2 &8st UWERIAJN AIEE [ ypbindJt

NHEETES OS ctels FIHetth

ol

nisdomainname="test—domain"

nis_client_enable="YES"

NIS AHOIA JISs 2= HAJE ANERIZE 20t fdl /etc/master.passwd
ol 2= RME AMGHD vipw2 CH2 ctols T ol OFRISHol =JHetCH:

Note: CIS 4QIS 2 NIS MB12l IHARE Ol HEHOl U= 2= A SO

B0l = &ICH CS cetels HBGHH NIS S22U0IHEE EFot= Hed JHXl
UCH O KMt 2= OteHel netgroup MEE =20t HS AHAISH

MN& 2 O'Reilly & Managing NFS and NISE &Ck.

Note: /etc/master.passwd 0l =48 8 JHS & AHAHO| JAD 0] HAS
wheel 2E010{0F TICEH NIS Ol 2HOF JACHH O HE22 22 HA
ZCI6HA root Jt & = &St

NIS MHOIAM Jtset 2= 18 HECISE Z0t2HAE /etc/group WU CS
ctolsS =Itetth:

U

==

o EHE
2101 Ct.

mg
:

= ypcat passwd & A &6t NIS AHSO passwd HS EFDNE £ US

B8 @3 |RMI (H29 S0 01§ 210 ALY 0 RME ypserv(8)0l RPC £
ArSotH Oel=2 NIS ZE dAE &= UL UASHI H=2 EHES o] ol
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ypserv(8)& XI& &

AZE T ypserv(8)

[Lim ek

SAEQ 28 £ AT =2 HIEtoteE securenets JlsS KI&SHCE.
=3

/var/yp/securenets Bl A securenets 8EE 2=CF.

Note: 0| B2 HAE2 —p sE2=Z XNEE ZF=0 2A=E0. 0 IHYol=
HER/RZD €80 SHO=R LUSHE UWERI tAIZ 0IRHE AEL[D}
ZEE0 UL "#'2=2 AlIXGt= etelg =40l M8Z securenets Y&
CtS1 dHiz=g 220ICH

# allow connections from local host —— mandatory
127.0.0.1 255.255.255.255

# allow connections from any host

# on the 192.168.128.0 network

192.168.128.0 255.255.255.0

# allow connections from any host

# between 10.0.0.0 to 10.0.15.255

# this includes the machines in the testlab
10.0.0.0 255.255.240.0

HS 2=0H ypserv(8)e BE RS XISttt =401 20
INKIE 215 Y210 /var/yp/securenets

0
H SAEQ HZO0l= oIE&tC.

2l ypserv 2 12 Wietse Venema 2| tcpwrapper IH2|AIE X &

rol

FCH O 2HA
2el e 82 MO0l /var/yp/securenets CHA! tcpwrapper &3 MAUS AIESE £ QUL

Note: Ol & JtXI2l B2 MO OAHLIS=2 0101 NE& ZE HAESY} 22 &

MIZotXIgt "IP spoofing” S0 Aot 2= NIS 2l EcHEH2

/var/yp/securenets & Al2ol= AMbie Q2= TCP/IPE Al2ol= HEst NIS
Sc0IHEE KNJSHA =2 Z0ICH 0l &8 0™ 22 B2 EHAE GFAHU
ALS

B2EHAE FAE A

l__

HEEZE 022 BtECH 0] 2 & € JiXAl= 220|HE A3 HEMA =3
2 AXICH CHE EM= S20|HE AAE S AZ26HA 26U
/var/yp/securenets & ZJ|oHOF € d0|CH
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AMHOUA 2eHE TCP/IP 2 /var/ypsecurenets E AIEol=

=
Fotd Alet HWIEAIUA NIS JIssS &4ot= &0l &,

EtZ0t=0l 2 &3 XgE &= UL 5ol A2
MBIOIA & 2totCh oLk Ol&atel 2
ScH0IHE AIAEO0l NIS £ell0lE MBlZ FHelE EUW
ZH=Z Htel= Stit.

4.6 2 100IH S FMH HME2IAIZII

| basie cte W& ME2 AIJAHOIE UCD IHESHCE.

NIS GIOIEHIOIAN AHEOI JACct=e Hal 21

B2 S2I0IHE A9 /etc/master.passwd I 20 210!

o

(_)'ﬂ

1>

Q

S ol

Ol &= NIS

t= &&ol JACH 0

22 = ol8otXl 2= |FM2
018 -wusername & ZFIL8tLE. vipw = /etc/master.passwd B1&Z2 MIAoF=1 =H0|
ZUH =22 IHARE UIOIEBIOIAE TAl EEBIE 2 vipw & AIE6tE 2401 E0
OIE E0| basie 0l 210°Clot= &M bill 0l 2QI6HK RotH dted®™ O ExsE E0
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basie# vipw
[add —bill to the end, exit]
vipw: rebuilding the database...

vipw: done

basie# cat /etc/master.passwd

root:[password]:0:0::0:0:The super-user:/root:/bin/csh
toor:[password]:0:0::0:0:The other super—user:/root:/bin/sh
daemon:*:1:1::0:0:0Owner of many system processes:/root:/sbin/nologin
operator:*:2:5::0:0:System &:/:/sbin/nologin

bin:*:3:7::0:0:Binaries Commands and Source,,,:/:/sbin/nologin
tty:*:4:65533::0:0: Tty Sandbox:/:/sbin/nologin
kmem:*:5:65533::0:0:KMem Sandbox:/:/sbin/nologin
games:*:7:13::0:0:Games pseudo-user:/usr/games:/sbin/nologin
news:*:8:8::0:0:News Subsystem:/:/sbin/nologin

man:*:9:9::0:0:Mister Man Pages:/usr/share/man:/sbin/nologin
bind:*:53:53::0:0:Bind Sandbox:/:/sbin/nologin

uucp:*:66:66::0:0:UUCP pseudo-
user:/var/spool/uucppublic:/usr/libexec/uucp/uucico
xten:*:67:67::0:0:X-10 daemon:/usr/local/xten:/sbin/nologin
pop:*:68:6::0:0:Post Office Owner:/nonexistent:/sbin/nologin
nobody:*:65534:65534::0:0:Unprivileged user:/nonexistent:/sbin/nologin

23.4.7 Y & (Net Group) AL E

e H2 =2 SFAHU HA SE& 20| 2008 0l AMEMA 20 = 2He=Z
ZEo| A=E A0ICH HOUS HEKINAM I8 Hao 2005t S8 |SME
HPOESE 8ol XS LoBH2IAU 2 HAS 2 =EoHoF SCHHE NIS 2 =T
e = 2HelE Zohd &= AOICH
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S GtLt 0149 W B0 FJHete EICH ol2ist WHe
ATNH SBHOICH G 014 SHMF HAIOl HBEUX &=Ch ' 02422 NIS HFO0|
HAGHH HECACIH KA F22 6186t HEG| 2Aoh otLiel 5 SO0

HAEGHAI B XIE WOl 8= = ypinit 2l NIS=E BS X2etlh gl @S ddotdH

el S5 FOtetth 222 oMols =g 4042 S 1801 2ot T HE, T
E

IT_EMP (,alpha,test—domain) (,beta,test—domain)

IT_APP (,charlie,test—-domain) (,delta,test—-domain)

USERS  (,echo,test-domain) (,foxtrott,test-domain) W
(,golf,test—-domain)

INTERNS (,able,test—domain) (,baker,test-domain)

IT_EMP, IT_APP &2 ! 1182 OIS0t & S5 =MA ot 0l |4 HES
3

0 &850l 758 SAEQ 0|8. SAE 0182 XNEHGHAI AgACHH 0] HELI=
2= SAEN ®R=otlt. SAE 0|82 NEJUYE HsH SE el 2AHe
g2=2 MAlz S0Jt= 2d0It

or ¥ Js0 X AE 0IS8.

|22 NIS SHelez =aist AtE0letH

0
CHE NIS ZOI0A 22 W 1822 HES Z0Himport)S =+ UL

y

U
10
o
N
I

-

rr

QUEIE(x)E ELES = QL KHMIEH AFE2 netgroup(5)ES 2L},
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Note: NIS E0IQI0 THE S MME 201 AtEs6t) JAOE S & 0150l 8 H
Oletel =2XHE tXI & =CF. £ =&tk 9 18 0150l
H2AE AMESHE |MH2 A deld 9 J8 018

tS

Ol

10

HE NIS Z2ct0IdE(FreeBSD It OtH)E =2 AdERIS W O85S MOHE =
gltt. BIE =0 & 1&0| 1504 ol&tel AELZE AL UALH
H®E SunOS It 2ME =E8&tth. 156 | M Olotel A2 WU 08 o

dHdol0 Oled Mets Wg = AL AN 9 80l A2 2 8= ZEgetlh

BIGGRP1 (,joet,domain) (,joe2,domain) (,joe3,domain) [...]
BIGGRP2 (,joe16,domain) (,joe17,domain) [...]

BIGGRP3 (,joe31,domain) (,joe32,domain)

BIGGROUP BIGGRP1 BIGGRP2 BIGGRP3

S & otutoll 225 0l&42 |SMIF 2RotH 0 HE S BH=EHCH

1]
fon
ol

MZ2 NIS @S Z43totl) i

H
Qﬂ
rr
Y
ro
.l_>
o

ellington# cd /var/yp
ellington# make

re
Q

Ha2 3IJ02 NIS ™ netgroup, netgroup.byhost 2 netgroup.byuser & 244
S Ws olgg £ YseX ypcat(1)2 HMIASHCE:

ellington% ypcat —k netgroup
ellington% ypcat —k netgroup.byhost
ellington% ypcat —k netgroup.byuser

HOHM ¥Ee 2lte v ar/yp/netgroup O WE Hi=dlloF SCt. & HM g2
SAEN 38 YW OES XNEoHA LUCIH =8 2ANE MYHolK L=CH A BHW 28
G4 182 KN SlAEE M= AISE 4= U

2cl0|HE dH2 Ad| 2EHoICH war AHE ZX™oted™H vipw(8)8H sl US

Korea FreeBSD Users Group -32- http://www.kr.FreeBSD.org/




FrecBSI) § /oo FreeBSD

<rick@rickinc.com>

OlMl WU & /T_EMPOIA =MIt gt OO war2l THAR S Ol OIE Bl 01 A0
oM Ol |RAMEE 2018 == UL

335l 0l Mst2 &2 ~ Jls 02l 2M 0180 XM ID AOIE Blgtste 2 FEO
MZECH CHAl 2ol cd ~user2 S&oHA 21 Is-12 | 018 el =X idE 20
=04 find . —user joe —print = "No such user"et 28 Z2ME ot AIHSCH. 0IARE
oiZotei™ AHo 2010 sletel R4 ANELIE HASH LE KA HELIE A4 SHOE

= CH

0l 2Hl= /etc/master.passwd 0l CtE c2tel2 FIlolM HZE 5= UCH 0] cteldlle TS

WE0l ZS &0 AN OF =L

+::ii/sbin/nologin

0l 20l "2 HECIE HAHLXCH HEL|NHA /sbin/nologin &2 HAMIGHK 2Z=CH".
/etc/master.passwd 2 S JI2A22 oA INARE ERIS BE ZEE WHE =
QULCE.
FO|: il /sbin/nologin & +@IT_EMP. i ol SCh X ¢¥od
NISOHIA 02 2E | AHAES 190 &2 /sbin/nologin 0 €I L.
OlNE BHZet = M2 A0 IT 20 SHOH NIS ¥ otutet HEotH =0 &0
g 528 MHOWA /etc/master.passwd & ef&l +oooo £ 33 &0] BHE6HH
=gt Z2UE 22 = AL
+@IT_EMP::e
+@IT_APP:::e:
+:::it/sbin/nologin

Aot Ool K JAHOIEL ctelg O 25 A0ICH
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FreeBSD

:/sbin/nologin

FrecBSD Y 7/

+@IT_EMP::ieee

+@USERS: e

R P

ioll

010

i

st At
Mze 9 18

FPRAIDAHOEDL 2 SR

=2
=

IT_INTERN

= UL

St
=

O
[ul

I A0 22

iy

O

OH

to O Y S0 M22 IT QeSS

Ct.

o
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dl

telOlA Olldls & X
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=
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2FH MZ2E2 U I5s dddte
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=28 AH
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e
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oAl 23S &

2A2t2 0

D

=

Ul

o

OH

D

ITINTERN

ITINTERN USERS

IT_APP
IT_APP

IT_EMP

IT_EMP

IT_EMP
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USERBOX

oll

21

ol

3+

oll
a1
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ol

i

OICt.
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[
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=
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b O

=
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JU
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i

o] e

ol ALl 2 HAIS /etc/master.passwd
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= UCH
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| 02 0IEXHY DY
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CtAl Zolf Ol ctel
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E HAIOA O EHARE ZWHD CIAl 29| /etc/master.passwd & =& & ZR=
Ch. O KHAISH 8122 NIS &2 8ol M HOHE 5= JUCH oI & JHe OIoICIHE
Jist O AlLt2I0 S= 5 E & OlXMIE QUCH.

(=]
4
H
BA

-

Y

# Define groups of users first

IT_EMP  (,alpha,test-domain)  (,beta,test-domain)
IT_APP  (,charlie,test-domain) (,delta,test-domain)
DEPT1 (,echo,test-domain) (,foxtrott,test-domain)
DEPT2 (,golf,test—-domain) (,hotel,test-domain)
DEPT3 (,india,test-domain)  (,juliet,test-domain)
ITINTERN  (,kilo,test—domain) (,lima,test-domain)
D_INTERNS (,able,test-domain) (,baker,test-domain)
#

# Now, define some groups based on roles

USERS DEPT1  DEPT2 DEPT3

BIGSRV IT_EMP IT_APP

SMALLSRV IT_EMP IT_APP ITINTERN

USERBOX IT_EMP ITINTERN USERS

#

# And a groups for a special tasks

# Allow echo and golf to access our anti-virus—machine
SECURITY IT_EMP (,echo,test-domain) (,golf,test—-domain)
#

# machine—based netgroups

# Our main servers

WAR BIGSRV

FAMINE BIGSRV

# User india needs access to this server

POLLUTION BIGSRV (,india,test-domain)

#

# This one is really important and needs more access restrictions
DEATH IT_EMP

#

# The anti-virus—machine mentioned above
ONE SECURITY

#
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# Restrict a machine to a single user
TWO (,hotel,test—domain)

# [...more groups to follow]

HCHE OIOIEHIOIAL 2IZEE E2
CZ ME2 RH=s S22 HAO

x
0
o
]
[l
Qﬂ
N
é
[=)
KAl
@
o
@
=
o
>
]
>
HE i)
roh

Za: gal Al J[gt U S AMEotctl) FOE = UCH 200 £= =9 e
HalsS stldsS A2A0 HiXIstCHH HEst MEtolA NIS & 3018 sXIot)| <ok
Hal g s 8 U 9g8 U 1S5S ASEdioF =0

23.4.8 J|AoliOF 2 SR Atg
NIS BH20IM 112 SH0F 2 20l OFX EXEHTH
CHAI

A=08 M22 |RMH= NIS OFAHE H2loty od
of 2840l "jsmith'cte M22 |SME

L
Pl
I
i
J
1]
=
(=}

>
m
=
w
Z:
g
=2

>|
=
on
-]
=
w
[2
o

# pw useradd jsmith
# cd /var/yp
# make test—domain

pw useradd jsmith &l adduser jsmith & aAlsigr = UL

o 22IE HES NIS BOIA AMMIESHCH 22IX HEW B2 2RIt &l =Mt
U= HAO 2l HEDY HAKAEI Mitt= 28 X %S A0ICH

® NIS OtAESR £dl0I1EB2 2Bots |RXot] G2 AlZHE = ASHSHCH oA LE 2HEHS]
Ol Hale 3= 2 = U=z AE0l U

A0 2QIoHK RotH & = ULH

01201 S 2tel AIAE 2elXtel 2HCO. NIS AHE Esothl =08 =2 R
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OF=E & 2 20lICt.

23.49NISvl =&

FreeBSD 2| ypserv= NISvl Z220/HEE 2FH2=2 XA SHCE FreeBSD 2| NIS= 24
NISv2 ZZ2ZEZ20 AIE0HKI2 v I E22 LS (HE Qe AMA8ES KRS
ypbind Q2 0l= AMAEN AdNE 22 et NISvl A2 28 = JUEE
StCHO2lD OIS0l v2 AHOIAN SE2 22 S0 B2EHAE S XSS 240/0h). BS
220IHES A0 NEH2E O HES ypserveE vl ¥ HE QES X26HKA
2elh Oetd @& vl Z2EZ0F XJ6tsE 22E NIS A U= &2 0l OFAELE
Z2d01E2 AI8E £ gLt CHds] 0l8 MHE RF AMEGHA 22 210IC.
23.4.10 NIS FOIHED &EJ|= o= NIS AH

Mt 0{&10] NIS Z20IHEL Tl= ZEl AH SHIMA ypserv E Aldier [ =2|8tCH.
0l MHBDI HIPIE @F EREHAEE G6IEE2 XA £ ZH=Z NHASHH bl e
OIEE Gl A& £E2 M20110 JIsE AOICH MBIl A=2AHIF AN M SHLEDE
2510 OZ2 ABHS0l 0 M2 250 ACHH Olatst A SLEIF gag = QUL
22 D5 ZC2H0IHED} EIY0IR T T2 AU e "ielE &ted &b Xl AtEs| XA
el AHEO0l ChAl 2HAE BERIE BHD] 20 AblA=E HS AIZE = 2 AH0ICH
=S 22 ypbind E AHIMNNH SAEE EF AHMHO ZHZ HIIE & £ QUCH NIS
AHE M S22 MOICH & 26K £92HH Jetc/rc.conf Ul TS 2telsS st £
AULE:

nis_client_enable="YES"  # run client stuff as well

nis_client_flags="-S NIS domain,server"

O 22 HE&= ypbind(8)2 =L,

23.4.11 INARE zod

AZES0l NISE Aldsiei] & M JIE BEHAEQ SEHe MARE ZoW SSH0ICH
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Hd=2 NIS MBiJF DES 253t MARAESE MEESUE DES E At
X&ettt. E =0 UERAZO0 Solaris NIS 2ct0ISHEJH T
HARAEE AtEoi0F = L

M2 220IHEIN ™ ZOE2 AISot=X MA6tHA M /etc/login.conf & 2CF.
SAEJI DES 253 INARKEE AIE20IESE olHAH default 2dlA= OIS €2
ANECIE Zetg AHO0ICH

default:w

‘passwd_format=des:W
:copyright=/etc/COPYRIGHT :W

[Further entries elided]

passwd_format 2XE0 Z&EE £ U= T2 242 o/ mas It JACH=22E Blowfish 2F
MD5 &S5t IARS).

o

/etc/login.conf & B1ZoIH™ root 2 OIS YHS A A 2102 Jls HIOIEHHIOAE
E

CtAI &=0oloF & Ch:

# cap_mkdb /etc/login.conf

In
Hl
2

Note: /etc/master.passwd 2 T AR o2 270! Jls CIOIEHIoIA I CHA

2 E = RMAI AHASS HAREE HES MK SOIO0IE =X Z=C.

HQ

o =
~ _=
§ >
& In
N
<
=¥ 2
= LU_
x
g =
b
My 2
> o
2y
U 52
g 10
> HU
4 po
I o
fol
o 32
rr
30 >y
T
o on
e w
)
oo
ol
1=
> &
5 &
n 5
(@]
-
o »2 10
[n Mo

2
u
un
=
Q
m
C/) .
02
ol
tol
‘:::I
>

Eiotd® CIAES H MOl Aot ZUS

ANEE I SECIE S &L

AN
[m]

crypt_default = des blf md5

NIS AMH2E Sct0IHE DIt 2t FreeBSD GIA 12 HHE MRICEHE HAZE2
UHERAINMAN HY HARAE ZUS AMEot=Al M2 LXIoH0F =L NIS 22012 E0A
RIS SHOt et HARE 2o 2HFH =42 AU OE WERZN NIS
NHE FHH M ALZ0A LerEQl ZF0|J| IH20 DES € 2 AMAE0l AtSoHoF 2
2 OICt.
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23.5 DHCP
23.5.1 DHCP & S31Q1Jt?

s&8 SAE IHd TZEZQ DHCP = AIAE0 WERKIAN HEWMM UWERKIAA SAM
£ 8ol £ UC= 2I0ICH FreeBSD = ISC(Internet Software Consortium)

Ol ODOIN 8ol XE=2 ISC BHE=2S AtEstth

_|

)
T
@)
0
o
W
02
Q'E
<
=
i

23.5.2 0| &&= 20l Uoll 23 ot=Ik

S0IHES T2 ) dhclient= FreeBSDUH S&ZIU LD AHEEES net/isc—dhcp3-
server LEUWA AFZE £ QL dhclient(8), dhcp—options(5), dhclient.conf(5) =<
HIOIXI2F OFeHel =JIEQ dIIHe AN S E2E MH38tCh.

23.5.3 ({EH s&Hot=It

DHCP Zct0IHE dhclient Jt 220IHE HANA AT 48 FE2E LFHI| ?loH

SEZEHNAEE AMHED. JI2H2Z 0l=2 UDP ZE 68 S AIEot0 REEHCE.

™ M= UDP 67 2 Z2el0IHE P =4, W OtA3, etH 2l DNS A &2
A 1)

DHCP Zci0IHE= ABHZFH 0l I 28 &= = UL 28st 2IAE= dhep-

option(5)0l A S = UAS 2A0ICH

23.5.4 FreeBSD =gt

FreeBSD = ISC DHCP Zct0IAHEQI dhclient 2 2 GHH S HULEH DHCP Zet0|HE
NEAE2 oIASEAHS JI2 AABEUAM M3t DHCP AHIE AHE &= UWERINAM KtAIS
HERD £F0 et XA0l 2L QA = dhelient = FreeBSD 3.2 2H 2=

FreeBSD Ol Z& %O RUCH

o

| m
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DHCP = sysinstall 0l A X & &I Ct. sysinstall 2 UWERI3A CIHHOAE HAFE
& 20| “Do you want to try DHCP configuration of this interface?”0l 1, 2& &9l

CHEHYES)2 dhclient & A8i5tH A Z26tH Aoz HERAD 843 AEE MHRC.
AAEI0l AIEE [ DHCP & AlE26ld™ O S 5 JHAE &A&olor &L
® Dpf AXIJI HE0 WY T AO0I0F &0 HIYLS HY AFHILAN device
bpf (FreeBSd 4. X0 A= pseudo-device bpHE FIlotd HES CTAl €= StHL.

HE 20 et O 22 2= 88 =0

bpf &Xli= FreeBSD GENERIC HEN ZEEH JALB=2Z AAZX HES It

UK ZOUH DHCP Hs= Flo Fotg 2e 8l

-

e (IS clolsS ZEGI=F /etc/rc.confE £=HEHC:

ifconfig_fxp0="DHCP"

Note: 11 HUIAM HHSIAZ0l sHLZ HFoIIE ot AHHOIAZ

dhclient £ GHE <IXI0AM AFSotoL FIHEQI Sei11E dhclient O BE8HCHEH

(4

dhcp_program="/sbin/dhclient"

dhcp_flags=

DHCP AW dhcpde= ZE ZEEO| net/isc-dhcp3-server LEWH Z&E O RUCH O]
ZEN = ISCDHCP MH e 28 ZA It RUCH.
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23.5.5 It

® /etc/dhclient.conf

dhclient = A& 10t /etc/dhclient.conf I} 2 R0ICH 2 0] W= £Hot
UOH LetEol AAN J/2201 HEGICH 0 48 Y2 dhclient.conf(b)
=< HOIXIH 20 UL

® /sbin/dhclient
dhclient= DEXOZ /sbin o0l @ 3AE 0 QUL dhclient(8) =L MOl X Ol A
dhclient 0ff THet O =2 22 HSsthh.
® /sbin/dhclient-script
dhclient—script = FreeBSD 0l &= DHCP Z:2Ii0|HE &&d AQEECL).
dhclient—script(8)0l 2&0| JUXICH EYs| RMII =FE 2= QICh
® /var/db/dhclient.leases
DHCP Z2CI0|HE= 0| I ERs HOIEHHI0IAE 2OF J|=26tHC.
dhclient.leases(5)0l &G XtMISH 430| QUCH
2356 =2 &8
DHCP ZZ2Z&E =2 RFC2131 0ll(http://www.freesoft.org/CIE/RFC/2131/) 2t=H B
AN QJACH 23 HE2E= dhep.org 0l (http://www.dhcp.org/) HIAIEI O QUL

&3

23.5.7 DHCP AW &Xl &
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23.5.7.1 0| BE0NA FA=S EHol=ot

0] &2 |SC(Internet Software Consortium) DHCP AREE A0t FreeBSD AIAEHS
HEYH DHCP MHZ SXHotE=E EAXol=A AHstHL.

AN 222 FreeBSD2l JIE2 AMABNAM HMS0HA &I HE0l O ABIASE MSotel™
net/isc—dhcp3-server LEE &XIoH0F SICH ZLE A AIE0 O 0 2 2=
432 20

23.5.7.2 DHCP AH £X

FreeBSD AIAEIS DHCP M2 AA5HAN bpf(4) BXE HLE0 2IY ook =T
HE0 2L otHAH device bpf (FreeBSD 4.X HlA= pseudo—device bpHE HE &H

Wl =ototll HES CAl 2= st HE =0l Uet O B2 2= 8&= =0

=

bpf EXl= FreeBSD GENERIC HE0 ZSEH JULEZ DHCP S&HS ol AIE X

HEs ddg 2e 8l

0
0l0
2

b oo & 22 net/isc—dhcp3—server ZEZ AX|= ME dhcpd.confS £=HalOt
ECH JI2&cez 0| I /usr/local/etc/dhcpd.conf.sample I 0|10 HASHI| &HdAl Ol
2= /usr/local/etc/dhcpd.conf& = AFSHCE.

dhcpd.conf= ANESY SAEQN 28 4= EZEot) U2H, GME 016t OF=F
Al 2 EHHULH
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option domain—-name "example.com"; @
option domain—name—servers 192.168.4.100; @
option subnet-mask 255.255.255.0; ©

default-lease—time 3600; @
max—lease-time 86400; ©
ddns—update-style none; @

subnet 192.168.4.0 netmask 255.255.255.0 {
range 192.168.4.129 192.168.4.254; @
option routers 192.168.4.1; ©

host mailhost {
hardware ethernet 02:03:04:05:06:07; ©

fixed—address mailhost.example.com; @

n Jz

1] o sde2 JI= &
S|0I0 et O

o

Cheez S2H0HEN HMBEHeE =0eS XNFsetth. 0
S

M= resolv.conf(B)2 =L.

-

2] 0l SE2 SU0IHEIL AIEdi0F ©l= DNS MW 2lAES AOH,)Z2 UsH
X Ct.

0
rol

4] SA0IHEE Rae GUWIIA22 SF Ji2ds FE 0|t JEX @E2H
MHE 0 2t gtsS(x &%) U JItez g6ttt

e 0|22 AMHIDF HiZctes =0 LII2H0ICH A max—lease—-time =JF |K&756}
Aot 2L0IHED 28 D22 QAEGHOF &2 2 SHOF S0

6] 0l 8= SUIt dASEEAHL CHAl 2 THE [ DHCP AlBIJt DNS € ZUI0IE
Xl XIFESHCH ISC UM O S80I ZL26/LH
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7] Old2 ZetoldEn &4atll Ao EH & Z(pool)llM HH IPFAE ALS
SXE 20lettt. 8 B2 AMALD= IP =410 UE B Ells =4l

3] SA0IHEN S Jl= HOIEAOIE HASHC.

9] SAES GIE/N MAC F=A(OHAM DHCP MHE REO0l SRS [
SAEE XN = ALh).

© S SAE0N & 22 IP FAE Hot=S XNHEH. M3e 222
2lz=otJ] &0l DHCP MbBl= SAE 0|2 240ot)l 20 0I=R0 SAE
OIS AtEE = JUCH

dhcpd.conf &#4&0] Z2UH O3 Y822 MHE AIEE = UL

# /usr/local/etc/rc.d/isc—dhcpd.sh start

LISl A 2882 HE8e [ HWREE22 dS2dg 882 Al 25Edt= 59 dhepd =
[e]

SIGHUP 'S E EUE SHEOtA Y=l SIGTEAM 4SS BN EZ2AAE EXAIZILD

?lo BES AFSot0 M AI&GHOF =L

23.5.7.4 It<&

® /usr/local/sbin/dhcpd

dhcpd = /usr/local/sbin LHOl A& o=z 3D UCH ZEZ
OH=< HIOIXIHA dhecpd Ol CHSH O &

4 Xl =l dhcpd(8)

x

no o
0
H
1
=
d
o
Q

® /usr/local/etc/dhcpd.conf

dhcpd = Z2I0IHENH MHIAZE HMZ58EI] &0l /usr/local/etc/dhcpd.conf
ool &30 2ROt O IIE2 A 220 Uist 322 8l MHIAE &=
S20IHENHH M 2PE HEE ZEoli0r S0 0 88 Mg ZEZ

o

A X|= dhcpd.conf(5) =Y

o
=
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® /var/db/dhcpd.leases

OII

DHCP M= 22X 8 &4dE 0] It2o Zest oI OoIAE JHX LD UL
LEZ HXIE dhclient.leases(5) = HIOIXIO SEH KtAIst &0l QUCH

r

® /usr/local/sbin/dhcrelay

dhcrelay= GtLESl DHCP AMBIJt Zcl0IHES RF S UE UWESRAS DHCP
MHOA ZRESH=E D5 &30 AFZ2E 0 0l J1s0l 2R0tUE net/isc—
dhcp3-server ZEE &XI&HCH ZEZ HMEBE = dherelay(8) 0= HOIXIG O
XEMIEE B EI QULH.

23.6 DNS
23.6.1 R

FreeBSD = Ot 2LBHAQI DNS Z2 &2 A& 6t= BIND(Berkeley Internet Name
Domain) HEE JI2X oz AIEEIC. DNS = 0182 IP 42 EAIle Z2ES0I0
HE =0 www.FreeBSD.org 2 #HclE 2EUHH FreeBSD 2 & MHS IPFAE SE2ZR
2H X8t ftp.FreeBSD.org 2 #el otH 0l %= FTP HAQ IP A8 SHE0H 012
BHOHSl BRI LME 2 QLCHL IP FAZ FH2lE BUYH SAE 01822 NS

ANAEOIA DNS lookup € ot UIBANHE 828 2= 8l

0] EM= FreeBSDUHIA A& = ot HAEQ!I BIND 8.x8 &HHSEHCE. FreeBSDOUIAI BIND
9.x= net/bind9 ZTEZ HX|I& 4 UL}

RFC 1034 2t RFC 1035 0l DNS Z2 & =0 FAIZI 0 ULH.

& BIND = QY AZTEIN HMAYUHA(www.isc.org) 2clstll.

Korea FreeBSD Users Group -45 - http://www.kr.FreeBSD.org/




- The Power Io Serve FreeBSD
FrEEBsn wenkr FreeBSTong <rick@rickinc.com>

23.6.2 S0

Ol EME OloliotcdA® DNS o 2tetE & JHKl E0E OloHaoiOF =l Ch.

20 9|
=8tsk DNS SAE 0IES IP 42 Y
Origin EX = 22 HHol= =HIelS 20I8tCt.
named, BIND, _
FreeBSD IA BIND WRAH THIIXKE 2= LBHEQl 0|85
Ul A B
2l EH Halol & F2E WS MHON #H2l ot AIA" ZZ2HA
o48tst DNS =85k DNS 2 Bt IP =42 SAE 0|82z Y
OIEHYl &= H=o AZEAE. WY AMAHOUA root CI2ERZ OlHZ 2=
root =
20| Q= 240 HI=6IH 2 =2 root & OteHoll UL
= JHOHS E=0Ql, AE e L= 22 AstS JHE DNS 2E 949
= OlAl:
® 2 root =0|Ct.
® 0org.2 root & 0OfcHe =0|LCH.
® cxample.orge org. =2| 0Otel =0|C.
® foo.example.org.2 example.org. = 0teiel AE ZOICI0ICE.
® 1.23.in—addr.arpas 3.2.1.x |P 32t Oteldll U= B IP =AE 2l0l6t=

ZO0IC.

= Z0Hl LIEtHCH HE =0
example.org.2 org.2CH O ¥ES61D org.2 root EEB0 O EEGILH 2 SAE 0|22

FIUA 2JAX0I O &et SAE 0|8 =01 2
g =
dlolot2=2 MW AMAED O HI=otlt: /dev CIZE eli= root OfeHOl UL

23.6.3. UISAHE E8ote 0l=

UISAH=E E8 & RCH dEtS JHY UIZ MBI Y U AH.

OB
Ju
g
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]
ro
]
N
!
=

°
x
[
rr
i
[
my
o
oy
10
2
I
FO
Q'j
w]

o Fc2I0l CHoll &l &= U= DNS E2E & AHAH O HMBotdA & 0.

® cxample.org?t €2 020l SEE0 AL 0 Ol Oteiel SAE OIS0 IP

FAS BYHO 2 O,

e =cl0/Ect] ot= HY ULNBE = USAHBI TOG2EAL 822 = 8l I
FHelol SEoior =Ct.
N UHSAHE OGS 22 [ EK0otCH:

® =ZZ DNS AMBi= HAl ot0 2AF2 UIZAHO #el ote J20 O W
o LUERAD HH EcHES ZAdi0oF 2 HONS EcHE2 MH IHYW EHHo
t

www.FreeBSD.org & #Hcl € lf 2IEBH= 28 ?f &2 ISP WIS AHHU AclohA SES
dEetlh. A4 DNS AMB2 22 UISAH= DNS AHE JHalohA A0 S22t 3
te =0 E20F 2200 AN AD HEol FIHEel FHele 22 UERAINA

off 2 = Ct.

o]

Ol

23.6.4 ({EN =& ot=Jt

FreeBSD HIA BIND =22 S€s 0|52 named 2t StCh.

o &9
named BIND dl=
ndc g e Mo =223
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/etc/namedb BIND & AHEDJI /Xt Clagel
/etc/namedb/named.conf e 438

E 22 28 /etc/namedb CIZECIN AL W ANBIIH MEct= DNS & EE2E

=

23.6.5 BIND Al&

BIND £ JI2&2Z X)) 20 2= €82 HlWA 2HHGHC

Hg O=s fEE M AIESAS Jetc/rc.conf & TS 201 =& &t

named_enable="YES"

o=

o

=22 AlZGHHH(

nx

pS|
=

o
ro
Aol
O
oo

# ndc start

23.6.6 €4 It

23.6.6.1 make—localhost AIZ

=Z AYst DNS

1

# cd /etc/namedb
# sh make—localhost

23.6.6.2 /etc/namedb/named.conf

Ire 2 /etc/namedb/localhost.rev Ol E&6HH MH

02
oy
o
>
01D
rol
O

o

Ct.
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/] $FreeBSD$

//

/1 Refer to the named(8) manual page for details. If you are ever going
// to setup a primary server, make sure you've understood the hairy

// details of how DNS is working. Even with simple mistakes, you can
// break connectivity for affected parties, or cause huge amount of

// useless Internet traffic.

options {
directory "/etc/namedb";

// In addition to the "forwarders" clause, you can force your name
// server to never initiate queries of its own, but always ask its

// forwarders only, by enabling the following line:

/1

/1 forward only;

// If you've got a DNS server around at your upstream provider, enter
// its IP address here, and enable the line below. This will make you

// benefit from its cache, thus reduce overall DNS traffic in the

Internet.
/%

forwarders {

127.0.0.1;

b
*/
=HZUHAM dZ0tE0l & 23 HAS BES 8ot=E WIIM forwardersE #435He
2 QUCH urol ASNA ULANHE 210 JAes SES 22 UMK ST LA
BIENOo2 F2IE ZBHC 0/H0 2435 & 23 UHLEAMBHM(E= Ma3E ULAH)
Moz FHel iAd AHAIS EES 25 == UL E &3 USHHO Rt Z2ROH
e WAMHE 435totH £2 24010

F9:127.0.0.1 2 OIIA SHGHA &=l 0 IPE =2 & €3 UWEABE
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[
= |f there is a firewall between you and name servers you want
* to talk to, you might need to uncomment the query—source
» directive below. Previous versions of BIND always asked
* questions using port 53, but BIND 8.1 uses an unprivileged
* port by default.
*/

// query—source address * port 53;

/*
* If running in a sandbox, you may have to specify a different
* |location for the dumpfile.
*/

// dump~—file "s/named_dump.db";

// Note: the following will be supported in a future release.

/%
host { any; } {
topology {
127.0.0.0/8;
b
b
*/

// Setting up secondaries is way easier and the rough picture for this
/1 is explained below.

/1

// 1f you enable a local name server, don't forget to enter 127.0.0.1
// into your /etc/resolv.conf so this server will be queried first.

// Also, make sure to enable it in /etc/rc.conf.

zone "." {
type hint;
file "named.root";
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zone "0.0.127.IN-ADDR.ARPA" {
type master;

file "localhost.rev";

zone
"0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.IP6.INT" {
type master;

file "localhost.rev";

// NB: Do not use the IP addresses below, they are faked, and only

// serve demonstration/documentation purposes!

/1

// Example secondary config entries. It can be convenient to become
// a secondary at least for the zone where your own domain is in. Ask
// your network administrator for the IP address of the responsible

// primary.

/1

// Never forget to include the reverse lookup (IN~ADDR.ARPA) zone!

/1 (This is the first bytes of the respective IP address, in reverse

// order, with ".IN~ADDR.ARPA" appended.)

/1

// Before starting to setup a primary zone, better make sure you fully

// understand how DNS and BIND works, however. There are sometimes
// unobvious pitfalls. Setting up a secondary is comparably simpler.

/1

// NB: Don't blindly enable the examples below. :=) Use actual names
// and addresses instead.

/1

// NOTE!!! FreeBSD runs BIND in a sandbox (see named_flags in rc.conf).
// The directory containing the secondary zones must be write accessible
// to BIND. The following sequence is suggested:

//

/1 mkdir /etc/namedb/s
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// chown bind:bind /etc/namedb/s
// chmod 750 /etc/namedb/s

ME BIANAMN BIND E 2Zote= 2HEU st O 22 8= ME 8FANM W2 AMH
2206112 2CHhttp://www.freebsd.org/doc/en_US.ISO8859-
1/books/handbook/network—dns.htmI#NETWORK-NAMED-SANDBOX)

/*
zone "example.com" {
type slave;
file "s/example.com.bak";
masters {
192.168.1.1;

zone "0.168.192.in—addr.arpa" {

type slave;
file "s/0.168.192.in-addr.arpa.bak";
masters {
192.168.1.1;
b
b
*/

named.conf OlAl O €32 =2&) F&e £ =d0l2 HEL GIXC

A

Mz It 2 &2 M28 &

=
m
o
1]
>
[
3
D
S
O
(@]
=,
=
14
J
P
(=]

StCt.

-
-

OlIE =0 example.org & JI& 2tHst & HEZ = O3 HIxE = U

[

zone "example.org" {
type master;

file "example.org";
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tyoe 20 A 20HF=X0l 0 &2 OtAHD. &

/etc/namedb/example.org Ol QUCH.

2= file 20N 20HF=X0I

zone "example.org" {
type slave;

file "example.org";

Y
Zdl0|BY AR = HBE= UAH AHY EH =22 88dlA X
OFAE MBHIF SAHU B8 4 gl &d01E UgAHeE &

ULH.

23.6.6.3 & Itg

example.org(/etc/namedb/example.org 0l A=) OFAE = M= OISO 2CH

$TTL 3600
example.org. IN SOA nsi1.example.org. admin.example.org. (
5 ; Serial
10800 ; Refresh
3600 ; Retry
604800 ; Expire
86400 ) ; Minimum TTL
; DNS Servers
@ IN NS ns1.example.org.
@ IN NS ns2.example.org.
; Machine Names
localhost IN A 127.0.0.1
nst IN A 3.2.1.2
ns2 IN A 3.2.1.3
mail IN A 3.2.1.10
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@ IN A 3.2.1.30
; Aliases
WWW IN CNAME @
; MX Record
@ INMX 10 mail.example.org.
"'oz EBle TE SAE 0IE2 EEE SAE 0150/, Btz 20 "."0l g A2

Origin2 & X8ttt g =X www= www + OriginOlCh. Jtat =

WLl A origin

example.org?| 20 wwwe= www.example.org.& H& & C.

recordname IN recordtype

value

Ot==

getROZ AIEEE= DNS d2E:

SOA EO| AT A

NS ASS JHE HIYMH

A SAE T4

CNAME delHAL IH-LIZ (canonical) 0I5

MX He AdAXIH

PTR CHQ WY ZOH (A2E DNS Ol AtEE =)

example.org. IN SOA nsi1.example.org. admin.example.org. (

5
10800
3600
604800
86400 )

; Serial
; Refresh after 3 hours
; Retry after 1 hour
; Expire after 1 week

; Minimum TTL of 1 day

example.org.

Coel OIS01HA o & W2l Origin

nsi.example.org.

O =0l Chet =/2eE It WS MH
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aamin.example.org.

O =0l CHEH MU0l A= ME, "@2 =20t .22 WHECH

ek M <adm|n@examp|e org>= admin.example.org & HHAC}.

oMol Alelg . 0lX2 & W0l =& HOtCH Stol O

10
Sl 28 22 2ekes Ml HS2 ywyymmdar S
HASBHCH 200710471002 2001 & 04 € 10 20l OFX 2

+HEIUAUSS 20I6t], OFXISe 02 = 0lY & Oiol =&&
2 QI0ISHCH. Al2lg HS= &0| H0E EAS M
=dI0lE UWILAHHMHA 2 FI1 20l =260

@ IN NS nsi1.example.org.

01242 NS HEZICH =0l Uie 22 SIS I8 2E Y AHE 0l2 HEZIE oL

XD QUL HIIA 2 @ EAl= example.org. ot € == QL @ EAlE Origin @2

HF = Ct

localhost IN A 127.0.0.1

nsi IN A 3.2.1.2

ns2 IN A 3.2.1.3

mail IN A 3.2.1.10

@ IN A 3.2.1.30

di2E= Hal 0182 20 =CO. |/I0M 2A=0l nsl.example.org = 3.2.1.2 2 oS & L.

A Al Origin Al @)F HIIME AMASEJAI| 20 example.org 2/0l= 3.2.1.30 22

ol & =1 Ct

WWW IN CNAME @

A=LIZ OIS d

origin @2 EAl=

DE= B8 HAW Le2lHAE &Habt=0 AMZEE0H OANAS www =
O &I0ILt example.org(3.2.1.30)2 L2 ACH CNAMES= SAE

Ol52 deIHAE MBotHU 2H2E 2819 K el & SAE 0|8 otLiLh

@ INMX 10 mail.example.org.
MXHDEE ECZ S0 HLYLES HE MY ABIF Moot=Xl XIESHCH
mail.example.org = HY AMHS SAE 0/50/12 102 HY MHO R&==<ICt.
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ol
PN

3,2, 12 24=R12 el U2 MY AHE It AUS
example.org 2 JI&E =2 & =22 MX 0l 82 AZa6t

G0l ot d=d IR Al

1>

(_1

rr

|0

oY M= M
i

A 24

2
=3

on ol
|0

?
=

2l
M

-

DNS) A £= CNAMETHA! PTR NEZIE

$TTL 3600

1.2.3.in—addr.arpa. IN SOA nsi.example.org. admin.example.org. (
5 ; Serial
10800 ; Refresh
3600 ; Retry
604800 ; Expire
3600 ) ; Minimum

@ IN NS nsi.example.org.

@ IN NS ns2.example.org.

2 IN PTR nsl1.example.org.

3 IN PTR ns2.example.org.

10 IN PTR mail.example.org.

30 IN PTR example.org.

Ol = HYst IP A8 JHAS Sl SAE 01822 el =0

23.6.7 A2 HEAH

| 8l= UIZAMBICH E=ol Aot US0 AtEot)|

0
flofl Aclet LHIES Dot UL 22 &= Egolhl =2 2EHH2 UHEAHEZE
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23.6.8 Sandbox 0IAl named &2

named(8)2l 2ot 23at)| |l SA0I e RANZ Aot sandbox ClEE2l2
chroot(8)ot== &&SHCE. 0l &F2 sandbox 2AF0A named HE2CZ2 2LE H2S
ol A named M Zde ToHE =Z0l=0 =01 €t JI2H2Z
= M2 FreeBSD = bindcl= RAM2 A5 JHKILD UL

| named £ chroot 2 A& 5t= 4l jail(8) LHEMA named 2

0
EEot=S sttt 0 AE@0lM= 0 &0l tHol CH=X &Z=C

named = sandbox A2 Z(2& ctolE2ele 2 A E) B 20| XHHED| W20
named J|s0| HEGIH S&GIEE2 Z JHOl SHHIF ZER6HCH C
sandbox 2 BZ = /etc/named 012 O CIEHZIQ LHIE2ES £=HolA 2ot==2

SZotUCH] JHEECH root 2 &S HHE = &tC.

0o
U
5
| fﬂ
2
x

Ol

o

® named0l 225t 2= ClEECIE MASHCH:

# cd /etc/namedb
# mkdir —p bin dev etc var/tmp var/run master slave
# chown bind:bind slave var/* @

O named Bt OIS ClI2E{2I0l AD| A0l ZRBICH

o
Q

e J=Z & £31es UAl =Hlotd 44

Iy

# cp /etc/localtime etc @
# mv named.conf etc && In —sf etc/named.conf
# mv named.root master
# sh make—localhost && mv localhost.rev localhost-v6.rev master
# cat > master/named.localhost
$ORIGIN localhost.
$TTL 6h
@ IN SOA localhost. postmaster.localhost. (
1 serial
3600 ; refresh
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1800 ; retry
604800 ; expiration
3600 ) ; minimum
IN NS localhost.
IN A 127.0.0.1

i

=Pl

J
ro

® 0| &2 named Jt syslogd(8)0l H&tst Al2tC2 21 Ct.

® [reeBSD 4.9-RELEASE 0|& H&EZ2 A2 S0/2tH named—-xfer& E&HOZ

238 SAIE2sS LEAA sandbox0l SAFSHCH:

# cd /usr/src/lib/libisc

# make cleandir && make cleandir && make depend && make all
# cd /usr/src/lib/libbind

# make cleandir && make cleandir && make depend && make all
# cd /usr/src/libexec/named—xfer

# make cleandir && make cleandir && make depend && make
NOSHARED=yes all

# cp named—xfer /etc/namedb/bin && chmod 555
/etc/namedb/bin/named—xfer ©

HdMoz 238 named-xfer It} AXlE & AA E2|0 2l0lE22ILE Z2 19
o g SA20 X 222 4= s Helojor =i

# cd /usr/src/lib/libisc

# make cleandir

# cd /usr/src/lib/libbind

# make cleandir

# cd /usr/src/libexec/named—xfer
# make cleandir

© O SHHNAN 2RO M) 55 BOEUCH SHIF 2ot Os Hds

AtE et

# cd /usr/src && make cleandir && make cleandir
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el /usr/obj ECIZS AMMIgtCH

# rm —fr /usr/obj && mkdir /usr/obj

Ol H AA EClUAM "cruft"S A2Igt & {2 StHE LAl AIE6HH HE5|
S&SHC
FreeBSD H& 4.9-RELEASE LI 0] & HEZ2 AE8HCHH named—xfer 2
Jusr/libexec Ol EAI5I3 EXO2 213JF &0, 0/212 sandbox 0l S AtE [
2HEHE] cp(1) HEES AMEE 4= QUL

® namedlt MIIE & = JUEZF dev/nullE 2HELCH

# cd /etc/namedb/dev && mknod null ¢ 2 2
# chmod 666 null

® /var/run/ndcE /etc/namedb/var/run/ndcE & =% ZASHCH:

o

# In —sf /etc/namedb/var/run/ndc /var/run/ndc

var/run 2 WE0! A H&Il W20 SEotCt

M2 @repoot SHE AESHES 0l EHE root crontab 0l FIt&
UCH olol 28t O %2 FE= crontab(B)HIAM & = ULH

0x

® namedJt &g &+ Us FIHHC o

g
S A2 /etc/rc.confQ syslogd. flags B

= o T

® namedlt AIZoHAM sandboxZ chrrootot&E 2 CFE 2tRlS /etc/r.conflll =Dtal

Z=Hl| 8tCt:

S5l = syslogd(8)2 & &St

Ol —//etc/namedb/dev/loga ZFI+&tC.

named_enable="YES"
named_flags="-u bind —g bind -t /etc/namedb /etc/named.conf"

Note: &AWL /etc/named.confOll sandbox 2t 2=l BUHBZE HEAISHLE.
OE =™ 22 oA ANMIIYE /etc/namedb/etc/named.conf &=
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o| 0| &tCt.
CIS &A= /etc/namedb/etc/named.conf il named JF ™ =2 =6t LA
e R0AM =00 Z=Xl XNESCH OS2 M2 8H0ICHAHIIW A= sandbox Ol Al
22 = DNS AHE <ist SE8st T2 &3 2 glth:

options {
directory "/"; @
named-xfer "/bin/named-xfer"; @
version ""; // Don't reveal BIND version
guery—source address * port 53;
b
// ndc control socket

controls {

unix "/var/run/ndc" perm 0600 owner 0 group 0;

b

/1 Zones follow:

zone "localhost" IN {
type master;
file "master/named.localhost"; ©
allow-transfer { localhost; };
notify no;

b

zone "0.0.127.in—addr.arpa" IN {
type master;
file "master/localhost.rev";
allow-transfer { localhost; };
notify no;

b

zone "0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.int" {

type master;
file "master/localhost-v6.rev";
allow-transfer { localhost; };
notify no;

b

zone "." IN {
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type hint;
file "master/named.root";
b
zone "private.example.net" in {
type master;
file "master/private.example.net.db";
allow-transfer { 192.168.10.0/24; };

b

zone "10.168.192.in—addr.arpa" in {
type slave;
masters { 192.168.10.2; };
file "slave/192.168.10.db"; @

b

2

2= W0l O =EE2o AUTts 2= XAlIGH|

| /etc/namedb 2 SL&S J|AsHCH.

ro

O Jdirectory F22 named 0 =
ol /2 NEHN JACHL L X

{¢]

in;
JI2X OS2 named Jt /usr/libexec Ol named—xfer& == 20t =

=201 220t

Qe WOIEE XASCHRAL directory +2 1t

o

AL
e

© namedJt O] &9 = s &
2 UCH.

O = [0t20| OIAE AHOUA 226 B85S = pamed JF & M2 SAI2S 4ot
= IYL0IEES XNHECHRAQ directory 21 2& QUCH. 0122 slave CIEEH2IS 4
SAUE Ao & AWM 2 bind 2 A HIRHOE XS BEHEC

2 HHE OIXID AHE M 2EolHU syslogd(8)S M Al&EEH & named(8)E Al&tot2
syslogd._flags @ named_flags 0l XIZSt MZ2& S&E0| A& =X &QeIstCh. Ol A

named £ SAI&t sandbox & 2E& %= UL

23.6.9 20t

BIND Ot DNS & JtE BEEXOZ MEEX D JUKXCH &ah 2ot 2RI LM CH [HetA
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%"QE_‘T__ ;—=| [e] S| O| [=13w=]

T e =2

U

Jt

oIr
0x
fo

= otCt.

Ol

CERT 9 (http://www.cert.org/) 22 21NE D S Y Y FreeBSD E2F 2 X0l
Chet Zlal Ol 5E EE = UAEZE FreeBSD 20 210 HigH

2l A E(http://www.freebsd.org/doc/en_US.ISO8859-
1/books/handbook/eresources.htmI#ERESOURCES-MAIL)0ll JI6te 21 £2 M20|CH.

Tip: 2 2HIt dotH 2 & ~AAZS 20N named € MZ =06t LIoHE

23.6.10 O ¥z A=

BIND/named OH=< MOl Xl ndc(8), named(8), named.conf(5)

24! ISC BIND HIOI Xl (http://www.isc.org/products/BIND/).

BIND FAQ(http://www.nominum.com/getOpenSourceResource.php?id=6).
2cet2el DNS2H BIND 4th OICI&E (http://www.oreilly.com/catalog/dns4/).
RFC1034 - SHIQ W - A8 SEAH(ftp://ftp.isi.edu/in—notes/rfc1034.txt).
RFC1035 - SOIQl W - S AH A (ftp://ftp.isi.edu/in—notes/rfc1035.txt).

23.6.11 BIND9 1 FreeBSD

FreeBSD 5.3 EclX H&E0W= BINDI DNS A AZEAIF BHEZ S0 ZE g
L2TEQNN=E ME22 2¢ Jisdt I AIAH diol0tz delld NS2E dda
chroot(8) &&0| EZ&E AL O MEE2 S IS ME=Z FHIUHJLH, H BHlM=s M2
2 Jlst 482 Oeld & HMleE 53222 HOd0IEE 5= WEgs Mot ¢
JIAM BIND9 M= &3l named(8)2 AZ8HCH 0] Al & Y

Aol 42 MIEtCH et O &I &0l €& 1

(=]

ra
1o
HQ
0
==t
x
nx
02
o
0l

F

S
=
o
[wl

o]

named && M2 &M /var/named/etc/namedb/0l JUSH £=H0| Z LS

24.7.1 OtAH & &&F
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QAR =2 AF™ol)| fdll /var/named/etc/namedb/0lA CIS EHEES A%

0
rol

Ct:

# sh make—-localhost
HHO| Ao AMEH Mz L 0| master CIEE 2|0 MAE
H |

£2 |ocalhost.rev0| D IPv6 E& S 9
.conf IOl O WEL=0 st &AO0]

FAE Zhe 2382 =

l

| |I:I _X_OE /\-|I‘|8}C£|

a|

2
A

N
=2
o
o
3

ron MU

d
aster/localhost.rev 2 = slave CIZE 2|0 EAIEH &
+=HetCh. WS =38 & named.conf It
=

Ct.

I0l&= OFeH example.com Ol

zone "example.com" {
type slave;
file "slave/example.com";
masters {
10.0.0.1;
ks

zone "0.168.192.in—addr.arpa" {
type slave;
file "slave/0.168.192.in—addr.arpa";
masters {
10.0.0.1;
ks

Ol GIMOIA BFAE IP(10.0.0.1)2 O
COiel AHel IPE XIEBHC.

H1
=
ro
=
I
10
iz
0
o
rx
%
4
rir
2l
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24.7.3 ANNAE XD|3 &4F
0 2€& M named 2= AMESIE=ESE AA6HAH rc.conf TH(/etc/rc.ocnf)0ll Ch
[e]

[E S4C NEY 4 YN JI=HO=2 0] 40|04 =0 0|20 L2
2 e U2 S8 re.conf(b) ML HIOIKIE &L re.conf TFY O
OIR2AHE LHSIA LAUACH OIS =2 AHstH 2 & named HI=2=2 4
s

# [etc/rc.d/named start

24.7.4 BIND9 £

FreeBSD Jt XIS 22 named S chroot(8)0l A Al4GHXICH D=8 DNS A
|

HA SAS 22X = Us UOE 22 HAHUSOI UL

24.7.4.1 #2l B2 MO 21AE
el B3 RO 2AEES =0 U3 F2lS Mol ASE & UCH &
& =P F4E X

3 ACI EZ20 XNZE R UWERKAIA & S0 Jdt= IP =S
ot Z2dstth MM SAEN FH2E ddEots =M= NEotHH US
ot 20l /é 4 5tCt:

acl "example.com" {
192.168.0.0/24;

}
zone "example.com" {
type slave;
file "slave/example.com";
masters {
10.0.0.1;
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b

allow—query { example.com; };

ks
zone "0.168.192.in—addr.arpa" {
type slave;
file "slave/0.168.192.in—addr.arpa";
masters {
10.0.0.1;
ks

allow—query { example.com; };

24.7.4.2 H& HE
DNS MBIOIA HES

B0l & QE=E HE6ts A2 220N £E2 &
oI & £ QUL A= SN= AHE 2ot fol LHAE dAEZQ
(exploits)0ILF HOE =0 0 EE2E AFEE 210|CH.
FTO: HHE HEE HAOR HAAFNE UAZRZ2Q ZHOZEH ANHIE
ESotA R0 FHUMH0| e HECSZ HAOHO0IESE 2480l AHE
B3 & £ QLI
HA HEE named.conf 2 ‘options” Al&EN HEHE %= UL
options {
directory "/etc/namedb";
pid—file "/var/run/named/pid";
dump-file "/var/dump/named_dump.db";

statistics—file "/var/stats/named.stats";

version

"None of your business";
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23.7 OHItAl & At
23.7.1 MK

FreeBSD= AIHIS It =2e & AMOIE S £ RS 2got=Ul ASEL AHALNA
Y %0l S = & ABiE OHIIAl & AHCH OMIEXl AZE 0 WIIX= FreeBSD
X OICIH0 Z&EH UCH FreeBSDE M3 X M OHIXIE EXISHAl A/UACHH

www/apachel3 = www/apache2 ZEUNA X = UL

|:|0II

OHIIXIOt 83Xz &XIHH 4FS of0F =L

ﬂ])*
l

Note: 0] MAE2 FreeBSDOIA JIE 20| Al2SE= OHIIX & AB 1.3.X HEO
CHoH ZYStCH ORI 2.XJF M2 Jl=2 %2 A6l XC HIIM= AYHGHA
2e=Ch OFIFXl 2.X0 thet O &2 AE = http://httpd.apache.org/S 2L},

23.7.2 &

il OFIEXl & AMB E3IYLS FreeBSD 2| /usr/local/etc/apache/httpd.conf Ol & Xl
EICH O Y2 # 2XNE AIEEE =4 2t010] Us HHHQ FUA HIAE
AFIUOICH Jisst PE &8 S EZHO A 0| Mo HASE HOLI| M
ODIME JiE etsol 8 S E dHsiCh

ServerRoot "/usr/local"

022 OHIIXl &XIS D2 ClaEHe XS XFEsHC diold2ls AH
root(/usr/local 2 2I0I&tCH2l bin o sbin ME ClIEH2I0 MDD &X80Y
etc/apache 0l M&E & (]

flo

A

ServerAdmin you@your.address

0l =4= AU SHIE AS M S 2= ROICH 0 =4= 0ld
HOIXME MBI ddot= 2F HOIXIO LIEHCH
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ServerName www.example.com

ServerName = A8 SAE 0|S0| CIE2CHH(CIAl 2ol SAES AN 018

‘Www'E ALS) A2l S20IHE

DocumentRoot "/usr/local/www/data"

DocumentRoot & KA =22 2ANE MSote UIEHCIL JI2dez 2
2 0l UHHECI0AM HHM2XL TOHE |IXIE XNEo| P 8=

BHZot)l &0l OHIXl 2L S H/HYL2Z SAtel F= A0l =
ul

OHIXIE AlXE &

23.7.3 OHILEA Al

OHtXl= CHE UWIERD MHXEY inetd #IH MHUAM ALK 2=Ct SclOIPE &
St HTTP RES O &2l XMc2lot)| ?loi standalone 2 Adot=5 Z& &l &
AJEERZ Jiset 2ol AlA, EXI, M AIAEE == UCH OHIIXIE MS22 AlAGHHE

# /usr/local/sbin/apachectl start

Che EEE 0I186tH HAM=X MHE EX AlIZ = ULH

# /usr/local/sbin/apachectl stop

HY Ol=2 282 s HBotH ANHE M AIXHHOF =L

# /usr/local/sbin/apachect| restart

AAEO0l AIEE [ OHIEXIE A A TS 2telS /etc/rc.conf 0l =Jt

ol

Ct:
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apache_enable="YES"

CI

ANAROl 2 I =JHHEel O ctel s&E= OtIXl httpd 2210 X &EotAH
t =

0424
= S oS
Aol gelez M

rc.conf il =2

apache_flags=

OlHl & MBIOF AIEE D & BNl Atto://localhost/2 NIEGHN & MOIEE 2 =%
QULH EAIZE 212 & WHOoIXl= /usr/local/www/data/index.html OI C}.

JlZ2 MBi0l JIsS FJtotdl flol == OtXl 253 AF2E == ULt FreeBSD
ZHE2 RS add-on ZE= OHIIXIZ 20| ZXlcts +2 YES MBS

23.7.4.1 mod_ssl

mod_ssl 2E2 Secure Sockets Layer(SSL v2/v3)2t Transport Layer Security(TLS v1)
TZEZS Soll 2388 53 E MBI ol OpenSSL 2t0lE2{elE AFEStCH 0l
LES ML= SYANE HIBote R0l SHAHE IO Aol 2Re RE A

HZotJl ME0 FreeBSD OlAl 20+ & AHE 28E = UL

i

Ol

OtIIXl & AMHE S&otl UCH
g 4= UCH HCOIF A
OIE{Z2|EC QHFIEQ HS AIXE Mo HYEl (penalty)E

0
1
(®]

I
[El

o

o
HU

o

i

.
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AXIGHAl ZUACHH mod_perl0] E&E OFIIX HES www/apachel3—
KN

z X% = s A0ICh

23.7.4.3 PHP

“PHP: Hypertext Preprocessor” PHP = 2E 4
AE2ED S8 & g HTML O W& S = ol &E&sict. *201 C, Java 2l E 1t
Hi==atol 20 IR &0 A JtE =& SH2 & NEXS0| SHCSZ MHE=

2 HOIXE WEH et= == UA otXIEH PHP 2

@
62
r1o
by
o
o
4>
$0
[w]

PHP= lang/php5 ZE=Z &XIg = US AOICH

23.8 It M5 Z2EZ (FTP)
23.8.1 He

oY A8 Z2EZ(FTP)= FTP MHZRH SMUINH 2HESIH IIds d&0t=s YYeS
MlZetlh. FreeBSD = JI2 AIAE0 FTP A AZERN ftpd It ZE
HJIM= FreeBSD MM FTP MHHE &XIGtD 2elotEE Ot Moz HAHSH,

0
[w

Y 228 83 e FTP AHE O™ HEOl AMEE =
0l BIE Ol FreeBSD AlAEIZ LSt HI20 AHEot=E
X8 unknown SMJIt Ol HEW =211g = AN0F &Lt/
FTIPS AISE 4 9= RME LoD UCH JIZNCOZ YoM 28t AIAE HFO
o

ESE0 JAKXC FTP E AFEoX Z0t0F Hl= |RME 0120 =I0te =5 UL

HE KM FTP AIES 2&ol 24X @10 HMsetotld 42 AOICH 0IX2 /etc/ftpchroot
mez 88 5= UCH 0] W0l FTP AFES MEtotde SM2 O8S UEstth
ftochroot(5) OH=< HIOIXIO XtAISH &HO0l JAJ HE0 6= O 014 BHGHA

=0
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A2 MU0 &Y FTP AL S SI180otei™ FreeBSD AIAEO ftp 2t 0182

46H0F ECh ¥ M= 2M 0l ftp LE anonymous & INAE(MEH
o SMe X HY FAE ASSEHE 622 FTP MHO 20218 5 RUCH
P 22015t ftp KM & ClaH2Ie AS0tES HMEtetIl /o FTP M=

chroot(2)& S &stCt.

ol
=
o

[> 0
4o
In

10
02
10
>
Y

FTP S0l EN 20| floll &8 HAIKNE g8 = Ase F i EAE Weaol
=]

o
QUL /etc/ftpwelcom L2l LHE0] 210 ZTEDT

b LEEFLET &0 =M S 0l Al
SHACH 2002101 4356t /etc/ftomotd WSl HES EWEC 0 Y 2=
Z0 SFFW AUH0II 2ol 2E SMUH ~ftp/etc/ftpmotd It 204 &I Ch.

FTP ABIE Zats 438t

835 /etc/inetd.conf £ 4 &toll0F SCt, 24356l SEH2
S=3| ftpd 2ol LER9)

# HAIE AtHIEHCE

ftp stream tcp nowait root /usr/libexec/ftpd  ftpd -l

OlMl 23-1 0lA 288 XX 0 &3S =88 = inetd i 2L S THAI

ne

[w)
00
[
my
o
Qﬂ
=)
m
_|
0
>
T
2
HU
u
5
1
0
)

% ftp localhost

23.8.3 &l

ftod QI22 22 HAIXIO0 syslog(3)E AIZECE JIEECZ AlAY 27 UIES:2
/var/log/xferlog ISl FTP 2&= (X0

/etc/syslog.ocnf M2 OIS c2iols HAGH £=HE £ UL

ftp.info /var/log/xferlog

oY FTP MHE 2Z0otH S8 MO M2 = A= As 20 JAN0F = =l
oY RMHI OIIYsS EZE & = JUSS ot= 240 Ciol CHAl M2l =20 A =22 FTP
MOIEDL 88 AZEQNH Hel HA40 D= 22 2H 2 A0ITL FTP E2EE o8
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o
e
4

RS st

e

I AUE Hilds 286t g 298 |RMHS0l 0l W

23.9 Microsoft® Windows® Zc2I0|HEE &t
o T2l E MUlA (Samba)

Atz OHOIA2AZE AL Z20IHEN DY) Z2E MHIAE M3ots RESH E
AN ATEQN IHIIXCH Oldist 2ct0IHE= FreeBSD 2l 22 AT ECt0IEH 22Z

P AZEAO HIIX= FreeBSD £XI OICIN0I Z& =0 UACH FreeBSDE M35 £XE
M &HS &EXIoHA ZUACHHE npet/sambad EZE WIIXZ &Xg = UL

23.9.2 £&

JlE &tdl 83 W2 /usr/local/etc/smb.conf.default ff &XI<C. O I
/usr/local/etc/smb.conf Ol SAGI0M AHIE AFE6HD| &0 =& 8.

njo

smb.conf Y2 Tl A Set0IHEN BRotd= "IMLAIAE” Fojot 22
}

MUl BEtY 2FFER

=
E
>
rr
3
O
O
(@)
=}
o
i
&
>
ox M
e
1>

23.9.2.1 &tdt & JIEt € AtE (SWAT)

AtdE & D18 E(SWAT)2 inetd U222 AM#ECH [etA Abl EF0 swat = AFE6HD]
MOl /etc/inetd.conf OlA CIS 2telel =A8 E0{0F S L

swat stream tcp nowait/400 root /usr/local/sbin/swat

OIAl 23-1 0lA £Fot=0l 0 E3MLES =88t = inetd )t £ S A SHES
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off OF = Ct.

inetd.confOl Al swatOl 43T H S22 H 0 http://localhost:901= 260 HZ

UCH MSA AIAE root HEL=Z Z10I10H0F =ICH.

ol

A
e

aire!

Atdl &3 HOIXIN A2FHo=x2 2018t & AlAE 2AE EMaloiU ‘Globals’
B2 226t 8= AIEE £ QUCH 0] Globals && 2 /usr/local/etc/smb.conf 2

[global/0l BFE H==2F LXIEHC.

23.9.2.2 Global &%

swat & AMSotHU /usr/local/etc/smb.conf & &8 £=&6IH2UT MHIE &8

OF=XIH 2 H Bl €32 Usi 20

ot

(CH

workgroup

Ol NHE AI2E ZHES2 NT 02! 0IS0ILt Workgroup 01§ &3

0 =2o.

netbios name

07
fus
x
[=s
i

Jb €24 & NetBIOS OIS £&8L. JI2&822 SAE DNS 0|82 AH
HES 20

e
=
oY
H

server string

net view BE I ABHO s &Y

ot 28 = UE UERID S0l BEAE=E 2XE

o

Z st

23.9.2.3 2ot £F

/usr/local/etc/smb.conf OllAl JI& ER8
X

MO WA HOUOICH TS €801 0l s8= NOeCh
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security

S8 security = share & security = user Ct.
2 |M 0|55 ZCl0IHED AI2EHUHH user dl&
oted) & Z40ICH 01240 JI2 2o A&l BRE X0 E26H)]

271010l 206t

A

share dl& E2UHMNM =52 N30 HZoHI| MYl S2H0/HE= R&e &4
Ol IHARKEZ MHOI 22018 ZRIF SCH 0 830 old Ad HHEQ J|I=2
ot Dalo|Ct

passdb backed
AtHbe 0424 JHel backend 91 Z2E S JHXID QUL LADP, NIS+, SQL
CIOIEHIOIALF =&EE NARKE [IIEEZ SU0/HEE 2SS = UL JI2 23

B2 smbpasswd 01D HIIM EHSEHC

smbpasswd & AIZEHCIH AtHEDE 22I0IHEE IS8 4= U
= E |EYA M HESHH &2

/usr/local/private/smbpasswd I}

Mste FoIS (1S FYS ALSSICH

# cat /etc/passwd | grep —v "“#" | make_smbpasswd > /usr/local/private/smbpasswd

# chmod 600 /usr/local/private/smbpasswd

EME ool =0t 012 Jl=H2l WA

23.9.3 &bt AIE
NAEOl SEIS [ A6HE AIXBHIR! Jetc/ic.conf Ol CHS 2912 ZEIbBHCH

samba_enable="YES"
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Gt 2E=S 2dot0 ANt ABIE AlIE

o

& QUCk

# /usr/local/etc/rc.d/samba.sh start
Starting SAMBA: removing stale tdbs :
Starting nmbd.

Starting smbd.

AtHl= AA! 30HS OI2ez ALK QUL nmbd 2 smbd HI22 samba.sh AAEED}
A &S smb.conf HlAl winbind name resolution MBIAE 43U CHH winbind OIE2%

ANEEE=E RE 2 = UL

s T2 Auete AHtE

0
>

I AlIZ &= RUCH

# /usr/local/etc/rc.d/samba.sh stop

AtHl= OIOIAZ2ATZE 2AE2 HEYIAS JIsHOZ E8ke 286t AT E L.
OIIM 2%dl= JI2 X Ol&2 Jisd Ust O ¥2 2= http://www.samba.orgs

Jo
ro
ol
o

23.10 NTP
23.10.1 R

AIEOI RILEH ZFES Alt2 F&d0l ZHACH NTP(UERA At Z2ES)= Al

o

ZE o6t ot= 8Ll Y- O0ICH

22 2HI MblA=s BRE A2t H22500 QA0 AI20l E&olioF 018 &€= = UL
HE =0 & AHe W0l EE A2t 0I=0 =3-AUE 0 LS 2EUHEts RES
22 2A0ICH cron(8)2t 22 MHIAE FO& AIZH0I EES +=~ECH AlZH0l %X
EFeEld 0= 882 EeE A2 28X E=C0

FreeBSD = A2 AlItS SFD| ol CHE NTP AU FH2IE 2UWHL THE HAO
AlZE MHBIASE MEct=0l AEE = NTP AMH ntpd(8)S JtXID UCH.
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A

)
w
S
N
o
ro

NTP AHf &fe

St Ol&tel NTP MBIE ZOLOF &tCH O =2 UWERA
OS2 NTP MBIE RS A0ICH —— 0le248 B A0
. HA=Z01H Jth2 NTP ABHE ZO0tA &=

QUCHhttp://www.eecis.udel.edu/~mills/ntp/servers.html). &

d% olgfs €=

=
o
o
o
S
N
Ql
o
e

&35

]
ot
o A
nr .
D »
o
=}
m

St
=
).

=
x

un

MO Z A

O T —

5=

Ol

rr o

A EH

il

=z
_|
o
x
&

$0

x
&
1o
0
Jz
o

A
e

M=z

oFo
[B=gyw—

Ol AbZ
i JH2l NTP A H

SXOo2 ger} — 0

S /=

UI|
CHE

S0 2Z0l
MBS

ESPN

o;_:'.o

Xl

23.10.3 &l &4

23.10.3.1 JIl= &3

ntpdate(8)E Al2
gA3gE HAO

| —

[a—

ted™ Jetc/rc.conf Ol nipdate_enable="YES 'S ZI}8tL}.
ntpdate(8)0ll M Est Ze2 &M niodate_flags Ol

o2 =

=
=

23.10.3.2 LEH=

NTP = ntp.conf(5)0 O=2 Jetc/ntp.conf Ol E&SHCH D] MZ OO QUL
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server ntplocal.example.com|prefer

server timeserver.example.org

server ntp2a.example.net

driftfile /var/db/ntp.drift

server SELZ HHE MBIE AFEEXl 2F eIl M StCHA XIESHCH A Biot

ntplocal.example.com 1t 20| prefer ¢!

SEH0 JUCH 2HF0| U= MBS S0l OE AH2 SE3 &2 X0I1JF JATH

HOIE D DX #HoH UE SEYS Dotk &0 AIZEL. prefer 1 lte B8 SEet
PSS

Azt 2LIEHE ot=A0XE Ot E&otthd 2 & NTP Al AtE=CH

ariftfile 882 AIEEQ2 NTP Al JI&

S 2 I
M2 NTP 2 LHAEel 22 Zgsttt. O& ZZ2AADF 0 MYES +=HotE o =

JI2H22Z NTP M= el el

4l AEDJN E2E £ QUL /etc/ntp.conf & restrict
Sz AHN E2E HAZ2 A

NTP ABI0I RE Hal2 28 HESHHAE US ctelS /ete/ntp.conf Ol FIHetC:

restrict default ignore

2o UWEKIM As HAL AHZ ALS SIIstetl, AHE 835U SIsE
HEGHK S 20/2t® OS etelg FItstth

restrict 192.168.1.0 mask 255.255.255.0 notrust nomodify notrap

192.168.1.0 2 Hel=z2 UWERZA =41 255.255.255.0 = 4! OtAZC
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/etc/ntp.conf Ol 424 JHQl restrict S&E = KNEE 2= UCH O XHAIE AFER

ntp.conf(5)2 EZMO X0 et 22 204,

A

23.10.4 NTP AHH 2&

gl& [l NTP MHE AIEGIAH xntod_enable="YES" etCl2 /etc/rc.conf Ol F=IF8HCH.

=1y N
=0l E2HOE ntpd(8)0ll E =26t H Jetc/rc.conf 2 xntod flags OHHEH =E S=FEHC}

i

2l

HAIZ M S2E6HA 210 AHE AMEGHS M Jetc/rc.conf 2 xntod_flags Hl S ItE 0l

OHHH =2 XI&ot) ntpd E AAECEH GE S8 UsSW 20 &dstth:

# ntpd —-p /var/run/ntpd.pid

>_

d /etc/rc.confl 02 DXl & 0IE0| HIRHACH. T 2kA
g 9 sS82 ntvd= UHSHCE

Note: FreeBSD 5.X 0f

xntpd 2l BE oIA

m
>

23.10.5 LAIEQI QIHY HZO ntpd(8) ALS

ntpd O HEE OIS W20l QB HEHOR o2y eIt Stk U LEW o
HEEA02 UNMOR AABCIY Ha LIS AT ZS SAsHs S0 NTP
EATE WX AT T2 MA0ITL BH PPPE AIBELIY /etc/ppp/ppp.cont O
fiter 152 MBE % UCh 012 SU CISD 20l 4FE & ULk

set filter dial 0 deny udp src eq 123

# Prevent NTP traffic from initiating dial out

set filter dial 1 permit 0 0

set filter alive 0 deny udp src eq 123

# Prevent incoming NTP traffic from keeping the connection open
set filter alive 1 deny udp dst eq 123

# Prevent outgoing NTP traffic from keeping the connection open
set filter alive 2 permit 0/0 0/0

Ol XHAISE AMSEE2 ppp(8)2l THA! ZE & A&t /usr/share/examples/ppp/2 GIHIS
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2Ol

Note: O ISP = 0l2] HOT 0 Y= ZEHSE UOIA ZSE0| HAN TE6HA

2ot2Z NTP JIs2 ArE3dtAl 28t

23.10.6 4 =2 =2
NTP M EAMe /usr/share/doc/ntp/HA HTML E2ME 2 £ UL
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