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Urrcickent Response Hancling |
W Response Directly Default: [
If an attack ie dabected, tend an immediste recpancs b the cliant with & standard meceage. The mesage teas hack
is the cannents of the nahach.hem file Qin the directery of WebEnight)
" Response Redirect Defaule: [
0f an arvach 5 devecved, redieect the clientte & custam uel (the uel specified in 'Respense Redirect URLL
Fespanse Redirect LRL:
|.|"r||:|I|.||.‘u Fibrn | |fr'|.l.‘;|h.:|l.‘j:.htl1‘1
Thid id the UREL the <lient id redirectad w il 'Eedponie Badiract’ id choden and "Redpande Directly’ id digabled, Thid
con be wn sbaclute URL (like "hotp:feww. egtronin.com®™ or o ralative ona Olike “fnehack. sl
I Lge Response Status Default: [
whensver 5n setack i detectsd, us the valus in ‘e spanss Status’ ae the HTTE réEpanes eEatus ehat will Be peat
back ta the clignt. Thie anly wark e f pou den't redirect Bhe clisnt ta & cuelar LUEL,
Rurporsie Stabus:
[29% Ma Hacking | [29% Mo Hacking
Thia ia tha HTTE redpondw status ke 31337 Mo Hicking' o '404 Sbjact Mot Found' that ia dunt back ve tha cliant
whan an atteck is detactad,
+ [Response Log only Default: ™
If an attack (e dakected, only log and do not Black (8 and |6t the wab carver ssecuts the reque e,
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05:41:52 ; W3SVC31 ; OnUrlIMap ; xxx.xxx.98.86 ; ; /west/img/bb/abc.jpg
D:WwestWimgWhbbWabc.jpg ; BLOCKED: Not in allowed path list
'D:WwestWimgWbbWabc.jpg' ;
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Mapped Path
F Deny Parent Path Dofauic: F

Ceany parest path .7 @tarmgt i the migped path

¥ Deny Dackspaca Dafault: F
Cany Bachapa s Characuers is tha mapaad path,
W Dany Camiage Return Default: &

Drany carriage racern charscrars in che mapped path,

F Deny New Ling Dufaule: F
Dany nwwlian chiracten in the migped pack.
F Deny Escaping Dafault: F
Deany wnnndiag suplaire is rhe mapped parh By anking "
Cigry Charscters:
[* 7=t = | [FFe=ltae=
rany tha raqea st Hane or mare ol Tha £e CRATSITATS Are & E40T 15 th mapaed path,
™ Deny Dot In Path Defaul: T

Dy b dat in the path (eecegt far tha flaname).

F uUse Allowad Paths Dafault: F

Ol wBaw mapped purths whinh grae with 3 path gpanified in “Allswsd Diths”

Allowd Pati:
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[7 Use allowed Extensions Default: [~
Only allow requests for files with extenzions specified in 'Allowed Extensions'
¥ Use Denied Extensions Default:
Deny requests for files with ertensions specified in 'Denied Extensions',
&llowed Extensions:
Walues o
htm
html
mdl
h
i [ |
sl
il
.dtd -
These are the allowed extenzions for the requested files,
Denied Extensions:
Walues -
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A5CH
axd
.config_
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#Software: AQTRONIX WebKnight 1.3

#0Date: 2006-10-18 00:39:22

#LogTime: GMT (Local-09:00)

#Fields: Time ; Site Instance ; Event ; Client IP ; Username ; Additional info about
request (event specific)

00:39:22 ; AQTRONIX WebKnight loaded

00:39:22 ; INFO: Settings loaded from WebKnight.xml file

00:39:22 ; INFO: To check if WebKnight is loaded correctly, you can have a look at
the currently loaded settings in the file 'Loaded.xml' (start config.exe and open this file).
00:39:22 ; INFO: Firewall is installed as high priority (very secure)
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Incident Response Handling
[” Response Directly Default: W

If an attack is detected, send an immediate response to the client with a standard message, The message sent back
iz the contents of the nohack.htm file (in the directory of WebKnight)

¥ Response Redirect Default: [

If an attack is detected, redirect the client to a custom url (the url specified in 'Response Redirect URL'),

Response Redirect URL:

|,-‘warn.htm | |,-‘nDhack.htm

This is the URL the client is redirected to if 'Response Redirect' is chozen and 'Responze Directly' is dizabled. This
can be an absolute URL (like "http: ffwww.agtroniz.com™) or a relative one (like "fnohack.htm").

¥ lUse Response Status Default: [+

Whenever an attack iz detected, use the value in 'Response Status' as the HTTP response status that will be sent
back to the client, Thiz anly warks if you don't redirect the client to 2 custom URL.

Response Status:

[999 Mo Hacking | [299 Mo Hacking

This is the HTTP response status like '31337 Mo Hacking' or '404 Object Mot Found' that is sent back to the client
when an attack is detected,

[~ Response Log Only Default: [

If an attack is detected, only log and do not block it and let the web server execute the request,
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SQL Injection
SOL Inpecteon Eeywords:
Values [=
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