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WebKnighte BERX QIAEH WIIXQ AF X AQEEZ X Jtso ALOIA &
Al WebKnlght% THEHE = QUCH. &8t WebKnight &&= HHHI| o = AFES XA IS H

OIAZ HIZeC,

.+ 29 = AHOIE It
e MFol HAZS MoloD 2ol AF o
S X

Je MO MIISS
= 95

= LAGHA 0L,
Hadg = UL 8542 0l== O

« SSL 2 S (protection)
CIE dMSHQl 28 ll= 2l WebKnight= ISAPI HENZ 1S9 282z S&6IE=2
HTTPS Ao &4S5tEl HIEEE BLIHE 2 XtEtst 2= QICt,

* Logging

J2do2 XHeEl 2= RN ol 208 €I, 24 88 282 2I9e FR FIt
HOoZ 2= dEE QU UHolME 28 €2 = U, 22 88 2E= ZZ3= 1
otllE &1 21 INE0AM 23 AMtals ZAtctsEl &8 & = ULt
* HTTP Error Logging

WebKnight= BIAHZRH HTTP MldSS 218 = UALE 48 = UL 0 HEHe=2

‘404 Not Found'2t 22 2BHEOl OflefLt " 500 Server Error'2t 20| 2Ct A&t 2
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WebKnight= Frontpage Extensions, WebDAV, Flash, Cold Fusion, Outlook Web Access,
SharePoint SItE S&t0] & 0|20 &IC,
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2. WebKnight X & XA
2.1 WebKnight & X

1 OfeH URLOILA WebKnight 2.0(2006.12.24 E2|X)S URIE 8=,
http://www.aqgtronix.com/downloads/WebKnight/2006. 12.24/WebKnight.zip
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@ S 222 WebKnight 2t Windows Installer0l 2ol & XlEl= HOIC.

q% AQTRONIX WebKnight 2.0 Setup

Welcome to the AQTRONIX
WebKnight 2.0 Setup Wizard

The Setup Wizard will install AQTROMIX Webknight 2.0 on
wour computer, Click Mext to continue or Cancel to exit the
Setup Wiizard.

< Back Cancel

3 Windows Installer

® ctoldlA SS9 & UBNROZ  “Typical” & HEHTIO A XISHC.

q‘% AQTRONIX WebKnight 2.0 Setup

Choose Setup Type

hoose the setup tyvpe that best suits vour needs

Typical

Installs the most common program Features, Recommended For
mosk users,

Custom

Allows users to choose which program Features will be installed
and where they will be installed, Recommended For advanced
LsErs,

Complete

&l prograrm Features will be installed. (Requires maosk disk
Space]

< Back [ExE = Cancel

4 “Typical”



® &XIJt 22 OfeHet 22 BHAIXIOF LHEFEC.

WebkKnight

|

\ebknight is succesfully installed,

3

You should review any settings of WebKnight (by running config.exe in C: WProgram Files WaQTRONIY Webknight ¥ and
reskart IIS on LocalHost to load the firevall!

@ JI28oz 4dX EZ&= C:WProgram FilesWAQTRON| X#WebKnight OICH.

&5 AQTRONIZX WebKnight [_ O] x|
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® 2= oM & MH% = Setup E2EHE C:WProgram Fi lesWAQTRONIX WebKnight 2F &2 A H
Lol 22 EHE MAdtD oJ10 SAHSHCH

@ QY HE AHIAZS L.

@ MH OIS(AMOIE 0I80] OtL)0IN 2= OIRAE 226t “SEIFE” 2 LS
@ DIAE =48 2IAEWA “WW AMUIA™ E Hdeistn, “HE” HEZ S2C.

® “ISAPI ZH" "2 HdE8otD “FIT HES Z2&Ct

® “ZH S5 2" JF LELIHE ZH 0SS0 A3

(HES0, ZH 02 : WebKnight, A& m A2
WebKnight#WebKnight.dl )
@ “0K” HHEE 210 UatatXE WA LH2HCH,

® |ISE THAIZSHCE.

B AMOIE ZHZ &5 &X

O 2= oM = MHZ= Setup Z2EE C:WProgram FilesWAQTRONIX WebKnightWW3SVC1 1t
22 NMHUS =2Z Z2HE M50 OII0l SASHCH (&, 28 WebKnight &AXIE <&
uniquest EHE JHXOF SHCE.)

@ QY ME ANHIAZS AL,

@ AIOIE OIE(MH OIS0 OtY)UA = OIRAE 2ol “SEEE” & A&t
@ “ISAPI ZEH" "ES MHEdtn “FII"T HES 26t

® %!H S= d27 Jf UEUH ZH 01

(0E , ZH O0l8 : WebKnight, &8 mo H=Z2
WebKn|ghtWW38VCTWWebKnight dll)

® "K' HEZS 21 UstAXE WA LIZ2HCH

@ Setup Z0 Otch2l config.exe MUS AISHIHAM “Global Filter Capabilities” &0l
M “Is Installed As Global Filter” 2 M2E dHMSHCH.

E] Webknight.xml - Config =] &3

File ‘webknight Configuration View Help
2l

Global Filter Capabliities

Register for the OnReadRawData event. This is required for the global filter capabilitie s, This event can only be called
if the filter iz installed as a global filter, If this is not the casze then the filter will fail to load, Faor IIS & [and up), you
need to run II5 in 115 5.0 Isolation mode (not Warker Process mode). Requires restart of IIS!

Ready [ aom 4

® |ISE THAIZEHCE.



2.2 WebKnight M

@ WebKnightE MG &0l 1S MHE SXIAIZICH

@ WebKnightE HIHGII| Aol Webknight.msi WY S HEZ22!6HCH. (uninstal | .vbsS HE

22/6tH AJHEES 0I836t0 MAI Jtsotct.)

& Setup

mzie EBEE 2w SHFENE EHD ESEE

GHE -2 - @ | Qe TEg 3|0 E X o | B

EcE{n)] ID Setup

N x| ®Os
L Config.exe denied. hkm installvbs  Logdnalysis.... Readme.htm robaks. txt
Setup
QN 2S HEFIH 42S & = @é) @é}
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Ik LlRDbots.me uninstall.wvbs  Webknight.dll Buebknight . Msi{ Webknight. sl hd
[11 THE [z.48mB [\ LH 2 EE 4
9 WebKnight

ii:;; AQTROMIY Webknight 2.0 Setup

Modify, Repair or Remove installation

Select the operation you wish to perfarm,

Modify

Allaws users ko change the way features are installed.

Repair

Repairs errors in the mosk recent installation skate - fixes
missing or corrupt files, sharktouks and registry entries,

Remove
Removes AQTROMIX Webknight 2.0 from wour computer,

< Back Mexk = Cancel

10 “Remove”




@ HMAJL 22/ Otefiet 22 3HHO0l LIEFLFCH,

ii*.'*::‘ AQTRONIX WebKnight 2.0 Setup Ed |

Completing the AQTRONIX
WebKnight 2.0 Setup Wizard

lick the Finish button to exit the Setup Wizard,

= Back

Zancel |

11 WebKnight
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3. WebKnight &%

WebKnight= SQL Injection SAXH, 3IEotAl 2= I L= SENN e &5 X
S & 320 CHoll CHESI CHesh XHIIsS M3Bof =1 UCH L&t JI2H2Z 0l &t
IS0l EFEHNH X2 SAH HE0| &l=0 0] HHI|s0 FAHQ & F@52 ¢
g =& QUL Metd EXI0IF Ktalel HAIOIE SF0l 9 HEGHH &Fote &2 gt
EA AMOF BT, &M EXE0= =J| £330 X2 == AlZtS S0 ettt 23
HEES Soll 205la & 3229 Yst IHEZ2 A8 = As I8 2 = U2 Aot

A, WebKnight Xl OIF oY EAIOIEN L=2ohM o=z @ ¥ Y €0 0l
FOHXN=X =S o, 8501 XMHHE B WebKnightel 218 &EEGHH S S0 2
ol 2FO0| XMHHYJA=X 0 E2 +=Hol0F StCt.

CIZE &X Al 2Ol AXI 43zz38e S0 20

O 2 @ C:WProgram FilesWAQTRONIX WebKnightWLogF i lestYYMMDD. log
O d3Z=2 8 © C:WProgram FilesWAQTRONIX WebKnightWconfig.exe

WebKnight £€X1 = & ZHZA Usl 22 310 80l 2 = UL

- Webknight Application Firewall Alert - Microsoft Internet Explorer

IraE B3E 2w sA=Fw =40 ZSEH -

g2 .= - Q0 A @ze @z Qoo P B-S20-&

Z (D) [ Fep:ff1eE. 130 I EFSIEEE
|

WebKnight Application Firewall Alert

Your requast triggered an alert! IF you fael that you have
received this page in error, please contact the
administrator of this web site,

What is WebKnight?

AQTROME= Wehxnight is an application firewall for weh
servers and is released undar the GHU Ganaral Public
License. [t s an [SAPL filter for securing web servers by
blocking certain reguasts, IF an alert is triggered
webknight will take over and protect the web server,

For more information on syebknight:
httpe fwwew . aqtroniz comAWebknight !

AQTRONTE WebKnight
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OF &ttt CIZE &XI2 &2 WebKnight2l 212 &

SN [ o]
™ “C:WProgram FilesWAQTRONIX WebKnightWlLogFiles” Z2&JF MAHLT D 1 ot LA

2 S0l d-d=Ch.

& C:WProgram FilesWAQTRONIX WebKnight WLogFiles
oE HEe 20 SHENW =30 22w

GHE .= - F| @z GEg @ E L X m | B

Z 4D |53 < WProgram FilesAGTROMLY Webknight WLogFiles

o, 1 2 &

07.01.29.log

LogFiIes |

|EE dAE 2M 37016108 6. 10KE [ENTEEETE]

14 WebKnight
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Time . Site Instance : Event ., Client [P ; Username ; Additional

request (event specific)

info about




3.2 8 €8

WebKnight ot &XIE ZG0W Config.exe WS & HAIF|1D WebKnight.xml= SEGH0 Ct

b &
%}:%} _\.LIEA%I %% AN SH

B Webknight.xml - Config =]
Eile ‘wWebknight Configuration View Help

AQTRONIX WebKnight Configuration

\Scanning Engine

[ allow Late Scanning Default: ™
Thiz will run the filter as a low priority filter instead of high priority, Recommended is high priority is more secure as it
precedes other ISAPI filters which might have potential buffer overflows, etc.).
Requires restart of 115!
¥ Scan Non Secure Port Default: W
Scan unencrypted (HTTR) web traffic (default port 50, but can be anything elze).
Requires restart of 115!
¥ Scan Secure Port Default: ¥

Scan encrypted (HTTPS) web traffic (default port 443, but can be anything else),
Requires restart of 115!

¥ Use Excluded Weh Instances Default: V¥

Euclude certain web instances, recommended for web instances which have their awn ISAPI filter like Qutlaok Web

Access, LI
Ready LI v

15 WebKnight Config.exe

O Scanning Engine : 2538t EE(HTTPS), HIZX =3 ZEHTTP)0l et 2ULIHE Jls A

PN
=

L]
=
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D
w
Q
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=1
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2 & A 2 283 ZEHE WebKnightIt S&6tH
%8 LA F=H(EME HH QHERZRXE JI& 0|™Q CHE ISAPI ZHSD 22l ¢

o o
= -
Ql

o

+ Scan Non Secure Port — HI &S 3HHTTP) cHE2 AHSICH (CIZE 80Y XE, 2
ZEYU 4 AS) IS AH MOS0l ER6HCF.

« Scan Secure Port — ZS3H(HTTPS) & Ecimig AMSICH (CIZE 443 ZE, [(j2 XE
2 £ AS) 1S AAH MIFS0l 560,

* Use Excluded Web Instances - 4l2lg = U= & UAHASS HMUSCE. Outlook Web
Access@t &0l 1A= KAtal2l [SAPI EHE JtXl= & UAEHAZO

[>
> 8 r 3@

>> Excluded Web Instances — WebKnight2l OS=Z2H MHIE H AAEA S=20I0H. O
0l 2 Outlook WebAccess ! AOIEDL QUCH. (QAAEA 100 AFOIEOIA AlEEH)

O Incident Response Handing : =2 ZM Al WebKnightot HENH HSSXE ZHSIH, JI
2802 HNHOl denied.htm@ZE redirectot) & RES XHSHAIQH, XHEHGHA &2
200 EIIH & =& US

* Response Directly - 220 ZACH, Z2H0IHENWH E= HAIXE SA SEs 2H
Ct. Ol BW& OIAIXI= (WebKnight 22l )denied.htm I 2| LHZOICE.

* Response Redirect - Z32A0| ZAZH, SclOIHEE FHE URLZ redirect Al2l
Ct.(URL2 ‘Response Redirect URL™ 0l ZAI=)

>> Response Redirect URL - 2t2F  ‘Response Directly’ Jt M3 dHAMIEI 2, ‘Response
Redirect” JF M2 AEHOIH ScIOIHEE 0RO LS =AZ redirect AIZICH. L6
Lige 20 22 £= &0 320t € = UL

* Use Response Status — =20] EXIE MOICH 2H0IHEZ ZBULHE HTTP SE AHZM



‘Response Status’ 2 &S AISSHCH. 01242 & URLOI CHEH 22t0IHEQ redirectS
AESHR %S [ = S6HCt.

>> Response Status — 0/ 320 €XI& M 22H0/HEZ BUHE 31337 No Hacking’

= ‘404 Object Not Found 2 22 HITP SY AMEHOILCE.

» Response Drop Connection - 2A0| X g MOICt & & €2 JICicle 22H0IHE

el HZ = StHettth.

* Response Log Only — Btof ZAQ| HALZH AH=E REES XHGHA £, LEZA 2
9 e QES A, Melstlt.

O Logging : 22 S, 21 AlZ2ttH, 21 =(SC0IHE P, MEX Y S) S8 &%
* Enabled - 22 S 43 L= HIELHSE HEGHCH 2o MAIE 7.

>> Log Directory - 21 IOl |IXE SHE U, LatH MHAE 2.

* Use GMT - 271 M2 Al2tES GMTZ2 & stCH. 2ot THAIE 2+

* Per Process Logging - &AMH odtLt2l ZZ2AHAW otLIQl 21 mesS H=ECH. ot 0]
Ao EZZHAE SAN SAE ZH Jise AAMHE <8t 24010 &3tE MAIE 2F
>> Log Retention - 7] UL S Ba&ot= JI2h. 23 THAIE @7

* Log Client IP — 22I0IHEZ| |IP =AE J|IEsH

* Log User Name - £2I18t St0IHE s HUILZ JI=6HC

* Log Allowed - XtHE SS9 2108 Ell= A0 FIt2 olotel S0 e 20
g2 = UL 0lHE AlAHS WRotE 223|182 FAotA $=C0

* Log HTTP VIA — 2+2F ZSelOIAHEDL BtLE OIS ZSAIE AIZE Z2 2cdi 30| 0L
UM ==Xl SME & Via:® GIHE JIS8C. Note: 2 AFEE ZSAIN st 21
E U2 = b, (I8 WMAHGHAHLE I UK LS ZTEAQ F=R)

Log the 'Via:' header to have a clue where the original request came from (if the
client uses 1 or more proxies). Note: you will not be able to log all used proxies
(certain proxies don't have or remove this header)!

« Log HTTP X FORWARDED FOR -  ‘X_Forwarded_For:" dllHE JISS&tCt. O™ ZEAIS
(NetCachelt 2 2)2 A2 EYX IPFAE Jteldle QA 0 dIHE FII6HCE.

« Log User Agent - Sct0IHE user agentE JISESHCE. 0l2H2 A2ZERN/E
ot=0d olg= A2 Jtelz2 = UL AL 0lHe == 2eld| |e 280l
OtLICEH.
« Log HTTP Client Errors — ‘404 Not Found’” 2t 22 HTTP 22I0IHE WHHE IISEHCY.
0l iS22 ‘4 = AXSEHCEH.

» Log HTTP Server Errors — ‘501 Not Implemented’ 2 22 HTTP AW OIS JIS&HC).
0l iS22 5 = AHSBHC.

SH
o

ro

O Connection : & P =20 & ZLIHE, 2 AR, 2F IJIR2E HE L= 2E
JI2E 3ot AM2tE HE

» Use Monitored IP Addresses - ‘Monitored IP Addresses’ Off ZAIE IPFAS QA IS
0l 25t EcHH = 2 AISHCEH.

>> Monitored IP Addresses - O|X2 ZAIZS IPFAQ IP HRAOICH HRAE LIEIWI| #
ol " ( 1.x.x.x" ) @ CIRD EJIE( “1.0.0.0/24" )2 ANSE t

» Use Denied IP Addresses — ‘Denied IP Addresses’ Ol HAIE [PFAZ 2HO &EZ2S
st O P S JIESHCH

>> Denied |P Addresses - Ol 2 XtHtE [P=2A% IP HRI0ICH EHRE UEHHII <ol



ST ( Aoxxx ) 2F CIRD EJIY( 1.0.0.0/24° )2 AISE %= UCH.
» Use Connection Requests Limit — IPF=AJI QEE £ U= @79 £ Hststth
>> Connection Requests Limit Max Count — O™ AMSFEFOl AlZ2F OHYl CHEXH & == U=

QIS %
>> Connection Requests Limit Max Time - RES A= AI2HE)CH IS E=IC.

O Authentication : ZEOILI AFZXt OIS 22 HARE, T= U= AIEDE HARE
Qg XHotl] =M oS5 4Lt 2O AM2H2 8&856H0 Brute Force 322 XtE

+ Scan Authentication Excluded Web Instances — £&F 0] O|HIEN HEHE & QUAHAES
AMSHCH, MBtE & QIABAE OIS AlTD} QlO0 YUGBOZLH AM X L=Ch

* Deny Blank Passwords - INARE 2 s 2% 2US AMTE XHET

« Deny Same Password As Username — AtEXt 0|80 22 MARKE S HL 25 A&

£ Xt&HetCt.

+ Use Denied Default Passwords — ‘Denied Default Passwords’ OlA JI2& 012 Xt At
2= WARASE JIXLD 915 AIES XS

>> Denied Default Passwords — 0|2 OIS0 AMEE = &
« Deny System Accounts - AIAEIQl HEkZ U
IWAM_SERVERNAME, SYSTEM, NETWORK SERVICE, TslInternetUser .
SHCF.

CI
n
el
(2]
<2
o]
=
=
e
=
=
=
=

» Use Deny Account Brute Force Attack
Ch. ZoH& AlZE CHOll 13 AIEE H2EF =
>> Deny Account Brute Force Attack Max Count — &b IPZ=A0 CHSE &EGHE Al2F 20l &
eE ols XU 2=

>> Deny Account Brute Force Attack Max Time — & AI2ZHE)SO 215 AIEQ 5
IS EStLE.

« Use Allowed Accounts — ‘Allowed Accounts’ Ol HIEOW CHSE 215 AIEE RS d0tst
Ct.

>> Allowed Accounts - Ol 2 21E0| oot HE SZO0ICt.

 Use Denied Accounts — ‘Denied Accounts™ Off H&EO CHEH A1E AISE Xt&EHCEH.

>> Denied Accounts - 01232 HYMGHH 150 XtEE HE =20

« Scan Account All Events - 2E CI2 ISAPI OIHEN AI2E= HE=2 AdE £+ U
1, 2IE0l SOt X &2 HEL 7= X0l JHSOL.

O Request Limits : 21HI= 20|, URL 20|, FH2IAEZY 20l S22 HE

« Limit Content Length - ‘Max Content Length’ Ol ZAIE 20l et AL SIEHO
Content-Lengthll 2tS HISHSICH. Olefsh Y2 QAEE AHUAM 2EUHE BIOIES = X
st & = UL

e Limit URL = ‘Max URL" Ol Y AlI= g0l 2t URLS Z0I(URLSl “?° & JFXISl 20l)
HSHstC, 21 RLS B2 sA2=Z QA& 29 MAMIE =dt= 2020 ¢ 2! URL
ME M= QtEICY.

e Limit Querystring — ‘Max Querystring” O ZAIE 20l et querystring2 2 0I(URL
HlA 27 0l=2 Z20l)E H&HsHCt.

e Limit HTTP Version - &ANHWH st LE QES HITP HHE( HTTP/1.17 )0l HAIZIOf
RUCE.  ‘Max HTTP Version Ol ZAIE g0l Sloh 01232 20IE MSte &= UL,

>> Max Content Length - BAHE 2WHX= 2F2 olH0l Content-Length2l ZICH gt

=
=
o
—



>> Max URL - URLS| =ICH 20|
>> Max Querystring - querystring2 =z O 20|
>> Max HTTP Version - HTTP H& Xt =0 20|
» Use Allowed HTTP Versions — ‘Allowed HTTP Versions’ Ol ZAI= HTTP HE2E & Dt
5HCH
>> Alowed HTTP Versions - 0|32 &iJtEl HTTP BiA 2 =0ICH.
« Use Max Headers - FIIE oll42l Z0IE RHIStSICE.  ‘Max Headers’ Of HAE GIH 2
2t SIIE <8 =0 2012 YAIE &= ULH.
2 gl 3

>> Max Headers — 01242 2010t E

O URL Scanning : URL Encoding 22 Xt¢, &< mA
URL Q1D &l (%) XIEH, SA URL AEZ XY S URL &
* RFC Compliant Url - BF2F URLO| RFCE =9 HA

TtehEl 240|Ct.
« RFC Compliant HTTP Ur| - 2F2F HTTP URLO| RFCE [MZ=™ M IAdH2t. 0122 HTTP URL(L
X B =)0 52 Xeg A0l P

ﬂJ|0
Qﬂ
A=
r
2
c
=S
ﬂJlO
|>
O||

« Use Url Raw Scan - & A B It URL Il ®lsi M= I8¢l
AMNLYOILE 22 AL E AIEEHL.

* Deny Url Encoding Exploits — URLOIIAM CIZY =A== oA 2=Ct.

« Deny Url Parent Path - Q&E URLOIA &<l Z2( *.." )2 0lSdtd= ANEE XtHst
Ct.

« Deny Url Trailing Dot In Dir — URLSl CIER| 0|8 otofl “./” JF Z&EE RE RAES
XtChSHCE.

 Deny Url Backslash — URLOIl W OJF Z&E™ XtEHSHCE.
» Deny Url Alternate Stream — URLOIl “;° Ot

« Deny Url Escaping - CI2YE & = URLOI "% JF X

« Deny Url Running Multiple CGI - URLOIl ‘& JF &g
= (Gl 22 ZZ2 08N AdE 5= UL

>> Deny Ur| Characters - &8 &2

o QFZ XCHSHCEH.

» Deny Url| HighBitShel lcode - &l
2 & AMOIEWAM US-ASCIIBtZ At

CHetCH, Z 2 & AOIEDE Otel 2 FAGHAI 2=C0h. 0lXEa £
)

£ Xterett.
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« Use Denied Url Sequences — ‘URL Denied Sequences’ Ol ZAIE AIAASO0l URLOI StLt
Olat Z&te™ S XHESHCH
* Use Allowed Url Starts - &&E URLZ Al&ol= 2F0H GJistCh. 0122 ‘URL
Allowed Starts’ Ol ZAIECE.
>> URL Denied Sequences — 0|42 URLOI SAJIEIXl 22 ARAA S=0ICt.
>> URL Allowed starts — 0l 2 URLOI AIEE &= &= &lItE AIEA 224 S50ILC0.

O Mapped Path : 220 &< IHA, S (W) S XS Y 22 MY AAEO FEot=
z22 A9

» Deny Parent Path - 220 &< (.. 0l
» Deny Backspace — 20 W JF Z&&H XHSHSHCE.



* Deny Escaping — 220 % JF Z& & H XSHSHCE.
e Deny Dot In Path - 20 ./° JF Z&LH

X+SHSECH
>> Deny Characters — 2t2F ZZ0| 0] EAt=0| otLt Ol&F LIEHLIH A S XHESHT.
» Use Al lowed Paths — @2 X| ‘Allowed Paths Ol HAIE 22 A= HZOHE o0t

SHCH,
>> Allowed Paths - O|H2 A&EE = A= 2 5Z0IC.

O Requested File : XtEAIZ O
* Use Filename Raw Scan - &AM
A E 0lE0tH QEE MtLsS A
>> Deny Filename Characters

StCh.

= Deny Default Document - JI2&Ql 2M RES XHsCH. 220IHE= CIHEZ|DF Of
H QF EF MYos Y +

« Use Denied Files - &20| JIsdtHU AMEE £ U= Denied files’ Off HAIE O
/06 22 T2 )3 IS

>> Denied Files - 0142 SDIE Al &2 MLY/C6I S8 T8 S=0IC.

« Use Monitored Files = ‘Monitored Files’ Ol YAIE Ute H2S

>> Monitored Files — 0212 ‘Use Monitered Files’ OIM AI2&Z= 2UHE & I
S50|Ct.

« Use Allowed Extensions(Z&Xt) - ‘Allowed Extensions’ Off HAIE Ui SEXCHS
Q& olItstLt.

>> Allowed Extensions - 0|X2 &It QE Wo &K

« Use Denied Extensions - ‘Denied Extensions’ O FAIE oY EHAEX QES XICHE
Ct.

>> Denied Extensions - 0|AE XEHE 2

|
=
1
E_|
no
02
(=}
(=}
HO
>
Ol
QJ
C
i
Hl
oo
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meol =&t S50IC0.

O Robots : 24 X robots AtH &F
* Allow Bots Robots File — MB{0l robots.txtIt0l US 2 WAL S0
=& olefotl Y0l 82 ER0UE E2E +=&ol= robot0l I
H StECEH.
Deny Bots All - 2 22 RE2
* Deny Bots Bad - Zo|&Ql RO RIS
g2 F=OtstCh. (0l EXI0IA robots. txt A4
>> Deny Bots BotTraps — robots.txt0l = URL .
» Use Deny Bots Aggressive — 0| & A2t oH0l &8 & = 0|49 RF=S ol &%
XtErSHCE.
>> Deny Bots Aggressive Max Count - 22 XI&He QEQ £

| d

>> Deny Bots Aggressive Max Time — & & Al
>> Deny Bots Timeout - & XtHHE EIHOLR.
* Block Bots Data Mining Commercial - ASEQl HOIHOIO0IY £2& XtEStC.
Robots.xml Ol HolE & LAE ASX NOIEAR IPFEAE FHOLA 0IE =™

» Block Bots Data mining Public — Hl &4E&E0IHL 232 GIOIHOI0IEd = XtHEHC.



Robots.xmlIAM &Hol&E & & AZ2X HOIMAR |PFASE HOIA OIS =& SHCT.
» Block Bots Download Managers - Ch2ZZ% 0OHLIA . Robots.xml WA &=
Z AHX AISX HIOIMARL PEAE FHOIA 0|2 £,

i 22 XHStCH. Robots.xml M &2
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* Block Bots Email Harvesting — em

S & 2HE A2 H0IEAL IPEAE ZOLM 0|2 SIS
» Block Bots Guestbook Spammers — 2HE A® 22 XIHECH. Robots.xml A HOE

N OIS =&istC}.

SHStCH. Robots.xmlOIM &EolE & LHE A=
A HIOIMAL IPFEAE JHOEA O
» Block Bots Image Downloaders — O|0|Xl CIR2Z2H S XESHCH. Robots.xml A &2
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» Block Bots Indexing — 240l 22 XI&SHCH. Robots.xml A A& & ed&l AIZA
OlIOIEAQL IPFEASE FHOIA 012 286t
* Block Bots monitoring - 2LIEI& 25 XISSHCH. Robots.xml A Aol= & 2ed& Al

S 0018 ARt [PFAE RHOLA 01 =detlt,

- Block Bots Offline Browsers - QX 22l BE2tRX 22 XIH&SHCH. Robots.xmlMIM &2
S 2 LA AIZX oM ARL IPFEAE FHOLA 018 =3 SHT

* Block Bots Other Bad - CtE «o|&Ql & XtetstCh. Robots.xmlOiM HolE & 2dH
& AFEX oI AR IPFAE FHOMA 0|8 =S

* Block Bots Trademark — M&ZH/EH0IE0t2 RS XHSHCEH. Robots.xml MM HE &
Q& AIEX HOIMAL IPFAE FHOLM 0l &L

» Block Bots Validation Tools - 215 &£+ & XtHEHLE. Robots.xmlOlAM HoE & &
A& AEX O™ ARL IPFAE FOLM 0lE =8 ST,

» Block Bots Link Checking - URL ZAt RECIEl = XtE&tCH. Robots.xmlOlAM &EHolE
& L& ASA O0I™ARL IPFEAE FHOIM 0| =& EHCEH.

» Block Bots Browsers - EctSH RS XtHECH Robots.xmlOlAM EolE & LHE AL=Z
A OO AR [PFEAE HOLM 012 =" S

» Block Bots Media Players — OILI SdI010 = XtHELE. Robots.xmlOAM EHelE &
2T AIEX HOIMALRL IPFAE FHOLM 0l 85T

» Block Bots Proxies - Al MtH & XtHECH Robots.xmlOlAM HelE & LHAE A2
At IO ™ALL [PEAE FOLM 018 #=~SHT

» Block Bots Adware — OHERIH RS XHECH. Robots.xmlOIM EolE & LHE A=K
OOIMARE IPFEAE HOLM Ol =—HEHCH

» Block Bots Browser Extensions - 2
S & LA AEX HOIEARL IPFASE FHOLA 0| =S,

» Block Bots Spyware — ATIOI S XtEHSHCE. Robots.xmlOlA Ho&E & 2HE At
X HoIdAL IPFAE FOLA 0IE =S,

« Block Bots Editing — web/htmI2 HES=s AZES
HOoIE & A AIZX HOIMAL IPFAE JO0IA OIS .

* Block Bots Device — &Xl = XtHStCt. Robots.xmlOlA HoleEl & L&l AFSA O

Ol AR [PFEAE HOLA 012 =" EHCH.

0o 2= XI=HSHCH. Robots.xml O A
=2 A5

* Block Bots News Feed — news feed S ECIEl 2 XFHEHCH. Robots.xmlOlAl A= &
2HE AP WO AR IPFEAE FOLM 0|2 =8USHC.
* Block Bots Search Engines — AKXl 22 XI&HstCh. Robots.xml A A& & 2

S MEX GIOIEAR IPFAE HOLAM OIS =2 EHCE.



* Block Bots Filtering Software - AZEQIHE ZHY = £ XHHStCH. Robots. xml
A Hola & dHAE AISA Ol0I™ AR IPFEAZE RHOIA 0|2 4=8istC}.

» Blcok Bots Software Component — AZEQH ZFEUE & Xt&tstCh. Robots.xml 0ll A
HolEl Z AU AIZX OIOIM AL [PEAS FHOIA 012 £3HEHT

O Headers : A olld B B&, E& ol Xt S &3

+ Remove Server Header - ZZ2H0IHEZ HUes FAHAHZELEHS 2E S0 Z&=
‘Server:” GIHE HMAHEICH. MB GIHE oL L2 RH AMAGO HAFES EMG
LE MBIOF IS0l e =~ J= 21Zst ZE0E UL

» Change Server Header - MH2l GIHE MMHots ol O
SIHH CrE &gXol ANH HEE =L

Note: ‘Remove Server Header’ Jt OIXECH 2AAS Z=Ch 42 MY 6l
SHCHH  ‘Remove Server Header’ & & = t

>> Server Header - A dIGJF 220IHEZ BUlle 2E SEOICH 0|H2 AZEQ N/

HESl gas HZ=Ch.

» Deny Cookie SQL Injection — ‘Cookie:’” GllCH2l SQL QMM =S XIEHSHCH. 2 FAIOIE
JF DBE AtZ26t1D DBOI 2tH= HE2E MEGHIKMN RIIE AMEEETH |2 20|CF.
» Deny Cookie Encoding Exploit — ‘Cookie:’ dlCIS F3| E2AS &JI6tAl =0

* RFC Compliant Host Header - 2t HTTP 1.1. &0l ‘Host:’ GIHE E&0oIAl ZOXH
XHEHSHCE.

 Use Denied Headers — 2+2F ‘Denied Headers’ Ol D& dIHI=2l otLtet™ XreHSHCEH.
>> Denied Headers - &AHZ2 QAN SIIHX &&= dHSS J1Y.

* Use Allowed Content Types - R&0l Content-Type ollH2l XAt EH&st&ld Brek
Content-TypeJdt ‘Allowed Content Types’ 2IAEN UKl LCIH RFS XHSHCEH.

>> Al lowed Content Types - R&°2| &1Jt=l Content-Types OICH. 9+2

°F BIE S0 0|
D E Multipart EFROl JDisotd fsCHH 2HSsEH ‘multipart/” £ FJistCh. 0] &g
‘multipart/form-data’ , ‘multipart/mixed” ,...2 JIsolH ol=0 SU=O0ICH. Bl &2

Content-TypeO| &= 2 L& SII=C= 20I0ILCH.
* Deny Header SQL Injection - RIAHZ ELHA llGH0 SQL LI ™A
» Deny Header Encoding Exploits - &AMHZ BUHA &IHAH 22E

Ct.
» Deny Header Directory Traversal - ¥IAHZ EUWE JEHM A9 FE2229 0ls= &t
iRl &=Ch, .. ol /7, W B XhEStCt.

» Deny Header High Bit Shellcode — G0l HIE &2 0l

US-ASCII2t= AFZGtE S MStotd US-ASCIIO =otK 2= 2ANSS XSO, G52 8 A
OIEJL Ot =2 F&EGHAl =0,

» Use Denied Header Sequences - 22t ‘Deni
E . Aol2tE SN LIEILIHE 23
>> Denied Header Sequences — olHOIA SIJtEIXl &2 AMEA 22X SZO0I0.
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O Referrer : Referrer ofld A2, U2 AHZACHHL TI2Z2E Jtse OtY =& ME

» Use Referrer Scanning — URL &S AMSHCH. OlX2 O MEAWM CHE MI2AE dIt6t
= WS Jtsotal 8tt.

» Referrer URL RFC Compliant - URL X&= RFCE 2
 Referrer URL RFC HTTP Compliant - URL &ZX= (Q1&0



» Deny Referrer Encoding Exploits - URL & X0 ¢12E A2

» Deny Referrer Hot Linking - 22|12 SHLZRH 2oo I
XtEhstCt,

>> Referrer Hot Linking File Extensions - O It &&X=0| UIZ A= AS XE
StCh.

* Use Referrer Hot Linking Allow Domains - £& ZWeIgt HZ2 E3&E= S olJtst

0

1o
==
HU
o
LU
fn
rr
Y
o

Ct.

>> Referrer Hot Linking Allow Domains - Ht2 3% = 240 S1otE SOIQIO0ILE IPFELA
OICH. O 250 X&le Z0elE FItote= 2401 2 R6tCH

» Use Referrer Hot Linking Deny Domains - & LM 0| HIEZ &= S XHED
>> Referrer Hot Linking Deny Domains - B2 & 3A%= 2401 XEE SHCIOILE [PFA0]

Ct.

* Referrer Hot Linking Use Host Header - SAE ol &
JtstCh. OlH2 Bt =50 S0 088 F:OIE 22 o
ZAOIEE &0t BtLt.

» Referrer Hot Linking Deny Blank Referrer - E&EH0I0F & It &Z&XHOI CHoH & XD}
e QS XS

>> Deny Referrer Characters — URL & X0 S0 & Xt X

* Den Referrer High Bit Shellcode — &2 URLOl ot0l BIE

Ol ASCII>12721 B XE XtEotd Ao AOIEN 3= US-ASCIT & At
£ XSt

» Use Deny Referrer Sequences - URL HEXUHM SE& AI2A 2XE

>> Deny Referrer Sequences — URL ZHXZ0IA S0l L= AEA BNE XEHECEH.

O User Agent : User Agent dlIHE A2

» Deny User Agent Empty — 2+2F User AgentJt BIHQUHLE LIEILIX %™ QES XIHst
Ct.

* Deny User Agent Non RFC — BFeF User AgentJt RFCE [EX 22 A
>> Require User Agent Character - 22k User AgentJt Ol &X A
OlAl 2oH @AZ XHSHCEH.

» Use Denied user Agents — Btk User AgentJt ‘Denied User Agents’ 220 UJASH F
2 XtHEHCE.

>> Denied User Agents — 0|2d2 &0l HEE User Agents SS0ILCH.

« Use Denied User Agent Sequences — 2t2F User AgentJt ‘Denied user Agent Sequences’
Of LG AL BUE ZESHH A0 IHECH

>> Denied User Agent Sequences — 0lX2 HERE User Agents A& A =Z=0|CH.

iin
o

O Methods : 31 T&= XHE MethodE Z & (0l : GET, HEAD, POSTS &I &0dotL) DELETE,
PUT &2 X&)

« Use Allowed Verbs — @& ‘Allowed Verbs' Off & QA HAE 242 &IISHCH.

>> Allowed Verbs - SlJtE Q& HAE.

» Use Denied Verbs — 2tk QX HIASIL ‘Denied Verbs' Off & AE = GHLI0IYH 2
2 XCHECH

>> Denied Vervs — X&= @A HAE.



O Querystring : & query AE™ (xp_cmdshell, cmd.exe S) XH, query AEHNA
SQL Injection XMtYH & &&

» Use Querystring Raw Scan - CIZE AME0ILI 22 AHY e BAMBUHAM RRLE CZ2E
StJl MOl querystringE AME = QUL

» Deny Querystring SQL Injection — querystring0l SQL /& &S =

+ Deny Querystring Encoding Exploits — querystring0il /24 322 3{It6tAl Z=C.
 Deny Querystring Directory Traversal — querystringlilAl Cl2&2| O|SS &I1DotXl &
=k ol . E£= Y/, 'WE XeE AO0ICH

» Deny Querystring High Bit Shellcode — ol0| BIE &3EE &|JIotAl &=CH. 0|2
2 AOIEE US-ASCI 2t 2 HIStatD Ol 2RIt Ot 2X=2 XHEstCh. 92 A0 EDL

Ot %S F=&otX 2=Ct.

« Use Denied Qerystring Sequences — 2+2F ‘Denied Querstring Sequences' Ol JI&& =
= OtLIOIH XtEHstCE.

>> Denied Querystring Sequences — ol JFEl Xl &= querystring X SZ20|C}.

O Global Filter Capabilities : 2248 ZH HE 02, S& ol AES(xp_cmdshel |,
cmd.exe ) A & 23

* |s Installed As Global Filter - O|H2 =28 ZH
= Q2L ZEDI 22Y ZH=z AN AAEE

M 2 HOIADL Ot B 2C&6t= A2
Deny Header SQL Injection - & A H

s2 flof 7S 0] OIHE
= UCH. Gtek WebKnightE & XI&

OICH. IS THAIZ 22,
Ol W& ol etoll SaL et &

Ct.
* Deny Header Encoding Exploits - FABHZ BUWE dlld ool IRE Z=ZAHZE & JIoHAl
Ad=Ct.

* Deny Header Directory Traversal - BAHOH EWA ol 2tdl Clel&el 0ls=E ofJtol

A et olxdg . U ) = W B XHEStL.
» Deny Header High Bit Shellcode — &t0| HIE & IEE GJIotAl =0k, 0lHS & A
OlED} US-ASCII2H2 AIE3tE=S HIgtol]l 11240| Ot SX=2 XISt 2 & AI0IE

ot Otdl & F&otA &=L,

* Use Denied Header Sequences - GlIH 2t0Ol ‘Denied Header Sequences’ O JI & X &2
22X = otL0lH RAES XHSHCE.

>> Deny Postdata SQL Injection - EAHZ ZWH& POST GIOIEf 2Ol SQL 1 M&ES &It
OtXl 4=Ct.

O SQL Injection : SQL Injection =220l

s)

>> SQL Injection Keywords — SQL QI&A& A2 & SQL IIRES. O £ L= 1
OlAH0] YAHE™ FANIF LIEIUD RAO0| XHEHEICE.

ol2xe= II¥E HO( ° ; select insert xp_

O Web Applications : WebDAV, |ISADMPWD S & OHZc2IAH0l1& 2
* Allow File Uploads - AB10IAM HTTP POST = AtEZEdt= It &
* Allow Unicode - URLYt MHZ ZULHE CHE OIOIHWA = =
JtStCY.

1 g0l WebDAV, |ISADMPWD S & OHEZ2IAHO0IE2 dlE RRE Z2Fotd 11 S0l JIEt
A0l D=5l UCEH.
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4.1 SQL Injection

SQL Injection2 242 MOl SQL HHEUHE CINZ MUSOZM, AFZXIL & OHEcIAHoIA
Of &2/ &Ql QueryE DBZ MEYEGIEE &Y =+ QUL 0l= A LAZ= M0 WL
fIEst 32 Y- S0l StUOICEH. 0 S22 S5t LAXQl ArEX= 0BU HEE FEE
2=, =&, g = AL 232 oY HAES Sol &eE SZUAMREH AAES 2H5]
ZOGH{LE TH Gt Z00l OI2DI0HA Chest Fag DIE &= UL

Ol'Hl WebKnight2l SQL Injectiong Xt&tote E2 A&t 3201 XeEE2 S01ACH

Querystring =l
M Use Querystring Raw Scan Default: ¥

Besides using the default scanning, also use the raw scanning capability to scan the querystring before the web server
decoded the URL (with built-in decoding engine).

‘ Fpeny Querystring SOL Injection| Default:
Do not allow SQL injection in the querystring,
—
¥ Deny Querystring Encoding Exploits Default: ¥
Do not allow encoding exploits (embedded encoding) in the querystring. :I
Ready [ o |

16 SQL Injection

e 161 20| ‘Deny Querystring SQL Injection” S M3ot 2= &AL,

2} WebEnight Application Firewall Alert - Microsaoft Internet Explorer

ORE DE 2N SAFNE =D E2LH
QFE - © R @6 Laa L33 € - & o & R

Azl &) bt 163,13 ) I ind = <. php
23 gluoH &) Blag

Webknight Application Firewall Alert

Your request triggered an alert! If you feal that you have
received this page in error, please contact the
admimstrator of this web =ita,

What is WebhKnight?
AQTROMNE: Webknight 1s an application firewall for web
sarvars and e ralaacad under tha TR Cenaral Duiblie

Lesnzel ()9:56:32 1 W3SVC2 : OnUrlMap : 168.131.44.181: : ©
wetknis Mozillaf4.0 (compatible: MSIE 6.0; Windows NT 5.1: SV1) :

[ C:WwebmasterW : b_id='%200r%20'a %20=%20'a : BL
Formory OCKED: possible SQL injection in querystring

17 SQL Injection

0p
J

a8 172 28 3301 AHEO0 WebKnightOlA £&et HOIXIOF SO LIEHLILD
A 200 2OWL0 S0IA= AS =elg = U



4.2 Directory Traversal

A=A Sch2t mH0l

Directory Traversal FHA&EE Lt 0IA s O o Ite4H
2 MZESHA MIAGHA &0t SAXIE L) 2 22 mYd 20 A9 CIHELZ 0lSot=
ENE Lol ../ /../.. /.. /etc/passwd” 2t Z0| AIAEIC SRS MYs URIEEFE
= A= FHAEHOIC

Ol Ml WebKnightE O0I23dt0! Directory Traversal2 Xt&Hole E2 &30t =201 Xt&
22 =oIotAT
[l Webknight.xml - Config M=l E3
Eile Wiew Help

@Deny Url Parent Path Default: ¥ |
Deny parent path ("..") attempt in the requested url. o
@Deny Url Trailing Dot In Dir Default: ¥
Deny a trailing dot in a directory name. This will block all requests with '/, |
Ready [ o [T

18 Directory Traversal

2 181+ 20l ‘Deny URL Parent Path’ 2 ‘Deny URL Trailing Dot In Dir’ S HM3AdHN
£ &HoIC

E WebEnight Application Firewall Alert - Microsoft Intermet Explorer
OiCE) TEEY =2 SAFN(A =3I SZEETH

QSE2- O -RE G P2 L83 & 5- & HOE R

= 4 () ,ém;.:;,‘lm.l:ﬂ-‘..fl
©z @) U0 &) Flog

Webhknight Application Firewall Alert

Your request triggered an alert! If you feel that you have
racelved this page in error, please conkact tha
administrator of thiz web site.

wWhat is WehEnioht?

e d 03:35:37 : W3SVC2 : OnPreprocHeaders : 168.131.44.181

servers and
beenee ES 505 Mozilla/4.0 (compatible: MSIE 6.00 Windows NT 5.1
webkmight 1 3 SV1) 0 GET : /..f : BLOCKED: ".." not allowed in URL (pare
nt path) : BLOCKED: './' not allowed in URL (trailing dot on

For more inf @ directory name)

19 Directory Traversal

I8 198 28 2201 XHZ0 WebKnightOllAl £&8H HIOIXIDF SFHO LIEHLLD] S
XS 20 2OML0 0I/A= WS =elg = UL
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