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I g0l WINS x5

ct. D
SOAUS 49, DNS M= WINS Me{E F2|gtct 0|0l
WINS off S5=0] A= &%, WIN

S MHe= 2t 7|22 DNS A{tHof| Htstgti|ct,
% k3 DNS A= 22l DNS &0 st SEHe =z siE DNS 7|E& A utedshod
Hiatsti|ch DNS 2210|91E= Z2}0|AEJF WINS L DNS O SEEU =X 08 S HIEA &
ZLQE glen 0|E2 WINS AMHE Fele 2yt glauch.
WINS etsk =35|& @5l A 2| DNS M E FAME =5 &t EX5HIX| &= PTR
7128 ¢lsil /5= DNS MB{E 2|5t 2AS = ddo| WINS-R 7|20| E0{US Z <, DNS
ME{= NetBIOS == O{H{E Aefj =3|E o| &%t

20 LZEEME 25 WINS =53] 7|=20f o] ool WINS M E X&EE = ASL
Windows 2000 0|} Windows Server 2003 DNS MH|AE AldHsl=E MBHE S 20| XM=
=MZ WINS MHE HM35I0{ 0| &oz{l ghch.

4. WINS =3| 7|5 #4357

DNS M2 M= utE| 78 HES HASts AFES2 WINS =31t WINS dbeF =30
ol21gt 7|F0| U= FHE SAE 5H7| 2ol
Microsoft 2 M= IE| DNS MH{E E85to] ALSst= 49, M= HIE| DNS A{t{ofl A

Hole 2F/7F LstAL 29 MEo| HdufE 5 UASLICh

A== 7158 XS] kgt

Ol =&sto] ALE8Sts 29, WINS =35 085104 WINSoff tHek DNS =3 & & =shes
S8g WINS g2 445t flele = A5HCL of 92 SFo|ct HH0|E &Y S
TASHK| pEsUct O3 ot ZE DNS S:2to[ETF H[EA zlof WINS =3 g9 o|&2
HESIZE FMEUct ol A2z Z2l0|¢dE= DNS #H2|E 0[E235t01 DNS 2t WINS &
sAlol Hzlg = AgHceh 22| 2HS 2hastst7| flsi, DHCP L & M & 0[&35104
SEI0IAETL 74 Aelg ST 74 5 AsHcot

7t 2= o] ol S0 A= “DHCP v Z3E7|
o

=
= &
ol Zlol S0 A= ey &4 HAsSAM “O2F & ¢l=zt

o
2 3
W e
02 P:T
o &
e 4w

=
M
_O'ﬂ
N
i
ikl
i
_O'£
it
>
to
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23 WINS €92 Windows Server 2003 0|Lt Windows 2000 DNS A{H{ At A SAE
Z|o{of oty M= IlE] DNS Mol SH =M otElLct ME TIHE| DNS MB = WINS

gl 7|52 XS Zen 98 SAESHK| e 2 AsHCh

2) DHCP

A. DHCP Mt x¢leo| o|H

. LES PC % Mobile Device AEXI0| A Feist AFRSA S STt

L E& PC(or Mobile Device)2| AtEAIe| S7t= XIHE A2l oloMe| AR SIIE
olo|gtct ct2 2AM(CI2 Subnet)oll A2 Y, s|elMoMe HERT ALS, EX2=2

P Xl ARRAoMel HESRIS AL 270 A7t s = o,

o
rot

e UEND T FE ATY 270 A HHE & AsCh
W27 HEsHE FHEY = JlYel 343 wMe UEYIe YPYS 2T
AR Fo B2t =F JHHOZ olgh AFRele 0|52 UEST THYES X xS
27sts A2 olofFuct

At AREAE PC o 22| eh=olM W ER R FIYEE YZ4sHA| gadcrt

Iy

= AMSA HEES UEND THYRE HENoOE HUNFE U we

NN
ol
62
o
A
kl
30

2 Bk ALZARZE Botzl 2HE, HREHE Mz dX(ste E2, IP THEEE

Rl

o
E
0]

2, HESRZI HEAe =82 Fste 297t Botduct ol2gt 2Zst

K| ol At2EX|A E Lo

. Mo = UESRIS (o Mejx7t 2eet 2oz A 7t Jtset et

DHCP ME{e| Eloz ct2n ze hEo| US 5 Ut ot

. A of2fof ALZAtOA ALY HEHT AZ S A &St

=~
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LLI'(I/J 20|(§'|3dows Server o4
- |
7| etdolAl LdE APRAlIS| BAHO|, Fele] 0| AAFEER 2970 AN U= dF,
Elof|A HER A Al2e €A a5k Euct 2Lt olzst &4 2 StaticIP &
H Z6t= YHHOte 2 XIEHst| o{y@ctes M2 dZbsof g4t AN Z Static IP & AFSSHE

ALEAL HFE ZH2e| 1P F4E ghElsky| Eoks, §3 Static IP

B. ol EMolME CtS2t 22 &2 ohE4

»  Multiple—subnet 7| stAdollM Windows 2000 Z FE{0| &= Windows 2000 Z&FE{7} of4

£ IP Address?t Host #+AM & X522 FAsict 0|Ad2 o] AlLz|e FE =Xy

= ek DHCP Server 0| 0| 27tsst <0 tiH|, MH{ o|&3HE &S¢t fault tolerance &

el MZ et

= A3 5He]l Windows 2000 DHCP Server2| AL

mjo

H

rok

»  Desktop AFEILI IP i Z|Z2to] CIE Portable ZAFE O IP &S s+7] @Ial User

classes?| 7|s& Mgl

F

WHS 2o{EL ot

ol
rr

C. Design Logic 2 E& g =4

dutMo 2 7|¥2 DHCP MHe| F+M0| Bt FolE, IP &4, Subnet mask 12|11 HEsH
Host M E(DNS, WINS etc)2 &2 HESIA MEE X=22 FAsH Windows 2000-Base 2|
HAFE 2} non-Windows 2000-Base 2| ZAFEE EZ&6t= 03 Subnet2=2 F+ME

7

=
=
gdelHct Eeh ZF Siteoll= UWERZ FEEEE AS22 FHSHK 21 #3522 74E

O|Zd 2| olo|= ZE7|oll 100% Static IP 2 TA& 7|H&ZoM DHCP MHE AtSet ExAel

HEHD RS 74 HHO2 §74Z + YSS 2A|Bch 5, M0 WE P2 23
B % USS EEcH

g2 7=, 7ol 22lmo|D =alxel YEI
o

2| DHCP Aol CXtelnt ool A 2l
THE BE5 dEoiof gHCh HE/I FHEE XASdd X1 HelE MdFst, DHCP

i
>
]
o
K
20
rr
bl
1A

Relay Agent Service & X|&lst= Router , == DHCP Relay Agent Service

Jlsg MdEe = A= NT M7t JA=X], WAN Speed = SE8HA| AH Hotof i Ct.

. IP Address and Host 82 A2 2 7M
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o—
Client PC 2| IP 22} Host #MHAEHE X522 FMSt= A2 ZUEHst TCP/IP &2
Dynamic Host Configuration Protocol & &&%te oYt WE<LI3AHM DHCP-

=
=
Enable &l Client PColl IP 42 Cl2 ZAE XiAMst HE
7

MNetworking Services E |

To add or remove a component, click the check box. & shaded box means that only part
aof the component will be installed. To see what's included in a component, click Details.

Subgimpnnents of Metwaorking Services:

[l COM Internet Services Proxy 0.0ME |=
Dn:-main Marme Systerm [DMS) 1.1 ME

E. Dynamic onfiguration Pratocol [DHCF] 0.0 ME

O Internet Authentication Service 0.0MB

O (105 Admizzion Contral Service 0.0mMB

[l Simple TCPAP Services 0.0mMEe

[ ™ Site Server ILS Services 1.5ME ﬂ

Dezcrption:  Sets up a DHCP server that automatically aszigns temporary [P
addrezges o client computers on the zame network.

T otal disk space required: 0.9 Me Dietaie |
Space available on disgk: G052 ME
K. I Cancel |

J2|3, 0|8 Jtsst oA HH P FAE DHCP AMu{e Xts A AddofA M= AL,
oleiofl MX|=|0{of St= Static Host & ?I5H of2k=|ofof gt w2t 22|= ZF subnet Of

ol HIERIE FE, As74E 2o 0l Ttse IPFaod MelFas ZFslof o,

Subnet Range of Available IP Addresses Range of Excluded IP Addresses

ol2oM EZ8 4aeluct HWESRI CiAtelo

Site oflA& DHCP MH2| 2IxX|= o] £FM2
M ADME |XI5H7| s, ZE DHCP MHE= ZE subnetd ?IxAIZ|= HE dEe=z §
Hct. a2/ DHCP M b DHCP ClientAtol2] 2-E Routerol DHCP relayE T+4&sHA, DHCP
relay agentE client subnetoll M33siof |t

Windows 2000 Server2t Cisco I0S version 12.0(10)= subnetAlo|2] DHCP relay agentS AH|

28 Mo

Client2t DHCP A{t{ Ato|2| DHCP Packet2 otzf 2t Z&L Ct.
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DHCP 20/ E DHCP A H
DHCP 27| |
] DHCP H2
DHCP B &
DHCP ol

2. Ztolf 3 (Fault Tolerance)

2lole| site ol Al DHCP AlH{Z2| odZo| E7Fsst Zdoll ofH|$tH, fault tolerance = DHCP
Clientoll X|&= MH|AE MZgtdct f2l= 24§ DHCP ME|AE HS35H7| 918 S S

A B g,

e Fault toleranceE sl MZ Z2|= subnetoll, DHCP leases2| & x| MHZMH SEH5=

DHCP Mot & Huf(Ch7|) M 24 SZst= DHCP MBS ?{x[A|Z

o Al Atolol HHE JHSE 1P F40l HIE Lhsiich 80 W ES DHCP Scopeg
17l (¢ 7]) A

DHCP AMe{oll, 20 HME= F Hm(Ch7]) Mefoll oAzt (80/20 1)

o HrC} EASH fault toleranceE M 3357 flsH, tHZIMHE ANMZ F el Mz FTAEY
ch. & el AH{= Cluster NodeZ4 Cluster AH|AS ASHSId, P Scopell CIZ

DHCP HlolE{H|o|A~ HEE B2 SREAIE ALSEHCL

. .
2luksiol &

SHAO| A, IP =4 &2ta} renewal ol CHEE Client request = &2 subnet ol U=

=
DHCP At{oll o|si XMz|& L ct. o] DHCP Mtoll= 80 HMEZS| 0|& Jt58t IP 45

AHESHA EU T

ek Z+2 subnet ol A= DHCP Ae{e] o[Z0| E7tsE &2, router ol M E DHCP relay

agent AMH|20f ofsf CtE U ESFol A= th7| DHCP M2 M=o X2|ELCt o]
DHCP Mt{oll= 20 HM EQ| 0|8 Jtset IP =27t dE=E0o] A5t

ol th7] M= cluster MM 24 TA =0 A0, ok cluster 2| $F node 7} 0| 0| 7t

AT, cluster AMd|20] ola X}S2Z CFHE node olAl DHCP A{H|AZ} AJZHEIL CF

et &2 $HoZ DHCP A7 X|9XH oz o] KXol Mx|E = AXgH Mo &
ZstEl Mzt 2|E FXAE = A&UCCE Windows 2000 2| terminal service = E-H A QI
=X 2lo] o2 «d HAFEO DHCP ML =7 MX|E st=0H Al = Aen, MXE

=
7| =
U %, DHCP Service = Microsoft Management Console(MMC)oll 2|alf &t2|st = RJqESLIC}.
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3. ¢IE HKX| 2+2 DHCP MHZEE E3$37|

Windows 2000 Server 2| #/& HZM2 UE/{T #e|X7F Z2= Atololl, AL U E<| Zof
DHCP AME{7t Mx|E JlsMol A2 2olHct 2E Windows 2000-base & DHCP M=
Active CIEIE{2|of S535t0 S Helee2M, HEK T &7t=Xl &= Windows 2000~
base DHCP M2 AL2S Xtghgtdch A2 MX|E DHCP Md|A&, UESL 3o olo] DHCP

MHE|ATE HlZ == 49, ofeiet Zo| o|HIE 270 7|55t MH|AE A|ZfSEA] &L .

cvencrroperies ————EE|

Eventl

[rate: 2001-06-04  Source: DhopServer + |
Tirne: 14:29 Categony: Mone

Type: Error Event 1D:; 1052 + |
Uzer I Ay

LComputer: DHCPSWRT

Drezcription:

The DHCP/BIML zervice on thiz workgroup zerver has encountered
anather zerver with IP Addrezz, 10101718, belonaging o the danmain
call callzal com.

Data: & Bures O Wwords
qoog: o0 oo 0o oo ;I

I
0k I Cancel | Al |

4. AEX S XA

DHCP MHE{E ALZE M, &£ 2 7= 28 IP ii7[Z2+S %A ALE3t= Portable PC 2+
it 7| zto] MtfA S 21 Desktop PCoOll 2lsif & =[=, DHCP request & 27| XME|st=
7|t ol2{gt 7 Ate2 DHCP M2l ZMol|lAM user classes & ALE2 2 JHsEHCH
FI7M 22 Windows 2000 ZFEl= ipconfig /setclassid W2 A3t client

Z FE ol DHCP user class ID A& 0| 7ts&HCE Non-windows 2000 base client &

T
ALEXlA o] 7|sS MESHAl 27| w20, 2+ site o CH$F scope option & AF23H Ok

r

ol
-
n

B

5. A8 2Y(Deployment Test)

5-1 2t Subnetoll tisif o|& 7tset IP Faet MelFas Zd™soF &t
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Subnet Range of Available IP Addresses Range of Excluded IP Addresses

10.10.171.0/254 10.10.171.23-10.10.171.27

- Server7t ?|x|5k= Local Subnet(10.10.10.X)2 HA Z X st C},
- UEYZ TAFE XAHSMY Subnet2 X2|HCZ It REE, H Roz

o =2 o

I
ol =2 X| 3 6I-|_,| |:|._

= —-—o -

A

| Static HE® 3 F+AMolAl 100% DHCP &td0[| o}, Mixed (ex. Static Client 10%

245 of &t

=]
£

|
rlot

o

+ DHCP Client 90%) 2td o2 Matst= HdUdS M
- gHtMo =2 Mu 2 Router 2 WE®R3A +AM2 Static IPE2 #4351

Client PC off CHal Mt X574 dHe=z &

onl

g ok

5—-2 DHCP Scoped| Cist &M

HE93D 74 FEE As22 743517 flsh AE=<= o2 82 Z2E &t

003 Router Router2| IP F&
10.10.10.1
006 DNS Servers DNS AMu{e| [P F2
10.10.10.2 10.10.10.3
015 DNS Domain Name DNS domain name for client resolution

microsoft.co.kr

044 WINS/NBNS servers WINS M 2| |PF2
10.10.10.26
10.10.10.25

046 WINS/NBT node Type

1 = B node (Broadcast)
2 = P node (Peer)
4 = M node (Mixed)

8 = H node (Hybrid)
047 NetBIOS Scope ID Z2 Scope IDE AFE5t= CHE NetBIOS hosts

5-3 DHCP Mt{eo| &} W2 AYscth

Computer Name IP Addresses
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10.10.10.1
DHCPSVR1.microsoft.com.co.kr

- WAN 2| al2[do| a1, ALEXE $=0f H|3ll Network Bandwidth?t E& &% & o2
DHCP MHE EEZ2 FM5t= AE gt

- WAN 9| &I2|Mo| =X[2t ALEAF =71 M2 A2, Router == NT(W2K)2| DHCP Server
Relay Agent AMH[AQ| ALEE DefgtH

- At SYTSHEA2E DHCPAHE FM35t= &% DHCP Server2| Cluster SolutionS
4 Z2 Subnetol U= Client PC7F HEH A FHYEE XS22 74 5t=

Aol st 432t

- DHCP MH{ollM HE/A F#HEEI eHez sjx==X &eletct

£ pHCP I [=] E3
fckion  View
Trae [ Addrass Leasas
&9 orice client I Address | Name | Lease Expiration | Type [/ nigue 10
B \_;1 dhepswrl [10,10.171,66] gl:l 10.171.23 @ 2000-06-11 27 11:17:90  DHCP 17abdaDa
=1 Seepe [10,10.171.00 171 :!l:I 10.171.24 == 5. ds.cokr 2001-D6-12 2 8:16:35  DHCP Do0347021Fe
|5] Address Paal 511 10.171.25  bslee.fareast,corp.microseft.com  2000-06-12 27 10:42:38  DHCP 001 Datbasc ]
i Address Leases QLJ.JD.L?J 26 DI#EM.dscokr Reservation [atwe) CHCP DOd0b7 2e9cE

=& Reservations
|@ Scope Options
5 Server Ciphions

! | 1l J 2

* pad_address= 00| AF2ZEQl Static IP7F UASS St Cl. DHCP ME{= olo| AlESEQl =

2= bad_address® EA|st, &2 IPE i Z5HX| 25Ut

- Client PCel WIE<SIT Xts FAHYETI AKX =kelghCt
c- |

Ethernet adapter

dis.co.kr
Hircom CardBus Ethernet 188 + Modem

Connection—specific DHNHES
ription .

™
s6e <O B IH|

Ph ical Address .
Dhcy Enabled. . .
Autoconf iguration
IP Addr»ess. - .- .
Subnet Mask . _
Default Gateway
DHCF Serwver . .
DHE Servers . .

80—-18—A4—BA—EC—1D
Yes

Yes
18.18.171 .25
255 _255_255._8
18.18.171 .1
18.18.171 66
2189 ._124.234_15
21@._124_.234_28
18.18.9 .26
18.168.9 .25
za@e1'S 6 2

R T
3
O
1]

Primary WIHS Server -
Secondary WINHE Server
Lease Obtained. . . _

Lease Expires . - - =

C-WDocuments and SettingsWhslee>

IP 32, Default Gateway, DHCP server, DNS Server Lease 7|7t S0 dArQIX| =ol

- st A2 U ESR A Packet® Captured] MMXH o=z FAftst= X St
ojlo] E<3 +MHMHEI} Xt& F+HE PCIt Rebooting st= 45
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% Microsoft Network Monitor - [Capture: 2 (Summary)]

+9 Fle Edit Display Tools Options Windaw Help - |E|i|
S|E| 2| 8| [EEER 4] 7@ saae] 5] 2]
Frame | Time | Src MAC dddr | Disk MAC Addr | Prokocal | Descripkion ﬂ
159 36.375000 LOCAL KT 043720 DMS Ox61:5kd Qry For 171,10.10.in-addr . arpa. of |
160 36.515625 SMS FERCADCAST MET M3 Query req. for WORKGROUP <18
5 S FERCADCAST D4DADIDA)
182 36546375 LOCAL FERCADCAST DHCP ACK Cxid=04DA0108)
163 36562500 bslee FERCADCAST ARP_RARF ARP: Request, Target IP: 10,10.171.25
-

4| | 3|

[DHCP Protocol Request Message  |Fa: 161591 |oFf: 42 (x2a) L 328 (x148) 2

Command Promptoll A ipconfig /release & ipconfig /renews A S AP

(5 M2E PCIF HES 0l XS HEss B9

& Microsoft Network Monitor - [Capture: 3 (Summary)]

- Fle Edit Display Tools Options ‘Window Help - |5|5|
Sd| B | FEER +[t] vi@| sl o 2

Frame | Time | Src MaC Addr | Cisk MAC Addr | Prokocol | Ciescription ﬂ
65 12.690625 bsles LOCAL DHCF Release [k

bsles *BROADCAST DHCP

¥id=7EEF144)

26031250 LOCAL *BROADCAST DHCP
191 26031250 bslee *BROADCAST DHCP Request {xid=10775CE5)
194 26046875 LOCAL *BROADCAST DHCP ALK {xid=10775CES)
b
‘ ! 5t
DHCP Protocol Discover Message  |[F#: 170/273 |cff: 42 (28] L zomix12c)

5-5 DHCP M7} Router2 &#2|& CtE W ESRIASl Client PC7I HESRIZ FHHEE XS

2 745t 20 tisi d5stct

ofr

t= WE<I32| Scope RangeE DHCP Aol A& gt

2) UE=SI3 ZEH|(Router & Power HUB)2| 7|2Md & &tefollA, Client PC7t DHCP MH{Z&FH
HE=S3T FHYEE ghg = A=K HAgcot

3) *+ME U ES3 Zd|oAM BOOTP/ DHCP Relay Serviceg Enable &L Cl.

4) Client PC7} DHCP MHZEE HERI FMHM¥EE g=Xx| HHgucl

1) B|AE SR}
N

The following part was recorded during router configuration:

Icimlab>enable
Password:

Icimlab#
[cimlab#write terminal
###

Current configuration:
|

version 10.2
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|
hostname Icimlab

!

enable password Icimlab

|

!

interface EthernetO

ip address 130.20.0.1 255.255.0.0
media—type 10BaseT

no mop enabled

|

interface Ethernet1

ip address 130.30.0.1 255.255.0.0
media—type 10BaseT

no mop enabled

|

interface FAdiO

no ip address

no keepalive

Icimlab#configure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Icimlab(config)#ip forward—protocol udp 67
Icimlab(config)#interface ethernet 0

Icimlab(config=if)#ip helper-address 130.30.255.255
Icimlab(config=if)#interface ethernet 1
lcimlab(config—if)#ip helper—address 130.20.255.255
lcimlab(config—if)#~Z

[cimlab#write memory

#it##[ OK]

[cimlab#write terminal

###

Current configuration:
!
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version 10.2

|

hostname Icimlab

!

enable password Icimlab

!

!

interface EthernetO

ip address 130.20.0.1 255.255.0.0
ip helper—address 130.30.255.255
media—type 10BaseT

no mop enabled

!

interface Ethernet1

ip address 130.30.0.1 255.255.0.0
ip helper—address 130.20.255.255
media—type 10BaseT

no mop enabled

!

interface FddiO

lcimlab#

« Static IP olM Ats7Mo=2 HHPo| et HE/IE MEsH0] SHt4 Sht,

M3 FMsrErCh

X F7xe] HAE Zotol o5l stERof, A= EQ|ofoll CH3l, ofeHet Zo| ALBE HS

gt ot

o
=
0
gk
r
i

e DHCP Server = Windows server 2003 of|A| X|Zst= A
e DHCP Server & Y& s422 75t 49 Cluster 2 T+t Ch
e  WAN 2| 2Z|Mo| EX|2t AL2XF =71 M2 A9 DHCP Relay Agent AMEH|AE
enable 5t0{, Y TEA 22 FMF DHCP MHE A&t
e  Branch Office 7} WAN 2| Al2[Mo| S0 ALEXAL =7} B30 Windows 2000
M (ZglH, odMHE)E AtEst A= 4, DHCP MHE HE

A x[5t0 AFERLCE (80:20 Rule H8). &2/ MMC & AtEstod
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Zotol A m2|7} JHsECH 2 Router o BOOTP/ DHCP Relay
Agent MH|A Al enable g Ct.
e HE UHE<fZS E2|= BOOTP/ DHCP Relay Agent AMH|A(RFC1542)& enable &
T U Router ZHH|E AtEst= S At

. specifications for clustered DHCP server / 10,000 &

Minimum CPU Minimum RAM EDS/cluster | RAID Configuration

Dual P3 500Mhz | 256 Mb 4 x 4GB 2 X RAID 1 4GB

http://www.microsoft.com/TechNet/showcase/deploy/w2kclust.asp & Z=ESIM L. 0| At=Eo|=
five DHCP servers managed roughly 80,000 address leasesAte| W& U&LCt o|HES

ZlEzez dZistH of2f 1 e 10,000 E =7k s ot

3) WINS
A.WINS =35| ALE

DNS MbB{ AMH|AE= DNS HAHO|AOAM O[22 X 25t A WINS(Windows QIE{Ull
0|2 MH|A) MB{E AF23F0d WINS oAl 22| 5= NetBIOS U AHO|AS &0l5tn 0|22

Z3lg = A gt

WINS =3| E3t2 At25te{H E435F £ 74| RR(EI&A BZE)Ql WINS 2! WINS-R 2|aA
HIREE AIEE = UA A™HSID HHo| FIl6oF &L CH WINS RR & AFEs5HH Ao M
A E

(A) RR2 32 = 8l= DNS F2[= WINS RRo| F#A=0f U= WINS M Z
'eF 3| Gojol P WINS-RRRS AMSE 4 U7 MFB0! AWt in-
_I

o
S ojurst Aalol ofsl £7t2 0|2 EHelsts RALE

oo
ol
rr
c
e
<
mju
AL}
o
_9_
(m
o
z
e
@
(@]
%}

WINS =3 &% 7|=2 Windows DNS AMB{of|A{2F X[ &3t Ct. Windows DNS MuB{e} CtE2
DNS MBS 38 AR50 @oig SAESHH WINS =5 8|ZES ARY mf BE F Folof
of A= =x| oF 3 SoIR SHS AT & UTE MIsfof Lich Ol BB WINS

=3 HZEE X YSHA| £LAHLE ClASHX| Zot= CHE DNS MHE JH2 Mae of of
I ob&Lch 22 MUO|AMEE AFREEE WINS 3| ZES AR

L

A
T
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OlE A 2 Z2l= L2TP Over IPSeczt & AtE=E= 215 ol=ziiuct o] Zd2 Windows2000
Mulol| 7|2o2 fE&=o A= olo|ARATE QA EAH| (Certificate Authority)7F HFEA| A%
Z|ojof &2 MHMZ Tt 2ABAM AMu|Ao St FIHQl Atst2 ClS WE0lAM CIRZ|Z
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2.Windows Server 2| Network Infrastructure 2| 7|5 2
1) ECt A& MX|, 74 2 vfE
AUHES 3 ZFEL 7|55
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HE=23 AdZS 2Iet X H-UEXT A& Z0 ol U= Zt2te] HER T AZZ 2sh M|
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M Z2 CD-ROM 9| X|&WE~ ZColM Support.msi TS Al EHCE

HA HMA 2alg Jtsot s F= Mw M - A Ak Ho| WESRT AZ ECHe dF
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HEST fIxl 242 Windows Server 2003 MEZTolA Ad == HFEIF AHAl0] HAH =]
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7st FAE JtsgHch o ME= Windows Sockets APIE &aliAMT & &+ U=dl,
£ Soll olZ2l7olMd2 A HESRFol thet EE AMSIAL HER T 27t HE=A
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HEQToM o] 74X Cttst MEHS & = JEUCH §Y HEYIo st 4™ 2
MZEE0f, Chg Hol FM HEII §Y HE/ T dZE f ANSH2ZE AMSEUCH
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1

T4 oHEE Y 5 UG
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=l 2eteof 74 HEFS HaHel dekg X2t Windows Server 2003 off
FotE JlsS0l= MAZA DHCP 74 AU, 2 Al MelE, AFEIE AZEHo A=
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-

o &M miE AHQl — Windows Server 2003 MEZZo|= M WAHA ZOIE(AP)L} 2AM
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Me Al PEAP & X|2d5t7| 9lsh Zshel2iau ok
. 2MUYEYI HUS 9 =
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Smart Card or other Certificate Properties CH=t &A= Ct2Fsh RADIUS At 74 2 of2f =[&
el 21E 7|2H(Root CA)EE 51 85tESE o= AEHCCL 0|F ol o8 #FM HWEHIL ot
&5t RADIUS MHE AtEstes il WEHISTe et (A2 E Ma3=HHCE Smart Card
or other Certificate Properties CHSIAMALE H7| @M= HEST dZ EH o U= LAN
1z %429 Authentication(glE) & ollA{ Smart Card or other Certificate EAP type2 AEHSt11

Properties(Z4M)& 2= & .

o NetBIOS over TCP/IP Name Resolution Proxy (NetBT O]

i
i
_pé
[l
J
Rl

M=Z 2 NetBT(NetBIOS over TCP/IP) ZEAI= 2lE 2 2124 MMA Ad|Ao0f LHZE O],

el 2IE (Windows Server 2003 MEZT & SHIE Adlsts 24 WMA My AFEH)E 7H

St EE= ol MEUloz FME HEQIFo AAZ A HMA Z2to[od EJF DNSLE WINS
o

MHE ALESHA| 21E 0|58 BlEY = JAXESE siFuch

Ol§2 =alle & U =A&Hch

o AMu{et 2tE & A MM ME|A ST 22

o
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M A MH|A9 NAT/Basic
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AtEo SLsh x| 2pE S0l Windows Server 2003 M & At{et 2t2E A A HAMA AH|
=

o NAT AM ClE{HO[AZAM 2t2E & A HMA Mu[A T EHO|AE 2d35t=

7Is

Abd 2l E2tdlo] @ HMAE MSst U ez HMAE MS5H7| s NAT(Network

Address Translator) 2 2A Zr=St= Windows 2000 ServerE 2%35t= ZEH A= A =0
d

Q
il)e
£

e A HAMA ZZlo|HEofH QUE{Ll MMAZS N2t Ct. Windows Server
2003 MZZ & SHLIE 2Y5l= HAFEHE2 oA 298 L A WMAA AMH|A9 NAT 714
(o]

ol
7tet = JAEF of S4ch o2 Sl

o] 7|2 oA HMsH£E AdZ(dial-on-demand connections2E 2™ U2)=2 <lshH

=
PPPoEE AtE2E %= UAl il FuCl. Demand-dial connections2 fZl 0| 2} EZ = LAN
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Atololl M X|E ZHpoint-to—point) HZ S 57| fl5H 2t L A MM A MH|ATF AMESHE
Adeluct o] 7|52 Demand-Dial @ E{HO0|A OFHALS| Connection Type(edZ &Al) CHapat
Aol 2= Connect using PPP over Ethernet (PPPoE) M & MEHSI0| Al = ASU T
Demand—dial PZ S $Igt HZ HAIOZ PPPoEE AlEECzZM AHE AMES oM 2t
B gl 217 MM A MH|AS| NAT/Basic @stHnt XA S| o QU HAAHS A5 2l
|_:_.|le\|01| oz sk 2 olAL,||:|.

=2 T M-

o LHE 2 QlE{Ul QIE{H O|AE 2|8t Default Behavior(Z|2 SZ=hHe| IMEE

VPN MH{2| O|&E =olistl VPN Mt MollA Adallzl= Mu[2o HMA Sh= 2ot 2
ZHIL LojLts A opla| EX|sty] fI5to], 2t9E A @A WML MH|AE CZEEZ WF
QIE{HO|AE 92t X DNS S52 vl&dst Al7|12, HE0] 228 X 2 HM2 AMu M
x| obgAtolA olEfHl olEfHo|AZAM  LEHE  2AHEO|AE It X DNS

NetBT(NetBIOS over TCP/IP) = 3A| H|&-M SHA|Z] L},

e Windows Server 2003, Web Edition & 2Igt VPN Connection Limit(¢3Z | 8tH)

Web EditiondlA] &&= VPN & == VPN ®Z StLIQLCHPPTP E= L2TP 7|8ke| o).
Ol= Windows XP Professional®} Windows XP Home Editiondl = ME=|= M $H AP
steb o|Ate] VPN ZE XSt ™ HEEA| Windows Server 2003, Standard Edition,
Windows Server 2003, Enterprise Edition, B+ Windows Server 2003, Datacenter Edition=2 A}

&oflof gt

Windows XPOolAl M3 =+= 2l
gtstE S X|Rlstr| flsl 2ot

|3 NAT(Network Address

28 2 YA HMA MH|A2| NAT/Basic &t M
H

Ul o1z dislsHo|AM AIRE Znf =

—
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=
o
x
>
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N
o

o
ZstEd Ut o] 7[s& Sl 07
Translator)2 0335t Windows Server

2
HOI|AE Eoe 4 ASHCH NATS ALSsHH AR U

2= 22 NAT AREIE el ezFE E2fEH g HMESHA 27 Mol A HERT &2
AFEHS0| EsEUct a2t AL NAT HFEHE I ARE A7 SZol| F b ot
NAT ZAFES 38 2AHHo|A HolM 7|2 weHg 2dsls) |® NAT AFE7t 275t
= ENEHETE AME I8t = A 2ES S2fo|AEE fihat LRG| = ¢IH
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Sl olE{H oA Mol ZE miZlE&2 vz}
e 3 H|A2| NAT/Basic &t |p 2}9E ZZEESE AIB5HEE FAE
M olE{H o|A #HAM 2l NAT/Basic Firewall B0l o] MZ22 7|52 &2 &= US
e L2TP/IPSec NAT Traversal

Windows 20002} &Ml Internet Key Exchange (IKE)2} Encapsulating Security Payload (ESP)
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Egj®=H2 NATS Soe = glgucl kst NATOl IP AL dijZle] ZTEE Hats AR

Zio| Hots Fa3l5t7| HEZUCt Ol NAT oAM= L2TP/IPSec ¢&ds 75 &+ o

Windows Server 2003 M ZT2 O[M NATZ Safl IKE ¥ ESP EsfiZol Szt £+ UESF
Internet Protocol security (IPSec) m{Z!2| UDP Z&=tE Xl =Lt T2l ol& &

= oy 7Hel NAT ol ?[XIst04 Windows Server 2003 XEZ & stHE Adshs
Windows XP EE+& Windows 2000 Professional 7|2t ZFE{2t At ZFE{0|A L2TP/IPSec ¢
Zo| o|FolE £ AzHct.

Windows Server 2003 X ZT0A X|d=l= IPSec EsiZHES 28 NAT traversal®2 "UDP
Encapsulation of IPSec Packets" (draft-ietf-ipsec-udp—encaps-02.txt)2t "Negotiation of

NAT-Traversal in the IKE" (draft—ietf—ipsec—nat—t—ike—02.txt)oll AkM|5| LIl ASL CF.

e L2TP/IPSec EzfiE &S ®/et NLB X[

Windows 20000 Al Network Load Balancing (NLB) AH|A &= ChFSH A &S| IPSec security
associations (SAs)E #zle s=0o| glEUCch Z2{AH U= AMHHIE A8 5 ele &F-O0|
=M SYHAHO 2fsf ZE|=l= SAst= %ol flojX|2 Z=ols ZEREUCE ol Z=
L2TP/IPSec VPN MHE ZHAHET F gicte A2 2ol o] 7iel L2TP/IPSec VPN
MH S &2 835t 242 2/ DNS =Xt oot 2AlZ AZY & UXT = 2 582 &
NI =1

Windows Server 2003 M| ZZ0llA NLB AMH|A= IPSec security associations (SAs)E 2I3f
HAEY X A2 MIstnAt SMEUSHLCE Ol= L2TP/IPSec VPN AH{e| S AEE Mo
T A20{ NLB MH[ATE L2TP/IPSec EzfEHE ¢t 2E2 WM 2 52 M3 Aol
2t= AE 2ol

0] 7|52 Enterprise EditionZt Datacenter Editione 32-bit & 64-bit HHMo|M Tt X ZE L},

e |2TP/IPSEC Z 2 2|$t Preshared Key +4

Windows Server 2003 M &x2 L2TP A& S 9/ IP Security (IPSec) security association &
THot7| fle o1E WHozZ AFE AS M2t preshared keyE A&l Preshared keys=
VPN Z2fo[e1Eel VPN Mol FAE d@e| BIAEQILCt o MM =Z o|etst

Uk w2t Preshared key 9152 THX| of2{22| PKI(S7H7| el=Z2h)7t HFH
SHESIEE FEE Z?L F2 VPN Z2I0[AETt Preshared key 21&5S 27 mof
g Ag Ao o E2 L2TP 2 S 2Isll Preshared key At&S &AM 35ttt

2 HMA ARl M &4 FHe| Security(22h) E{olA Preshared keyE
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o0 M o
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Windows XP2} Windows Server 2003 MEZ& 212 MM A VPN 2210|2H E= preshared key QI
S Xgch HERKZ o9Zo VPN HAZ HMo| U= Security(EehH B Ake| |PSec

settingsOll M Preshared key 2158 &AM stst preshared keygE 7+AE = UEUHCH

r
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Preshared key 2152 Windows Server 2003 family router—to—router VPN ¢4 (Windows Server
2003 MEF 2 ZF VPN )2 25l X|Euct 228 % A dMHA Aolo

QlE{H| 0| A &Mool U= Security(EoH) B Ato| [PSec settingsollAl demand-dial

ClE{H| O|AE 2Tt preshared keyS TA S Preshared key 2152 &Mstst = USL T

demand-dial ¢

° Connection Manager(®Z& 22|X}) Z+st

Windows Server 2003 XMEZ0M= Connection Manager2t Connection Manager

Administrator Kit0| ch52} 20| Zdst=[}&LICt.

e Connection Manager £7{%&t7

Connection Manager EA4&7| 7|S2 0|&dl ALSAts LEHEQl M3t 27| x5 WA
Connection Manager &£42| dt5== g d=tet &= AsHcCt o] 7|ls2 ME E ZHHst
WMA HAYE 2ot HHES HMIstH ctST 22 ALE[20M AL E H o

a. B|AL AFRA DL M FALS| AOIE ALOIE AHF gefiste AR AE &4 o AFEXb= 2t
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S2 AFEALS] HFEIL 71 HERFO AZ=0 As st LT H 2
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e VPN AB| AME x|l

Windows Server 2003 HMEZollA M s== Z3kE Connection Manager Administration Kit2
ALE5H0], AFSXIE0] 7|Y HES T oAZS mf ASE VPN MHE MEISIES Connection
Manager Z2E & FMHE = AFUCE OlE &df 3z &2 AlLz|20A VPN HAZo| M

Bl & gtk

rzi_”'

a. MMA o2 X[Holl VPN M E ERStD U= FTEHS XALE JHE 3[AL9] T 22X
ols&2 AR dZAES Al o ARAle| oA ghalof J1EF 2&5k= VPN Al E MEfE
= UEE Connection Manager T2 & 72MS = ASLC

i
0
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b. 7| VPN MHE FX| 22

2
AAE flofl CHE VPN MHE MEHS 5 gLt
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° Connection Manager Administration Kit OFH A} 7HA Abgt

Connection Manager Administration Kit (CMAK)2 &A=l oAl 7|52 JIX|1D Y20 2o}
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JHME ettt AFEA Z2E S 2d5ty| Mol Fae] AFEAL XH AAS
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Pre—Shared Key T+
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<

o VPN 92 9I8 ol 2 QlEY SA| dMA A2 B

Windows XP2t Windows Server 2003 M Z&=0| Lt27| ®™ofl=, Microsoft VPN Z2}0|AEJ} X}
S22 VPN EHHEE &l ZE CIEE E2 EEE MEste CIEE F2E dHs&H
H|E O|E &3l VPN Z2l0[AET} RAlel 7| ClEzido AMAT = Uct stHztzE, E2t
OlMEE= 22X VPN &5 Solf 7|l QIE2ttlol et A BMATL Jtse H2 VPN
ool &M3tEl Sotof|gh It 2o HMAE = ASLCE Windows XP2F Windows
Server 20032| M 22 Connection Manager X|¥ 7|8 &35l Ctaof &2 =0l o|FoF L
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PlERYS S5t olEU EZ S HAX LDE EAU(SH FZE A0
SIE{U(7]2 AZE AIB3I0]) Bl2rof SAlof HNAT 4 2 Ech

Connection Manager Administration Kit& AFESEH VPN ARSAISMA HiZ= connection
manager ZZ2E ol UEZM EXY HAEE FAHE £+ JAFUCh ES Z2E FAHEHN U=
AE ooz &A 7Y CEZI HAZL FIF 258 T EsH Uniform Resource Locator

(URLE A &+ Azt

2) Sl AH JHM AtE

Windows Server 20030 M= QIE{4l odZof sl cf
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>
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° Internet Connection Firewall (ICF: QIE{ul oA Hisj=)

ZFETL Qlefulo|Lt == ct2 FHo| ZZo| AZEO UctH, o] mf2o AFEL I 2k
U= HlolE{ol| QASEX| LS UMA AlZ2tes S ¢S = ASUCH R HEYIo A&

{ FE{O|E o™ HEYIE st HOIEOIZM =S5t UE
70| Ab2E o) Ziol| stHE2 HESQ3 E=fZo| Szbe ol
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Windows Server 2003 M &0l M= Quality of Service (QoS)2} 2tgisto] ci=21np Z

M = A gL

o
T
)
i
°

J

= UERAE et & 37| Ists TCP

HE/ZZL 7| == o2 HE/ZA © Soff HAZ=NU

= st M efelznt 22 NE 23S A

2 i N& ZAE Sotste Eefol XA sdo| dofd = AsHcot

FA5hs S2t0[HETE (ICS A8 Hol) d4iH2z e WESRA (0, 100 Mbps Ol )of|
M e, YA HMA BAS FOo{HO 2AH(FAURNZE SASHE A= ME{7F #HE HE
HAE ASstE U EdF, €39 LRI LojEuch o AlLtE| 0 FalRtel 4 F
2 dZ o g 2 ez d¥EuUn SMR= Y2 vEFE SMUSE AR 2l
of &A=X| &7| w20 2= Hel F FAv[etFe| wzls S5 Euct

Ol #2 HESRIZE 7I2X2& O TCP ¢Z dsol d&2 F04, 0|S2 WS Aty
ol2{gt 2ol th7|ZolM ZIctz|A ehEUCt izl &4o] oLt el Fof 377 ME

ol=2 Z=Fste ZA0|H, ol 23 ol SR g)2 Faatect
2 of M2 AL M= 30l HY AZ=HAS d=U & 277t 20l A 4 E
Zol7] wZoll EzfjHHo| ek FX 22 AAUCE ICS HAFEAM Hd=T A= QoS 2

2E2 FHLAT) ol2fe o =dg ARt

QoS 7l AH ZE2{o| st XMst ME= Windows XP E3LS AHEMAI2, QoSoll st
F7F 2= k32| Windows 2000 Networking and Communications Services(Windows 2000
HEHZ & HFUAOM Mu[A) B AtO[EoAM HotEA £ ASHCH

http://www.microsoft.com/windows2000/technologies/communications/default.asp.

5)&AtEl I EQIa x| X[
Windows Server 2003 MEZFoM= W EL A Zx| X|of *go] Cl21} &2 HME

Shal=

o
=
=
_ol
¥

A. Permanent Virtual Circuit Encapsulation (28 7IAF 3|M 24 &31)
Windows Server 2003 MEZx2 RFC 26842 Aletg Fa el ol= YAl&0| DSLE Hrf
A FEE = JEE FIEJ}EUCE o]ZHe 78 &2 NDIS intermediate driver(5Z2t =

2tole])2, o|l= ofx| o4l <QIE{Ho|AXE HO|X|ZF DSL/Asynchronous Transfer Mode
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(ATM) permanent virtual circuit (PVC)E At235t0] o|HUl (== TCP/IP M) Zeds sl e
2 &

e A DSL ATM miniport driver

Lot ol oiAHUEE2 dEHoZ AAMA DSLE F+=st= AMEALSOl 2o AtSE Ut

Windows Server 2003 M ZZ2} DSL &% & ¢/8F ATM miniport driverS 0|23l DSL vfZoll=
o

CtSo| Z2EE FHES AMEE =
=

e A DSL ATM miniport driver & At&3st= RFC 2684 (4702 &3t @A) &9 TCP/IP

A& DSL ATM miniport driver & AI23HE RFC 2684 (4 72| &3 &@Al) Ale]l PPPoE &
E35t TCP/IP

F712 802.1X 10| RFC 2684 o|H4l <lefHo|Aol| FIHE £ ASLICh o|z{sh MEH C}
M2 ciol DSL siZE flall Z2eshct o XIMst 2= RFC 26845 ZFHIISHAIZ| HiEf

L Cf.

B. NDIS 5.1 & &4 NDIS

Enhancements include: 22ld HEIE 2EHAMUA ZZEZAM A = UESE SiF=
OlE{H O|A HEQZ FI=2} 0|22 E=2}0|B{= Windows Server 2003 A &ollA HC} Zstg]

Ad&uch O e o2t Z2s4ch
o ZE2{O o Eajo] ¥ MY AEf & -HESLF FI= ol EZE Z=2}0|H (miniport
drivers)S &AM 35tslo Melo|Lt Z2{ o0 Ezfo] AefE EHeg = JELch O 23
X

=
o|2{et o[HI E Fof 22| AlAE 250| o|FO{ &Lt

e M3 32 XY -HEST TeE2 YEST Hal ME 2H0| YR UK 2 Al

—

Zlcte 227t gl M &L o
o SE SH EF(64-bit SH FIRE]) -ol2{et M AleE Sof A%l HEHZR
o|Cjofoll M Hetet HE/A SHAIE E0E = UA =HAsHCE

EXl 7 AtetE2 Sofl ST UWESH A Holg Z227F 2ot o 58%0|

7
gon 2 Wil AESE dEre = A of FAsHC

e Wake on LAN HZA —Wake on LANO|| O|F0{Zl HA Al&tE &5 0o{z{=2 wake up
7l & ©tX| magic packet(ol & mfzl)o 2 stEe = U =HUSUCHEZEEZ 55 oz

of& i Alof). o]l= WERA H{HE Mo Power Management (Ml Z2]) BollA 7LAS

T UAFH T

o PNl WAE -0 HWOlE M FIbxel WHS0| O|FOH E2lolH LRSS
ALEQl WoLt 278 SHAIZO0 E3k Sojolw VNS BYAZELICH

2124 NDIS YAl Windows Server 2003 M Zof Z&=|Ad&LCE 22 NDISE ME TE =2}
ol Mx| glolE USB & HERA ZxIE XHE = YA SR EUCE Microsoft= W ES

. ol2 Salf Ax|7F ZhEsi 20! M=

ol

r| Ul

x4
3 RS SNE + Y SEOHES HMBEH
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ZZEOIX|K| LUALF B|AESX 23t S2loly] D2l AojLbs AlAH Zcte] SR E &
T A4
NDIS 5.1 2 =21 NDISol| st =71 ME = Windows Server 2003 family DDK2} ct= 2 H 0]

X E Bt=SHAIZ7| dighd ot
http://www.microsoft.com/hwdev/network/NDIS51 .htm

http://www.microsoft.com/hwdev/network/rmNDIS.htm

C. gatE HESZ oo x|

i
o

d 2| A HEXT Fxlo st X WHS0| Windows Server 2003 M &0l FIH= &L Ct.
of7[ofl= oi2] JtX| MZ2 U EHZ Z=xlof tist Xz Z&ELCH 22 HomePNA (M3t
M) Zxle| tHREEo| X[AEHct tHREE2 USB 99Z HEKZ FX| AAl Windows Server
2003 M EZZolM K=o, 2HR2 FII =2i0|H7t e gle= ¥Z NDISE ARE#HCt
802.11 M Fxlof Chet Xz Hcot Zst=EAgSHCt ol HA| fFE0| et Windows
Server 2003 M EFolM FM HM=Z FA( zero configuration ) ¥ 22U J|s& X[AFHcCt
Windows2| 2 X|¢ HA| B2 2ZE RHEESS Z eSS Windows Server 2003 A & wof|

M sty s| iUk

D. CardBus Wake on LAN

ol 7|s& At8sHl ZAFE~= CardBus LAN Zt=ol 2|st 7| MEfollAM CtA| S7E = AEY
Ch T 22lAH=s My 38 felS 2x3517| Qs o] 7|52 Ate8E £ A&

o]l 7|s2 & UWESZOAM LutH AtE=0{ O o|& 0| gle allAHAl &R E2l0|HE
HAHsSHZ] 2l ALE=l= WESRA x| =2lo|Holl FIt=E|[AgUHCCt ol EF HESZ =2t
olHe| F&s TMAZEUH L

e LAN HEf{3 E=2}0|tH -10/100 Network Interface Cards (NICs), IEEE 802.11 % Home

Phoneline Networking Alliance (HomePNA)E =Z &

o Hrfd —Flol2 2H, Asymmetric Digital Subscriber Line (ADSL) % Integrated Services
Digital Network (ISDN)& =&t

o HHE =2jolH 7|8t 2E I 56kbps V.90 2 =T

Windows Server 2003 MEZ+ & StLE ARAle| AREE O 0|ESH 71H AIEX= RS
o] z|Z2o AT HE<SZ ZX|=0| olo] of ME22 2% AMAAAM X[=D Jct= AMMS
=XME AWyt

F. Wake on LAN: Select Wake Event 7HM Algt
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Windows 20000Al XM& 27§&E Wake on LAN (WOL) Z|s
AL Alof| NICO| H{A M2l 2| wake—up O|HIES ZEZA|Z
23 oHEe| StEY o sHE =gt o] 7[sdM= cf

Ct.

o—
2 UET HIolN ST HE
% il SFE WOL-EA s Y E
=

ot Ze2 AtgEol M= AEH

rir
H
rn

e wake-up O[HIEE of7|5} ozl sdjeoz 2tXMs| &MstE WOL.
e wake—up O|HIEE o}7|5t= Magic Packets(ofz! mjzl)ato = &M 3atEl WOL.

. 2HMs| Hlztd=tEl WOL.

. AFE e T AZS HASIUAL St AFSAE T3 M E t7] 2= dEjz 5 5
UGHCE T2t o] ALEAIE SAlol UER A &2 e HFEIZE A7 ARH &9

o
MHIAS AFSBIALE B2l RS S & F2 62 07| 2E0M Soless

g ct
. IT 22| A= HFH | WOLE SM2 & =S o 7|52 WOLE 23]
gMstste MElE M-o S4Ct

G. I'DAE /& I'rCOMM =2H =2lo|H

AFEAE IICOMM 28 =2to[HE AFESHHE Held 7|58 AFBE =
RECZM ALY = UFUCE ol MatE Held xE Hol £H 0

M5l polo| WAEX| om 2lHix{o|

Stot A x[gtoHE
2Lt LM o[H ol TEtE UWES/ A A&
o =2to|{E Soll cha2t &2 Y=ol Jtssl &uch
rCOMM ZZ2EZ31} X

M52 elE{Ulol] M Ag

2

[ ]
.y
N
Ir
Ir o
Rl
0f0
E)'t
>
30
rr
o
omn
ol
o

1l
d
B
rr
>
0f0
Pl
rir
o

|'[|0II
4>
30
r

H
pi
[o]

ol R 2N MR ASA=

MeEtE 2ol elHtlof HEHetct

0| 7|=< ttX| Enterprise EditionZ} Web Editiono| M2t H Z &l L]},

BIMEE HESXI MH|A x|
Windows Server 2003 M Z oM HE|Z Mu|A X[of| A0| ctz2t 22 HES0] Z=t
ElO-I/\Ll [:l_

A. TAPI 3.1 & TAPI Service Providers (TSP)

ALl Windows 2L AMMS2 Telephony API (TAPISl o™ HEEES HEAUALD, JHE =2

o Windows 20002 TAPI 3.08 &&SI&UHCTt TAPI= O Z2|7#0[40] ALE At A| Cffet
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Al9| telephony MH|AE HMIE = JUAES s FHCH.
TAPI 3.12 Microsoft Component Object Model (COM)& X|gstn{ Z2IeiHol|A COM ZHA|
222 Mgk ol 2E COM 38 Tzl ofZa|AH oMot AFRIE AoE AL=ESH
01 telephony Ol Z2|70|ME &M 5 AU of FH .
Windows XPoll Zgt=|0{ U= TAPI service providers (TSPs)= IP telephonydl 7|g8Fst0{ H.323
£ X35t HEOX TCP/IP U EHINA IP HE[ZJHAE 0|2 F H|L2 3|9
g £ UA siEYcCt ol E8 ol Windows HAMEMAM M3 == TSPsoll F7He Ul
H.323 TSP % media service provider (MSP: O|C|0f MH[A XM Z A= H.323 version 2 7|s&

A gtct

o
Qo
}
N
or
ujn

St chsel AMEE0| TAPI 3.12F A Mgk
ot Hold: ofEel7lo[d S0l mtdol AE2[Y HOIHE 7|55t0{ o] 7|SE Ho|HE CiA|
2EZoR MMe 5+ AXF siFHCt

Pluggable Terminals(Z211 7ts&t E{old): M= mtE[T7F MSPO| 2fai ALEE == U= MER
Hold WM E Fotet=S sl 4t

USB Phone TSP: O{Zz2[#|0]40] USB phoneg X 0{5t1 0|& AEZ|Y BXOZ ALSE F
UA i FH

TAPI Server2| A& &h7d: Z2I0[AET} W ERI oM ALE 7HsEt telephony A

Fu ok

M

la
Jhu
ol

FII2 H.3232 ®lof ot3oh 22 F5He Mu|A(Ect cfetet & A 7|5)S0| M3EU
Ct.

Call Hold Service (ITU-T Recommendation H.450-2)

Call Transfer Service (ITU-T Recommendation H.450-2)

Call Diversion Services (ITU-T Recommendation H.450-3)

Call Park and Pickup Service (ITU-T Recommendation H.450-5)

B. Real Time Communication (RTC) Client APls

Real Time Communications (RTC) Client Application Programming Interfaces (APls) 7|2
Session Initiation Protocol (SIP)oll Z|2tst XM &4 ZESHEZES M3 SIP2 S&XIQ

fIAE & ZR glo] dAHY FAE ALSSHo] L MEE RS Z2EES S MISEHCH

2= ol AmU7oldol 2ot 28Xl £H2 MIsts AUt RTCs 24, HIK2 &
tolel 35 2 ofS2[AH 0|8 &o| 7|sS0| HS=0 A= ofZE|HoldE Salf 2ot &

stEl QlE{Ul o Ec|HOoIME AESH HlZE = JES & FUch

Windows Server 2003 M EZ2 RTC client APIsE Z&st=0l 0i7|ol= buddy-list 22|, ALS

A MY OEX], QIAEE HAMEA ME 75 s, & Z2M0|dE 7He| 2r|2 ¢ H|D2 MM
£ M3 5o thet M3 &, ofE2AHoE 37 ¥ S0|EEE MMEO0| ZEEUCH 2

2}0|21 E APIs= Secure Sockets Layer (SSL) &te| SIP AMu{of| CHSH &apsH 5@, ALSA &

7|2 ¢elE ghAl J2|3 Universal Plug and Play (UPNP)7 M5tz NATsE S8 AA[ZH &4

C A

HEE 757 sk= NAT 28 52 =gl APlst Ids 202 # H[H2 O
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of CHgh WMAE HMazetHCH 202 & HIE EX22 clg3 &2 ME2 7/s=d 2lsi of
$ sasAEUCH

e Acoustic Echo Cancellation(AEC) =M & &
)

LH&t=|0] = echo cancellation(gteE A7

e Quality control(Z& &2|) -0] MZ22 LI2E2 UWESZT Aefd U ZX|E Hs=o
7ldtsl @rC| 4l HIC|R MYZ MAESH HA et

e Forward Error Correction (FEC)= W E3 HAM wZ= izl &M HE3517| 25
AlSE Yt

e Dynamic Jitter buffers = A&l DI E AlO[o|M X[z Qlsf 2l sh Bizol w=

2HEE HASH| 2ol selE (3, 88 55)€ FEEA st=dl AFESE U

ISV £ RTC client APIs & A3l At ol MZ2 7| 2loll buddy lists,

d 3 2 /HIERE Fote = AgH et olo wet AlYdE ste Set
gl
o
o T ZE[XE2 21t2 O{EE|7H0IEE TFol MY Mo ZE AMSASOA A 2E2lE

|2 mol 3= ISV = RTC client APIs & A=l

0
Lok £AM 22[E fg My g HolXlo HEES

—

tats AHEAL QABE HAX|L 2E2E Sl

=
- o = =
off thof| Zhet 22 sHZESIH, ofS2[AH0lM SFE Sof oltholl thsll & Mol 2 =

ol

ol 7|52 Web Edition2| 32-bit HHMAM= MZ=X| &L CH.

C. DHCP

Windows Server 2003 X &0l A= Dynamic Host Configuration Protocol (DHCP)ol CH3H C}

= &2 7ol o|Fo{ M &Lt

D.DHCP & S8 we & =27
DHCP AH{2l2 o[ DHCP HIO|E{HO|A i o S35 25t M2 HF =52 Mse
Lch AF2A7) olEE oy S=EES MH < A EH

CHAHLE MZ22 E07F MMHEChEAL & £
Server 2003 MEZ 2 Adist= ME{olM

0| 7|=2 Web Editiono|

y &
I

>~

1= M3 =Xl 2&u k.
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E. Classless Static Route Option (ZeiA7} gl & A= M)

DHCP Z2lo[tE= AtilEe| 228 Hlo|Sol Fiteh = JUTF 0
0

Ha=E=s e 5+ ASHCH ol ¥4 dAMA2t VPN Z2I0|MESO| 4 HWESRI T oA

22 i 22 HEES s & ULF slEdct £t LAN S2l0|HESOo| 7t 2t28 F
g 28 + Asdch

g =0, IT 2|X=2 0| 7|5E ALE35I0{ Z2I0|AES0| VPN AZ0[Lt QIS Soll =

g BEd SIS 2 5 AgUct Lot Qe z g5tk= EzfEo| VPN ¥ZE2 Soll Jis

RS Y2 & U200, 0l 2= ASAIE A7| BALE =X 2] Atd HESRID 2[a2o0] AMA

g = AA siEdct

F. Netsh & 0|88 DHCP Cllo|&{H#o|A olo]1zf|o|M

Me{ollA & AMe{= DHCP dioleHjo]AE & A oto|zold & =

UEHECE Ol #3522 BXAERE HASHHL HYIE MdTYste Aot €2 el =
s 74 AES SO SUCE Netshe ZHOlAM AMu{Lt 2t9HE F45ts o o|E=0| A3H
E o2 ASsl 74 AH e AtsEe = AsUH ek ol thEo dol ArEE Tt

BolAM ClAF 27 MAXE ZAstL o] CjAF37} 25| Sth=(7]

e DHCP Mu{7} 2x|5t2 e HESRZT MOHES M5 A ol IT 22|X= DHCP
MHE Z2[sfof 2 ch IT Z2|AH= o] 7|52 A8 =224 DHCP H|o|EH| o] A2

FEE2 OE AFHE o|SAZE # AsHCh

G. Netsh & 0| &8¢t DHCP Lease Deletion

MZ& netsh dhcp server scope ScopeAddress delete leaseS AF25t0] WEHZEo|M DHCP
lease® AMHE 4= ALSL|CE 0] 7|52 DHCP AHHolS ALl leaseE AMM|SH7| HCole @™

=0 AR EE AMSE22M DHCP MY 2Hs2 A 2elgd & UAEF s SHich

H. DNS

Windows Server 2003 A &0l A= DNSoll CiaiiA =

Ct2ak 22 7HMol oo M &Lt
ofZ2|#lo]M mE|Mo X{ZHE Active Directory &% DNS &Y

ol 7|s2 ofZzlAolM mE[M2| Active Directory® A{H|A0| XZEE Domain Name System
(DNS) &dde| MEI =ME J7tsst st &L CE DNS Ho[HE XNEsts ofZ2|7oj4d |
Me ALEstH =29 JIEE00] MEE JHM 71 Z2o{g4Uct AlckZt DNS &9 olol&f{ 7t
ofZe2|7lold mte[Mol MZEE mf, ol EHX| o Z2[AH oM mE|Mo X|FH=o A= T ele
THol AESY st et SHEUCt 72822 DNS XY ofZ2|7HolMd ZElM

se 2
ZX| DNS MHE 2d35l= o2l ZHAEZ2(Domain Controllers)E8+2 Z &g Cl. HE0] Of
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Ho|M TE|Mofl DNS €9 Ho|EHE MEESSZM Active Directory ZE|AEQ MZ C}

| =oel HEE2oAM 2= A= DNS At{ol CHEIDNS Zde|l SHE T3

i

4> H1 M
=
o
min
10
w2

ol

2 AEstd ofEelAH o[ TE[Mo| DNS ¥ds Xae = U
Active Directory &8 DNS ¥<do| HF=A| Windows Server 2003 MEZZ & 5Lt

DNS Mol o|sif =AE=ojofzt & mf AZEE= LAt

o
H
o
Rl

Ir
o
N
or
0

e

L

b,

S

o

o>

t

i
s
ol

rrrr

|. DNS Security Extensions ofl tigt 7|2 &¢I

Windows Server 2003 M & & otLIE Aldist= DNS AlH{= RFC 25350(A1 M2l Internet
Engineering Task Force (IETF) standard DNS Security Extensions ZT2EZ0f| st 7|2 &2

H3=UHCE DNS M= [ETF E&0IM dolEl 2= dA(KEY, SIG, and NXT)SS M
T A20{ RFC 253501 et 2o et SEHS & o ol2{ek 2 =2 xge 7 Agdcot
ot M ME TtE] AT EQofol ofsf WdE EE KEY & SIG 7|52 M5 ALEE

+= DNS Security Extensions (per RFC 2535)2 2tHSIH X|215h= At Ake] 1X} A}
23 2 Windows Server 2003 MET & SIS 2Yot= DNS MHE AHE JdAS 2|6t

27 MHEM ALEE = ASHCH

ol 7|s2 FH&et DNS 7#4o| 21 & CltHd S ZHets| shFo{ ARE 7 =m elol &Fsts
O =5t DNS QZ2tE XMAs| 2MHE = UL E ToELICt Active Directory TH lo| &7
st st= ZAFEHIE Ol AEERE 2 + U2 W(DNS7F R FHEAAL =2l
HEE27t A2 7tssH MEf7F ot 2tM)= DNS el=zte| cje{do| o|Fo{& Yt =5h Alof
of Helg YaF 1 oYX ZME siiZe & Us A dYsl = EIOME Mt
ZFE7F M Qlol &FE 4+ UAESE DNS elz=Z2pyt MA™s| A= QAgCtH, [T 22Xz ol2fst
7|50l EXfscte AtA S 27dskA] Z& Aot O824t DNS ¢lZ2p #2 =YD &
FEZ7F EH el AEEYE Fof Mo &Fste HE U1 U2 E2, IT &H2|Xt= HFHE
T elol =HFAIZIZ] 2o o] 7|soll 2als A 2 ALt

K. 1& M3l S Al2350{ DNS S:2I0|g¢E 22|
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m, ol& =l Al = DNS Fo|Ate| £
H
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IT 22|AE2 ol 25 3 7|52 AtEc] DNS 22I0|HEE Fde = ASH L

L. Stub Zones (A& ¥Y) 2! Conditional Forwarding (=5 M=)

Stub zones(AH ¥A)n} =
DNS EziZ ol 2|RE2 o5}
= BE AMES o ZHFEX| ¢ Mejoll 2|2 XMasHk| UDE ododo mE=
° UEF sl Frict Windows 20002 25t
H&st=s F48E + UAGHCL Windows

=

st= dEoll thet X¥S Zetsti s

Abol sl ASE M ES
= DNSMHE{= DNS FHzZ|E DNS Al Fee
Server 2003 M ETe =HE MY 7|52 0l

Ct. o & S0 DNS MB{= SAloll ctZ2t 20|

e usa.microsoft.com 22 ZLt= 0[S0 st F2|E & Hu DNS ME{ES| &Ee=z
M&sIES

e curope,microsoft.com 22 ZLl= 0|50l thst F2|E F HM DNS M E9 fetez
H&sIES.

e Z|EICIE 2E FZ|E2 M HM DNS MB{E2| Rlgteoz MESITE.

IT H2[XE2 o] 7[5 AtSstd HESR A &olA DNS EzfE ol 2tfEHE SHE + UL

Ct.

M. EDNSO Z2EZE X

RFC 2671 off M2|=0of U= EDNSO ZZEZ2 DNS MB{E0| 5128E 2ct o 2 Hol2=
A7|2 UDP DNS HAIXIE =& & ME&g £ A of ZUch of 7[&2 EZ Active
Directory =Ml ZAEE2{ofl CiEt Service Resources Record (SRV) 2|2t &2 DNS SHO|
512 SEIEct 2 4o FS&Lch Windows Server 2003 XM &3 o|XMol= o|2{st SEEO|
TCP MME FFot Z2lst=E FIHAel &5 AlzZio| €354t a2t oA Windows
Server 2003 HEZZ0AM = EDNSO ZE2EEZES AI2ECZMN 0|3 B2 SEE0| TCP MMY

=1} 22| Qo|L ttel UDp &=oz etz = £ &Lt

Windows Server 2003 M &2l DNS Server AMH|A= 1 HollE ct33F &2 048 FIIHQl

gzt J|lsE8 M3k

e 2= RR (resource record; 2l HRE) HAlZ 28t &8 &M YA (Round-robin) X &

CIZEZ DNS Server MH|A= 2E& RR @AlZ2 28 &8 &AM 22A/(Round-robin) &M S
Fallgr et

o st Lo =Y
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DNS 2MEg 257 fIsh Zst=l DNS Server AH|A ClH{d 22 MEE A2
o MbB{2} ¥4 TJ|dtol|M XIS Name Server (NS) resource record registration(NS 2|2
HIzZE S8)2 SXMst=s s
€ WINS

Windows Server 2003 M Z0ol| A= Windows Internet Name Service (WINS)ol| CHs{ ct2xnf 2t

2 #S0| MW =A5H

& e 3 =c

ZetE de3n M2 AN 7|52 ofz{Eo| X[HSH 7[Fof FEst HZESS H0ol FHA
o|=0| oo 2fxlall U=Xl HS = JUEF sHEUCt olE 7IsE2 e 2 =29
WINS ClOolE{Hjo|AE EAMst=0 S35 FEFHCE IHER CiASH J7|FS ALE5H0d WINS
HiolE{Hol A 2 =2 Haez g AMs g = gLt ozt gakEl ZHE 7|
Ss2 AHE5t0 M ER2 ALSA XME Hetst F2| ZoE g = JALE ZHES ZEAE
= AsHCh ALE Jtsst 2EE0l= EZE &ARAL 2ZE A, NetBIOS 0|5, a2l M
sUl olAFIF U= E2 fle IP FA50| ZEE L

ofz{E=2 Ol Hz|l Z21E 24 AFHS mZ2| FHAlo MEE 5= A7 2ol ol=2l Fz
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PEAPZ2 Z=7| PEAP 2IB0lM MH& TLS MMl MIE S SeLct ol2{et PEAPS| 7|2
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o 0{3 7H2| RADIUS MHES Atolel 2= WM A1 Fof =% & RADIUS RF SS9 2=
WY,

o J|Hol CHEF &M MH|A EE= VPN, ISP offering outsourced dial-up(ISP MEZ& AtE5t=

dial-up)2 AFEAL 21B0ILE AE 278 7| RADIUS M2 HM&THHct

e YR HAH UEYT THo| Uof IT B2IRE UEYT HAO| IAS TBAIS MY 5
AELICH 2FS0| ISP 2l IAS ZEA0IAl 712 UEY TS AS MHZ HEH %
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® SQL Hlo|Eu|o]A0 Cigt RADIUS EE 2Z

IASE AN &, 215 2% 2 Structured Query Language (SQL) AMe{e| F7|& Atefjof cffst
24 HEHE HMESIEE AHE F AGHCL olF Sl IT HEXER SQL HElE AEstod
2lZ S 2lall RADIUSE At8ste 12 Alzof st oA 2 MAIZE HEE &2 £ AFH
Ol & T43517| 2I5HAM, Internet Authentication Service 2 212| Remote Access Logging ZH

ol SQL Server 22 HAE0| 28 HMH S SHSHAIR

® EAP-TLS Unauthenticated Access (EAP-TLS QIS =X gh2 MM A

EAP-TLS unauthenticated accesst= AUBME MX|5IX| L2 FM E2 A9

%
et HLE AMAE JH5SH St S MISeHChH HEHT AMA 22
X

SYE MSSHA R=rhH, IASTF 2 AlZol St= 3 UM JHoM AS =K 2 HA
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ol 7Is& AtSsl ch=2t &2 &S0l JtssiEHoh
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® |PFAEE A|¥sE RADIUS E2l0[HE 74

SUst MY = YT | | =2 M ™A X|HO| UE EF Remote
E C

P fi of
Authentication Dial-In User Server (RADIUS) Z2}o|d cHESHAZ]7] 2I5l IAS= RADIUS
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® EAP 2Z &' ZHo chsh 7HMAte

ol 7152 ABSH ofzfEe i AMA HMS TN o ofzf JHel EAP BAS MHE 4
ELICh olF Sal 1AS £ of2f sl MEE EAP waAllM Z2lo|d=9t EAP oIF WAl
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20 ool 7|52 AIBE 4 U0, 58E EAP 9IF WAl 2E2 THITE MuE MY
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M g 3 JHM AMEXH(OIDs) RTAEE XYFEHCEL ol S0 1T ZE|XF {1 HMA
VPN ¢1Z0| AtMHo=z MA|=[0] U= AFEAL ASMECHE ADIE JtE ASME AIESIES
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A

T = Asuch e ofE M AMEXE O ZER X=X ZEUCh

® RADIUS Proxy 22| 2= WMz Y

Ol 7|52 IAS7} RADIUS ZEAIZ2M ALZE mf o2 7§2| RADIUS MBS0l o1& ZE2
nds HFs s3E Mg ol 3 2E Z7Isk M35t X2lH Fof =XE s
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22 4529 RADIUS MHE OECH 22 d52 MHE AFSY £ U2 e ASEA| 25U
Ct.
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&hzhsto of2] JHe| RADIUS ME{SS ALESH= Cieel Z 2ES X2l ot
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o =X|E st RADIUS MHEE ¥ AlO|EoAM 81e] RADIUS MHEE T4 5
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Active Directory2t IASE EZ= AIEXAF 215 HHAlE ALSSI0 &HFE 2
0| & Sl %%E19P O ZEEQ AH ZHo| BM = AR 0 HUMA Zzjo|HE Cf
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stof el

o Z=HE 1AS SDK

Windows Server 2003 Platform Software Development Kit (SDK)oll= IAS SDK2} EAP SDKEl=
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S el 272 YEZ SDKIE Eatslof ULLCH IAS SDK £ ALBX Y EXI ME 48
Mofstn AtE 2 ZHAb HIO|E{E 2% Open Database Connectivity (ODBC)oll %= | 0| E{H] O]
22 WEUYo AL XME He 28 ¢ oE 2E5S M5ty fIsi IASHl Qs 2l ==
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0

° IAS & FM357| fIst Scriptable API

0| 7|=2 IAS Platform Software Developers Kit (SDK)OIM IASE A& = YA st=
scriptable APIE Al &= UA sHFUCE o 7|2 AFESH ISVE IAS 2= 2lollM FI1HK|
MHE|AS HEZ5HH, IT ZE|XE2 AAE29| IASE ARAMEDH| RbA| ME|A 2| olZ2lo| &

Ald & AEHCh

] Y AN A "Halg 98| ZaEtE EAP T4
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ZHol| %2 2E AZo| HEAl A m=zd dFolM dEfE chd EAP HATES ALEsHof
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HEHoR M| g W E= OF @ 2 UHES/Z A& A2 9ol of2] 7He| EAP
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HAZ S fIet EAP-TLS ¢/&0l ol M2 Ch& AFE ¢l £ MEIStOAL & £ D, Es
ofg{zel FM ZEl0|¢ESl YF = EAP-TLS &2 ALESt LIHX| ChE AE2 MS-CHAP
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° IPSec

Windows Server 2003 M Z oAM= IPSecoll CHall Ct2nt 22 7iAio| o|Fo{ &S Ct.

° MEZ2 IP Security Monitor 2@l
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2 NATO| EXst=X| ZHAlsto{ User Datagram Protocol-Encapsulating Security Payload
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E& MEISI Certificate Service(21E5A MB|A)E MEASHC],

Windows Components
‘You can add or remove components of ‘Windows XP.

Certificate Services x|

To add ar remove a companent, click the check box. & shaded box means that only part
of the companent will be installed. To see what's included in a companent. click Details

Tao add or remove a component, click the checkbax. & thaded box means that only
part of the component will be installed. To see what's included in a component, click
Dietals.

Subcnmponents of Certificate Serwces

v @ Eertlflcate Services W'eb Errolment Support

Components:
vl @Accessolies and Utilities

™ F: Certificate Services

| @Fax Services 0.0Me
v ZPIndexing Service 0.0ME =l
[l 288 Irtemet Fsnlores N A LI

m . ) ; ) ) Description:  Sets up a Ch that issues and manages digital cerificates.
Description:  Installs a certification authority [CA) to issue certificates for use with
public key security programs.

Tatal digk space required 0.0 MB Detaiks | Tatal disk space required: 0.0MB [etailz) |
Space available on disk: 9726 MB Space avaiable on disk: 972.6 MB
coea|

< Back | Mext » | Cancel |

3) A&eicks HAIXIS watM of & Mesict,

—
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Microsoft Certificate Services
After installing Certificate Services, the computer cannok be renamed and the computer
cannot join ar be removed From a domain, Do wou wank bo continue?
2 ERel CA(RIZ 7|25 Hesiol MAE £

o ABM MU|AE MR mf ofzfet &
A
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My
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dle{=2to| |0|= FE CAE ARM2[ CA elSAoll Atdl MHEst OF FHS ALEs5H =

= meloll = ZE AMH R AFAHOIMEL M2lg £ A= FE AT 7 A

FE CA |20l oS ASME AAletHct detxoz AdEZ2to|= FE CAS ALEA
2 HFE ASMoll thsll 2|25 AHE MHISHK= ZXT ASM AZ 7=
o 7|2 Edfiduct AMEh LHE2 AdE Z2to|= QIS J|2E EZSHIAIL.

dlE{z2to|= 359l CA= CHE CAZFEH CA ASME 2otop gfch AdEZ

20| = 35}2| CAO|= Active DirectoryZ} & &L C}. Active Directory, 2=

-

x
z

ol E{ Z2}o| -
; 3:?4 A £8 9 ADlE ZIE 2328 Windows XP % Windows Server 2003 X &
29 MHE Adsts ZAFE{OIM 0|85tz ™H AME=Z2lo|= 512 CAE ALSE
=
g2 Ay FE CAE 23AM AS 7=0lM zAe =& CAQUCt F& A
iy FE CAs oo FMHAY =% UL ofd FE JASSZZ Active
. DirectoryE ER=2 stA| Z&u{ct. 2Lt Active Directory?t U2 &F OlE
o & 3 _ _ s _
== oA ALEsHo] elBMet QIBAM SiX| 552 AAgdCH S8 AdE FE CAs
Active DirectoryE EE=Z otX| 27| W{Zol WERIAAM & HAHSHH 2
oF dodof wfx|E 4= UASFLICH ol EHot 2xZelel RE CAE Ut M REF
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Windows Components Wizard

Certification Authority Type
There are four types of certification authoritizs.

Certification Authority types: Drezcription:
= Enterprise raot L4 The moszt truzted Ch in a Ch ;l
- hierarchy. Dogs nat require
" Enterprize subordinate L, Active Directory.

~ Stand-alone subordinate Ch LI

Ta install an Enterprize G, the Active Directary must be accessible and you must be a
mermber of the Domain Adminiztrator group. Pleaze go back to the previous screen and
deselect Certificate Services.

[~ Advanced options

< Back I Hext = I Cancel |

AZINZ|/70017] 2SS EHEEo|A FIHA Q1 Cryptographic Service Provider(CSP)E A

UELICH o] ZollAM ZHaUEM © 2 Microsoft Enhanced Cryptographic Provider Version1.0 2

MENSIo] MX|SHD AlO|=&= 10225-4096 2 ALE & Cl.

Windows Components Wizard

Public and Private Key Pair

Select a cryptographic service provider [C5F] and the zettings to be uzed in
generating a key pair, or use an exizting key pair.

LCS5F: Haszh algarithm:
Microzoft B aze Cryptographic Provider +1.0 ;I D4 ;I
Mlcmsaft Ease DSS Cr tDrahlc P[D'-.-’IdEI D5

Mlu:ru:uu:uft Strur‘u:l Er',ll:lh:uural:uhlc F'ru:uw:ler

K.ey length: angg j

[T Use existing keys

Irmpaort

M5 115 DCOM ClientSySTEMS-1-5-18 —I
W5 115 DCOM Server : »
Wiew Certifizate |

[T | Uze the associated certificate

5) CH22 CAAH S| 0SS XIFBD CA AHel R&7IZHzl0IT Ele)gs M E
T QIBM AHIAS MxIE I CA MY HEBE NIss o

chet 27X xRt
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Windows Components Wizard
CA ldentifying Information
Enter information to identify thiz C4
L& name: IHa}l Buv Tops ROOT CA
Organizatiar: IHa}. Buv Tays
Organizational uit: IIT S arvices
City: I Seattle
State or province: IWashingtDn Country/region: ||_|5
E-mail: Ica_admin@haybuv.cu:um
Ca description: IThe offline Root Certificate Authority of Hay Buv Toys
Walid far: |1 0 IYea[S j Expires: IE.-’2?.-’2IJ'I 01238 Pt
< Back I Hext = I Cancel |
6) MulA 27 8% 2 CAE M4 UYLch FE ASME RE CAY 2lslof Axz
AtQlEl L Cf,
Windows Components Wizard
Cryptographic Key Generation
Generating croptographic key and zetting key protection...

Generating creptographic key...

[

HolefHol 2 7) Faot 218 MIE HLE XM ch
o wele BF B 24T shs Rof XHecH

CAMHE 573517] <&
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x
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W Systemroofttsystem32Wcertlog

zlo] 458 fIHM= HlolEtolA2t 27 npelg HEo| A t|A3 =2fo|=of X &l of
St BEof ojAF HEEHE ASSHH o E5Uch O3H clA3 X2 g0l Stiets
CA d50| gaEuHTt

CAE Mzt 8% EHE XHE =k JEUCH 37 E0= AFE AZAI} 25
Z|&toll oist MEE &2 = Y= XYLt o] M2 Active Directory & AFESHX| 210
=g Aldls CA S Mxsls d=ol2 28t

OIBA MH|ASl SAE HFEII TOele Ml ZS CAol st MEJI ApFE2Z Active
Directory ol AAIElLCE a2{L} Active Directory = 21EM MH|A Q| HO|EH|0|AZ SEISIX|

gguct o 7lse 22 AFH FXIEHUCL

LS

CA MH{£ 99.999 of 7I8ME E&SHY| ?15104 NTFS 2 =% =00} 5t Raids 2 T4
Sm
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all — Medium Ato|=2[ 7|¢giel &< etgo| z|Hatet

rr

Ag #Eetct oolEuofA

Fault-Tolerance & I5t01 20GB & & &gt Ct.

Windows Components Wizard

Data Storage Location
Specify the storage location for the configuration data, databaze and log

LCertificate database:
ID:'\WINNT\System32\EertLud Browse...

Certificate databaze log;

ID:'\WINNThSystem32\EertLDg Browse. .. |

¥ Store configuration infarmation in & shared falder
Shared folder:
|D:\mcunfig Browse. .

™ | Frezemve existing certificate databaze

< Back I Mext = I Cancel |

8) OO|TAEAEE |nternet Information Service (1IS) ME|A = SX|E|QACE7} CHA| A|RHEIL|CF
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Microsoft Certificate Services i x|
Internet Information Services is running on this computer, You must skop this service
before proceeding. Do vou want to skop the service now?
Zancel |
9) IS 23 Mu|AE0| A= FIHE L CH
Windows Components Wizard
Configuring Components
Setup iz making the configuration changes pou requested,
Fleaze wait while Setup configures the companents. This may take
zeveral minutes, depending on the componentz zelected,
Statuz:  Completing configuration of [nternet Infarmation Services [115]..
4 Back | R [=F |
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C i [m] |
“&tlnn Wiew |J1--b| |||§|JP | |
Mame | Description
@Hay Buw Tows ROOT C4A Certification Authority
1] |
| | |
HHM 25 / 74 /X509 & MESID XYEO U= CHE HLEE XA MIE SHX
AALL 25 AFE = A= FHEE M3

FE CA M= UE/Z &olM AAd=2 20{X|X| 7| w20l CRL= CRT 22 2F ¥
Miol =22 FAtshof &t & AMt{= DNSOIA s 7tsEh 0|22 ALZ=0{of

gkt

1-4 &z

gtoko| 2 E CA 7} EESL Certificate Distribution Point(CDP)0|0{ 2 E CA & 2[5t AAE
ALQIZEl CDP &A7}F ACtH 2 E CA £ capolicy.inf Tl 2 o|23lA MAME =HeJt ASLCH
ojzde L3t RE

=
CA 2IZMollM Practice Statement URL 2 AM|E5}7| 2|5t Zgh|C},

Capolicy.inf Ttd2 Wwindows C|&lEZ|o| U CtS3 ZEL ),
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[Version]

Signature= "$Windows NT$"

[CAPolicy]

Policies = LegalPolicy, LimitedUsePolicy, ExtraPolicy, OIDPolicy

[LegalPolicy]
OIDb=1.3.6.1
Notice = "Leg
[LimitedUseP
OIb=1.3.6.1

.4.1.311.21.43

al policy statement text."
olicy]

4.1.311.21 .47

URL = "http://http.site.com/some where/default.asp"”

URL = "ftp://ftp.site.com/some where else/default.asp"

Notice = "Lim

ited use policy statement text."

URL = "ldap://ldap.site.com/some where else again/default.asp"

[ExtraPolicy]

.4.1.311.21.53

URL = http://extra.site.com/Extra Policy/default.asp

OID=1.3.6.1
[oidpolicy]
OID=1.3.6.1

Properties

.4.1.311.21.55

Default Ackian #4509 Extensions

— CRL Distribution Paintsz

Specify locationz from which users can obtain a certificate revacation list
[CRL].

Locations;

[#] http: /ol haybuy .com/cdp/rootea.orl

add CDP... Bemove

— &uthority Infarmation Access

Specify locations from which users can obtain the certificate for thiz Ch,

Locations:

[¥] http:#faia.haybuy.comdaiafrootca.ort

add &4, |

Ok | Cancel | Apply

(©2004 Microsoft Corporation. All rights reserved.
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&' Registry Editor - 10| x|
Registry  Edit  Mjew FEawvarites Help
£S5 ;l Marne | Tvpe [raka ﬂ
Configuration L [ab]signedattributes  REG_MULTI_SZ  Requesterfame Re
|ﬂ Hay Buv Tays ROOT CA | SubjectTempIate REG_MULTI_SZ  Commonharne Qg
o LIseDS REG_DWORD  0x00000000 (0)
E-Z] ExitModules
l:l PolicyModules REG_3Z Years
.'\falldltvPerlndUnlts REG_DWORD  [0x00000004 (4
Erum -
4] L _*I_I J |
|M~,.f Computer| HKEY _LOCAL_MACHIME\SYSTEM CurrentContralSet) Services| CertSyvo| Configurationlt 2
OlM F£E QIEME Active Directory ol HEEIAIZ FH|Jt =JASUICE 2A=2EH ASA AHS
Tx=E MYstH Edch olMFEH= Mu{el A™A|Zi0l 2% 247t EUCl fLFstH
27} MyEx| T Yow A7} X7 HEYuch
H=e2|AlI5H7| 25t 2|A&AZlo A= Dsstore.exe & AM g Ct. -
dsstore.exe DC=haybuv,DC=com —addroot ROOTCA.CRT “Hay Buv Toys ROOT CA”
z2gMof HEe2|Al =™ DSSTORE —pulse YHo=E = 2=

=101.%]

1-5 Subordinate Certificate Authority MRI5]
Olo|AZAZE QEMB{= o|o] g8t tHE CIE2| Subordinate Certificate Authority &
FEQo & F JEUCH AIE5E & Y, SlLls ADIEFIE 2O 22, & .}

Sttts HRE AZE2E AEs5te ASM MHE & 7+ ASHCL

rm

Z E Authority & Subordinate authority 2k SRL O[L} AIA £ LDAP Query 7|=& Sh= Active

Directory ol XM Z&st= =Mool ctELCt..

Subordinate CA € 4X[sl= ZZ2MA= FE CAE Mxlst= el of
ZEMAaUct 32/ 2E Subordinate = HH= 0
2zl Aef el authority = 7|1 WollM 7t

&k

olr
_o'ﬂ
[¢]]
N
4o
[¢]]
)
to
I
'}
o
duJ
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MX|E A|ZFSE7| Foll Subordinate authority 7F M 22 ZEEof dlefZ2lo|= 2 HE X2

Windows Components Wizard

Certification Authorty Type
There are four types of certification authornties,

Certification duthority types: Dezcription:
" Enterprise root CA, & standard CA that can issue ﬂ
— certificates ko any user ar

¥ Enterprize subordinate C compLter in the enterprize. kust
obtain a C& cerhificate from

" Stand-alone root Ca another CA, in the enterprize.
R equires Active Directany.

” Stand-alone subordinate G LI

< Back I Mest = I Cancel

Windows Components Wizard

Public and Private Key Pair

Select a cryptographic service provider [C5P) and the zettings to be uzed in
generating a key pair, or uge an existing key pair.

CSP: Hazh algonthim:

MO4 ;I

MD5

Microsoft Baze Cryptographic Provider +1.0 ;I
Microgaft Base D55 Cyptographic Provider

iMiciozoft Enhanced Croptographic Provider 1.0
Microzoft Strong Cryptoaraphic Provider LI bl

K.ey length: Iznqg j

™ Use existing keys

Impart... |
Microzaft Internet [nfarmation Server
WS 115 DCOM Clentddministrators-1-5-21-11 705 : =
MS 115 DCOM Clientdministrators-1-5-21-4363742] || Yiew Certificate |

™ Usze the associated certifizate

< Back I Mewt = I Cancel
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= 7&7I2te Ag8dnt 7[222 Maste 7|2h2 190 HA MEA duE =

HKLMWSYSTEMWCurrentControlSetWServicesWCertSveWConfigurationW<name of the root
CA>WValidityPeriod

Windows Components Wizard E3 |

CA Identifying Information
Enter information to identify thiz CA

Ca name: IHa_I,I Buw Tows USWEST SUB CA

Oroganization: IHa}l B Tops

Organizational unit; IHa_.,. Buv Tows USWEST

Ciby: ISealtIe

State or province: IWashingtDn Countryregion: Ir
E-mail: Ica_admin@haybuv.cu:um

L4 description: IE nterprise Subordinate Ca for Hay Buy Toys USWEST
il [Fars IDetermined by parent Ca

5) HlolEHolA2t 28 MESH| flet s MEFHCH

Windows Components Wizard

Data Storage Location
Specify the storage location far the configuration data, databasze and log

Certificate database:
ID:'\WINNT'\System32'\EertLDg Browsze. ..

Certificate databaze log:
ID:\WINNTHSystemBEHEertLog Browse. ..

[~ Store configuration information in a shared falder
Shared folder:

I Browee,..

iy

" Preserve existing certificate databaze

¢ Back I Meut = I Cancel
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MpyWindows S .
indows Server
Ay 2003 163

o—
6) FEo| 2|5t ARl=l subordinate 2AAESME 27| {5t cl2zF &ol| 2 7(X| M

tHch 2 2¥8 FEZ 29 2 AD X2 E fI5to] mdg 2 o2 1

o

ol
=

1=
mjo

ot salol Jhs et
t

Zo| 22 2 7tX| HHH

Windows Components Wizard

CA Certificate Request

Fequest the certificate for thiz C& by gending the request directly to a parent Cb ar
zaving the request ta a file and sending this fle ta the CA

" Send the request directly to a C4 alieady on the network.

Eamputer name: I Browsze...

EBarent L& I j

% Save the request to a file.

Reguest file: ID:\u:Ic:c:IaI:u31 .zales.haybuy.com_Hay B Browse... |

< Back I Mest = I Cancel |

7) 27t =M OfEHALE Z2AH AT YA EQicks HAIXIE 2o{E LT

Microsoft Certificate Services x|

request: file "D:idoclab3l, sales. havbuy, com_Hay Buy Toys SALES CaA.req” to obtain a
certificate From the parent Ca, Then, use Certification Authority snap-in to install the
certificate, To do s, right-click the node with the name of the Ca&, and then click Inskall
CA Certificate.

@ The Certificate Services installation is incomplete. To complete the installation, wse the

-6 FE Authorityoll 2|3t0 AIQIZl QIEA 2F
FEof 2|5tof AflEl Subordinate IEME B7| fdiM= FE CAZF Ax|=E HFE{OA
Zdsiob gt FE CAMAM Ctgmb Zo| guch.

olE{ull 22l XME ¥ Tools/Internet Options/Security/Trusted Siteds 0l A Sites & AEH

Require Server verification &8 2AE MEISIX| &4 Cl 2|3 Add this server to the we

ofr

[l
b

=]
site filed =& CIg2 22 ZU22 ZHSAE Bt1 7Lt MH O[5S U ehct

A= dH7-

http://localhost
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1) Bl MolA ZHSAE FA Mu|AE S&UCH 1211 JHSE Atel 2lAE0|A
SIEM 2FEe M)

/3 Microsoft Certificate Services - Microsoft Internet Explorer P[] 59

J File Edit Wiew Favorites Tools  Help |
J GBack ~ = - (D at | Qhsearch [GlFavorites £ AHistory ||%v =]

JAgdress I@ http:fflocalhost/certsry) j G0 |JLinks >

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure
program. Once you acquire a certificate, you will be able to securely identify yourself to other
people over the web, sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select atask:
" Retrieve the CA certificate or certificate revocation list
& Request a certificate
© Checlk on a pending certificate

Mext > |

=
|@ Daone ’_’_ (2 Local intranet 4
/3 Microsoft Certificate Services - Microsoft Internet Explorer 10l =|
J File Edit Wiew Favorites Tools  Help |
J GBack ~ = - (D at | Qhsearch [GlFavorites £ AHistory | BN S
JAgdress I@ http:flocalhosticertsrycertrqus. asp j G0 |J Links **

Microsoft Cerif

Choose Request Type

Flease select the type of request you would like to make:

© User certificate request:

E-Mail Protection Certificate

& Advanced request

-
|@ Daone ’_’_ (2 Local intranet 4

A EH

— 1

2 g &4

mjo
]
0

L]

.

3) standard PKCS 10-base 64 encoded file 2 M &g},
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/3 Microsoft Certificate Services - Microsoft Internet Explorer P[] 59

J File Edit Wiew Favorites Tools  Help ﬁ
J GBack ~ = - (D at | Qhsearch [GlFavorites £ AHistory | BN S
JAgdress I@ http:fflocalhosticertsry certrqad. asp j G0 |J Links **

Microsoft Certific: - Hay Buv T

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following

you can obtain.

© Submit a certificate request to this CA using a form.

& Submit a certificate request using a basetd encoded PKCS #10 file or a renewal request
using a basebd encoded PKCS #7 file.

¢ Request a certificate for a smart card on behalf of ancther user using the Smart Card
Enroliment Station.

You must have an enrolliment agent certificate to subrmit a request for another user.

methods. Mote that the policy of the certification authority (CA) will determine the certificates that

|@ Daone ’_’_ (2 Local intranet

s

Microsoft Internet Explorer

& Your web browser security setkings prohibit this page from accessing your disk,

If wiou do nok wank ko paste the daka in manually, you can enable file browsing by

adding this page ko wour browser's lisk of trusted sites.

4) Base64 CIRE 2EAME 20 U&= SMALCE 28Mo| =™ XM ZE(Submit)

B =

(©2004 Microsoft Corporation. All rights reserved.
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=} Microsoft Certificate Services - Microsoft Internet Explore

=181

J File Edit  Wiews Favoribes  Tools  Help

J {=Back » = - @ at | @Search (3] Favorites @History |%v =h

JAc_Idress IE http:/flocalhostfcertsev/certrgxt. asp j ﬁ')"\’GU

|J Links **

ORI T GOrvd Tiv queot

2

Faste a basebd encoded PKCS #10 cerificate request or FRCS #7
renewal request generated by an external application (such as aweb
senver) into the request field to submit the request to the certification
authority (CAY.

Saved Request:

————— BEGIN MNEW CERTIFICATE REQUEIT-———- &
MIIDoDCCLogCiQhugh IxIiAgEgkahkiGOwOEBCQEY
Basehd Encoded [(bZ0xCzAJBgNVEAYTALVTHRMwEOTDVOOIEwp VO
Certificate Request | ZWF0dGx IMRTWEWYDVOQEEwR ITXkgQnV2 IFRveEMx
(PKCE #10 ar &) |[VER5SeyEVULAF U1 Iz AWEgNVE AN TGkhhe SECAX Ty

MITEIJAWNEgkahkiGwlBAQEFALOCACESAMITECOKC

a | _'|—I

Browse for a file to insert.

|&] Done l_ |_|ﬂ Trusted sites

=
4

5) ECAS MMC 242 AT h7| 282 MYHIAIL,

{& Certification Authority

=101 |

|J Action  View |J &= -P|| ||§

Eues Inar BUes! ELUes |Sp0sICion Message
Tree R t10 | Binary R t |r £ Disposition M

=+E2 Hay Buv Toys ROOT CA
7] Revoked Certificates
[ Issued Certificates

: e kr=nding Requests
I:l Failed Feguests

@ Certification Authority (Local) 2 """ BEGIMME...  Taken Under Submission

(©2004 Microsoft Corporation. All rights reserved.
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7)

{4 Certification Authority i ] |

|J Action  Wiew |J " -P|| |@ |

Tree I Request ID | Binary Request | Request Disposition Message

@] Certification Autharity (Local)

Inder Submission

=162 Hay Buv Toys ROOT CA
[ revoked Certificates
7] Issued Certificates
£ Pending Requests
‘.7 Failed Requests

|Foru:e the policy module ko reevaluate this reguest |

FEQ9| Enrollment(&=) HOIX|IZ JHM, tH7|E 2F 2 AEfE HQISIMAIL.

4} Microsoft Certificate Services - Microsoft Internet Explore 101 x|

J Filz  Edit “iew Favorites Tools  Help

J {FBack ~ = - @ o | QSEarch [Fe] Favorites @History ||%- =]

J.D.gdress IE http: /flocalhost/certsry) j o |J Links **

Welcome =]

You use this web site to request a certificate for your web browser, e-mail
client, or other secure program. Once you acquire a cerificate, you will be
able to securely identify yourself to other people over the web, sign your e-
mail messages, encrypt your e-mail messages, and more depending
upon the type of certificate you request.

Select atask:
" Retrieve the CA certificate or certificate revocation list
C Request a certificate
& Check on a pending cerificate

w

|&] Done l_ l_lﬂ Trusted sites

(©2004 Microsoft Corporation. All rights reserved.
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<} Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit  Wiews Favoribes  Tools  Help

J ‘= Back - = - @ at | @Search (3] Favorites @History |%v =h

=181

J.ﬂ.c_ldress IE http: fflocalhost foertse v/ certckpn, asp

~| pao |JLinks B

Home

Microsoft Cerificate S

Check On A Pending Certificate Request

Flease select the cerificate request you want to check:

Saved-Reguest Cerificate (08, 2000 15:44:29)

MNext » |

=

|&] Done l_ |_|ﬂ Trusted sites

=
4

7} Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit iew Favorites Tools  Help

J =Back - = - @ it | @Search [Fe] Favorites @Histnry ||%v =]

J Address IE http:fflocalhost fcertsryfcertfnsh. asp

| @an |k

s — Hay Buv Toy

Microsoft Certificate Sen

Certificate Issued

Home

=

The certificate you requested was issued to you.

& DER encoded or © Ease 64 encoded

Download CA certificate
== Download CA cerification path

[
4

|&] ’_l_ | Trusted sites

1-7 Subordinate CA Ax|sl11 &M 3}sl7|

2y €2 MY xE SolilAM
=
o

of watM 2|ZE
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. o e
1) subordinate CA £ =02t MMC &8 At MMC 2&0 M= Subordinate
= o

CAME|ATE A A Selx|e| ofF

Jﬂctinn Wi |J1--I| ||@|J

Marne I Descripkion
{5Hay Buv Toys USWEST SUBCA  Certification

1] | i

2) Subordinate CA € 22 HE 285t &Y 2|AE FollM ¢lEA MX|(Install CA

Certificate) 42 MEi &},

{& Certification Authority

| action  view |J © = | @Bm|E

Tree I

Marne

@ Certification .ﬁ.uthnrlt';.f (Local) (CIRrevoked Certificates

El@ Hany By [ 1ssued Certificates
------ I:l Revoked Certificate: Iaubii Start Service
------ % Issued Certificates -_— y  topService
Pending Requests
-] Failed Eequ?:sts Refresh B0,
------ w7 Policy Settings Export List... Restare CA...
F‘rin Install C& Certificate, ..
_~  RequesktiCA Certificate. ..
Help |
|

Zonkains operations that can be performed on the object.

Certification Authority

fac
J Action  Wiew | L] -D|||@

Tree I Tame | Intended Purpose
@] Certification Autharity (Local) EFS Recovery Agent File Recovery
E@ Hay Buv Tays USWEST SUE Cf Basic EFS Encrypting File Syskem
i ] Revoked Certificates Domain Contraller Client authentication, Server Authentic
(1 Issued Certificates Web Server Server Authentication
- Pending Requests Subordinate Certification Authority
[Z Failed Requests ndministrator Code Signing, Microsoft Trust List Signi
i3] |Palicy Settings G Computer Client Authentication, Server Authentic
User Encrypting File Swstem, Secure Email, ¢
1] ] B
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[ Certification Authority
J Action  Wiew |J¢' -P|| ||§
Tree I MNarme I Inkenc
@ Certification Autharity (Local) SUhDrdinate Certification Authority

E| @ Hay Buy Tows USWEST SUE CA
------ |:| Revaoked Certificates
------ |:| Issued Certificates
------ (11 Pending Requests
------ -] Failed Requests
..... a Palicy Setkings

1-8 F7IXQl Subordinate CA A x|517|

flolM Age YA E AZHA FE ol Subordinate CAE Ax|g 4 ASHCE

—

stH it

Windows Components Wizard

CA Identifying Information
Enter information to identify thiz Ca

CA& narme: IHa_l,l Buw Tops Smart Card Ch

Organizatior; IHa_p Buv Toys

Organizational unit: ILIS WEST Smart Card

City: ISeattle

State or province: IWashingtnn Countryregion: Ir
E-mail Ica_admin@haybuv.u:u:um

C& description: IHa_l,l Buv Tops USWEST Smart Card izzuing I:.i"l

% alidd for: IDetermined by parent Ca,

¢ Back I Meut = I Cancel |

) ofell &2 oM oz s ghAlbl OlRIJIX|Z2 FE CAO Subordinate & M

2) A ¢ Sub CAMX| A1 otz HE Aol olo] EXst= CA MHZE E EU7|E
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Windows Components Wizard

CA Certificate Request

Request the certificate for thiz CA by sending the request directly to a parent Cb or
zaving the request to a file and zending this file to the Ch

% Send the request directly to a C& already on the nebwork,

Computer narne: Iu:lu:u:lal:u32.uswest.ha_l,lbuv.ccum

Parent Ci: IHE:_I,I Buw Taws USWEST SUB CA j

" Save the request to a file.

Feguest file: IDZ"'.dl:l:|a|:l3|1USWESt.ha}'hu'\-’.CDm_H ay Browse, . |

< Back Hext = Cancel

3)FM AMA-IAS Me T3]

1. MR

APES 0| 8%t M WM A MH|AE Windows Server 20030 F+&£3517| s 21 2
7|s0| Mujol| Mx|=lofof &t

1

ro

Active Directory (Domain Controller)
DHCP
DNS

)
)
)
) 298 R A AMx
)
)

o B~ W N

Internet Information Service (1IS)

©2)

IAS(Internet Authentication Service)

2. Windows Server 2003 M x|3517|

Windows Server 2003 A X|57|: (Standard Server, Enterprise Server— Standard editionz}

enterprise editiong MHEiSt= 7|[E2 A oZ $o w2} MEiSIH E Ut Standard

edition2 SA| oz 2 2570 7tX| X[ gtct. )
1. NTFS IIE|Mofl 2LAH XS A% B CH FAT32 £ ALRSID JCtH THIHEERZ

OFS7| Mol NTFS 2 Meatst 42 Hostch (Convert cL/fs:ntfs)
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2. UESIZS 2Z clHmoj2xo 1P F2E TERLCH

HESRID 27 Ad 1 A > ME > HEZ AZ.

‘_;_t,L Metwork Connections =101 x|
File Edit ‘Wew Faworites Tools Advanced Help ﬂ.
(P Eack ~ £3 - (¥ |,O Search | Folders | a3 X ) | [
Address '&_;Netwurktnnnectiuns j &g

-

LAM or High-Speed Internet =

Wireless Mebwork Connection
Wireless conneckion unavailable

g._ "t Dell Truetobile 1150 Series Wi. .
—ta

1394 Connection

J Disabled

1394 Met Adapker |

Disable
Status ;I
[D-Link DFE-650TXC ~ Repair rriet Adapter w

Creake Shartcuk
Delete

(©2004 Microsoft Corporation. All rights reserved.
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4. Internet Protocol (TCP/IP)2 MEHSID &M HHEZS Z=gCt

=i Local Area Connection 4 Properties i |

Gieneral I Suthentication I Advanced I

Connect using:

I B8 3Com Megahertz [B] 10-100 LAM + 5B, Modem [Ethernet

Thiz connection uzes the following items:

SDDS Packet 5cheduler ;I
S Metwork, Monitor Driver
¥ == Internet Pratocal [TCRARP]

1| | »

[nztall... [ rirztall | | Froperties I

— Description

Tranzmigzion Contral Protocol/Internet Protocal. The defaulk
wide area network protocol that provides communication
across diverse interconnected netwarks.

¥ Show icon in notification area when connected

] Cancel

5. LIS BE 0| CHS P F2 ALSS 225D IP FAE HIUE AEU oot 3
Qlz{ptLich, 12|10 DNS AHIAE TAsHOF 317 2o kS DNS M| 2 ALgof
PFAS eisic 92S 228 o2 22 99 9Z &4 HOIXE P&
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Internet Protocol (TCP/IP) Properties i |

eneral

“'ou can get IP settings azsigned automatically if wour netwark supports
thiz capability. Othenwize, vou heed to azk your netwaork, adrminiztratar for
the appropriate [P settings.

™ [Obtain an 1P address autamatically

* Use the following IP address:
IP address: [ 10,1 .1 .1

Subret mask: [285. 0 .0 .0

Default gateway: I

€ Obtain DNE server address automatizally

% |ze the fallowing DMS zerver addresses;

Preferred DMS zerver: I o .1 01 1

Alternate DMS zerver: I

Advanced... |
k. I Caricel |

6. HESRA dZ& FaUch

3. 2o Tmeol Mx|st7|
4. Y HEEHE cH HEEHZE 54351

Active Directory OPFHAIS MG £5t064 Command 22l stHE 941 Dcpromo &

BT OPFHAL AlZf 3tH0] A= ot HES S L
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o——
Active Directory Installation Wizard Commenks? |

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps pou install Active Directary services an this
zerver, making the zerver a domain controller.

To continue, click Mext.

< Back

Cancel |

MEE: MZ22 THols st =i el AEZE2{(Domain controller for a new domain)S MEistL1

Active Directory Installation Wizard

Domain Controller Type /
Specify the role you want this server to have.

Do pou want thiz zerver to become a domain contraller for a new domain or an
additiohal domain controller for an existing domain’?

& Domain controller far & new domair

Select thiz option to create a nevw child domain, new domain tree, or new forest.
Thiz zerver will becarme the first damain controller in the new domain.

™ Additional domain controller for an existing domain
‘iﬂ, Proceeding with thiz option will delete all local accounts on this server.

All eryptographic keys will be deleted and should be exported befare
continuing.

All encrypted data, such az EFS-enciypted files or e-mail. should be decrypted
before continuing aor it will be permanently inacceszible.

1. MEE: 22 ZEZ|AE THoS MM Cl2g8 FEu ot

(©2004 Microsoft Corporation. All rights reserved.
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Active Directory Installation Wizard Comme|

Create Hew Domain
Select which type of domain to create.

Create a new:

{* Diomain in a new foresk

Select thiz option if thiz iz the firzt domain in your organization o if pou want the new
domain ko be completely independent of your curent forest.

™ Child domain in an existing domain tree

If pou want the new domain to be a child of an existing domain, zelect thiz option.
For example, you could create a new domain named

headquarters. example.microsaft. com as a child domain af the domain

example. microzoft com.

™ Diomain tree in an existing forest

If you don't want the new domain to be a child of an exizting domain, select this
option.  Thiz will create a new domain tree that iz separate from any existing trees.

< Back I Hest > I Cancel |

2. Mz22 THols ¢st FODN & =gt (ex, Microsoft.com), CFHSS F&LICh.

Active Directory Installation Wizard

Mew Domain Name /
Specify a name for the new domair.

Twpe the full DMS name for the new domain
[for example: headquarters. example. microzoft. com).

It yaur organization already haz a DMS domain name registered with an Internet naming
autharity, you can use that name.

Full DNS name for new domain:

< Back I et = | Cancel |

3. NetBIOS =M 2l ol F& H et (ex, MICROSOFT), ttE&8 F&UCh

1ot
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Active Directory Installation Wizard
MetBlOS Domain Hame
Specify a NetBI0S name for the new domain.
Thisg iz the name that users of earlier versions of Windows will use to identify the new
domain. Click Mest to accept the name shown, or lYpe a new name.
Diomain MetBI0S name:
< Back I et = I Cancel
4.

Active Directory Installation Wizard Comments?

D atabase and Log Folders /
Specify the folders to contain the Active Directory databaze and log files.

For best performance and recoverability, store the databaze and the log on separate
hard dizks.

WWhere do pou want to stare the Active Directory databaze?

Databasze folder:

Where do you want to gtore the Active Directon log?

Log falder:
EWANMTWMNTDS Browse. .

E:NAINMNTSHTDS Browse... |

< Back I Mest » I Cancel
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Active Directory Installation Wizard

Commenks? E

Shared System Yolume
Specify the folder to be shared az the systemn volume.

o

The Sysvol folder stores the server's copy of the domain'z public filez. The contents of
the Spzvol folder are replicated to all domain contrallers in the domain.

The Sysvol folder must be located on an MTFS 5.0 volume.
Enter a location for the Syevol folder.

Folder location:

E:NwINMTRS Y SWOL

Browse. .. |

¢ Back I Mest » I Cancel

5. DNS A%

Active Directory Installation Wizard

DMS Reqgistration Diagnostics
YWerify DMS zupport, or ingtall DNS on this computer.

o

dyniamic updates. Click Details for more information.

Diagnostic attempt #1

() | have corected the problem, Perfarm the DNS diagnostic test again.

The DMS zerver with which this domain controller will register does not support the
dyriamic update protocol or the primary authoritative zone iz not configured to allow

(®) nstall and configure the BRHS zerer on this computer,

(3 1 will comect the probler later, Continue the wizard.

< Back ”

] [ Cancel ]

6.MEH: Permissions compatible only with Windows 2000 servers. CtS & S§uch.

PR Ry |
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Active Directory Installation Wizard ﬂ ~———

Permizzions /
Select default permizzions for user and group objects.

Some gerver programs, such as Windows NT Bemote Access Service, read information
stored on domain controllers.

™ Pemiszions compatible with prewfindows 2000 servers

Select thiz option if you run gerver programs on pre-windows 2000 servers or on
Windows 2000 or Windows MET zervers that are members of pre-windows 2000
domains.

r’i\: Anonymous users can read information on thiz domain.

= Pemiszions compatible anly with *Windows 2000 ar Windows MET servers

Select this option if you run server programs only on Windows 2000 or Windowes
MET zervers that are memberz af Active Directony domainz. Only authenticated
uzers can read information on this domair.

Fay
m
w
0
2
=
m
E
et
1
fr
n]
o
L

7. CIEEHE| ME|A~ STE flet ZE|X A =S St oS8 FEuUCh

Active Directory Installation Wizard

Directory Services Hestore Mode Administrator Password

Specify an adminigtrator pazsword to uze when starting the computer in Directony
Services Restore Mode,

Type and confirm the pagzword you want to agzigh to thiz server's Administrator
account, ko be used when the computer is started in Directon Services Restore Mode.

Pazaward: |

L
fis

Confirm pazsward:

’ ¢ Back ” Mest » ][ Cancel ]

8.Active Directory OFHALZ} CO[E{Hj0| A~ X 27 ofed ME S flgt 5tHE 2oiEH

CtE2 F&HCh
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Active Directory Installation Wizard

Summary
Review and caonfirm the options vou zelected.

‘rou choze to;
Configure thiz zerver az the firzt domain controller in a new forest of domain rees.

The new domain name iz ones.com. This iz aleo the name of the new forest.
The MetBI0S name of the domain is OMHE=

D atabaze folder: D:NwANTDS

Log file folder: D:MWAMTDS

Syzval folder: 0SS5 SWI0L

The DMS zervice will be installed and configured on this computer.

The pazsword of the new domain administrator will be the same az the password of _I
-

T change an option, click Back. To begin the operation, click Mest.

< Back I M et » I Cancel |

Active Directory M2 ASTUCt o] Z2MAE WEHE AF UL Active DirectoryZb 2+
= =

2xH ARHE

Active Directory Installation Wizard

Completing the Active Directory
Installation Wizard

dctive Directony iz now installed on thiz computer for the
domain "'Tdom T ezt nttest. microzoft. com'.

Thiz domain contraller iz azsigned to the site
"D efault-First-Site-Wame”. Sites are managed with the
ictive Directory Sitez and Services administrative bool.

T o cloze thiz wizard, click Finigh.

9. oz =tHof| wh2tM & A|EFEh Ct
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Active Directory Installation Wizard
WWindows must be restarted before the changes made by the Active
Directony Installation wizard take effect.
E Bestart Mow i [ Don't Restart Mow
4-1MH|A Mx|stD A S|
Hoje] Zmam XIPAKE SaiM Cl2 MulASS Erbgc)
1B M MH|A (Certificate services)
Internet Information Services — IS
HEHZ Mu|Aol &3l A= Internet Authentication Service (IAS)
Note: Zrefoll [IS7F MEA=[Of AT AMH|AT} ofo| A|ZbEl Zd L Ct
1. MolEs gyt
Azt > ME > ®ofE
g~ Control Panel 10l x|
File Edit ‘iew Favorites Tools Help | 1','
o Back = ) - ] | - Search [~ Folders | & 3 X ) | -
Address IB' Cantrol Panel j &0
D W P 8 ¥ @B e P
R';:ﬂ Install or remove programs and Windows components, I:Ider il Ronts Coﬁ?:gﬁers gl;?ironnest
i cf ] & T )
Keyboard Licensing Mouse Mekwork Phone and  Power Options  Printers and  Regional and  Scanners and  Scheduled
Connections Modem ... Faxes Language ... Cameras Tasks
o & 7 W &
&/ R vt-g
Sounds and Speech Stored User System Taskbar and
Audio Devices Marmes a... Skart Menu
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Windows Components Wizard

Windows Components
You can add or remove componentz of Windows 2P,

To add or remove a component, click the checkbox. A& shaded box means that anly
part of the component will be ingtalled. To zee what's included in a component, click

Details.

Components:

[ [&8 Cetificate
[] {Bd Fax Services

50 Indexing Service
[ 488 |ntarmat Fenlnmers

Degcription:  Includes Windows Accessonies and Ltilities for your compuker.

0.0MB
1002.4 MB

Tatal disk space required:
Space available on disk:

Details. .. |

Cancel |

3.ctg FHRAE MAlgH ot

oI A Mu|A

Windows Components
'ou can add of remove components of Windows XP.

Certificate Services x|

To add of remove a companent, click the check box, A shaded box means that only part

To add or remove a component, click the checkbox, A shaded box means that only
pait of the component wil be installed. To see what's included in a component, click
Dietais.

Components:
v @Accessories and Utiities

E- Cert 3

55 @Fax Services 0.0MB
3 Indexing Service 0.0MB
vl &8 Intemet Funloer 11 MR ﬂ

Description:  Installz a certification authority [CA] to izsue certificates for use with

public key security programs.
Details...

Total disk space required:

Space available on disk: 972.6 ME

0.0MB
< Back | Mext » | Cancel |

of the component will be installed. To zee what's included in & component, click Details.
Subcomponents of Certificate Services:

G

m Certificate Services Web Enmliment Support

Description:  Sets up & C4 that issues and manages digital certificates.

0.0MB
9726 MB

Total disk space required:

Details. |
Cancel |

Space available on digk:

4 220 olZAM MH|AEAS MEHSIT XIM|S|(details) HHES Z&giUCE o] HES
225lM 17 FHeA AERIL EeA HI 2E FHAE MES OIS &0 HES
Zglghct

5.ct2, WER/ZA MHEAE MEistD 518 HEZHEE HJ| 2510 XIM5|(detaillHES
Salstlct 8 FAL2A MM O DNS, DHCP, Internet Authentication AMH|AZ} 25
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Windows Comps
Networking Services

Windows Components
“You can add or remove components of Windows XP.

Subcomponents of Networking Services:

A=A Elstn &l HES FEUCH I2/1 AT FMHeA HolM chEFHES
L

To add or remove a component, click the check box, & shaded box meansz that only part
of the component will be installed. To gee what's included in a component, click Details.

To add or remove a component, click the checkbox. & shaded box means that anly [ =) COM Internet Services Prosy 00MBE ﬂ
pait of the component will be installed. To see what's included in a companent, click Diomain Mame Systern [DNS) 1.6MB
Details.

Diynamic Host Configuration Protocol [DHCF) 0.0MB
Components: M & Intemet Authentication ; 00ME
O Eﬂ Managemnent and Manitaring Tools 5.0 MBE ﬂ ] B Simple TCPAR Services
[ = Message Queuing 0.0ME 1 (= windows Intemet Name Service [WINS) 0.9ME
= 1 Networking Services

O Eﬂ Other Metwark. File and Print Services 0.0MB
[ ™ Bamate Installation Services 21 MR j Description:  Manages authentication, authorization, auditing, and accounting for
witual private network [VPN), dialup, 802.1x wireless o Ethemet switch

Description:  Containg & variety of specialized, netwark-related services and protocals.

Total disk space required: 25MB Details. | Space available on disk: 1001.6 MB

Space available on disk: 1003.2 MB
P [1]:9 I Cancel

o

Total disk space required: 25ME [ietails,,. |

< Back | Mext > | Cancel |

6. 722 oiAlE MEE FHRAE HAISH| fI5t0] T2 MY et

Windows Components Wizard

CA Type
Select the type of Ch you want to set up.

¥ Enterprize root b,

" Enterprige subordinate Ca
" Stand-alome root C4,

" Stand-alone subordinate G

Dezcription of Ca type
The most trusted Ca in an enterprize. Should be installed before any other Ch.

[ Use custom zettings to generate the key pair and T4, certificate

< Back I Mest » I Cancel
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Windows Components Wizard
CA Identifying Information
Enter infarmation toidemtify thiz Ch,
Common name for this CA:
onex root Ca,
Diztinguizhed name sulfis:
DC=onex,DC=com
Presiew of digtinguished name:
CH=onex root C& DC=onex, DC=com
Walidity period: E=piration date:
|5 IYears -.-I B/27/2006 12:40 P
¢ Back I Meut » I Cancel |
9. 7|24tE TEStALE ol ME ZAE ct27 s H et PATH & UNC Path &
Atgsliol gt

10.C+28 22311 2& o

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate databaze, databasze log, and configuration
information,

LCerificate databaze:

ToWse. .. ]

vstem324Certlog | [ E
Certificate databaze log:
iD:\WINDDWS'\S_I,Istem32'\I:ertLag ! [ Browse... ]
] Store configuration information in a shared folder
Shared falder:
| Browse...
< Back ” Meut > ] l Cancel

il

= Fa4Cch

Note: Certificate Service *+M8& b2 gl
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Microsoft Certificate Services

! "-\ To complete the installation, Certificate Services must tempararily skop the Inkernet Information Services, Do wou wank to stop the service now?

Yes Na

Windows Components Wizard

Configuring Components
Setup iz making the configuration changes pou requested.

Fleaze wait while Setup configures the componentz. This may take
zeveral minutes, depending on the components zelected.

Statuz.  Configuring Internet Information Services [1IS]...

MNeut = Cancel

12. OtEHALS] 2RHES sEM X E 2=

4-2 DHCP Mt 143547

27 YEAD Fdofl P T2 U5

HE| A= “Windows Server 2003 A x| 57

1. DHCP MH|AE ¥4 T
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Activate Windows
Windows Catalog

Windows Update

Drocuments Startup

Sekkings

Help and Support

Fur...

Shut Down.

Id!fStart | & &

Codename Whistler Advanced Server

| ¥ untitled - Paint

Internet Explarer
Qutlook Express

Search _ Remote Assistance

Distributed File Syvstem

DS Use DHCP to configure and manage the Dynamic Host
Configuration Protocol (DHCP) service,

Domain Conkraller Security Policy

Domain Security Policy

Event Yigwer

Internet Authentication Service
Inkernet Information Services

Licensing

Microsaft \MET Framewark Configuration
Microsoft \MET Framework Wizards
Performance

Remote Desktops

Routing and Remote Access

Services

| Terminal Services Configuration

Terminal Services Manager

| B D:\wihSystem32icmd exe |

2. o

ne
2
2
o
>~
z
-?k
T

Mgt -0i) 10.1.1.2-10.1.1.254

M O|EZ SIO|2I0|Est Action —> MEZ2 ¥ (New scope)E2 Z= gt

® pHCP
File | Action ‘“iew Help
¢&= = Display Statistics... |

Mew Scope...

xlanlat.onex.com [10.1.1.1]

Mew Mulkicast Scope. ..

01
)

Backup...
Restare...

Reconcile All Scopes. ..
Authorize

Define User Classes, ..
Define Wendor Classes. .,
Set Predefined Cptions. ..

i |

L]
1 ) configure the DHCP Server

Before a DHCP server can issue IP addresses, you nust create a scope and
authorize the DHCP server,

A scope is a range of IP addresses that is assigned to conputers requesting a
dynamic IP address. Authorization is a security precaution that ensures that
onby authorized DHCP servers run on your network,

* To add a new scope, on the Action menu, click New Scope.

TS ' * To authorize this DHCP server, on the Ackion menu, click Authorize,
20D Authaorization mavy take a Few maments to complete, For a stkatus update,
Refresh gither press FS, ar on the Ackion menu, click Refresh,

Properties Far more information about setting up a DHCP server, see online Help,
Help

S A d opHAPDL dA =M cfg HES FEHCH
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New Scope Wizard . x|

Welcome to the New Scope
Wizard

Thiz wizard helpz you zet up a scope for distributing [P
addrezses to computers on wour netwark.

To continue, click MNest.

¢ Back I MHext » I Cancel

4. ¥ o|Exnf MAESH MY S Est] chES S LIt | and description, click next.

I

New Scope Wizard x|

Scope Hame e
Y'ou have to provide an identifying scope name. You also hawve the option of

providing a description,

Type a name and description for thiz scope. This information helps you quickly identify
how the scope iz to be uged on your network.

M ame: Il:lne:-: SCOpE
D ezcription: IE::-:ampIe setup
< Back IWI Cancel |
5.IP T4 HelE U C (22 MEURo Myl FAT7tF Aojol gdct)
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ew Scope Wizard B
IP Address Range T
“r'ou defing the scope address range by identifving a set of consecutive [P
addreszes.
Enter the range of addreszes that the scope distibutes,
Start IP address: I m. 1.1 .2
End IF address: I m. 1.1 254
& subnet mask defines how many bits of an [P address to uze for the netwark/subnet
1D and how mary bitz to uze for the host D, You can specify the subnet mask by
length or as an IP address.
Length: g _I
Subnet mask: I & 0.0.0
{ Back I et » I Cancel
6. T4 Hel FolM X 2l(exclusion)E ZE L Ct 0] M2l etoll= Access Point, A9 %|

Mew Scope Wizard

Add Excluzions

Excluzionz are addreszes or a range of addresses that are not distributed by the
SEIVEL

Faot zete|ojof gt ) HE 2R ChS, OS2 HES

x|

=

Type the IP address range that pou want to exclude. IF you want to exclude a single
addrezz, type an address in Start [P address only.

Start [P address:
| |

Excluded addrezs range;

End IF address:

Add

Hemove |

¢ Back I MHext » I

Cancel
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Mew Scope Yizard 5[
Configure DHCP Options e
“'ou have to configure the most common DHCP options before clients can use the
FCOpe.

YWwhen clients obtain an address, they are given DHCP options such as the [P
addrezzes of routers [default gatewaysz], DMS zervers, and WiMS settings for that
ZCOPE.

The zettingz you select here are for this scope and overnide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

& ez, | want bo configure these options nowe

" Mo, | will configure theze options later

< Back I Mext I Cancel |

9. Router default gateway — 802.1X HIAEo|= o] SMo| ZR35IX| 2&UCt Ccl22

10. =H¢l olF % DNS ME

T2 Zmel(Parent domain)2h2 USHA| glotr = X2k MB{o|Ex IP FAE H5tD
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Mew Scope Wizard x| ®

Domain Mame and DN5 Servers —
The Domain Marme Systern [ODMS] map: and tranzlates domain names used by

clientz on your network,

“You can specify the parent dormain pou want the client computers on pour network to use for
DMS name rezolution.

Parent domain:

To configure scope clients to uze DMS servers on your network, enter the P addrezses for thoge
FEIVEIS,

Server name: IP addrezs:

slanlat. ones. com I . . . Add |
Rezolve | 10111 BHemowve |

Eat
m
]
0
=
=
o
E=
St
cl
L
=
o
L

11.Wins & 1X HAEZHH g 4t glgucot o2 2=t

12.2HS0{8 g g M35 st
of, o] dds &AMsl 5tOX} & Ct (Yes, | want to active this scope) & MESID Cl2S

Mew Scope Wizard

X
Activate Scope -
Clientz can obtain address leazes only if a scope iz activated.

Do wou want to activate this scope now'?

& ez | want bo activate this scope nowve

= Ma, | will activate this scope later

< Back I M et = I Cancel
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Mew Scope . ﬂ

Completing the New Scope
Wizard

You have succeszfully completed the Mew Scope wizard.

To cloze thiz wizard, click Finizh.

¢ Back

Cancel |

14 My 21&3517|
AB{ O|E& 3510|210l E st Action —> Authorize

=] A A
= 3k &2F £ AsH ot

i
uju
Ju
I
T
il
_}'Oj
rg
o
0
>
ofr
N
)
ol
2

ek

=101

File  Action  Wiew Help

e | BmEXEFH 2 B

xlanlat.onex.com [10.1.1.1]

-
X 1]) Authorize the DHCP Server
-

& DHCP server must be authorized in the Active Directory before it can assign
IP addresses, Authorization is a security precaution that ensures that only
authorized DHCP servers run on wour netbwark,

To authorize this DHCP server, on the Action menu, click Authorize,

Authorization may take a Few moments to complete, For a status update,
either press FS, or on the Action menu, click Refresh,

Far mare information about setting up a DHCP server, see onling Help,

| |
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x
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=2
P

Jh

otF& = elol

[

File:

Action

View

=10l x|
Help
e~ |m B 28
T DHCP
= [ Xerlat.onex.com [10.1.1.1] [ Zantants of DHEP | Status |
D Scope [ID..D.D.D] Onex scopy Edanlat.cnes.com [10.1,1.1] RUnMing
L (UF) Server Options

16.DHCP server & 1l Z20[HEJ} MHEFEH 22 AMM HELFA
IPConfig/release, IPconfig/renew HEOE Al&H Ct.

40

M

o

]

1. Active Directory AFZ2AF 2 A

it
= |aTr

i

£ Algighct,
AlZE > T2 5> AE| =7 S Active Directory AFE X & HFEH.
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Certification Authority
Cluster Administrator
Component Services
Compukter Management

Configure Your Server

Daka Sources (DDEC)

DHCP

Diskributed File Syvstem

DNS

Dornain Conkraller Security Policy
Damain Security Policy

Event Viewer

Inkernet Authentication Service
Inkernet Information Services

Licensing

Microsoft .MET Framework, Configuration
Activate Windows Microsoft JNET Framework Wizards
Perforrmance

Windows Catalog i Beslkige
Routing and Remote Access

‘Windows Update
Services

| Terminal Services Configuration

Terminal Services Manager

Documents 3 @ Startup

B" , &8 Internet Explorer

Settings
@ Qutlook Express

y Search ¥ ;. PRemote Assistance

Help and Support

Run. ..

Shut Dowr,.

Codename Whistler Advanced Server
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4 Active Directory Users and Computers _alx|| ¢
@ File &ction View ‘Window Help =18 x|
L o
AT N X
@ Active Directary Users and Computer: | Ackive Directory Users and Computers [xanlat onex.com] 2 objects
Narme | Type | Diescription |
Saved Queries Folder to stare your Favar,..
ONEX.Cam Darnain

o

-] Saved Queries
Delegate Contral. ..

Find. ..
Connect ta Domain. ..
Connect ko Domain Cantralle...

Raise Domain Functionality., .

Operations Masters. ..
Mew 3
Al Tasks »
Hew wWindow from Here
Refresh
Propetties
Help
3.&5MstHoAM, DM ¥ S 22510 Default Domain M2 226t cfg ®HE HES
e
onex.com Properties ﬂﬂ
Generall Managed By Group Policy
& Current Group Policy Object Linksz for onex
Group Policy Object Links Mo Overide | Disabled
¢Diefault Domain Policy
Group Policy Objectz higher in the list have the highest prionity.
Thiz lizt obtained from: =lanlat. ones. com
New | add. | Edt | s |
Options. .. | Delete... | Properties | [rawm |
[~ Block Policy inheritance
0k I Cancel | Apply |
4 .Store password using reversible encryption 2 2& v{E Z= &} Enable —> &l —>
=tel Active Directory &tHE &Ll
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‘th Group Policy

File  Action  View Help

=10 x|

& =

m X B2

Security Settings

EI@ Account Policdies

Password Policy

Account Lockou
- Kerberos Palicy

- =8 Local Policies

H| Event Log

-8 Restricted Groups

({8 System Services

-8 Registry

78 File System

(L1 Public Key Policies

(] Software Restrictiol

----- .g IP Security Policies «

[
[E
[
&
[
[
[E
[

-] Administrative Templates
ﬁ User Configuration

(21 Software Settings

[0 windows Settings

[ Administrative Templates

[ Palicy Setting |

E Default Domain Policy [xanlat.onex | Policy  #
Camputer Configuration
(L Software Sattings
(23 Windows Settings

] Seripts (StartupiShutda Minimum passward length
Password must meet complexity requirements

Enforce password hiskory

Maimum password age
Minimum password age

1 passwords remembered
47 days

0 days

0 characters

Disabled

Stnre password using reversible encryption f...  Disabled

Store password using reversible encryption for

Security Policy Setting

¥ Define this policy setfing:

¥ Enabled
" Disabled

Store password using reversible encrpption for all users in the
domair

alx|

aK I Cancel | Apply |

4-4 AR A 5|

1.

Active Directory AFEAF 2 AHFE

=
=

Al S él-|,| |:|._

AlZt> =233 5> ZE[E=7 > Active Directory AFEA X AHFE
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Activate Windows

Windows Catalog

Windows Update

Settings

Seatch

Help and Support

Run...

Documents

k Startup

Internet Explorer
Cutlook Express

b . Remaote Assistance

Codename Whistler Advanced Server

[#istart | (@ &

| W untitled - Paint

ol

B E OB RSSO e e b 5 e I EE

and Computers

Certification Authority
Cluster Adminiskrator
Camponent Services
ZCompuker Managemenk

Configure Your Server

Drata Sources (ODEC)

DHCZP

Distributed File System

DNS

Domain Controller Security Policy
Damain Security Policy

Event Yiewer

Internet Authentication Service
Intermet Information Services

Licensing

Microsaft \MET Framewaork Configuration
Microsoft \MET Framework Wizards
Performance

Remoke Deskiops

Routing and Remote Access

Services

Terminal Services Configuration

Terminal Services Manager

I B D\ Syskem32icmd. exe

to[2fo| E gt
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ctive Directory Users and Computers ;Iglil.
@ File Action ‘iew ‘Window Help |;|i|1|

e« | BmE LB xXFRER 2

gL s

@ Active Directory Users and Computers
-] saved Queties
E--@ OnEs, Com
[ Builkin
[Z Computers
&3] Domain Controllers
D ForeignSecurityPrincipals

Users 23 objects

Marne | Type | Descripkion |
ﬂ Adrministrator User Built-in account For admini.. .
ﬁ ASPMET User Account Far running ASP....

!ﬁCert Publishers  Security Group ...
!ﬂDHCP Adminis, ., Security Group ..,
ﬁDHCP Users Security Group ...
!ﬁDnsAdmins Security Group ..,
!ﬁDnsUpdatePr... Security Group ...
!ﬁDomain Admins  Security Group ...

Dormain Comp... Security Group ...

!ﬁDomain Contr,,. Security Group ..,
!ﬂDomain Guests  Security Group ...
!ﬁDomain Users Security Group ...
!ﬁEnterprise Ad... Security Group ...
!ﬁGroup Policy ... Security Group ...
%Guest LUser

ﬁ Helpassistant... User
HelpServices,..  Security Group ...

€715 wes Security Group ..

€7 IUSR_XLANLAT  User

O TWAM_KLAMLAT User

!ﬁRAS and IAS ... Security Group ...

!ﬁSchema Admins  Security Group ...

Members of this group are...
Members whao have admiri,..
Members who have view-...
DNS Administrators Group

Designated administrators. ..
All workstations and serve...
&ll domain contrallers inth...
All domain guests

&ll domain users

Designated administratars. ..
Members in this group can...
Built-in account For guest ...
Account Far Providing Re...
Group for the Help and Su...
115 Worker Process Group
Built-in account For anony...
Built-in account For Intern...
Servers in this group can ...
Designated administrators. ..

This is a vendor's account: ...

»] € SUPPORT 36, User

Active Directory Users and Computers

£ Flle | action View  Window  Help

== [ B | 2

Delegate Contral...

Qi w4 o

———  Find
@ Active [ Users 23 abiects
EIH@ E All Tasks | i Builk-in account For admini. ..
Mew Window from Here ;;nrnztugrgperson . Account For ru!'nning A5P...
Uity Group ... Members of this group are...
Refrash MEMQ Queve Alias Uity Group ... Members who have admini...
Expart List... rinter kit Group ... Members who have wigw-..,
Properties ?hared Foldar :EE EEEEE DMS Administratars Group
Help | @Domain Admins  Security Group ... Designated administrators, .,
mDomain Comp... Security Group ... All workstations and serve. ..
ﬂEDomain Contr... Security Group ... All domain contrallers inth. ..
mDomain Guests  Security Group ... All domain guests
ﬂBDomain Users  Security Group ... All domain users
4. AMEX HEE ™5t cige e ot
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Mew Object - User x|
g Create in:  onex.comdsers
Firzt narne: Itest'l I ritials: I
Lazt name: I
Full name: Itest'l
IJzer logomn name:
Itesﬂ I (Fores, com j
IJzer logon name [pre-windows 20007
IDNEX& Itest'l
¢ Back I Mext > I Cancel
5. HAYE, EY/E =l 2ol HAYEE UHStD CleE FE s 2=}
Mew Object - User x|
g Create in:  onex.comdUzers
Fazsword: qu"u
Confirmn password: Innnu
[ User must change password at next logon
[ Uszer cannot change password
¥ Pazsword never expires
[T Account is dizabled
¢ Back I Mext > I Cancel
6. ALEXAt O|FE StO|2IO|E > Ol & HE 2 SN MEH
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Active Directory Users and Computers

=lolx|

K

€ SUPPORT 35,

]

User

This is a vendar's account ..

|Opens property sheet for the current selection,

7. AMEA A 2 ol AlE (Account)E S

encrypted

HA eAE MEiS )

=

@ File Action View ‘Window Help |;|i|i|
e | A@E B XEFHR R R TEE
@ Active Directory Users and Computer: | Users 24 objecks
[ saved Queries Name | Type | Description | |
B @ onax.c.om € ASPMNET User Account Far running ASP. ...
% Eilll':;uters !ﬂCert Publishers  Security Group ... Members of this group are...
(@) Domain Cantrallers !ﬂDHCP Adminis... Security Group ... Members wha have admini. ..
[ ForeignSecurityPrincipals !ﬂDHCP Users Security Group ... Members who have view-. ..
!ﬂDnsAdmins Security Group ... DMNS Administrators Group
!ﬂDnsUDdatePr... Security Group ...
!ﬂDomain Admins  Security Group ... Designated administrators. .
!ﬂDomain Comp... Security Group ... All workstations and serve. ..
Domain Conkr...  Security Group ... All domain contrallers in th...
ﬂDUmain Guests  Security Group ... All domain guests
ﬂDomain Users  Security Group ... All domain users
ﬂiEntarprisa ad... Security Group ... Designated administrators...
Group Palicy ... Security Group ... Members in this group can...
%Guest User Euilt-in account for guest .,
€3 Helpfssistant.., User Account Far Providing Re...
HelpServices... Security Group ... Group Far the Help and Su...
!ﬂIIS_WPG Security Group ... IIS Worker Process Group
€3 IUSR_¥LANLAT  User Built-in account for anany. ..
ﬁ I'WAM_KLANLAT User Built-in account for Inkern, ..
!ﬂRAS and IAS ... Security Group ... Servers in this group can ...
!ﬁs:hema Admins  Security Group ... Designated administrators., .,

Copy...
Add to a group. ..
Disable Account
Reset Password,.,.
Move. ..,

Open home page
Send mail

All Tasks

Cut

Delete

Rename
Refresh

o——

225t ClZ, store password reversibly
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testl Properties - ed |
Member Of I Dial-it I E hivironment I Sezzions
Remaote control I Terminal Services Profile I COk+

General I Address  Account | Prafile I Telephones I Organization

IJzer lagon name:

Itest'l I (Eores, comm j
Izer logon name [pre-windows 2000]
|DMES [testt

Logon Hours... LogOn To... |

™| fccount iz locked out

Account options:

[ User must change passwaord at next lagon ﬂ
[~ Uszer cannat change password
¥ Paszsword never expires

EEEStDrE pazzwiord wzing reverzible encryption j
—Account expires

i Never

" End of: I'W'ednesday, September 26, 2001 j

8. TM=aHH=(Dial-in) 2t MEist A HMA AeHE Si2tetch
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testl Properties el |
Remote contral I Teminal Services Profile I CO+
eneral I Address | Account | Prafile I Telephones I Organization
b ember Of Dizkit E nvironment Sesziohz
— Femote Access Permizzion [Dial-in or YFPH]
% Allow access
" Deny access
= Controll access through Bemote Sceess Falicy
[T Werity Caller D
— Callback Options
f* Mo Callback
™ Set by Caller [Fouting and Femote Access Service only]
i~ Always Callback to: I
[T izzign a Static P A&ddress I
| Zpply Static Foutes
Define routes to enable for this Dial-in Ctatic Boutes |
connechian.
aF. I Cancel | Apply |
9. =elg 285t 3tHE Z5uU ot
5. eI&M AMH|A(Certificate Service) 74 3517|
6. AIEZElo|= QBN HESS HdX|5tn T35
6-1 M52 A Z2l0o|= QS BHESSMRSH|
1. BN BB me| 242 ABIch AR > A (certtmpl.msc 2, el 22

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it for vou,

Qpen: | certtmpl.msc

[ (04 ] [ Cancel

] [ Browse, ..

r
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2. AEef=Zzlo|= 2|Xt o|HLE 2 ol 22| Xt o|ofof Active Directory off RIES &
UAAZ & AsLC FHels 2YsHIAIR
Certificate Templates
wWindows has detected that new certificate templates should be installed. Do wou wank to instal them?
[
slo|2

2 sioig

3. ZHtE 21Ed
225HIAI2
Certificate Templates
Windows successfully installed the new certificate kemplates.
Note: 2felg ZEI5tH 21ZAM HES 2| 50| €2(7] ook
= oIZA YB3 PA

1. 5 22 ASAtlA e AEt
ARH SAMe H4E d7] 25t HiE ASME HE 28
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erttmpl - [Certificate Templates]

Action  View  Fawoarites

File

Window  Help

cmEB @

Certificabe Templates

Template Display Name £

| Supporked Certificalﬂ

CEP Encryption

opy of Root Certification Authority
Cru:uss Certification Authority

ireckory Email Replication

omain Contraller

omain Contraller Authentication
F5 Recovery Agent
qEnrollment Agent:

qEnrollment Agent (Camputer)

qExchange Signature Only
qExchange User
G ipsec

E?TP‘%F(‘ fOffline remnsst
4

xchange Enrollment Agent (CFfline request)

indows 2000 and
‘Windows 2000 and

Whistler and later
‘Whistler and laker
‘Whistler and later
Windows 2000 and
‘Whistler and laker
‘Windows 2000 and
Windows 2000 and T
‘Windows 2000 and
‘Windows 2000 and
Windows 2000 and
‘Windows 2000 and
‘Windows 2000 and
Windrwes 2000 Anid -

Computer Properties

3
|

General I Fequest Handling | Subject Mame E:-:tensicunsl Securit_l,ll

Template dizplay name:

IEDmputer

Supported Chs:

Template name:

YWindows 2000 and later

ki achine

Yalidity period:

d

I 1 I years

R enewal period:

I G Iweeks

4

[T Fublish certificate in &ctive Directany

™| Do not automatically reenmll it & duplizate certificate exists inSetive

[Mireatany

| Cancel I

OF.

2 AREXbIA ga Heke F7| flstod M35t

Sloly
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Computer Properties Comrnenks? ﬂ

Generall Request Handling | Subject Mame | Extenzions SECUfit.'r'l

GIEILII:I ar Lzer names:

ﬁ Authenticated Uzers
ﬁ Domain Adming [EAPOLLAMAD omain Adminz)
ﬁ Dramain Computers [EAPOLLANMND omain Computers]

Add... | Rermowve |

FPermizzions for Authenticated Uzers Al Deny
Full Cantral O O
Read O
Wit O O
Errall O

For zpecial permiszions or for advanced settings, Advanced |
click Advanced.
ak. | Cancel I Ay |

4. 2B 10 U= ALSAE

6-3

MK
]
o

2= StE S Certificate Authority® T4 57|

1. Al > Z233 > 2| =7 > Certificate Authority. Root CA & &%

{2 Certification Authority

I
!
mjo
rz
i
_0'£
l
-
I
=Og
x
=t
1o
i
>t
i

[nn
I
_?k
T
ful

g o

~lolx|

File Action View Help

R

3{3 Certification Authority (Local) Mame | Description I

El@ onex roat CA R onex root ca Certification Autharity
‘] Revoked Certificates

-1 Tssued Certificates

-[_1 Pending Requests

-[_1] Failed Requests

N
ro
ol
x
pi
[
S
o
X0]
T
[
T
rm
i
Ju
o
I
a
N/

mII

oo
ot
:>é
o
0l
x
r>
3
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f&s Certification Authority

File  Action Wiew Help

o @ EB @2 > .
|Description |

@ Certification Authority {Local) Mame
E‘"@ onex ook CA |@onex root CA Certification Authority

[Z3 revaoked Certificates
. (2] 1ssued Certificates
(23 Pending Requests
-1 Failed Requests

Manage

Certificate Template to Issue

Refrash
Help
3. RE SME MEBLCE A H HE3E 5l020[E —> XY BES 2|AETK
S T2I MY E YIS0 oXTt HEUS 225D el 7|8

scroll down Shift 7| & +
L&t Certificate Authority

Comments? |

: Enable Certificate Templates
Select one or more Certificate Templates to enable on thiz Certification
Autharity
[ arme | |ntended Purpoze  ~
Ilzer Signature Only Secure Email, Clier
(s Authenticated Session Client Awthenticatic
Code Signing Code Sighing
Trust List Signing kicrozaft Trost List
Exchange Enraliment Agent [Dffline request] Certificate Reguest
Enraliment Agent [Computer] Certificate Request
i i
| K I Cancel |

4. My HAFEHE st AFEH 2ASMHE MMst7| f/5t0{ gpupdate /force 2t1 3=
command & prompt &0M 245 Cl.

6-4 Mul o1ZA M A5

> 2/3 1 MMC, &el 7|8 =Euich

2

1. AlES> A
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= Type the name of a program, folder, document, or
Internet resaource, and Windows will open it For yau,

Open: I | j

Ik I Cancel | Browse, .. |

#istart| | (2 @ | W untitled - Paint | @@ o

2. oI Mlm > Aol FIHAN. F=I7F 6{E —> Certificates from the Add standalone snap—

in & M > £71 BE 22

Add/Remove Snap-in

Standalone I Extensions |

Usze this page to add or remove a standalone Snap-in from the conzole.

Shap-ing added to: Ia Corsole Root j
Add Standalone Snap-in 2xl
Awailable Standalone Snhap-ing:
Shap-in | Wendor | -
[C3.NET Framewark Configuration
e’@.-‘-\ctive Directary Domainz and Trustz  Microsoft Corporation
Active Directory Sites and Services  Microzoft Corporation fo
@Active Directory Users and Comput...  Microzoft Corporation
gfl.ﬁ.ctivex Contral Microsaft Corparation
Certificate Templates Microzaft Corparation
C Microzoft Corpaoration
_ L @3 Certific ation Authority Microgoft Corporation
Description . . i
@ Component Services Microzoft Corporation
Q Computer b anagement Microzaft Corparation LI
- Description
The Certificates snap-in allows you to browse the contents of the
Add. Femove Ahout. | certificate stores for pourself, a service, or & compuiter.
Ok | Cz
I Add Clage

3. W A#FEH A ZI| > ct= HHE 2E

— i
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Certificates snap-in

This snap-in will always manage certificates far:

My user account
" Service accourt

{* Computer account

< Black I Hest » I Cancel |

4, maE|g AH ol ME : 2ZH HFH. Standalone AHels EEUCEH —> Aol FIHAK

— = [
&2 27| glstof selg Meshct
Select Computer |
Select the computer you want thiz znap-in ko manage.
— Thiz znap-in will always manage:
' Local computer: [the computer this conzole is running on)
" Another computer; I Browze.,.. |
[" Zllow the selected computer ko be changed when launching from the command line. This
only applies if you zave the conzole.
< Back I Finizh I Cancel
5. 2EZ mdol A= 2Z HAFHS ASME HE SO

(©2004 Microsoft Corporation. All rights reserved.



a7 Windows Server

Ay

2003

208

"fii Console1

File Action Wiew Favorites Window  Help
crameRB @

','m Console Root'\Certificates {Local Computer)\Personal’,Certificates

=10 x|
D Console Rook Issued To / Issued B | Expiration Date I Intendec
EMED Certificates {Local Computer) [Elonex roat cA onex root CA Bi27/2006 <Al
E‘“[—Tl Persanal EsLaniat onex raok CA afz7j2002 Clienk Au
{43 Certificates

[2 Trusted Root Certification Authorities
D Enterprise Trust

-2 Intermediate Certification Autharities
(L Trusted Publishers

|2 Untrusted Certificates

(2] Third-Party Root Certification Authorities
12 Trusted People

[L Certificate Enroliment Requests

(2 5PC

6. F=of #H5tA z2lstr] flsiM =tHES ME et

o

6-5 INTERNET AUTHENTICATION SERVICES (QIEYl o1& AMH[A) FM 51|

IASE FA35H7| Mol W ESI Tol U= Access Pointoll @& ZeJl &Lt AP= DHCPo
o

ZFZo0|| Radius E2I0|HE

1. AZ> T2 > 22| £7 S Internet Authentication Service. (QIE{E!l 215 MH|A)

— -l A =
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Damain Security Palicy

=

Ewent Wiewer

Internet Information Services
Licensing
Microsoft \MET Framework Configuration

Microsoft JNET Framework Wizards

Ackivate Windows

Performance
Windows Catalog

Remate Deskkops

windows Update Routing and Remote Access

Services

Terminal Services Configuration

= O oy TR e

Terminal Services Manager

Documents L4 Startup

Internet Explorer
E’ Settings 3
i Cutlook Express

Remote Assistance

Search

9) Help and Support
=71 Run...

@ Shut Down, ..

EEStart J @' ﬁ J H unititled - Paint | B O\ System3Zicmd. exe

Codename Whistler Advanced Server

2.22l0|M E 5to|2l0|E > Action > A 2E}0|AE

"¢ Internet Authentication Service - -0l x|

File | Action Miew Help
Mews Client WE
% e F Bervice (Local) Friendly Mame | Address | Proktacal
{: Refresh. - There are noitems ko show in this view,
% Expart List. .. .
B Help Processing
3.Zlxst 0|2 ¢, T2 EZ2 Radius 2 XM,
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a7 Windows Server 210
Ay 2003
Add Client x|
Mame and Protocol
Azsign a name and protocal for the client.,
Type a friendly name and protocal for the clisnt.
Friendly name: I-'*'-P'1|
Pretoel: |RaDIUS =l
¢ Black I Mext » I Cancel
4 Radius 22l0|AEE 2t IPFA @3 5t shard secret & 98t A ESE gt
(£22) o] WA=+ Radius ML} Access Point & CF 25 S 5HA AlEsfof gLl

Add RADIUS Client

Client [nformation
Specify information regarding the client.

Client addrezs [IP or DMS]:

|1n.1.1.5 Weify... |

Client-endor:
| RADIUS Standard =l

[ Client must always send the Message duthenticator attibute in the request

B+ 444
Shared zecret:

Confirm shared secret; Ix

< Back I Finizh I Cancel
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6-7 Radius 22I0|AEE et YA AMA H3 ST

1. HMA HH > Action > A @A BMA MY

s Internet Authentication Service o =] ]

File | Action Miew Help

lemote Access Policy

Name | Qrder |
Refresh Allnw access if dial-in permission is enabled 1

Export List. ..

Help

New Remote Access Policy Wizard |

Welcome to the New Remote
Access Policy Wizard

Thiz wizard helps you set up a remote access policy,
which iz a set of conditions that determine which
cohnection requests are granted access by this server.

To continue, click Mest,

o
fjo
o
2
ro
4n
o
0jo
fjo
i

I

_Qk
s
a

3. Set up a custom policy 2 Z&5t1 &Hao| of
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Mew Remote Access Policy Wizard |
Policy Conhiguration Method rf}
The wizard can create a typical policy, or you can create a custom policy. h’

Haow da wou want bo et up thiz palicy’?

= Use the wizard to zet up a typical policy for a common scenario

¥ Setup a custom policy

Type a name that describes thiz policy.

Palicy name: APT-TLS

Example; Authenticate all WPMN connections.

4. Policy Conditions &tHOAl FJ} HHES SE g},

Mew Remote Access Policy Wizard |

To be authenticated, connection requests muszt match the conditions you specify, ﬁl

Policy Conditions rie}

Specify the conditions that connection request must match to be granted ar denied
ACCETE,

Fuolicy conditions:

Add. Edit Femove.. |

< Back | Mest » | Cancel

5. NAS-IP-Address & Attribute list ZF & MEHSID M20o| M EE Radius

SejolelEe| P X242 Y Bhch
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Bl Select Attribute ed

Select the type of attribute to add, and then click the Add buttan,

Attribute types:
Mame | Dezcription
Authentication-Type Authentication scheme wzed to verify uzer
Called-Station-1d Phone number dialed by uszer
Calling-Station-1d Phone number from which call originated
Client-Friendly-H ame Friendly name for the RADIUS client. [JAS only]
Clignt-P-4ddress |F addresz of BADIUS client. [1AS anly]
Client-yendor b anufacturer of BADIUS prosy ar MAS. (145 ol
Day-find-Time-Restic...  Time penodz and days of week during which use
Framed-Pratacal The pratacal ta be uzed
MAS - dentifier String identifying the MAS ariginating the request
MAS-IP-Address |F address of the MAS oniginating the request [14
MHAS-Port-Type Type of physical port uzed by the NAS onginatin
Service-Type Type of zgervice uzer has requested
Turnel-Type Tunneling protocols to be uzed
Windows-Groups Windows groups that uger belongs to
1| | i

Add.. Cancel |

2l

MAS-IP-Address

Type a word or a wild card [for example, abe.™):
101.1.5

k. Cancel
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Mew Remote Access Policy Wizard x|
Profile 2
Y'ou can make changes o the profile for this policy. \IJ

A profile iz collection of settings applied to connection requests that have been
authenticated. Taoreview and change the default profile for thiz policy, click Edit Prafile.

Edit Prafile... |

¢ Back I Mest » I Cancel |

by =]
st2

5t7| 2I5to ™=t % (Dial-in) M kAL

0z

7. Radius MM Et of2Z2 +

T CH HAE 2t

2%

Edit Dial-in Profile

Encryption I Advanced

Authentication |
IP | Multilink

Dial-in Congtraints

Minutes server can remain idle before it is disconnected |-| 3‘
r [Idle-Tirneout]:
v Minutes client can be connected [S eszion-Timeaut]: I‘] 3:

1 allow access only on these daps and at these times

Edit ... |

1 Allow access to this number only [Called-Station-| D];

A &llow access only through these media (MAS-Port-Type):

OFool il

O Taken Fing

CDwireless - IEEE 802,11
0k I Cancel | Apply |
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8. MEW —> B E Cl2 25 EIY
EE Ol oBME MELICE —>

Edit Dial-in Profile

| Multink |
Advanced

Dial-in Constraintz I

Authentication Encryptian I

Check the authentication methods which are allowed for thiz connection.

v Eutensible Authentication Protocal

Select the EAP type which iz acceptable far this policy.

j Canfiqure... |

[T Microsoft Encrypted Suthentication version 2 (MS-CHAP +2)

ISmart Card or other Certificate

I¥ | Allaws Uzer bo change pazsword after it has expied
[ Microsoft Enciypted Authentication [M5-CHAR]

¥ | Sllavs Uzer bo change password after it has expired
™ Encrupted Authentication [CHAP]
[ Unencrypted Authentication [PAP, SPAP]

Unauthenticated Access

Allows remote PPP clients to connect without negatiating
any authentication method.

-

Cancel | Apply |

o |

ol

2l IEME FUH

9. ZEI0|ME 2E=2 5t Mo

21|

Thiz zerver identifies itzelf to callers befare the connection is completed. Select
the certificate that you want it o uze az proof of identiby.

Smart Card or other Certificate Propertie

Certificate iszued ho:

Friendly name:

ones ook G

|zzuer:

B/27/2002 2:32:36 PM

o]

E xpiration dater

Cancel

[o]]

10. &5 3HEncryption) IS 22
HIA=HAJU=XE =olgtct,

1 2 E CHE HAE AlLIZ2|2E 2/5tH0d
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Edit Dial-in Profile 2 x| ‘
Diakin Constraints | IP | bulilink
Authentication Encryption | Advanced

Dial-in Settings

a

MOTE: These encrption settings apply only to the *Windows 2000 B outing
and Remote Access Service.

Select the level(s) of encryption that should be allowed by thiz profile.
¥ Mo Encryption

¥ Basic

¥ Strong

¥ Strongest

ok |

Cancel | Apply |

% Lot et 915 wWol thstof bl DXt
o OB/ E2 JA| kD AL A Ol M ES SBAIL.

You selected one o more authentication methads, To ensure that each protocal is correctly configured for the remaote access, policy, and domain levels, Follow the
step-by-step procedures in Help.

View the corresponding Help topic?

12.Ct2&

Yes No |

iy
Ju
_Ol
kl
e
Hu
M
i
Ju
_O'ﬂ

>
>
to
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MNew Remote Access Policy Wizard

Completing the New Remote
Access Policy Wizard

Palicy ‘wizard. *rou created the following policy:

AP1-TLS
Policy zettings:

Conditions:
MNaS-IP-Address matches "10.1.7.5"

The policy waz zet up manually.

To cloze this wizard, click Finish.

'ou have successfully completed the Mew Remote Access

< Back I Fimizh I

Cancel |

13.

Dialin Constraintz I IF I
Authentication

Puiltilink:

E ncruption I Advanced

Check the authentication methods which are allowed for this connechion.

v Extenzible Authentication Protocal

Select the EAP type which iz acceptable for thiz policy.

j Configure. .. |

e b CHAP 42

ISmart Card or ather Certificate

el A BT Lol
¥ tllow User to change password aften it has expired
[ Microzoft Encivpted Authentication [M5-CHAP)
¥ Allow User to change password aften it has expired
[ Enciypted Authentization [CHAP]

[ Unencrypted Authentication [PAP, SPAP]

Inauthenticated Access

r Allow remate PPF clients to conhect without negatiating
any authentication method.

x|

Cancel Apply

42 Aoz MDS E st Mg MMSIMAIR, MD5 oAl AOLE FtEL}
.1

SME 9IF "ol oAl Mes|z Euict
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14. 88 Ho| et 2/AES offot 2ol 2 4 AUsUch of BlAELT

[

= -
MD5 t=2stE XM E8t M S ALESHAIH L gtotE A& HEPO{OFX|2E SHEZ7

—

" Internet Authentication Service : -0 x|

File  Action Wiew Help

= | EBm| E
@3 Internet Authentication Service (Local) Mame | Cirder |
{2 dlients EapiTis 1

D Rermobe Access Logging .D.PI-MDS 5
i %’ Remote Access Policies y
E|{:| Caonnection Request Processing
'%& Connection Request Policies

Allow access if dial-in permission is enabled 3

6-8 o1z M= TA

—_ = L=l | o

k21

ol

=

1. Connection Request Processing 2H&F = Connection Request policy € 22 H

rm

=2zl
= T

";¢ Internet Authentication Service o ]

File  Action View Help

N Sla

%3 Internet Authentication Service (Local)

{27 clients

{7 Remote Access Logging

% Remoke Access Policies

=] Connection Request Processing A server running Internet Authentication Service (TAS) can
% c tion R . allthenticate a connection request from a network access

e il 1= Connection Request Palicy er (MAS) locally, or it can ack as a RADIUS prosy by

(] Remate RADIL arding the request to a remote RADIUS server group,

-
_‘12 Connection Request Processing

e 3
ocal authentication, the user account must be a
Refresh ber of the same domain as the IAS server or a krusted
in. To authenticate requests from users who are
Help bers of other domains, set up IAS to forward

aoenentication requests to a remate RADIUS server group,

To create a remote RADIUS server group, in the console
tree, right-click Remate RADIUS Server Groups, and then
click Mew Remaote RADIUS Server Group,

To set up a method For processing requests that meet
specific criteria, create a connection request policy. To
create a connection request policy, in the console tree,
right-click Connection Request Palicies, and then click Mew
Connection Request Policy.

2. Connection Request OFHAIZF MY ELCH ClS& ZEsAIL.
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Mew Connection Request Policy Wizard

Request Policy Wizard

requests sent by network, access servers.

group of remote RADIIS servers.

To continue, click Mest.

x|

Welcome to the Mew Connection

Thiz wizard helps vou et up wiles for processing connection

These rules determine whether connection requests that meet
the criteria vou specify are proceszed on this server or on a

If ugers connect to thiz server through a virtual private
nietwork, (VPR or by dialing directly, do not create a palicy.
The 145 default policy is set up to accommodate this zcenario.

3.

| want a custom policy & MEHSII MEo|ES =

Mew Connection Request Policy Wizard

Policy Configuration Method

The wizard can create a typical policy or a customized policy.

Howe do wou want ko zpecify the conditions for this policy?

£ | want bo uze the wizard bo et up a typical policy for a common scenario.

% | want to customize the policy conditions.

Type a name that describes thiz policy. For example, “Authenticate all requests on this

zerver."

Policy name;  |Default Policy

¢ Back I Mext I Cancel

HES 25t M Attribute & MEHE

fuct a22
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Mew Connect:

Policy Conditiong

To be processed using this policy, connection requests must match the conditions
Wou zpecify.

Il Select Attribute

Select the type of attribute to add, and then click the Add button,

Attribute tppes:
Specify the conditions that connection requests must match Hame I Description
peciy 9 Called-Station-ld Phone number dialed by user

Palicy conditions:

Add... |
=

Edit...

Remove |

Calling-Station-1d
Client-Friendly-M arme
Client-P-Address

Phone number from which call ariginated
Friendly name for the RADIUS client. (145 anly)
IP address of RADIUS client. (145 only]
Manufacturer of RADIUS prasy or MAS. [IAS onl
Time periods and days of week during which use
The protocol to be used

String identifying the NAS originating the request
IP address of the NAS ariginating the request [1&
Type of physical port used by the MNAS originatin
Type of service user has requested

MNAS- dentifier
NASP-Address
MNAS-Port-Type
Service-Type

Tunnel-Type Tunneling protocals to be used
Uszer-M ame User requesting authentication
| | i
< Back | et > | Cancel | Add Cancel
5. Day and Time 1 24X7 UAMA 5185 MEHRLCH

Time of day constraints

€

12:2-4:65+8:10:12: 2- 4 - G -

<
g-10-12
Cancel |
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Mew Connection Request Policy Wizard

Pohcy Conditions
To be proceszed using this policy, connechion requests must match the conditions
yoL gpecify,

S8

Specify the conditions that connection requests must match.

Policy conditions:

D ay-fid-Time-F estrictions matches

Remove

[ e |
Edit... |
N

7. k22 2diAM T2 J|24S M et

Mew Connection Request Policy Wizard

Request Processing Method
Y'ou can make chanages ta the profile far this palicy.

& profile iz a collection of settings that are applied to connection requests that meet the
conditions specified in a palicy.

Toreview and change the default profile for thiz policy, click Edit Profile.

Edit Prafile... |

< Back I Mext » I Cancel

8. 2t2E Z&/35l1 Internet Authentication Service & B &L C}.
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Mew Connection Request Policy Wizard * x|

Completing the New Connection
Request Policy Wizard

Y'ou have successfully completed the New Connection
Fequest Policy wizard. 'ou created the following palicy:

Drefault Palicy
Folicy conditions:

D ay-tind-Time-Restrictions matches “'Sun 00:00-24:00;
Mo 00:00-24:00; Tue 00:00-24:00; Wed 00:00-24:00; Thu
00:00-24:00; Fri 00:00-24:00; 5 at 00:00-24.00"
Authentication provider: \Windows
Accounting provider: YWindows

To cloge thiz wizard, click Finish.

4) ADIEFIE 1T AIAE T

2o Ly SollM o|o| otz F=ol et MES LotE ASH T

Active Directory A

B. SIZA Mula T4 2 |
DT Y ABR ABA 2

. xYUsE = 2lH

AOEFIEE AL835H| Mol SAE AFEo ADIEFIE 2| E MX[sHoF g ct.
olo|AZ2AZ E Windows Server ol = CHS 1} &2 AOIEFIE 2|0 C|Hlo|A 2
=2to|HIF ZEE|JASH CIRE Plug and Play 2 Ats 2z7d 5= ZH|JF M| EuC}

(St=9o Aol wet X7 ™2l =E2to|7t X|elE == AsHCEL)

Manufacturer Smart Card Reader | Interface | Device Driver
Bull CP8 Smart TLP3 RS-232 | bulltlp3.sys
Gemplus GCR410P RS-232 | gcr410p.sys
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Gemplus GPR400 PCMCIA | gpr400.sys
Litronic 220P RS-232 | lit220p.sys
Rainbow Technologies | 3531 RS-232 | rnbo3531.sys
SCM Microsystems SwapSmart RS-232 | scmstcs.sys
SCM Microsystems SwapSmart PCMCIA | pscr.sys

o 2MoM= Plug and Play AOIE FIE 2|H7|E MR|st1 ALRst=
and Play & X|25tX| &= ADIEIFIE 2|H7|= |IE® 22

SiE ADIE FiE 2|H7|E MX|ste{™ 27| M= UMZHEE AT EQo & MHAME AY
gtotol gt

2|5t Al ™

Olo|ARATE = CIE SIEQ O] ClHlo| AL} OIRIJIX|2 ADIEFIE Z|H7|E

F&LCH o] T2 THo| A FIEY 0 HAEoZ AIRE $
Personal computer.smart card (PC/SCO f#d& & XIF =X 2 2A=F

2o 2 oA E A SHCE XfM[EF 242 Windows Hardware

[
e

i
2
x
o
0z
fob
Mo
0l0
0z
o

o XREE ADIEFIE
Windows Server &
smart card 7} 7|2 A x|

S2lolAEolM o ek &t

otz Eiol=

MZ[5HH Gemp

EZEO UAS

s
AT

[
M

L Cf.

7t

lus 2| GemSAFE 2} schlumberger ctyptoflex cryptographic

ZeE0] U= FIEE ALSSH| f5H0d AL}

=iy

2 X =Es ADEJtE et EE MHIeHch

Smart Card Default PIN | Contact Shape | CSP

Gemplus 1234 oval Gemplus GemaSAFE Card CSP v1.0
GemSAFE

Schlumberger | 00000000 rectangular Schlumberger Cryptographic Service Provider

Cryptoflex

o 2OIEFIE 2| MXA|5H]

e AOIE FIE 2|0 ¢1ASY|
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1. ZFEE shutdown st MAS Hilct :
2. 7I= 2lHE 7tsst A2l ZEo| dASHHLE PC7HE=E PCMCIA Efglel £Eiof
el et
3. ghefofl Al2|d 2|7t 2 PS/2 cable/connector & ZHAIL QUCtH Z|E= HEE OffA

connector & gt D2l AFEL F|IEEL OfA ZEN EHI g

4. ZHEBEIZ AN AESBID 2K FES JIE AFRAIZ 2O ghuch

ADIEFIE 2|0 ClHIO|A E2l0|E MX[517|

A0LEZIE 2|H7F M= A EACtH A= 22 3HHO0| AS22 QlAsiA HEE
P

Al
Aot gtetol 2lAfo] =X EgctHE chSob 20| SHYAIL

Windows CD =& SIES/I0 AM=FE @2 0|0 E EHISHIAIR
1. H235° W HREHE & e 225t 22| HwE S =
2. MulAet ofZE|AHOIE =8 2ESt MHE[AE SO
3. 2EZ UM ADIEFIEE 28 HE 225t £48 dEg
4. gt EollM AlZF Bl S AtS22 MEISID 2ol 7§ F&uU o
5. HFHE M Az ch

T SE=Qlo] oFHAAM AS2 2 2AASHA| RSHH ADIEZI=E Plug and Play 7+ ot€

T USFUECH Olo|ZEAZTE = Plug and Play ClHIO|A AFE S #HID ROt

o AOIEFIE QISM &5

| K2R MY HEhg Fo{ g€X| 22 THQl ARBXl= ADIEFIE 2O28 Wad F
LL AOIEOIE ALEAL ASME L5 & SIS2 7I9shAR

GlE{Z2lo|= CA 7} Mx|=|H MX|= stantion A0l A 2| enroll-on—behalf 7| 50| Zgt=|0f
UGHCh JA = g AHO|MAA #He|XIF EFARBXIO|A ADIEFIE 220|4Ht
ADIETIE ALEAL & QBME wae = U guch a2t o] AHOME2 FIEE
JHelstste 7lsS Eehstll UX= REHLCH OlH2 ADEFIE MZEHAOAM 2HE EF
AZEQ0{S Mx|sfobat JHs B CH

o ADIETFIE 2ABA x5
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2. CA Mu{oll 91 3st7| 98101 http://machine-namelcertsrv & FAgt Zof| ErEefL ct.
3. OO|3ZRAZE QIEM AMH|A HO[X|[7} LIEFHH “0lEM E"S MEisD

LI

cheHE2 2C
o=

MEstD IZLHHES $2 % o8 WES 22ahch

IN
FO

=

4d = =
5. 137 23M 2F HO|X|7} LEtH ADIEFIE g AHO[MZ 0|835t0 Request a
certificate for a smart card on behalf of another user” & ME{st = Ctg2 22 gt
6. W MZ ADIEFIE g AHOIME ALEE 49, CIX[EE AlQlE Olo|3E2AZE

ActiveX ZAIEE0| CAMHZRE CIREE =1 0|HE &g AHO[MO| AFSSHA

Euct HEot A FHoM “of’E MESIM HESES MX[gC]

7.  ADIEFIE 25 AHOM HO|X|Z7F LIELLHE, o] H|O[X|MA QAUSAHE 2FsH|
Mol ctg8 HFEA| sifol g ct.
. ADIEFIE E220|LF ADLETFIE ALEAL QISM B ESS MEighCt
. Certification Authority & &4 &t C}.
. Cryptographic Service Provider & &g},
. Administrator Signing Certificate. & M&i gt C}.
. gha et ALSALE ME E
2ol Atets 2t EFCHR 2|AE 2AE 0| 3s5t0] MEHBL Ot

8 IEM " ES, CA, O2|11 CSPE MESH Chg MEE SME S AMEE
2| Xt AIBME MEEHCE ABAME QFSHH QSAH U882 8 £ JLD F2E
=5 AsHct

9 St AIBME Wae ARBXE ME SOt

10. QA Enroll(EZ)HES =AM USME ez = A&t

11, 2rekol| & AOLEZIET} 2[H7|of gle™ ADEFIEE QY= Clo|gzT ghAT}
LiERE ZdQU . FIEE Melst OfE MAIE HES FEMNAIZL.

12, CIZAM w3z ZEMAQ 5t BEEOZ 0| @F2 HIEA| 21ZE2 2FsH= Zof
Zotels Zel 700l St= JHelF|2 C|X[E Arelo| = ofol gct JHelF| =
ADIEFIEO MEEEZ C|XE AlRl2 AQLEFIES Folg Eelsty| 9|5t elE5e

. ADIEFIEE 20151
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HALIE 7gte] 222 Ctri+Alt+Del 7|8 F21 YH5HA =oAL ch AOEFE
EORE ARBAIL ADIEFIEE BN 7|0 MQU5tD ebE

o]

21

ALEAL O|Z2t HARE CHAl PIN =AHE =

Windows TH|2lof|

Gemplus GemSAFE 2| 7|& PIN
Schlumberger Cryptoflex 2| 7|2

Lo On Lo Windows

I Log on wsing dal-up connaction

o 1]

Cancel

Built on NT Technologg .

Shitdow... | gptions << |

B2 ZZAMA EXjof| wlabM

=a257| st

w2 1234 Yt
=z{= 00000000 4 ct.

342 Windows 2000 Professional 7|

AMAEol 2O231K]

Zoluch.

RotH eIZHEEI} Eel=x| g2 Yyt
AOIEFIEE 083610 FHF 7[s2 dix7|s
e ZFHE ZFO7Y| fIsto] (ZO0kR TfAl)
. Ctri+Alt+Del 7| & SAlol =210 AFEH IS dEHHCE
o &7l HFEE siH5H| «stod
. ADIEFIEES 2| 7]of 5t PIN =AE =gt
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