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Apply egress filter

Apply ingress filter

Apply telnet ACL

clock timezone

Define telnet ACL

disable aux

egress filter definition

enable logging

enable secret

encrypt passwords
exec-timeout

forbid SNMP community private
forbid SNMP community public
forbid SNMP read-write

forbid SNMP without ACLs
ingress filter definition

logging buffered

logging console critical

logging trap debugging

login

no cdp run

no ip bootp server

no ip http server

no ip proxy-arp

no ip source-route

no service config

no snmp-server

ntp server

ntp source

require external IF to exist
require line passwords

set syslog server

vty transport telnet

no identd service(IOS 11)

no directed broadcast(IOS 11, 12)
no finger service(l0S 11, 12)
no tcp-small-servers(I0S 11, 12)
no udp-small-servers(lOS 11, 12)

aaa accounting commands

aaa accounting connection

aaa accounting exec

aaa accounting network

aaa accounting system

aaa authentication enable

aaa authentication login

aaa new-model

aaa source-interface

Apply egress filter to 2nd IF
Apply ingress filter to 2nd IF
forbid clock summer-time - GMT
LoopbackO must be only loopback
LoopbackO must exist

no local logins

no tftp-server

ntp server 2

ntp server 3

require clock summer-time - localtime
require external IF 2 to exist
service timestamps - GMT
service timestamps - localtime
tftp source-interface

Tunnel interfaces must not exist

www.cisecurity.org/bench cisco.html

2.
RAT
. RAT perl Perl 5.004
, (running-config configuration) RAT
snarf , Cisco "copy run tftp"
/usr root

(rat-1.1.tar.gz)

)

# gunzip rat-1.1.tar.gz
# tar —xvf rat-1.1.tar
# cd rat-1.1

, E-mail
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# perl Makefile-nosnarf.PL [PREFIX=/home/you]
# make

# make test

# make install

rule
"ncat_config" , ,
. rule /usr/etc/ncat.conf
ncat_config rule default ncat.conf. MASTER

/usr/etc/ncat.conf
noy

" " default

[root@hcjung rat-1.1]# ncat_config
ncat_config: Reading /usr/etc/ncat.conf.MASTER

Please answer the questions below about your network and
router configuration. Type ? to get a short explanation of
any parameter. If you are unsure about what value to give
for a parameter, hit RETURN to take the default value.

Select types of optional rules to be applied:

ncat_config: Apply rules for class use_multiple_ntp_servers [no] ?
ncat_config: Apply rules for class use_multiple_ntp_servers [no] ?

ncat_config: Apply rules for class exterior_router [no] ? ?

Help for class :

An exterior router is a router that connects "internal" networks
such

as desktop networks, DMZ networks, etc to "external" networks
such as the Internet. If this group is chosen, then ingress

and egress filters will be applied to the external interface

See "Building Internet Firewalls" by

Zwicky, Cooper and Chapman, O'Rielly and Associates

Default value is: no

ncat_config: Apply rules for class exterior_router [no] ? yes

ncat_config: Enter value for
local_address_internal_netblock with_mask [192.168.1.0
0.0.0.255] ? 172.16.0.0 0.0.255.255

ncat_config: Enter value for local_address_loopback
[192.168.1.3] ? 172.16.14.2

ncat_config: Enter value for local_timezone [GMT] ?

ncat_config: Writing /usr/etc/ncat.conf...Done.

ncat_config: Now examine /usr/etc/ncat.conf.

ncat_config: Edit /usr/etc/ncat.conf.MASTER and rerun
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ncat_config if not satisfactory.
[root@hcjung rat-1.1]#

Apache rat
( HTML

# mkdir /usr/local/apache/htdocs/rat
# cd /usr/local/apache/htdocs/rat

( )

"show running-config" "show configuration”
tftp (tftp

Cisco

router3620#copy run tftp

Address or name of remote host []? 172.16.5.16
Destination filename [router3620-confg]? routerl4 2.txt
n

2615 bytes copied in 0.556 secs

: rat [OPTIONS] config [config ...]

# rat routerl4_2.txt

auditing router1l4 2.txt...done.

ncat_report: writing routerl4 2.txt.ncat_fix.txt.
ncat_report: writing routerl4 2.txt.ncat report.txt.
ncat_report: writing routerl4 2.txt.html.

ncat_report: writing rules.html (cisco-ios-benchmark.html).

ncat_report: writing all.ncat_fix.txt.
ncat_report: writing all.ncat_report.txt.
ncat_report: writing all.html.

"Pass(

)

copy

, "Fail(
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