Unix Network Programming
!'_ Chapter 14. Advanced I/O Functions
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14.1 Introduction
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14.2 Socket Timeouts
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Connect with a Timeout Using SIGALRM
A

nclude — “unp.h™ K ZBt AI2H0| XILHE connect
- - . 2 SE5ls &
static void connect_alarm(int); = 20 &7T

Int connect_timeo(int sockfd, const SA *saptr, socklen_t salen, int nsec)

{
Sigfunc *sigfunc;
int n;
sigfunc = Signal (SIGALRM, connect_alarm);
if (alarm(nsec) !'= 0)
err_msg(''connect_timeo: alarm was already set');
iIT ( (n = connect(sockfd, (struct sockaddr *) saptr, salen)) < 0) {
close(sockfd);
iIT (errno == EINTR)
errno = ETIMEDOUT;
}
alarm(0); /* turn off the alarm */
Signal (SIGALRM, sigfunc); /* restore previous signal handler */
return(n);
+

static void
connect_alarm(int signo)

{
¥

return; /* just interrupxz the connect() */



Connect with a Timeout Using SIGALRM

// & X signal handler& H&
sigfunc = Signal(SIGALRM, connect_alarm);

/] A&t AI2H0HE &et 88 nsece &8 A2t
if (alarm(nsec) !=0)
err_msg("connect_timeo: alarm was already set");

// cotgrjwqect ATHAl (-1 2IEl) A3S 2D, 2IHEE 2 sS AR erronoxtS ETIMEDOUTS 2
if ( (n = connect(sockfd, (struct sockaddr *) saptr, salen)) < 0) {
close(sockfd);
if (errno == EINTR)
errno = ETIMEDOUT;

}
/] &&sS 1110 0|& signal handler2 £+
alarm(0); /* turn off the alarm */
Signal(SIGALRM, sigfunc); /* restore previous signal handler */
// signal X2l
connect_alarm(int signo)
{
return; /* just interrupt the connect() */
}

5



recvirom with a Timeout Using SIGALRM

#include  "unp.h" = o CcH oHO
static void  sig_alrm(int); 5= WOl SE0| g2

void dg_cli(FILE =fp, int sockfd, const SA *pservaddr, socklen_t servlen)

{

}
{

(el —]
recvirom= €Al SX|
I|l= alarmet =8 s =

int n;
char  sendline[MAXLINE], recvline[MAXLINE + 1];

Signal(SIGALRM, sig_alrm);

while (Fgets(sendline, MAXLINE, fp) != NULL) {
Sendto(sockfd, sendline, strlen(sendline), 0, pservaddr, servlen);
alarm(5);
if ( (n = recvfrom(sockfd, recvline, MAXLINE, 0, NULL, NULL)) < 0) {
if (errno == EINTR)
forintf(stderr, "socket timeoutWn");

else
err_sys("recvfrom error");
}else {
alarm(0);
recvline[n] = 0; /* null terminate */
Fputs(recvline, stdout);
}
}
static void sig_alrm(int signo)
return; /* just interrupt the recvfrom() */
6
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recvirom with a Timeout Using SIGALRM

// SIGALRM2 2/ &t signal handlerg &3
Signal(SIGALRM, sig_alrm);

while (Fgets(sendline, MAXLINE, fp) != NULL) {
Sendto(sockfd, sendline, strlen(sendline), 0, pservaddr, servien);
// recvfromES &&56tJ| & 5x2t J|CHE
alarm(5);
if ( (n = recvfrom(sockfd, recvline, MAXLINE, 0, NULL, NULL)) < 0) {
/] Bref Al S SCHH oflef HIAIK &
if (errno == EINTR)
forintf(stderr, "socket timeout¥n");

else
err_sys("recvfrom error");

}else {
/] NHZ 28 HI0IHE &9 ™ alarmsS oMot B2 HI0IE &

alarm(0);
recvline[n] = 0; /* null terminate */
Fputs(recvline, stdout);
}
}
/] recvforms LAl SXIAIZID| 2ol A2
static void sig_alrm(int signo)

{
}

return; /* just interrupt the recvfrom() =/



recvirom with a Timeout Using select

#include "unp.h"

110 Jtsdoll & THDEK]
int readable_timeo(int fd, int sec) Xl &st AlZ2teHE D|CHE
{

fd_set rset;
struct timeval tv;
FD_ZERO(&rset); /] It CIATQEH & BEEHEE 022

FD_SET(fd, &rset); //

tv.tv_Sec = Sec;
tv.tv_usec = 0;

/] I CIAEH = =22 0l 2 E
return(select(fd+1, &rset, NULL, NULL, &tv));
/* 4> 0 if descriptor is readable */



recvirom with a Timeout Using select

#include "unp.h* 1 8.801l Readable_timeoE
Flfet =z )&
voiddg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t servien){
int n;
char sendline[MAXLINE], recvline[MAXLINE + 1];

while (Fgets(sendline, MAXLINE, fp) != NULL) {
Sendto(sockfd, sendline, strlen(sendline), 0, pservaddr, servlen);

if (Readable_timeo(sockfd, 5) == 0) {
fprintf(stderr, "socket timeoutWwn");

}else {

n = Recvfrom(sockfd, recvline, MAXLINE, 0, NULL, NULL);
recvline[n] = 0;  /* null terminate */

Fputs(recvline, stdout);

}



recvirom with a Timeout Using the
SO_RCVTIMEO Socket Optioin

void

da_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t servien)

{

int n;
char sendline[MAXLINE], recvline[MAXLINE + 1];
struct timeval tv;

tv.tv_sec = 5;

tv.tv_usec = 0;

Setsockopt(sockfd, SOL_SOCKET, SO_RCVTIMEO, &tv, sizeof(tv));
while (Fgets(sendline, MAXLINE, fp) != NULL) {

Sendto(sockfd, sendline, strlen(sendline), 0, pservaddr, servien);

n = recvfrom(sockfd, recvline, MAXLINE, 0, NULL, NULL);

if (n<0){
if (errno == EWOULDBLOCK) {
forintf(stderr, "socket timeout¥n");
continue;
} else
err_sys("recvfrom error");
}
recvline[n] = 0; /* null terminate */

Fputs(recvline, stdout);
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recvirom with a Timeout Using the
SO_RCVTIMEO Socket Optioin

// SO_REVTIMEO= 2AJI0IC Y. X J|= SO_SNDTIMEO.
/] tvOll XI &S A|I2CH2 D|CHE.
Setsockopt(sockfd, SOL_SOCKET, SO_RCVTIMEOQ, &tv, sizeof(tv));

//1/O AlI2H0| 2FS &8 EWOULDBLOCKS ermoZ® XI&oltD OHUAMX &
n = recvfrom(sockfd, recvline, MAXLINE, O, NULL, NULL);
if (n<0){
if (errno == EWOULDBLOCK) {
forintf(stderr, "socket timeoutWn");
continue;
} else
err_sys("recvfrom error");
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14.3 recv and send Functions

17
a

Sf== read, write2t = AtotLE @l=Jt otLt 4 ER

[+

#include <sys/socket.h>
ssize_t recv (int sockfd, void *buff, size_ t nbytes, 1int flags);

ssize_t send (int sockfd, const void *buff, size t nbytes, iInt flags);

s 3B QI=DtKl= &3
s 48R QI gt
Flags Description recv | send

MSG_DONTROUTE | bypass routing table lookup .
MSG_DONTWAIT only this operation is nonblocking o .
MSG_00OB send or receive out-of-band data o o
MSG_PEEK peek at incoming message o
MSG_WAITALL wait for all the data o

12! 14.6 flags for I/O functions
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14.3 recv and send Functions

MSG_DONTROUTE:
= kernal Ol Al routing table= &t

MSG_DONTWAIT:

« /OO0l CHotd nonblockingS & &oHAl &1, |
H, nonblocking ZAlJ|E ol Kl &= LIEtHLCY.

MSG_OOB:

= out—-of-band Ol M GIOIE &= Xl &etLE.

MSG_PEEK:

= recvl}t recvirom A 28 = HIOIEE Hel Xl &

% U stCh.
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14.4 readv and writev Functions

= read, write?t &
A= HIHZEH &

rau

o= H2Z220 2KHA

#include <sys/uio.h>
ssize_t readv (int filedes, const struct i1ovec *iov,

ssize t writev (int filedes, const struct i1ovec *iov,

int i1ovcnt);

int 1ovcnt);

Struct i1ovec {
void
size t

*1ov_base;

/* starting address of buffer */
/* size of buffer */
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recvmsg and

Oo|l=¢&4 él-J\Ol j|.7(|- OII:I|- A
H = S T —l = =2 O /|
recvmsge UM &= UL
Ol et== UHEE=2 2=

sendmsg Functions

Ol 9Ef = read, readyv, recv, recvfrom=

msghdr0ll S & AlZALt.

#include <sys/socket.h>

ssize_t recvmsg (int sockfd, struct msghdr *msg, int flags);

ssize t sendmsg (int sockfd, struct msghdr *msg, int flags);

Struct msghdr {

};

void *msg_name; /*
socklen_t msg_namelen; /*
struct 1ovec *msg_1ov; /*
size t msg_iovlen; /*
void *msg_control; /*

protocol address */

size of protocol address */
scatter/gather array */

# elements 1In msg_i1ov */
ancillary data; must be aligned

for a cmsghdr structure */
socklen_t msg controllen;/* length of ancillary data */

int msg_flags; /*

flags returned by recvmsg() */
15




14.5 recvmsg and sendmsg Functions

= msghdr
= Msg_name

« SHIL A T2ES FAE N
« Recvfromdt sendtol CHABITHLE A Ol =
« AJFAEE 2RI SCHHE NULL pointerg
= MSQg_namelen
 IZ2EZ2 =409 T
Msg_iov 2t msg_iovlen

g2 = =2 HtiE=s AE.

/| T &=~

Msg_control 2t msg_controllen
« 201 {l0lE((ancillary data)2l | XI2F 21 XIH.
Msg_flags
= Msg_flag recvmsgBt AIES
= RecvmsgE S Z06tH flags 2ls== msg_flagsE = A& Ch
« Msg_flage= sendmsgOll A S Al = Ch.
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14.5 recvmsg and sendmsg Functions

Examined by: Examined by: Returned by:
Flag Send flags recv flags
Sendto flags recvfrom flags

Sendmsg flags recvmsg flags | Recvmsg msg_flags
MSG _DONTROUTE o
MSG_DONTWAIT o o
MSG_PEEK .
MSG_WAITALL o
MSG_EOR . .
MSG_0OOB . . .
MSG_BCAST .
MSG_MCAST .
MSG_TRUNC .
MSG_CTRUNC o

12 14.7 Summary of input and output flags by various I/O functions
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14.5 recvmsg and sendmsg Functions

= XIS Ul flage SAIE = 28 ZIAl &Z=L
= MSG_BCAST:

= 0| flage BSD/OSOIA MZ2 R 2 &3 diOIHUA EZ2E 3
AE BOHACGH 2" =L

= MSG_MCAST:

= Ol flage BSOD/OSOHIMMZ2 22 HIOIEHIOZ0l €3 dioIH
SEHNAE=AN ZOHALCHA 2[E =L

s MSG_TRUNC:
= Ol 2= UOIE O30 E#EHACHH 2|8 =L,
. MSG_CTRUNC:
= Ol 2= 28 Ol EH&CHH 2IE & L.
= MSG_EOR:
« /B E UOIHIt =2l& U0l &0 OtLIS ol =l L.
s MSG_OOB:
= 0|22 TCP out-of-band GIOIEHMNIAM EO 2l& X £ =Ch.
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14.5 recvmsg and sendmsg Functions

s I AAJFUDP 23210 CHoll recvmsg &2 S =
otdd= Wl IO =

msghdr{} f
msg_name

msg_namelen 16 iovec{}

msg_iov ——» iov_base W

msg_iovlen 3 iov_len

msg control iov base —>
= R - 60

msg_controllen 20 iov_len

msg flags 0 iov base —>
9-199 oV 80

iov_len

P

14.8 Data structures when recvmsg is called for a UDP socket



14.5 recvmsg and sendmsg Functions

= 198.69.10.200 A4 206.62.226.35= 170 BIOIEE &
= [ GIOIH st

16, AF_INET, 2000
> 198.69.10.2
msghdr{ } J
msg_name
msg_namelen 16 iovec{} []
msg_iov —» iov_base W
msg_iovlen 3 iov_len
msg_control N jov_base 50 >
msg_controllen 16 jov_len
msg_flags 0 iov_base 7
jov_len
L’ cmsg_len 16
cmsg_level IPPROTP_IP
cmsg_type IP_RECVDSTADDR
206.62.226.35

1€ 14.9 Update of Figure 14.8 when recvmsg returns



14.6 Ancillary Data

= Ancillary data= sendmsg®t recvmsg &4+ 2
msghdr & B AE AIE0ot(H sS4l = UL

HOHEE et

struct cmsghrd {

socklen_t cmsg_len;

& otCh

/] Ol A2l 20l

int cmsg_level; /| 8EE Z2EZ
int cmsg_type; /| Z2EZ NS Ete
Protocol cmsg_level Cmsg_type Description
IPv4 IPPROTO_IP IP_RECVDSTADDR receive destination address with UDMBatagram
IP_RECVIF receive interface index with UDRIatagram
IPv6 IPPROTO_IPVG6 | IPV6_DSTOPTS specify / receive destination options
IPV6_HOPLIMIT | specify / receive hop limit
IPV6_HOPOPTS specify / receive hop-by-hop options
IPV6_NEXTHOP specify next-hop address
IPV6_PKTINFO specify / receive packet information
IPV6_RTHDR specify / receive routing header
Unix domain[ SOL_SOCKET [SCM_RIGHTS send / receive descriptors
SCM_CREDS send / receive user credentials

Figure 14.11 summary of uds for ancillary data.




14.6 Ancillary Data
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Figure 14.12 Ancillary data containing two ancillaly2ata objects.



14.6 Ancillary Data

#include <sys/socket.h>

#include <sys/param.h> /* for ALIGN macro on many
implementations */

struct cmsghdr *CMSG_FIRSTHDR(struct msghdr * mhdrptr );

struct cmsghdr *CMSG_NXTHDR(struct msghdr *mhdrptr , struct
cmsghdr *cmsgptr );

unsigned char *CMSG_DATA(struct cmsghdr *cmsgptr );
unsigned int CMSG_LEN(unsigned int length);
unsigned int CMSG_SPACE(unsigned intlength );
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i 14.7 How much Data Is Queued?

20t 2= 7JF JA=A QIOIEHE & Al &84
Ot= MIJHAI & 8.

« (2 2= 6t D ol =20 =& 0| kernel Ol A
block ot==2d OFLIAH 15& A &Y
s IS RAotH ZZ2AMA CE Z0 A HIOIEHE A

1=

% = UEE =AM UIIEN Y H S| ettt
mgs_peekE AtEotL}.

« 424 implementation 2 ioctl FIONREADZ2
command £ Al & etLt.
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i 14.8 Sockets and Standard 1/O

25



	Unix Network ProgrammingChapter 14. Advanced I/O Functions
	14.1 Introduction
	14.2 Socket Timeouts
	Connect with a Timeout Using SIGALRM
	Connect with a Timeout Using SIGALRM
	recvfrom with a Timeout Using SIGALRM
	recvfrom with a Timeout Using SIGALRM
	recvfrom with a Timeout Using select
	recvfrom with a Timeout Using select
	recvfrom with a Timeout Using the SO_RCVTIMEO Socket Optioin
	recvfrom with a Timeout Using the SO_RCVTIMEO Socket Optioin
	14.3 recv and send Functions
	14.3 recv and send Functions
	14.4 readv and writev Functions
	14.5 recvmsg and sendmsg Functions
	14.5 recvmsg and sendmsg Functions
	14.5 recvmsg and sendmsg Functions
	14.5 recvmsg and sendmsg Functions
	14.5 recvmsg and sendmsg Functions
	14.5 recvmsg and sendmsg Functions
	14.6 Ancillary Data
	14.6 Ancillary Data
	14.6 Ancillary Data
	14.7 How much Data Is Queued?
	14.8 Sockets and Standard I/O

