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PKCS #8: 71¢17] & X F(Private-Key Information Syntax Standard)
M7= o WS BETH(ASND):
PrivateK eyInfo ::= SEQUENCE {
version Version,
[.]
oS AN 99 1685 F = vERd Zle)th

3082 ?7?7?- SEQUENCE (30 82), length of the SEQUENCE (?7??7?)
0201 00 - integer (02), length (01), value (00)
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AEI X.509 F/M7) 716k AF3 154 3| A E-F(Certificate Revocation List) Profile
dsAE U S wETH(ASNL):
SEQUENCE {
SEQUENCE {
[.]
22 ASNL 79 1635 = Yebd Zlolth:

3082 7277 - SEQUENCE (30 82), length of the SEQUENCE (227)
3082 ?7?7?- SEQUENCE (30 82), length of the SEQUENCE (?7??7?)
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IDA Pro &321%] SSL Key/Cert Finder
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A ZE pd[5] FEEEl= o}ulx] [6] EZEA2 (version 2.2.0, with SSL support, SSL certificate with
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Workspace | EHecutabIesI About I

b appings: tdappitg keta Information:

map-035.dmp ;I [cat-men. dup] -

map-036.dmp This file represents a concatenation of all memwmappings
map-DS?_dmp {Scack, Heaps, sto.).

map-033.dmp
mem-039.dmp
map-040.dmp
map-041.dmp
w042 dinp
map-043.dmp
map-044.dmp
mem-045 dmp
map-046.dmp
map-047.dmp

mem-D48.de
Analyze in 104
Strings
Process Dump Marme: Ultra Edit
ISLKeyFinder'\apache_2-2-El_ss [paszz

Open Process Dump | Farze Process Dump | Delete Mappings Eoneat mem mappings

[ZL¥ 1] Concatenate data mapping with MMP

[ o} 3x] T2 A9 dlo]H W (datamapping) I o] IDA Prodl 2ol&] =4 3}H ot}
SSL Key/Cert Finder 221918 ©%7] SHIFT +S2 F2H Ht},
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1DA Ve | . HBHVIBW-\Al & EHportel % Importel N Naﬂesl 1] chtlonsl L Stnngsl H Structuresl En Enumel

E 104 View-a 1 st
seqQBB0: 00000000 seqBBl segment byte public 'CODE' use3d2
seqABd-AOARRA0RA assume cs:seqiff
seqBBA:0A00AAAER assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
* seqgfpd:0A0B0GED db  88h ; ﬁ
A ke 2
X
* 'seq000: 00000062 db 15h SSL key, Cat HES =
* seg@00:AB0A0603 db 3 : SSL Kep/Catt Findsr
* seq0@d: 00000004 db 96n ; E Wersion 1.0, tk 2008, v trapki, de.
*seqaan:aanoapes db  4Fh ; 0
* seq@00:AADBAAGRG db  BEh
*seq@0d: @008 067 db ] & Search for Al 551 piivate keys and certificates! =
*seqB60: 80000608 db  28h ; € Search for PECSE/ASM.T S5L private keps
=eq00A:G00GA000 db WFh ;0 € Search for k503351 550 cetificates
* seg@Od:AA0A0GEA db  BER
* seqfpd:00000GEE db 8
* segO0d:AB060GEC db a
* seq@@d:A000000D db ]
* segB00: AB0AOACE db ] oK I Cancel
* seg@ad: AB0AAARF db ] —
*iseqaAd:Aa0AAA10 db ]
* segO00: 00066611 db a
* lranARA=RAARAGRED dh L] T
4| v
Flushing buffers, please wait...ok d
File 'E:\SSLKeyFinder\cat—mem.dmp' is successfu'l'lyr loaded into the dacabase.
Compiling file 'C: \Progr‘am‘ne\IDA\'idc\'ida idc'.
Executing function 'main’
Compiling file 'C: \Progr‘amne\lDﬂ\Mc\on'load jdc!
Executing function 'onLoad’.
IDA 15 analwysing the input fﬂe
You may start to explaore the 'input file right now.
The initial autoanalysis has been finished.

[aU: ide [pown  Disk: 575ME 00000004 |DO0DA004: seqOO0:00000004 4
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IDAView-Al HexView-Al =] Exp:rtsl % Importsl N Namesl ‘[ﬂ] chtionsl il Stringsl ﬂ Structuresl En Erums 551 KE‘:‘*’EETtFiNdEfl

seqB00: G0BBF8FE
seqB80:BBABFBFC
soq@@0: BARRF 8FD
seqB00: BOOBF 8FE
seqB00: 0A0BF 8FF
seqBa0: aeaBF 908
soqB00: 000BF 281
seqB@0: BBOBF 982
ceq@@0: BAGRF 003
seqB00: BB0BF 904
ceqB00: 000BF 085
seqB@0: BBABF 906
ceqBi0: AAARF 947
seqB@0:BBABF 908
seqfAn:ARARF 999
seqB@0: BeABF 980
seqB00:G008F 908
seqB00: BBABF 98¢
seqB@0: BBOBF 98D
seqB80: BAOBF 98E
seqB00: BBABF 98F db 2Eh
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$ opensd rsa -inform DER -check -text -in extracted key txt

Private-Key: (1024 bit)

modulus:
00:be:19:37:3a:2ecf:2a:6¢:fd:8a44:da43:d6:
dd:19:5a:10:5a:f4:bf:93:bb:60:be:1c:24:96:f1:
40:f5:f1:97:ca:2c:40:ed:dd:85:58:7b:26:68:4c:
c7:d2:7a:11:82:6f:45:9e:ff:ab:ff:11:ac:da26:
7f:6d:9d:90:7f:12:64:ee:03:1b:f9:44:96:c3:3a

76:4a3c¢:58:9d:f1:32:8b:dc:d2:29:2b:12:89:96:

a8:b7:fd:5d:b9: 7f:76:4c.db:12:e8:b1:33:56:85:

d3:b2:ed:08:0e:29: 7a:05:a3:3e:3¢:17:24:69:8d:

1c:bd:27:8d:b5:38:35:86:c9

publicExponent: 65537 (0x10001)
privateExponent:
46:3:¢c8:6e:39:fc:6e:dc:61:41:93:73:57:f0:c1:
73:6d:ef:3e:d3:ad:11:a9:d5:70:ff:b6:14:74:95:
87:76:95:ee:0a:d8:6d:2f:cade 7d:20:97:bb:58:
b5:d1:83:€9:88:38:97:20:da47:3ac4.26:63.ca
la:12:be:54:59:f2:5d:53:5d:4¢:58:70:d1:60:2f:
ff:1d:7a:c0:37:f7:8d:0d:80:ff: 7¢c:47:8d:8e:92:
1b:d0:ee:54.cf:5a:b3:b8:d2:0c:6e:bb:31:0c:9b:
ab:1b:67:92:17:cf:e4:35:9b:0e:d6:€9:30:a0:f1:
f4:16:99:64:4ea6:09:91

primel:
00:f4:59:01:9c.c6:4a:a2:45:f5:af:0b:d9:1d:9a:
d6:42:6f:d3:ce:56:a3:ch:51:be 39:8f:35:3f:85:
d3:86:cd:d1:ef:09:29:d7:57:3c:b5:74:3f:91.:9b:
€6:d7:42:29:13:00:dc:€3:90:73:37:ef:2e2b:4e
a3:64:1b:ed:75

prime2:
00:¢7:29:ef:a0:41:67:1d:56:67:69:0d:9e:73:¢6:
a0:22:86:28:74:fb:81:62:3b:a9:a7:0d:a8:d8:b7:
b2:c1:7a:58:¢9:c1:4a:0b:db:a9:€0:25:d4:6¢:e7:
49:7f:78:47:9b:24:62:bf:€9:53:26:ac:49:b5:1b:
92:38:74:65:85

exponentl:

55:fa:0b:8b:32:6a:88:76:bd:5f:fe: 77:42:€7:7c:
84:9b:fc:97:19:fd:40:49:5e:f9:b9:de: 2e:9f:d4:
32:16:b1:cb:be:19:ae:df:cf:48:b9:c2:b4:65:7a
f0:3b:50:6a:93:5f:25:€3:69:€7:40:8d:aa:47:5d:
4e98:55:11

exponent2:
2f:9¢:7b:d7:70:ab:28:dd:45:fd:5¢: 2f: 1b:f8:4b:
63:0e:1b:af:d3:8c:1b:a2:ad:ac:ec.dc:07:6aea
c5:ch:ec:bb:d6:84:50:0f:64:2d:dc: 7d:4a.c7:83:
cf:80:3e:85:fd:0d:ca:59:09:f2:bd:cf:25:07:81.:
4e:13:ad:4d

coefficient:
00:¢8:12:55:89:1f:5b:bf:52:62:17:bd:b2:a4:dc:




02:80:85:2¢:be:d3:99:48:03:12:8a:72: 27:ac:f1:
€0:21:29:17:9e:aa:a9:75:b6:5a:5d:91: 7d:b4:b1:
€3:09:47:55:45:fd:2f:d6:17:28:f9:10:dc.de:da

fb:57:82:81:89

RSA key ok

writing RSA key

----- BEGIN RSA PRIVATE KEY -----
MIICXAIBAAKBQQC+GTc6Ls8gbP2KRNpD1t0ZWhB&OL+Tu2C+HCSW8UD18ZfKLEDt
3YVY eyZoTMfSehGChOWe/6X /[Eazaln9tnZB/EMTuAXxv5RIDDONZKPFidS8TKL3NIp
KxKJIgi3/V 25f3ZM2xLosTNWhdOy7QgOK X 0Foz48FyRpjRy94210DWGYQIDAQAB
A0GARVPIbjn8bitxhQZNzV/DBc23vPtOtEanV cP+2FHSV h3aV 7grY bSIKTnOgl 7tY
tdGD6Y gdlyDaRzrEpmPKGhK+V FnyXV NdTFhwOWAV/x16wDf3jQ2A/3xHjY 6SGODu
V M9as7jSDG67MQybpRtnkhfP5DWhDthpM K Dx9PazZZ E6muZ ECQQDOWQGCxKai RFWv
C9kdmtZCh9POV gPLUb45jzU/hdOGzdHVCSNnXV zyldD+Rm+bX QqkTANZzjkHM 37y4r
TNKG+11AKEAXynvoEFNHV ZnaQ2ec8arlqY odPuBY juppw202LeywX pY ycFK COup
4CXUbOdIF3hHmMyRiv+H TIgxIRUSOHRINQJAV foL izJgiHa9X /53Qud8hv8Ixn9
QElet+bnel_p/UMhaxy74Zrt/PSLnCtGV 68DtQapNfJeNp50CNgkddTphV EQJAL5X7
13CrKNIFNwvG/hLY w4braOM G6KtrOzeB2rgxcvsu9aEUA 9KL dx9SseD z4A+hfON
ylkJBr3PIQeBThOITQIBAMQSVY kfW79SY hedsgTcA oCFLL7TmUgDEopyJ6zx4CEp
F5690X W2WI2RfoSxwwIHV UX9L9Y X KPKQ3N5K +1eigY k=

----- END RSA PRIVATE KEY -----

$ opensdl x509 -inform DER -text -in extracted_cert.txt

Cetificate:

Data

Verson: 3 (0x2)

Serid Number:

16:26:f7:15:27:7aed:ec

Signature Algorithm: shal WithRSAEnNcryption

Issuer: C=DE, ST=Some-State, L=HN, O=COMPANY , CN=www.company.net
Vidity

Not Before: Jan 4 10:21:51 2006 GMT

Not After : Feb 3 10:21:51 2006 GMT

Subject: C=DE, ST=Some-State, L=HN, O=COMPANY, CN=www.company.net
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):

00:be:19:37:3a:2e.cf:2a:6¢:fd:8a44:da43:d6:
dd:19:5a:10:5a:f4:bf:93:bb:60:be:1c:24:96:f1:
40:f5:f1:97:ca:2c:40:ed:dd:85:58:7b:26:68:4c:
c7:d2:7a:11:82:6f:45:9e:ff:ab:ff:11:ac:da26:
7f:6d:9d:90:7f:12:64:ee:03:1b:f9:44:96:c3:3a
76:4a3c:58:9d:f1:32:8b:dc:d2:29:2b:12:89:96:
a8:b7:fd:5d:b9:7f:76:4c.db:12:e8:b1:33:56:85:
d3:b2:ed:08:0e:29:7a:05:a3:3€e:3¢:17:24:69:8d:
1c:bd:27:8d:b5:38:35:86:c9

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Key Identifier:
BA:A7:CD:BC:B0:B9:C6:CC:10:9C:80:6B:F5:38:DE:20:4F:21:F6:2F
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X509v3 Authority Key Identifier:
keyid:BA:A7:CD:BC:B0:B9:C6:CC:10:9C:80:6B:F5:38:DE:20:4F:21:F6:2F
DirName:/C=DE/ST=Some-State/L =HN/O=COMPANY /CN=www.company.net
serial:F6:26:F7:15:27:7A:ED:EC

X509v3 Basic Constraints:

CA:TRUE

Signature Algorithm: shal WithRSAEncryption
3f:f4:32:1d:3e:1c:6b:ad:80:03:f4:a1:50:4f:70:a5:01:dd:
56:ac:54:29:93:ac:d5:ff:6e:97:27:09:a4:7f:57:a2:¢5:3f:
75:2b:1:69:1e:3d:ae:85:18:¢7:43:7:ad:80:71:f0:a3:8d:
90:8b:34:b2:a4:dc:al:da:f0:ce53:b3:f7:7c:bd:f7:4c.c4:
36:aaec:e3:41:5f:1f:26:ec:ee:e6:78:1e:a3:€9:€b:69:68:
d5:dd:60:02:44:3d:0a:60:2¢:39:2¢.69:cf:f8:f5:57:3e:2¢e:
85:h9:54:7d:86:f5:1f:ec:69:ab:ff:3e:d5:dc.c0:3eeaf2:

5:fb

MIICOTCCAIB6gAWIBAgIJAPY m9OxUneu3sM AOGCSqGSIb3DQEBBQUAMFsxCzAJBgNV
BAYTAKRFMRMWEQY DV QQIEwpTb21ILVNOY XRIMQs~vCQY DV QQHEWJI TIEQMA4GA1UE
ChMHQO9NUEFOWTEY MBY GA 1UEAXMPd3d3LmNvbXBhbnkubmVOMB4XDTA2MDEWNDEwW
MJE1IMV oXDTA2MDIwMzEWM]EIMVowWzELMAKGA TUEBhM CREUXEZARBgNVBAQGTCINV
bWUtU3RhdGUxCzAJBgNVBACTAKhOMRAWDgY DV QQKEwdDT01QQU5ZMRgwFgY DVQQD
Ew93d3cuY 29tcGFueS5uZX QwgZ8wDQY JKoZIhveNAQEBBQADgY OAMIGJA0GBAL4Z
Nzouzyps'Y pE2kPW3RIaEFrOv507Y L4cIdbxQPX x1805Q03dhVh7IJmhMx9J6EY Jv
RZ7/pf8RrNomf22dkH8SZ04D G/IElsM 6dk08WJ3xM ovcOikrEomWL foXbl/dkzb

EuixM 1aF07LtCA4pegWjPjwX JGMNHLONjbU4ANY bJAgM BAAGjgcAwgbOwHQY DV ROO

BBY EFLgnzbywucbMEJyA&U43iBPIfY vMIGNBgNVHSMEgY UwgY KAFLgnzbywucbM
EJyAa/U43iBPIfY voV+kXTBbMQswCQY DV QQGEWIERTETMBEGA1UECBMKU29tZS1T
dGFOZTELMAKGA1UEBXMCSE4AXEDAOBgNVBAOTBONPTVBBTIkxGDAWBgNVYBAMTD3d3
dy5jb21wY W55L m5IdI1JAPY m9xUneu3sM AwWGA TUdEWQFMAMBAf8wDQY JKoZIhveN
AQEFBQADQgY EAPIQYyHT4cab62AA/ShUESwWpQHAV gxUK ZOs1f9ul ycJpHIX osU/dSsf

aR49roUY XON/rY Bx8K ONKIsOsqT codrwzl Oz93y990zENqrs40FfHybs7uZ4Hgjp
62101d1gAKkQ9CmMASOSxpz/j1V z4uhbl UfY b1H+xpq/8+1dzA Purydfs=

----- END CERTIFICATE-----

QAT 29 Ho]Z = (exploit payload)24] 9] SSL Key/Cert Finder

IA-32 ZPES 93 o] ~Z 7 9] 3 o] & = (exploit payload) ] U}
ol wlxel Mx FHops FAste] ofubA ) MW EAH Q1T 9t
stedl ATHoR H2EFHAT [9. o AAS AL A2 Z5E HY

VAT IR ARSI AR BRE ARl ol AFAE Ag A ds
Aol oA SIS AL lole] o olFold 4 Rdl she sl ATl

L5 (HSM:Hardware Security Modules) S AF&3Ho. 24 o] 23t 7|52 A2 4 Qth
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