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2|AE 1 CDllLoader E2jA
class CDllLoader
{

private:
typedef BOOL (CALLBACK *D1lMainFunc) (HINSTANCE, DWORD, LPVOID);
typedef std::basic string<TCHAR> tstring;

class CD1lInfo

{
public:
tstring path; // dll 42
1ist<HMODULE> modules; // A}23t DLL 22

DWORD ref; // E2E 3l

CVirtualMemory baseMem; // H|O|A FA
CVirtualMemory headerMem; // 8| X% ZZt

o O
CAutoArray<CVirtualMemory> *sectionMem; // MM L& X

public:
PIMAGE NT HEADERS NTHeader ()

PIMAGE DOS_HEADER dos = (PIMAGE_DOS HEADER) baseMem.Get();

&2 DLL BEE XNE5t
= m_loadDlIIsC}.

N

o

ChE DLL

gg
EICt. 2EE7¢

o)

PIMAGE_NT HEADERS nt = (PIMAGE NT HEADERS) GetPtr(dos, dos->e lfanew);

return nt;

}
PIMAGE_SECTION HEADER SectionHeader ()
{

PIMAGE NT HEADERS nt = NTHeader();
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return (PIMAGE SECTION HEADER) GetPtr(nt, sizeof(*nt));
}
IMAGE DATA DIRECTORY &DataDirectory(DWORD type)

PIMAGE NT HEADERS nt = NTHeader();
return nt->OptionalHeader.DataDirectory[typel;

}

PVOID Base()

{ return (PVOID) baseMem;

}

HINSTANCE Instance()

; return (HINSTANCE) Base();

BOOL D11Main(DWORD reason)

PIMAGE NT HEADERS nt = NTHeader();
DllMainFunc func = (DllMainFunc) GetPtr(Base(), nt->OptionalHeader.AddressOfEntryPoint);
return func(Instance(), reason, 0);
}
}i

typedef boost::shared ptr<CDllInfo> DllInfoPtr;
typedef map<PVOID, D1lInfoPtr> Base2DllInfoMap;
typedef map<PVOID, DllInfoPtr>::iterator Base2DllInfoMit;

Base2D1lInfoMap m loadDlls; // ZEgt dll 22
CRITICAL SECTION m csLoadDlls;

private:
bool LoadFile(CDllInfo * dll); // dll ot 2E

void UnloadFile(CD1lInfo * dll); // dll mQ o=2| SiX|

bool Reloc(CD1lInfo *dll); // AH{X

DWORD IsBound(CD1lInfo * dll); // HIREE=l dLLQIX| HA}

bool BuildIAT(CD1lInfo * dll); // IAT %M

bool ProtectDll(CDllInfo * dll); // MM HOt &4 XX

DWORD GetModuleTimeStamp(PVOID base); // EX ZE09| EIQ AEH

o [m=}

[El

o 2l

rm

// base FA0| siEst= HE fL=H 2|H
CD1lInfo * GetD11(PVOID base)
{

Base2D1lInfoMit it = m_loadDlls.find(base);
if(it == m_loadDlls.end())

return NULL;
return it->second.get();

}

// R0 siTdste Y RN 2[E™
CD1lInfo * GetDLL(LPCTSTR path)
Base2D1lInfoMit it = m_loadDlls.begin();

Base2D11lInfoMit end = m_loadDlls.end();
for( ; it !'= end; ++it)

if( _tcscmp(it->second->path.c str(), path) == 0)
return it->second.get();
}

return NULL;
}

void FreeD11(CD1lInfo * dl1);
void FreeMapItem(Base2D1lInfoMap::value type item) { FreeDll(item.second.get()); }
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CDllLoader(const CDllLoader &);
CDllLoader &operator=(const CDllLoader &);

public:
CDl1lLoader();
~CD1llLoader();

PVOID LoadLibrary(LPCTSTR path);
bool FreeLibrary(PVOID base);
FARPROC GetProcAddress(PVOID base, LPCSTR name);
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2|AE 2 LoadPEImage, UnloadPEImage &t

bool CDllLoader::LoadFile(CD1llInfo * dl1)
{
ifstream file(dll->path.c str(), ios::in | ios::binary);
if(!file.is open())
return false;

IMAGE_DOS_ HEADER dos;
IMAGE_NT_HEADERS nt;

file.read((char *) &dos, sizeof(dos));
if(dos.e magic != IMAGE DOS SIGNATURE)
return false;

file.seekg(dos.e lfanew);

file.read((char *) &nt, sizeof(nt));

if(nt.Signature != IMAGE NT SIGNATURE)
return false;

// O|0[X| 37t o<k Shct.

dll->baseMem.Alloc((LPVOID) (SIZE T) nt.OptionalHeader.ImageBase
, nt.OptionalHeader.SizeOfImage
, MEM_RESERVE
, PAGE_READWRITE) ;
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if(dll->baseMem == NULL)
{
// O|O|X|E EES H|O|A FATL AE T2 3@ O FAE ottt
dll->baseMem.Alloc (NULL
, nt.OptionalHeader.SizeOfImage
, MEM_RESERVE
, PAGE_READWRITE) ;

if(dll->baseMem == NULL)
return false;
}

// SIHE 2EY S2t2 =EtCt.
dl1l->headerMem.Alloc(dll->baseMem
, nt.OptionalHeader.SizeOfHeaders
, MEM COMMIT
, PAGE_EXECUTE_READWRITE) ;

if(dll->headerMem == NULL)
return false;

file.seekg(0);
file.read((char *) dll->headerMem.Get(), nt.OptionalHeader.SizeOfHeaders);

// A FEE motsict,
PIMAGE SECTION HEADER sec = dll->SectionHeader();

int sectionCnt = nt.FileHeader.NumberOfSections;
dll->sectionMem = new CAutoArray<CVirtualMemory>(sectionCnt);
CAutoArray<CVirtualMemory> &sectionMem = *dll->sectionMem;

for(int i=0; i<sectionCnt; ++i)
{
// MHE Q3 22| 372 SHESICH
sectionMem[i] .Alloc(GetPtr(dll->baseMem, sec[i].VirtualAddress)
, sec[i].Misc.VirtualSize
, MEM_COMMIT
, PAGE_EXECUTE READWRITE);

if(sectionMem[i] == NULL)
return false;

// EEZ M GO|HIt e d20| oYM 8o =Ct.
if(sec[i].SizeOfRawData > 0)

file.seekg(sec[i].PointerToRawData);
file.read((char *) sectionMem[i].Get(), sec[i].SizeOfRawData);

}
}

return true;

¥
void CDllLoader::UnloadFile(CD1lInfo * dl1l)

if(dll->sectionMem)
delete dll->sectionMem;

dl1l->headerMem.Free();
dl1l->baseMem.Free();

}

ua 2 W

NT8||E o] OptionalHeaderdl= &= 749 H3E SWeJr Qok oy
FileAlignmentQ} O 22| AL MBS LIEILH = SectionAlignment ZE7F 10|
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int src = 7;

int align = §;

int dest = (src + align - 1) & ~(align-1);

XHEHX] =245t
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2|AE 3 Reloc &%
bool CDllLoader::Reloc(CD11lInfo *dll)
{

PVOID base = dll->Base();
PIMAGE_NT HEADERS nt = dll->NTHeader();
DWORD PTR relDelta (DWORD_PTR) base - (DWORD PTR) nt->OptionalHeader.ImageBase;

// 7|2 O|O|X| H|o|A A0 2EE Z22tH MYHIXE &
if(relDelta == 0)

return true;

2e7t gict.

// MUK MM0| Qe AREtH XS 3T 5= QICt.
IMAGE _DATA DIRECTORY rdd = dll->DataDirectory(IMAGE DIRECTORY_ ENTRY BASERELOC);
if(rdd.Size == 0)

return false;

int relCnt;

WORD *relInfo;

DWORD relType;

DWORD relOffset;
PVOID relBase;

DWORD PTR *relPatch;

IMAGE_BASE_RELOCATION *reloc;

reloc = (IMAGE BASE RELOCATION *) GetPtr(base, rdd.VirtualAddress);
while(rdd.Size > 0)
{
// MUK 7|& =4, MHIX] 7H, B2 =55 Foict.
relBase = GetPtr(base, reloc->VirtualAddress);
relCnt = (reloc->SizeOfBlock - sizeof(IMAGE BASE RELOCATION)) / sizeof(WORD);
relInfo = (WORD *) GetPtr(reloc, sizeof(IMAGE BASE RELOCATION));

/7 WEXE Susict.

for(int i=0; i<relCnt; ++i)
{

relType

relInfo[i] >> 12;
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if(relType == IMAGE_REL_BASED_HIGHLOW)

relOffset = relInfo[i] & OxOffT;
relPatch = (DWORD_PTR *) GetPtr(relBase, relOffset);
*relPatch += relDelta;
)
}

// OE MEX EE2=Z O|SiCt.

rdd.Size -= reloc->SizeOfBlock;

reloc = (IMAGE BASE RELOCATION *) GetPtr(reloc, reloc->SizeOfBlock);
}

return true;

}
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2| AE 4 BuildIAT S
bool CDllLoader: :BuildIAT(CD1lInfo * d11)
{
PVOID base = dll->baseMem;
IMAGE DOS HEADER *dos = (IMAGE DOS HEADER *) base;
IMAGE NT HEADERS *nt = (IMAGE_NT HEADERS *) GetPtr(dos, dos->e lfanew);
IMAGE_DATA DIRECTORY idd = nt->OptionalHeader.DataDirectory[IMAGE DIRECTORY ENTRY IMPORT];

if(idd.Size == 0)
return true;

IMAGE IMPORT DESCRIPTOR *idesc = (IMAGE_IMPORT DESCRIPTOR *) GetPtr(dos,
idd.VirtualAddress);
IMAGE THUNK DATA *iat, *ilt;

FARPROC func;

HMODULE module;

char *dl1Name;

bool complete = false;
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=

// YZESE DLL O|E2 &

while(idesc->Name)

243iC,

==

{
dl1Name (char *) GetPtr(base, idesc->Name);
module ::LoadLibraryA(dllName) ;
if(!module)
goto $cleanup;

// Z; DLLO|N YEES ot HE =
iat = (IMAGE THUNK DATA *) Get
if(idesc->0riginalFirstThunk)

2{gict.

=

tr(base,

DLL 2%5}7|

idesc->FirstThunk);

ilt = (IMAGE_THUNK DATA *) GetPtr(base, idesc->0riginalFirstThunk);
"It - tat
for( ; ilt->ul.AddressOfData; ++ilt, ++iat)
{ if(ilt->ul.Ordinal & 0x80000000)
{ func = ::GetProcAddress(module, (LPCSTR) (ilt->ul.Ordinal & Ox7fffffff));
ilse
PIMAGE IMPORT BY NAME ibn = (PIMAGE_IMPORT BY NAME) GetPtr(base, =
>ul.AddressOfData) ;
. func = ::GetProcAddress(module, (LPCSTR) ibn->Name);
if(!func)
goto $cleanup;
, iat->ul.Function = (DWORD) (DWORD PTR) func;
++idesc;
}
complete = true;
$cleanup:
if(!complete)
for_each(dll->modules.begin(), dll->modules.end(), ::FreelLibrary);
dll->modules.clear();
}
return complete;
}
oA 3 AY2 02 st Aok
MZ C++& HiEg MRUCH BX= 3 Of CAUOO| ot Ozt C++2 Y Hig & LU
C++I TS © o W e C++E CO QARBICHE OIEMS M2t YUYUCH state] Co+
THM MSez WMNE o WIACL M2 RO| AUAXT SHHE C++ Z2IMS 2G| EX|
EUAE EXts Hoe o2 W20 INE St=0 &9s| 2 A[ZHo] ZFICE AlZES 40t H2
ogi= CHE ot 2zix o 20| MOoEZES HA| = Al 20| Atast ASOIRACE HMS
Sl 8o Z2O% SHLtRE Agd 2otk HA| BUAS A o2SOIACE O I Fof AH
HEiZ ojE 22 UCh "FAE2 =O0[Lt #I= ot A otL 2t £22 Jte= HOF
JgCh 27 ZES Hdots €2 £2= oty otF2| E2 MS Bo| 91, Off2] 28§ A
oA F2 Olop7[E Ol SACtD StHEtE Aol Eu A= TFE X[H2 XpHol HE of
= A#O|CL HHX|= 25 S 208 X AO|Ch




DLL 2%5}7|

H 0| X] &4 HE57|

DLLE oZe[of =J5t7| fIeh DrX|Ef EWIE

CDllLoader0]| Q= ProtectDIl Tt4=7} O] AL HFLCH<2Z|AE 5> &) 22|= VirtualAlloc2
AESiM HREIE AY Y7 W20 37 ME0|L 7[FEA| EAP copy on write)et #=2 £

oTr 1 -
2 HM3SSHXl 2otct VirtualAlloce 2 Y= fzz|off HE ol aMo Al
A

gt Hojxel £d=

k
o

0%

AL
— —|OE e AN = O =

(PAGE_EXECUTE), A!3H9!7|(PAGE_EXECUTE_READ), A1349!7|* 7|(PAGE_EXECUTE_READWRITE), 9
7|7 2 (PAGE_READONLY), Q17| 7|(PAGE_READWRITE)7} B EC} Ztzte MAMo| A0 A XX
8 =M =Cf. IMAGE_SCN_MEM_DISCARDABLE £A0| X|&ME MM =2Cio| E5D LhE O

ol¢ 2 €Ol gle= HM0|7| W20 Mo HMAHsH =Ct

SH MU9 4% REM IS Al7|HEt: X7t 2ESHA| =0t TRt @2f DLLO| SZst
=E AAE W8u tt2A s #o|th 2= e =M=z SHOHA| @7 HE0 ProtectDll
HME S&7 MH0| A= BFE 022 M2lotd UL,

2|AE 5 ProtectDIl &

bool CDllLoader::ProtectD11(CD1lInfo * d11)
{
PIMAGE NT HEADERS nt = dll->NTHeader();
PIMAGE SECTION HEADER sec = dll->SectionHeader();

CVirtualMemory *mem;
for(int i=0; i<nt->FileHeader.NumberOfSections; ++i)

if(sec[i].Characteristics & IMAGE SCN_MEM SHARED)
return false;

mem = &(*dll->sectionMem)[i];
if(sec[i].Characteristics & IMAGE SCN _MEM DISCARDABLE)

mem->Free();

}

else

DWORD protect = PAGE READONLY;
if(sec[i].Characteristics & IMAGE SCN MEM EXECUTE)
{
protect = PAGE EXECUTE;
if(sec[i].Characteristics & IMAGE SCN_MEM READ)
protect = PAGE EXECUTE READ;
if(sec[i].Characteristics & IMAGE SCN MEM WRITE)
protect = PAGE_EXECUTE_READWRITE;

}
else if(sec[i].Characteristics & IMAGE SCN MEM WRITE)
protect = PAGE READWRITE;

if(sec[i].Characteristics & IMAGE SCN_MEM NOT CACHED)
protect |= PAGE_NOCACHE;

VirtualProtect(mem, mem->Size(), protect, NULL);
}
}
return true;

}
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PVOID CDllLoader: :LoadLibrary(LPCTSTR path)
CD1lInfo * loadedD1l = GetDll(path);
if(loadedD11)
{
InterlockedIncrement((LONG *) &loadedDll->ref);
return loadedDll->Base();
}
DllInfoPtr dll(new CD1lInfo);
dll->ref = 1;
dll->path = path;
if('LoadFile(dll.get()))
return NULL;
if(!Reloc(dll.get()))
UnloadFile(dll.get());
return NULL;
}
DWORD bound = IsBound(dll.get());
if(bound < 0)
{
UnloadFile(dll.get());
return NULL;
¥
if(!bound && !'BuildIAT(dll.get()))
FreeD1l1(dll.get());
return NULL;
¥
if(!ProtectDll(dll.get()))
{
FreeDll(dll.get());
return NULL;
}
if(!dll->D11Main(DLL_PROCESS ATTACH))
{
FreeDll(dll.get());
return NULL;
}
EnterCriticalSection(&m_csLoadDlls);
m_loadDlls.insert(make pair((PVOID)dll->baseMem, dll));

LeaveCriticalSection(&m_csLoadDlls);
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return dll->baseMem;
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void CDllLoader::FreeD11(CD1lInfo * dll)
InterlockedDecrement ((LONG *) &dll->ref);
if(dll->ref == 0)
dll->D11Main(DLL_PROCESS DETACH) ;
for_each(dll->modules.begin()
, dll->modules.end()
, ::FreelLibrary);
UnloadFile(d1l1l);
}
}
bool CDllLoader::FreeLibrary(PVOID base)
CD1lInfo * dl1 = GetDll(base);
if(!dil)
return false;
FreeD11(dll);
if(dll->ref == 0)
EnterCriticalSection(&m_csLoadD1ls);
m_loadDlls.erase(base);
LeaveCriticalSection(&m_csLoadDlls);

}

return true;

}
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FARPROC CDllLoader::GetProcAddress(PVOID base, LPCSTR name)

{
CD1lInfo * dl1 = GetDll(base);
if(!dll)
return NULL;

PIMAGE NT HEADERS nt = dll->NTHeader();
IMAGE_DATA_DIRECTORY edd = dll->DataDirectory(IMAGE_DIRECTORY_ENTRY_EXPORT);
if(!edd.VirtualAddress || !edd.Size)

return NULL;

PIMAGE EXPORT DIRECTORY ied;
ied = (PIMAGE EXPORT DIRECTORY) GetPtr(dll->Base(), edd.VirtualAddress);

char *funcName;

DWORD *funcs = (DWORD *) GetPtr(dll->Base(), ied->AddressOfFunctions);
DWORD *names = (DWORD *) GetPtr(dll->Base(), ied->AddressOfNames) ;

WORD *ordinals = (WORD *) GetPtr(dll->Base(), ied->AddressOfNameOrdinals);

if (HIWORD (name) == 0)

WORD ordinal = LOWORD(name) - ied->Base;
if(ordinal < ied->NumberOfFunctions && funcs[ordinal])
return (FARPROC) GetPtr(base, funcs[ordinall);
}

else

for(DWORD i=0; i<ied->NumberOfNames; ++1i)

{
funcName = (char *) GetPtr(base, names[i]);
if(strcmp(funcName, name) == 0 && funcs[ordinals[i]])
return (FARPROC) GetPtr(base, funcs[ordinals[i]]);
}

}

return NULL;
}
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typedef void (*PrintMsgFunc) (const char *msg, DWORD len);
typedef int (*PlusFunc) (int , int);
int tmain(int argc, TCHAR* argv[])
{
CD11lLoader loader;
PVOID base = loader.LoadLibrary( T("dummydll.dll"));
if(base)

PrintMsgFunc PrintMsg;
PrintMsg = (PrintMsgFunc) loader.GetProcAddress(base, MAKEINTRESOURCEA(2));
PrintMsg("Hello", 5);

PlusFunc Plus;

Plus = (PlusFunc) loader.GetProcAddress(base, "Plus");
int a = Plus(3, 4);

printf("sd\n", a);
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loader.FreelLibrary(base);

}

return 0;

}
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An In-Depth Look into the Win32 Portable Executable File Format, Part 2
http://msdn.microsoft.com/msdnmag/issues/02/03/PE2/

Peering Inside the PE: A Tour of the Win32 Portable Executable File Format
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