NEAE A =R

HAIX] & O|&%t Spy++ BUL7|

—_
QB At YFOIM TYS St J|ATOl WHIL ABEE APISS HIRHM 3T
St S=n|= HEAEO CHsHA HIZLCH OlYH Z XM= WH_GETMESSAGE =8
SHA Spy++It RARSH ZRIWS MET 20[ck 0] IYOIA Windows 0fS2|3 0| Mo]
HAIXIE Malote IHI A 98 AAHBHE WHO| TfefA LOLLE = ofxt

23

B OO OO OO T OUO T UOTE N OOO T OOOT N OOO T OO T UOTF N OOP T OOOTENOOT OO OO T OOO OO OPTO 1
TEURE AN TH ottt sttt st 1
AT ZHO Sttt sttt 2
BATH 2 AL oottt sss sttt 2
TR THIEL oot stss sttt 2
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B ZEBE DAL K] ottt ssss s sssss s sss st RsSs 3
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SPY++2 F O A B THO 17 ettt sttt sttt 5
WH_GETMESSAGE T ...t ssisesssssssss st st st ssss st sttt 9
R R BH S B O B sttt sttt 10
TIAIRIE B E R ettt ssssss s sss st st sttt st 14
SOV rvvtreeeeseesssessssnssssessss e sttt SRS SRS RS S 4 8R A S R8RSR RS RS RS R R S st 16
LT IR sttt sttt RS 19
Bl T bR ettt ettt ettt stk S SRR RS S R SR R R R R R E et tn 19
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X 7tolE

LANH: 2= 2000/XP

e OO EAZE HIFY ARC|Q 2003
| XAl C/C++, Win32 ZZ 29

SEE0k HAIX| ZLEHY T2

NN

ax =M

2006.05 7|HE QL|E{2 =224

2006.06 Ot A =5 E3t 31H Y =33 KA

2006. 07 HA|X|Z O| 8%t Spy++ SLULY7|

2006. 08 SendMessage 2 ZAs}7|

2006. 09 Spy++ 22 imSpy H|Zts|7|

2006. 10 X2 =2 Al 0132 A|E

2006. 11 WH_SHELL =2 A28l CI2 ZEMA 22 AEZEHA 67|
2006. 12 WH_DEBUG =& 0|83t = EIX| it

2007. 01 OutputDebugString o] Sk &l

e

OMA Sale 57 a4 WolM 4% Z2adoz YRS a#s| A
SendMessageTimeout $/4+2 ALS#QICE S1X|B HEEls M2o| ZOIE7 Z3E AT
OfL|7| 20| PostMessage S ALSHE Z 2{0|2 o|22 RTLt Qi O[Tk X
59 S0 AMEYE 7|RE UEY ZeaMo| AL CES ICE oot
X

E|
PostMessage 2 HZABIA HAE S| |2t PostMessage £ oY & ZAEE
= .

>

TS 42 o|lyst SEE BICh HAEE O SiBCHH X5 o S{EEF SHAL S
AEE PostMessage 2 HZATH O3 S AR A7 ZLHE Z2H0M 7|EEE T
S EAL of0tz MHA H W FEC EWH Ol &7t 30| FEXE U= 7|EE

FEIL 2K $n 22ee AS & = US ATt

a @eE Eob Mo & o ARACE A2 CHE Ot & ZEOM H|wdt= code Bl
|. |
7

UARUCE SEHLO=Z 22| code 7f 00|Ql B2 =5 WAt 120
740 =]

Copyright © 2007, Al Yx 2/20 T|O|X|
0] 2X = Creative Commons Z}0|MAE S L|Ct.

http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

> ‘ Aelzt oy, S5
— Dokdo forever
belongs to Korea



J
nz
al
il
10
rot
o

=2 £Z HAY: HAXIZ 0[8% Spy++ LI

HAIXlE O{EA X272

APL Z2 R4S s 3HEX| Qe =X ESO|2t3 oot OfZ2|H 0|MOlA HIAIXIS

OfH Maloh=xl 3B HOICh MF2 O HEL TS KX REE SN

O|RO{TICL <E|AE 1>2 71 Erast HEfo| AR RIECHMFC Z2IY Ze

Z0|s ZE a0} Ao 220 KAIX 2Z7 GICtD SHHELE MFC YREoR
[e]]

<2|2E 1>1F 22 FEj| HA[X] BEE ZhX[1 QALY

2|AE 1 ZHEHSE HIA|X] &2
while(GetMessage(&msg, 0, 0, 0))
{
TranslateMessage(&msg) ;
DispatchMessage(&msg) ;

ARl B2t ot €2 019 ZHESICE FOA HAIXIS AWM, HED| 715t B2 oY
HAIRIE 2 | HIAIX] $#S2E =FotCt O[A0| HAIX] M| H&LY.

mjo
40

GetMessage 7t St= A2 HAIX| FOA HIAIX|E StLt HLU= ZOICh MAIX|ZL =
B2 HAIX|Zt S0i2 W7EX| Ci7[etet. AESHA HAIXIE M2|5t7| floiAM
GetMessage & MA[X[0] RH=?E FOM Aottt &, HA SOIRCID o HA
XNe|st= A2 OfLtt.

TranslateMessage 7t St= 42 WM_KEYDOWN, WM_SYSKEYDOWN, WM_KEYUR,
WM_SYSKEYUP HA|X|E HAESH HE[S] WM_CHAR, WM_SYSCHAR, WM_DEADCHAR,
WM_SYSDEADCHAR 59| HA|X|2 Bgtet &= Q= Z200, HetE HAXIE HA|X] 7O
Z74SiCE 72X O 2 Windows A|AEIQ| CE Sart [0 Chad|

WM_KEYDOWN, WM_KEYUP Of|A|X|2F SEHSICE

DispatchMessage 7} ot= 22 7IM2 HAIX|E HAN=Z XM2[sts LO|Ch 7P 2 HAIX[Of
HEots R=R2 HAIX HEHE SESts LS StCtl H2sHH Eot

Sot HA[X|

X' ZZt0| A Windows 0| A Hlkl= 2= Z20UM2 Z2|E HEZ2] SZH0A
HAHEICHD HYHCH SEX|2H HE E=ot HAIX|= 0|42t AHEO| OrX| ARZ R AN H
Ot=ECE O CHEXAQ! of7F WM_GETTEXT 2F WM_SETTEXT O|A|X|Ct. WM_GETTEXT 2| A%
ACS HAES TofM NI BTO BB, WM SETTEXT O] Z9 =P HAES
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28 2AE ZQHE QAR OHSQICE SHXRF O] & HAX] 25 CHE ZZ M A0
Eiots =0 AEoi= M2 SEettt Xtk A[ZHof B E O|2 CH22tEH HET
ZOlEH=

CHE Z2Ma2 Jo7tA 58 ISet HAIZF 5|1 #XE HEL X 2F7t
LioF &2 A ZR2 2K 2 ook of AZ7?

2 HE2 Windows W20 ALk Winle A|Z0= Z&E Z2MA7F st H22| S2ts
SOt U QAT WM_GETTEXT F WM_SETTEXT o] A2 1 A|E&EEH =X{5tH orF
Ol MAIXIKCE Mk O A" Z2 WS 42 5 22 3740 A7 W20
£ Z2M20 tsiME o2t HAIXIE 2= 20| HHAS AO|CH Win32 7h =|FHA
O ol olgiet €2 /A 0| &Lk StX|ZH Microsoft of YoM = O IFA
HEEA ™ 7|E2l Winle Z23 T B2 Z2 MM QFIF 2l 20| sy
ERCH 023t O|f 2 Microsoft = Win32 2 U QEHA 7[E0 ALESIE O A X] 0
CisiAM= ZQIE ME2[E NME22 siFAts &S M0 ol2igt O|fF2 Winle £H
EMoHE oicto| HAIX= Xgk TS| e Z2Maz ZOHE WEI OFH
Mot glol # SAshs Aotk O WRME S+ HE2E &8st LHE Z2M22 1
=22 ZQIHE HES= 2 S8t 2ol LojLtn ULt

|_

WM_COPYDATA

OO HoAM

2 270 Winle =2t BIAIX|E Mgt HAIX|E2 CHE Z2AAR
ZLOIHE M&s 4 27?7 IECh 3X|2 Microsoft Ol M& CHE ZZMAZ HO|HE
HESE SHO| A8E =+ A= Y& HAIXIE oLt BS0f FRACE AAO| B2

WM_COPYDATA O|LCt.

WM_COPYDATA ©| WPARAM @ 2= HA|X|2 HUj= YAZ209| HEO| x|x+5|q S
=T} ofLiEl BUjE YEQats Mo OBt E BAL 0IO RS A= HEO|
ol Z#Q 002 X|M3IW =L} LPARAM © 2= COPYDATASTRUCT 9 EO._I £ 7}
FMEHE|0{OF BHCh. COPYDATASTRUCT = Of2fQb 2t0] Ao|g|of QICHZt TEo| ool <&

1> &),

typedef struct tagCOPYDATASTRUCT {
ULONG_PTR dwData;
DWORD chData;
PVOID 1lpData;

} COPYDATASTRUCT, *PCOPYDATASTRUCT;

H 1 COPYDATASTRUCT R=H TE ¥ o||
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Z2EY o|n|

dwData Ct2 TEMAZ Mg M4 OO|H.
cbData lpData 7t 7}2|7|= L{E2| Ho|f A 7|.
IpData ChE Z2EMAaz2 MEE HO[Eel ZOIH.

oM 2L GIOIEOf oigh MEXt7F S0zt oM X0
WM_COPYDATA & HEXo=z dAE OAIXIC WEtA O|F SoiM o2 HIolH7t HEE

=
4 97| RO 242g LY LU WA NS 9% 8= HE dwData S

AH8 3L IpData 0= TEe O|O[E Q| ZQIHE, cbData o= s HIO|EHS| A7|E
HOo|FMH EIC} src IE20|AM dest RIEL2F "hello, world"2t= 2AtE S M&SH=
ALY <B|AE 2>3t 20| HYH 4 9Uck

2|AE 2 WM_COPYDATA £ E38|M "hello, world"E F&3sH= oA
LPCTSTR data = "hello, world";
COPYDATASTRUCT cds;

cds.dwData
cds.lpData
cds.cbData = strlen(data);

SendMessage(dest, WM COPYDATA, (WPARAM) src, (LPARAM) &cds);

[}
=
~
~
A
o
ne
rir
I8
=
x
g
A
n
lo
{e}
rE

I
o
Q
~+
Q

= & 00010108 "TF. FIUatlngLangEar WindTitle" CiceroUIWndFrame
= & 0001010C "CiceroUIWndFrame " Cicero UIWndFrame:

= & 00030090 "IMEKR2003_MAIN" IMEKR2003_MAIN

= & 00D3008E "Defautt IME" IME

™ £ 00040040 " tooltips_class32

= & 00040044 " tooltips_class32

= & 0002007A " toottips_class32

= % 00060034 " tookips_class32

= & 00050088 " tookips_class32

= # 00050086 " tookips_class32
[ 2 00030084 ™ Shell_TrayWind

= & 0010037A ™" toolips_class32

= £ 00030694 " _sdm_Microsaft Office Word 110
= % 002302E6 " Auto-Suggest Dropdown

~ & 00100302 "SysFader” SysFader

— % 000608B2 *" tootips_class32

= & 01840858 *" toottips_class32

— & 000608B4 " tooltips_class32

&~ % 00050266 ™ Auto-Suagest Dropdown v

S2E 20 <Fl> 1€ F2HAL,

2} 1 Spy++ A% =t
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A= ECE

A= B B R S¥ A=LE
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el @ ot7l fAohM HM £ HBECH AT + F3 2
k=3

sHEX} O3 H <3H 2>9f

Ay X
Fra L B

= — FO
AHElEs & 212 #7 75 200
S A CHEE L} A SR ), B2
- — T = = — =0 —_T — -
M WAL} 2o~ DA e
B A2 FEELD
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wsw ||
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Sl (L

2l HhEk
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HEXE fle BES £ HAY: HAXZ 018 Spy++ U7

= Microsoft Spy++ - [Z 1]

O 2tAiE8) E2IT) ZME) 22|04 &HW ZSZHH -
D®o m ®i=x Be o _
= & 006D07D4 " _WwM ~
-1 & 000E022A " AIAl" #32770 (H2H 270
™ & 00080838 "URL" Office Tooltip
™| & 00220508 "Microsoft Excel £ A E &R OfficeTooltip
= & 00450268 "IMEKR2003_MAIN" IMEKR2003_MAIN
™ & 000B02CC "Default IME" IME
- & 001302CA "Microsoft Spy++ - [E 11" ARx:00400000:8:00010011:00000000.07C2066F
7 & 003B030E "IMEKR2003_MAIN" IMEKR2003_MAIN
™ Z 00190352 "Default IME" IME
SR mm = 000F034A "H| s - H 2 & Notepad
- & 00170348 "™ Edit
L & 00120304 " msctls_statusbar3d2
™ & 000ED132 "M MSCTFIME Ul
™ Z 000A0520 "Defaut IME" IME
== & 00020646 "M El" MsoCommandBarShadow
™ & 000B05IC "Temporary context menu” MsoCommandBarPopup
= = D007068A "Temporary context menu” MsoCommandBarShadow
™ & 00070578 "Temporary corntext menu” MsoCommandBarShadow
= ZF000706A8 "HH| HIOIS" MsoCommandBarPopup
= & 0006058E "H Al HIOI 2" MsoCommandBarShadow
SEEES D <Flx 7|1E FEHAZ,

<

2™ 3 Spy++ 0| EDES X2 3

<3 3>2 Spy++0|H LEES X2 BABI0|CH E2|S HOIP O Ay HELE
TAEOf YEX| & & ULk FojM HEYE A=P0|M Q2% OteA HES £2 Cfg
L4 MY <31D 450 22 &4 Y=Lt ECh 0] ROM T FEPO| 2AF
YHE L 4 oUrt

e X

| 2| St | Z2H2 |

F U HE S -H2E |
HHS: OO0F034A

EEZ MM 01003429 (Unicode)

EEE (64, 334528, 219), 464136

SHE 29 (64, 334528, 219), 464x136

ScHME ZH: (4, 504460, 132), 45682

SIAEAHME: 01000000

bl #E: 09040777

MFETHOI0IE: 00000000

2 HIOIE:
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£2 &7 HAY: HAIKZ 083 Spy++ BLILY|

HIAIA B2 X
T HAE | 29
FE A AR QW H ALK D&
WM IME SELECT = [B] Keyboard [ | MonClient  [] General
1:"J'MZ|ME:5ETCONTE)‘T|_ =[] Maus= [ ]IME [ | Registersd
WM_IME_STARTCOMPOSITION [ICliphoard [ MDI [ ] Unknown
WM_INITDIALOG [ ] Dialog [ ]DDE C]WM_LUSER
WM_INITIALUPDATE []Pen [ ] APX/MFC
WM_INITMENU
]-m-:E'FTL’I"“'TE“UPOPUP [EdtField [Jlstbox [ Scrolbar
VIM_INFUTLANGCHANGE | OButon  []Combobox  [] Static
INPUTLANGCHANGEREQUE || [iigew  [JHotkey  [Anmat
W KEYDOWN R
[ ]TreeView [ ]UpDown [ ] ComboEx
e, [ ] ToclTip [ ] Progress [ ]Pager
TH S5 [ ] Toolbar [ ] Trackbar [ ]1ReBar
[ D= AEH) ] [gg ;|_~:-r;||-g,] [IHeader  [IMonthCal  []IP Address
[ |5tatusbar [ | DateTime [ ] Sys Link
[J&=E JI2USE HEE) [ Tab Crtd
= [ #+ |[ =82

3}H 5 Spy++ OA|IX| £ 3tH

Spy++9l 7K ZES 7|52 HAK| £ JIS0/Ch Ctrl + M2 25 <3 5>9f 22

HIAIX] Ol £k 7N HAIX] 28 A=LE XYt Cha HAIX| "olAM HAr
HAIRIE dEfStL). 22[= WM_KEYDOWN OA[X| & ME4YC). O3 Chg 2els =224}

"= Microsoft Spy++ - [H AIXI(ZE 00170348)] = ||O][%
G ZEAS) MAIRIM) 2B} HI|0) 20w ES(H) - g%
OO @ i 5 BE X M

<000071: 00170348 P WM_KEYDOWRM nVitkey'A’ cRepeat:1 ScanCode: 1E fEdended: 0 fAlt Down:0 fRepeat: 0 fUp:0
00002 007170348 P WM_KEYDOWN nVitKey'B' cRepeat:1 ScanCode: 30 fExdended:0 fAlk Down:0 fRepeat:0 fUp:0
<00003: 00170348 P WM_KEYDOWM nVintKey:C' cRepeat:1 ScanCode 2E fExtended: 0 fAlt Down:0 fRepeat: 0 fUp:0

[Z22E 220 <FI> 712 FEHMZ,

StH 6 Spy++2 StiA LEWER HEEE 7|EE HAXE £HE 21H

<2t 6>2 oM 2ES AE=R0AM abc 7| +E 2EHOIL). WM_KEYDOWN 22
ABC 7} 2ot AS & & ALK MM 2708 M 74| 7]150] Spy++0M 7+ ELO
AMEEE 7|S0ICh A4E AERE Aot HsHE HAXE & E=F SHAL
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WH_GETMESSAGE

WH_GETMESSAGE 22 EX MaC2 MTHE HA|X|7} H2|Es AS SZstct 0] =9
S Z2AXME MY ER MYE BA|X|7} GetMessage Lt PeekMessage Of 2|HAf
HAE AL &bx = o) C

2 [ = omabd =ZE A =9 HAIX F2 S0{7HM XElsl=
2E HAIXIE 2HE 5

CF

=
=<
= =

C

—_

$Q

LRESULT CALLBACK GetMsgProc(int code, WPARAM wParam, LPARAM 1Param);

code — [ &] code Zt0] HC_ACTION @1 AL = ZZA 1% 2elisln, 0 2L} &2 HAL0=
S Z2ANE $EIX| 2D CallNextHookEx Cte 2|9 sjjof siCt.
wParam — [2 2] HAIXIZt BAIX] FOIN F|HE QAR | OtLIX|Z LtEFLACE O] Zto| ojoje

& =]
—
<# 2>F HIOHAL

[IJI[LI
POP
|'0|- —

H 2 code £} 29|0O]

«* ojn|
DA X7} HIA|X] FOIM MAZK| %0 kxE AL
PM_NOREMOVE PeekMessage & PM_NOREMOVE Z241E MM ==t

Aor}

HAIXIZE HIAIX] FOIM HMAE ZRLE GetMessage Lt
PM_REMOVE PeckMessage 2 PM_REMOVE Z2j 12 MHs|A &3
ALt

IParam — [ =] 2ot HAIX] &

MSG #Z=H= otefier 22 HEE

Ik b

MSG ftxM|o| ZIEHE XMt ULCE.
SG X AMo €Y o|0l= <H 3>

H
bS]

[

=z rr

typedef struct {
HWND hwnd;
UINT message;
WPARAM wParam;
LPARAM 1Param;
DWORD time;
POINT pt;

} MSG, *PMSG;

H 3MSG 714 LE 9 9o|Of
2Ed o|0|

hwnd HAIRIE &S =R

rot
i
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0

message HEAMSE O A X| ID.

wParam 0| A|X] wParam.

IParam O A|X] [Param.

time HA|X|7F Ehdst AlZE

pt HAIX| 7t Hdor OfRA ZOIH.

2|E gt code 7| 0 EC} 22 ZAL0|&= CallNextHookEx ©| Z|E Zy2 AC|E 2| &jjof
otCt O™X| 2 ZR0|= CallNextHookEx o| Z|E Zt2 AE AL8%t= Z0| FCt

o
CallNextHookEx & &AM CtE = KNS =ESHX| U2 22U 02 2|H oljoF Bhcf

= P2t BX siof & 25 BER HES
E7{%t= AO|Ch <=t 1>5 28 X A|I2Z0| SHsts ZE =7t EAHEO Us
AE 2 & ULk ol 7|5E Tt Y Adg2S ot APL & JHE &1 24}

EnumWindows &= SX| A|AHIY| SZ=0l top AELR
o

AL <Bibl 2>00M REO EWsts HAaE 3 x| E QI KA
AT TeICh A WM TEOEE HS £UY Y A4S, £ W AXZ ST
4 o0 MUY ME0|EE YOiFY Hoh 43S A0 00| ofdl e 2|H B,
M 20| 02 2|F Bk B F4 PpEnumFunc oA 02 28 8 Z20|= 02

m
rm
o
o

BOOL CALLBACK EnumWindowsProc(HWND hwnd, LPARAM 1Param);

EnumWindows | A HR| QX2 HO7I= Y e 9 22
HAEY oi2t0le 2 X SAHE A=29| sHE0|, = B QXZ EnumWindows £

D07 MY matoE7h Qo 20k TRUES 2|8 o3 7 =0 A4 Ty
|3, FALSES 2|H oH ¥ Zo| L &|1 EnumWindows &H4=7} 0 2 2|8 $iC}

<2|AE 3>0f EnumWindows £ AtE3{A top FERE GHSl= FETL LILIQILCT

o

g2 7HX2 ALk A

2|AE 3top HERE YA AL
#define WIN32 LEAN AND MEAN

#include <windows.h>

#include <stdio.h>

Copyright © 2007, A7 10/20 T|O|X|
0] M+ Creative Commons 2}O|MIA S S L|LC}.

http://creativecommons.org/licenses/by-nc-nd/2.0/kr/

ﬂ¥ Azt e, 55
A
Dokdo forever
belongs to Korea



YRS 93t A= 2 EAY: HAKS 083t Spy++ ZLILYY]

BOOL EnumChildWindows (HWND hWndParent, WNDENUMPROC lpEnumFunc, LPARAM 1Param);

EnumChildWindows = Ed =29 XAl IERE sl 92 St &0k A HEKY
ooz @Ay 22 A-Ro| HESS, & UM mf2l0jez 29 ot ZOHE, A B
oIxtz =Y otz TEE mEl0HE E0{FT FEoh 9ot 22 TRUE 2ufst 342

FALSEE 2|& otCh O] ol X HiM| QXIE NULLZ T E5HH QoA 27HS
EnumWindows ot &2st AgtE +AlSICE <B|AE 4>E <B|AE 3>0| EH B2 S
FHNM A FE=RA] E5 EES=E = AO|CH ¥ ZIt7h <3tH 7>0

LhotQct.

2|AE 4 EnumChildWindows & AF28A XA AEQLE QM= 24 st
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GetlLastError() != ERROR SUCCESS)

return FALSE;

if(!GetClassName(hwnd,

className, sizeof(className)) &&

GetlLastError() != ERROR SUCCESS)

return FALSE;

printf( "%*sWindow name = \"%s\""

Class name =
1Param,

windowName,
className );

EnumChildWindows (hwnd,

return TRUE;

4 name Class name =
4 name Class name
4 name

W name

4 name

4 name

4 name =

4 name =

4 name

\"%s\"\n",

EnumWindowsProc, lParam+4);

"MegrIMEWindowClass"
MznMzsgrUIManager™
Class name = “Acrobat IEHelper Object"

= "tooltips_class32"
= "Horkeri"

"ComboLBox"

= "TPUtilWindow"
= "tooltips _class32"

"CSCHiddenWindow"

4 nane Class name = "Systenlray_Main"

Window name
Window name

Window name

Window name
Window name

Class name =
Class name = "H#32778"

Class name = “Button'
| BB Class name = “Button"
'Static"

Window = Class name = “Static"

Window
Window
Window
Window
Window
Window

' Class name = "Static"
a Class name "Static"

ctls_progress32"

Class name "Static"

Class name "Static"

Class name Static"

Window _'T Class name = “Static'
Window = Class name = “Button'
Window = Class name = “Static'

St 7 XY A= EA H
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DWORD exStyle = GetWindowLong(hwnd, GWL EXSTYLE);

BOOL isVisible = IsWindowVisible(hwnd);

BOOL isToolWindow = (exStyle & WS EX TOOLWINDOW) ;

BOOL isAppWindow = (exStyle & WS EX APPWINDOW);

BOOL isOwned = GetWindow(hwnd, GW OWNER) ? TRUE : FALSE;

if(isVisible && (isAppWindow || (!isToolWindow && !isOwned)))
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return CallNextHookEx(NULL, code, w, 1);
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