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7HH|'E—_|-|- D|‘O|3_§/\J_LE |:||_7[<_O'I AE|:|2 2003
7|&X|Al C/C++, Win32 22
SEEO0E ofH YN =2

ax =M

2006. 05 7|2 E BL|E

2006. 06 OFRA =22 £33 31H AN
2006. 07 HA|X|Z 0|8 ++ BL
2006. 08 SendMessage = A G|7|
2006. 09 Spy++ 22 imSpy M Z 7|

2006.10 M9 =2 A3 0j32 FE

2006. 11 WH_SHELL =S Al28)l CI2 Z2MA A5S ME2ajAl 3}
2006. 12 WH_DEBUG =& 0|83t = EIX| it

2007. 01 OutputDebugString o] 2+ 22|

oM
E
i
(W
o
r
R
N

233 M

2 0=

HE LS| MAC Y=o FLE WE AlZE Qo 7t £ 7|E JetCh Of2{ gt
S0A ==20| st TXZE MO[E 2 o 7HK| HIEO| UM 20 E &0t St

o "IN ZRIHYOR, B X JIE2 ARM SIS o2 Z2IuS

Hu

[o]3

°

bt
gu o> ojo
_>,'_

M= Z{O|C}. O] HhAlo| 7|9e Cteap Z+ch

X7 DS3tm AR A ZRaeYo %2 S0/8 ZtX1 JUR/UCH T mf sk

VGA ©| 13h 2 =0l 300x200 3t 2o AlX|s{QUQUCt H=a| st HIO|EQ} 3tHO| st
Lol oYz WEL= e oHEEol 2 ME 3¢ O 522 T ojAMA
OHED QUACE 2ZF 2 TXte| I AL "A8H F RE{Hofzt”

O] &2 o] 7tX| TFE 7FA| ACH XpAl0] HiR #Hel WolM O|H MZA a2 M
XtAl0] Hi2 7|=0f CHHA 2O AA OlshE == UA| siFECH 3 Of MHOIM HiR2 XS
ZaH HHES 7tHM MER AS BE7| R0 S2tM SR Be AZHE 2UX]
otz &1, AY FO| BFT X2 JWUKEOA B2 AY FS MASICHE EFO| ACH
z20efd Aoje HA ot THE HEZF 9{0lM Ol AESH 25 BEIHO| 51,
ME22 2HE st ST CHYSHTICE O|H & ZZEE 21 0j2{F0| Thof oA
SZE AH8%ts ZE2OUS M Fr s 2Ot O 20l o2 20 AoM =
FTRECE &2 £F2 olsiut S& S JHXA € ZAo|gt AHHE YASHAL
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Intro

olg o 5lH o EM TXol MY oz = HH HES0| E0E P A F T
a2 = DZAXN9| MM HEAEQ st 2 SO|CH AHY HEAEESE J4EHO| O3
20| OfL|Ch F7L S8 ™ A %*Odﬁl dX | sta XILPPE AEO| HN=Z2 Heg

mol= M7 == AOILt 22|&
WH_MOUSE_LL 20|2t= MZ HHE ’T’jE—*lﬁ 01| M *'°”E|._ F 7K BRe =22 ¥ =2
A0ILt. O] 28 &M & Z2AIXS =& HUHAETL Of QOIS 7HX[= X d2[2
ZI¥e= O X0[E 7HX|= X[E O[si5t== ohAt

ggs
Sopeiz ofuo| ZAEMY AE ALBELE APISO| QICh ZYS S}BIA AF AFSOHH Els
APLS B 7IX| MHEEE SHAL APL7} Ehd] ALSHEH B2 7158 QICkD XjAI9| |

HANDLE GetCurrentThread(void);

DWORD GetCurrentThreadId(void);
HANDLE GetCurrentProcess(void);
DWORD GetCurrentProcessId(void);

Ul 7HA] e Al 2 AHMAES 5t I ot IMMEE Aol 2
SN 2l Z2 M NS, WA 2 ZRAMA

o
2l 23 &7t SHsts AIHO| o=

MY E S, AHA 2 M= oro|C
g —

Ofo|C|E wheiste 2 Bt 02 SdfA
7

o
= = e
ZZNA9| of= M E HEAE QIXE & = ULt

9l gE S ARt SNt MY EQt T2 A A0 0t0|C|E Fohe ECh hwnd 2
= £2 Y0|{ZH IpProcessld 2= T2 N A

==
, BB IO FE M E OFO|C|E HHZECLt IpProcessld 7} 2 QI8 42 NULLZE

BOOL DuplicateHandle(
HANDLE hSourceProcessHandle,
HANDLE hSourceHandle,
HANDLE hTargetProcessHandle,
LPHANDLE 1pTargetHandle,
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DWORD dwDesiredAccess,
BOOL bInheritHandle,
DWORD dwOptions

9l g HES A AFIE GEE L Win32 M 72Xz AHS0| Z=MAE
0N SREIX =Lk HSS SHOH| foiME f1e g+E A8 dES FA
AlZ{OF otCt. A BiRf QIXtZ & Z2MA WSS, & B AXZ SAME A2 HES
MR CIXtZ CHY Z2MA HSS U B AXzs SAtE HSS 2|HEE ZQUHE
Ho{F=M gLt AEtM O Z CHg QIX=Z£ 0, FALSE, DUPLICATE_SAME_ACCESS & T2
0 ECL OJEA & 32 SYot ASE 7HX=5F MSO0| ZALECHL EOF XA 82

Op2 2 HAX]

Op A& Windows of B4 Y& HA|SQ| otLto|Cr A2F OteAet 2EHE HAX =
BLh 02 2Z00| FMA O O HAIX|IZF QX ot dHEEE S5HAL <& 1>0f
Windows Of|A] X|@st= 2E Orf2A AKX FF0| LtetQUCt

H 1 02 OIAIX|

Ol Al K] X
WM_LBUTTONDBLCLK AZ HES HE SEUS O Ly
WM_LBUTTONDOWN YZ HES =S I Lo
WM_LBUTTONUP YZ HES WS 0f Ly
WM_MBUTTONDBLCLK 720 HES H& SIS I wdd
WM_MBUTTONDOWN 7120 HES S3S f gt
WM_MBUTTONUP 720 HES We mf e
WM_RBUTTONDBLCLK QEX HESZ HE SUNWS M WS
WM_RBUTTONDOWN QEZ HEZ =TS O Wi
WM_RBUTTONUP QEZ WES WS .
WM_XBUTTONDBLCLK =7t HES HE Z2ge o
WM_XBUTTONDOWN F7t HES RS O
WM_XBUTTONUP F7tHES B I

SEH0|UE FHO| ot oM JZ HES OE
WM_NCLBUTTONDBLCLK Same o
WM_NCLBUTTONDOWN | 22t0|HE HH0| ot XOojM ¥E HES =S 0.
WM_NCLBUTTONUP SEH0|UE FHO| ot oM dF HES HE O
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Satojole ®olo] ofH ROJM @2F HES HEZ
WM_NCRBUTTONDBLCLK | = e - ==
saye o
WM_NCRBUTTONDOWN | 22}0|9IE Q0| Ot ROJA Q2% HES S3S .
WM_NCRBUTTONUP SCIO|HE FHO| Ot ROAM REZ HEZS HS .
S20|HE FAHO| ot RO 7H20 HES H=
WM_NCMBUTTONDBLCLK
e o
WM_NCMBUTTONDOWN | 22}0|9IE Q0| Oftl ROA 7120 HES =32
WM_NCMBUTTONUP Z2l0|9IE @alo| OfHl oA 7t2O HES ©eS o,
SetololE Polo| ofdl RO|A X7} HES O
WM_NCXBUTTONDBLCLK | — ° -~ N ==
sy o
WM_NCXBUTTONDOWN | 22}0|9IE 0| Oftl RojM 27} HES =22 mj
WM_NCXBUTTONUP Z2l0|9IE @Clo| OfLl RO|A =7} HES HS .
WM_MOUSEHOVER O AT EX QES 9o ooz S0{2 I
WM_MOUSELEAVE QAT EX QES ool Hto = whR{LFZE O
WM_MOUSEMOVE Ot A7t SXQ 0,
WM_MOUSEWHEEL O Aol Zo| ozt mj
WM_MOUSEACTIVATE O2AZS EsjA S8 T2OUS M3} A|Z 0.

a3 1 op2e X HE
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<E1>2 B0 YAX0 0L2A HAX O|2S FAXMOZ XOjX ULt OLRA HEQ]
ZRE UEIE Gols LR M X 7|57} AFREICH L2 9% BES RS Q2% HES,
M2 7}20 HES X& O0|AZATE 0j9A Sof 0| 2l HECR <12 150
1 X7} LiFJULCE {0 EE XBUTTON1, XBUTTONZ2 7} =IC}.

NC & S2}0|olE ¥oo| Ofdl EO|A| HAIX|7} 24 HSe AECL S2j0|QE Ho|
Ot 2O|2t Y=Q0| ZHMO|L} AJO|= =FE HQ| 52 o|O|stCt. WM_MOUSEHOVER &}

WM_MOUSELEAVE = EQH HEZS £ o BOo| ArEEICHL §F fI22 dY ¢to=2
Op2A7F E0{2 [ HOVER MIA|X| 7} 43S, LtZ [0f LEAVE OA|X| 7t 24 SECE Of
A K| = 7|E"*9EE SX| E[X] #2l TrackMouseEvent gt+=& SoilM SX|E 22X

Iz 200t g EC

WH_MOUSE

WH_MOUSE =2 4% Z2120| AR FOIA 0122 B3 HAXE A0i7Hs Z20|
LHBICL 2N O § DELE 0L DIAIR|7F BB HERO| MY A0 A
MgEIc

LRESULT CALLBACK MouseProc(int nCode, WPARAM wParam, LPARAM 1Param);

nCode — [2] code gf0| 0 ELCt 22 FRE T ZZAME #AIA| 1 HZ
=

|
CallNextHookEx £ =3+ C+2 2|EgjoF tCt 0] Zte| Q|O|

H 2 nCode Zt2| o|0O]

=1, o[0
HC_ACTION wParam 1} [Param O| OfA HEE Et1 QIC}

wParam 1} |[Param O| OfA HHEE &
EI1|/\I?<I TOIA A[X[ZF M A K] b2 U
Y ElCHPeekMessage ©| PM_NOREMOVE =217t

sug oo

HC_NOREMOVE

wParam — [&] 2rst O A HA|X| ID(WM_LBUTTONDOWN, WM_LBUTTONUR, ...).
IParam — [2} 2] MOUSEHOOKSTRUCT FZ#| ZQIE. MOUSEHOOKSTRUCT L ZH|&
obzfel 0| Folg[of Rl2n. BEY o|ij= <& 3>5 oAt

typedef struct {
POINT pt;
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HWND hwnd;
UINT wHitTestCode;
ULONG_PTR dwExtraInfo;
} MOUSEHOOKSTRUCT, *PMOUSEHOOKSTRUCT;

H 3 MOUSEHOOKSTRUCT ¢tZ= 4| ZEY ojnO|

2E3 2|0

pt HAIRI7} LA3H L@ A zhE
hwnd HAIX|I 7t -l RIE2
wHitTestCode 5|E HAE AE.

dwExtralnfo HA|X|QF BHE FIFHO He

WH_MOUSE_LL

WH_MOUSE_LL 22 WH_MOUSE &} Y&} O19A 22 233tCt SfX|2 St HhAlof
A M= WH_MOUSE S’;—I‘.f H JX| Ct2 FOo| =X§stct. WH_MOUSE F WH_MOUSE_LL 9|

Xto|Me <HE 4>Z2 X IDE}XF (WH_KEYBOARD 9 WH_KEYBOARD_LL Of| £ S &}
N e,
# 4 WH_MOUSE =1} WH_MOUSE_LL Z9| %}0|H
= WH_MOUSE WH_MOUSE_LL
Op@ 2 BAIXIZH BIAIK] _
o 02 BAIXIZH BAIR] 70| ZAE
55 A AN HASALG Bxg |
.
O BAIR|Z eyt
5 AYAE 52 23 MY SOl HHAE,
QAT 20| M E HEAE
L 9 o L Q] o
wy simo ap | 015 HESOIN mwwr Ol =LA BIAIX|7}
- | LMRER PR TS LHHEX X > QIS
T2 THs(S2t0| B0 A A
A O|HEQ} YU O A O|HI EQL mouse event 52
ot opme g | T T S5 B8N LS OMETL 18
THsE
8 Y x| EE HY HBt Ths3.

<E 4>9| SO 7t FOfSiM Eotor & H2 =E HUHAE RFO|Ch

WH_MOUSE_LL 2| 32 S5 +dY Myt AHAENM SEE7| LIE0| F ZZA|X}

D
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DLLO| &M ZR=, DLLO| EX{otCt StEEtE MY E HEHAE ALO[OM HO|EHE
SHot7| RSN Ero| HYes AM8Y TRt Sifh
1o AtEOl FET JHX|= A2 OfLCh AIA”OA 2 E AHAES Het A7]7)
M HAIRIE ArETHCE 2 M WH_MOUSE LL € AIEE 2R =
SEEAl HAIX] B=& 7FX| 2 QUojof ottt O|FX| s 8% &8¢ 2!
HHMZ X AlZHo] BtE 2&£& hkldr & AF&3HA WH_MOUSELL S HAE & 32
O 270 0|3 Z20ls dds E€HY &+ AUCh Of2lE WH_MOUSELL = ZZ A
g0 HYOILt.

LRESULT CALLBACK LowLevelMouseProc(int nCode, WPARAM wParam, LPARAM 1Param);

o
_<')_|-
Ral
i)
m [
o
HU

nCode — [22] nCode Zf0| O HLC} 22 AR E= & ZZA|NE £
CallNextHookEx & =3t CIS 2|ES|OF Lt DX US AL _ACTION 2
7tIEt. O] B0 wParam 1} IParam Of = OFRA OAX|2b 2HEE HEIF S0 ULt
wParam — [Q/21] YrAIsE OFQ A GA|X| ID. WH_MOUSE_LL §9| 2O NCHY HAIX| S}
DBLCLK BAIX| X 23ich S|EHAET £8E7| O[22 NCHZ HAIX|S ZP
g L HAIX|z FOof=2Lt.

[Param — [ 2] MSLLHOOKSTRUCT &K ZOIE{. MSLLHOOKSTRUCT fEX|= Ozl et
Z0| Folx[0f ot 2t EET}F o|0|St= Hi= <& 5>F HASHAL

typedef struct {
POINT pt;
DWORD mouseData;
DWORD flags;
DWORD time;
ULONG_PTR dwExtraInfo;
} MSLLHOOKSTRUCT, *PMSLLHOOKSTRUCT;

238 HNESH.

H 5 MSLLHOOKSTRUCT T o|n|
ey o|0|
pt OrA OAIX|ZF S5t Ztm (0] AEe 23 7|F0[D).
OF2 A A X|7F WM_MOUSEHWEEL QI Z 20, A9 QE& =9
Ol& 0|1 39| HEE= AFSEX| Y=Lt BA|X|7t XBUTTON It
 ceData 2 E A0l A @=L XBUTTON AFE{(XBUTTONI,
XBUTTON2 £ At28lA O Z2Z0| XBUTTON 0| =&f B =X
HMIAg 5= ACH7t &t == AHEEIX| =0t O 29
HAIX|Q] B O] HE ZiO| AFHEEX| Q=Ch
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HEAE flet =2 = HAY: 02 52 St =28 AN 208 HZH5|.

O|HIEZ} mouse_event SO| &2 MAEl Z{QIX| LESI=
flags oI5tS BHC} LLMHF_INJECTED Zaj17} ™= A<
mouse_event SO 2 HA|X|7F MMEEUS S LIEFLHCT.
time OFRA OIAIX|ZF 2l AFo| EfARE 71
dwExtralnfo OFRA OIAIX|QF 2HEE FIHEQ FE.

TN b B EO| LtEfLE %U:f- WM_MOUSEMOVE oI BF =L Bo| 2ddts FE0]
Ul WZol EHM KL AIZACE

2| AE 1 mousemsg.h

= O

dE, O2ln o2 AxNo =Rl SEHAE AEE SR of FACL HdHS

WH_MOUSE 29| ZEE= <Z|AE 2>0f LIQIQUCE EMSH O A HA|X| ZFQ HHAE
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2|AE 2 WH_MOUSE & Z2A|X
LRESULT CALLBACK
MouseProc(int code, WPARAM w, LPARAM 1)

{
if(code >= 0)
{
PMOUSEHOOKSTRUCT mhs = (PMOUSEHOOKSTRUCT) 1;
for(int i=0; i<DESCSIZE; ++i)
{
if(w == g msgDesc[i].id)
{
XTRACE("!!! OA|X| &M : %s", g msgDesc[i].name);
XTRACE (" = HEIAE : T2 MA(%d), AHE(%d)", GetCurrentProcessId(),
GetCurrentThreadId());
XTRACE (" = 2ELQ : %X, S|EHAE IE : %d\n", mhs->hwnd, mhs-
>wHitTestCode) ;
)
}
}
return CallNextHookEx(NULL, code, w, 1);
}

& Debug¥iew on WWWCODEWIZ {local)
File Edit Capture Options Computer Help
EEHE | 4 =2 @ BE T

# Debug Print

ALK 24 WA _LBUTTOMNUP
=> HYlAE | T2 M| A(3364), »H=(2328)
= HER p0Pc, §lEHIAE BE ]
N H ALK 24 whd _WCLBUTTOMDOM
= HYAE D T2 M| A03364), 2 Y| =(2528)
= TS b07c, 3|EHIAE BE 1T
HEH AR 254 W_LBUTTOMUP
= # E . T2 Y| A(3364), MY =(2328)
= 7 s h074c, GIEHIAE BE
VWRA_LBUTTORDO WM
CEZ M| AB16E), A =01398)
10078, Gl EHIAE BE
CWR_LBUTTORUP
CEZHABIE), M =01396)
» 10078, 3l EHIAE BE 01
HEH ALK 24 whd L BUTTOMDOWN
=: HElA 2 T2 || A(584), »H=(3424)
= LR 2049, 51 EHIAE BE

H1Z

Ol=mE40)=NE0|=

a
il
5
B
7
g
g
1
1
1

Imoz

Imoz
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HEAE flet =2 = HAY: 02 52 St =28 AN 208 HZH5|.

3tH 1 WH_MOUSE & ¥ 3™

SEoh FEMOME AMEE AKX ZH SIEAOOA LS HAIXQ
TESM ZSHSIEE off FACH M| 2H WH_MOUSE MA|X|F &2l MZ Ct
ZZMA0M Zdsts HAIXE 25 S0t M= HHAENM 2255 AS € +

UCH<2HH 2> FHI).

_MOUSE_LL 29| IELE <2|AE 3>0| LIEILIQUCH 7|2 Hoz sl MH
= <] o

2|AE 3 WH_MOUSELL & ZZA|X
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& Debug¥iew on WWWCODEWIZ {local)
File Edit Capture Options Computer Help
=EHE | == @ EE 7T

# Oebug Print

W H ALK S WA _LBUTTOMDOWN

= HEIAE T T2 Y| A3036), M =03440)
= . FALSE
WA _LBUTTORUP
D B2 M A(3036), A4 =(3440)
. FALSE
W _LBUTTOMDOYM
P X2 Y| A03036), Ml =03440)
. FALSE
WA _LBUTTONUP
P X2 Y| A03036), M| =03440)
. FALSE

T — T —

[ IMOE [T [mOE (M [ mOE ||

]
1

2
3
4
5
B
7
g
g
1

1

N> NET |3 N T > N T

S8 2 WH_MOUSE_LL = A4 3td

E£02 WH MOUSE LL 29| A HEIAET} JIX|= E™E 6t O A4HEEZE SHA}
LHH o= MAIX| 52| BL CHE ZEMAQ MY EE 2H5= 4% DLLO| i
TZMAZ QAMEETLCE <31H 3>5 MM EMH notepad.exe O A& FH0| mousehk.dll O]
QIME E Ag =olg 5= AT X WH_MOUSE_LL O &R AHAlQ| ZHEIA E 0| A

ML 7| 20 222 DLLO| CHE Z2 N2z QIMECLR[X| Gi=Cf
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File Options Miew Process Find DLL  Users Help
o= EE s ad N
Process FID  CPU  Description Company Mame -
# ctfrmon, exe 1644 CTF Loader Microzoft Carparation
ol MENMErexe 1652 MSH Meszenger Microzoft Corporation
Talravtexe 3364
ﬂ dexplare.exe 3052 Microsoft Document Ex,.. Microsoft Corporation
'[;’,"ﬂ gwinn,exe 1264 Wilmproved — & Text Ed,,, ¥im Developers
Webkall exe 2776

Motepad
984 Micrasaoft Spy+ 71

4= L LL -~ LD 111

TPY N, EXE

=1 N T

2

Microsoft Corporation
Microzoft Carparation

L LL A

Marme ¢ Description Company Name
Acizenral,dll Windaows Campatibility DLL Microsoft Carparation
advapi3z,dil Advanced Windows 32 Base ,,, Microsoft Corporation
comctl3Z2,dll User Experience Controls Lib,,, Microsoft Corporation
comdlg3z,dll Common Dialogs DLL Microsoft Corpaoration
ctype.nlz
gdi3Zz dll Ghl Client DLL Microsoft Corporation
IMEERTOIME Microsoft IME 2003 Microsoft Corparation
imm32.dll Wwindows xP IMM3Z API Clien,,, Microzoft Corporation
kernel3Z2.dll Windows NT BASE API Client,,, Microzoft Corporation
locale.nls
Ipk.dll Language Pack Microsoft Corpaoration
maousehk,dll
msacm32,dll Microsoft ACKM Audio Filter Microsoft Corporation
MECTFE dll MECTF Server DLL Microsoft Corporation
MECTFIME,IME Microsoft Text Frame Work =,,, Microzoft Corporation
mewer ] dll
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bicro=softf ~ Buntime |ibrarw bicro=nft Corooration 210 S05e A

YWarsion

5,01,2600,2180
5,01,2600,2180
£,00,2900,2150
£,00,2900,2150

5,01,2600,2815
7.00,3002, 0000
5,01,2600,21580
5,01,2600,2180

5,01,2600,21580
5,01,2600,2180

5,01,2600,2130
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&5 Capturelt

-

T i Etheros ARED0EX Wireless Metwork ...

DNU(E) ME(E) HEII) SHSI|(E T3(T > e

li>

1<

3l 4 Capturelt T2 S ES|M HERA HF &S

<B|AE 5> AN EZZ 0| AIRE OIRA =
AHE IR 7| 20, WM_NCLBUTTONUP QIX| WM

71§ =

X =tH

£ D ZA|XLC} WH_MOUSE =&

_LBUTTONUP QIX| A= stCt a2|n Ctrl
=X MABE7| A GetAsyncKeyState $t4=5 AL238}SICH

aT=

2|AE 5 WK & T2A|X
LRESULT CALLBACK

CaptureMouseProc(int code, WPARAM w, LPARAM 1)
{

if(code >= 0 && (w == WM NCLBUTTONUP || w ==
(GetAsyncKeyState (VK CONTROL) & 0x8000))
{

PMOUSEHOOKSTRUCT mhs = (PMOUSEHOOKSTRUCT) 1;

if(IsWindow(g targetWnd))
{
SendMessageTimeout( g targetWnd,
g callbackMsg,
(WPARAM) mhs->hwnd,
0,

== WM_LBUTTONUP) &&
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m_bmpCapture.DeleteObject();

HBITMAP bmp = CaptureWindow(m hwnds.front());
if(bmp)
{
m_bmpCapture.Attach(bmp) ;
m_stcCapture.SetBitmap(m bmpCapture);
}
m_hwnds.pop front();

m_mutex.Unlock();

SetTimer(1l, 1000, NULL);

CDialog: :0nTimer(nIDEvent);
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